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M ME (Miltipurpose Internet Miil Extensions):

Mechani sns for Specifying and Descri bing
the Format of Internet Message Bodies

Status of this Menp

This RFC specifies an | AB standards track protocol for the
Internet comunity, and requests di scussion and suggestions
for inprovements. Please refer to the current edition of
t he "1 AB O ficial Pr ot ocol St andar ds” for t he
standardi zation state and st at us of this protocol .
Distribution of this menp is unlinited.

Abst r act

RFC 822 defines a nessage representation protocol which
specifies considerable detail about nessage headers, but
whi ch | eaves the nessage content, or nessage body, as flat
ASCI 1 text. Thi s docunment redefines the format of nessage
bodies to allow multi-part textual and non-textual nessage
bodies to be represented and exchanged without |oss of
i nformati on. This is based on earlier work docunmented in
RFC 934 and RFC 1049, but extends and revises that work.
Because RFC 822 said so little about nessage bodies, this
document is largely orthogonal to (rather than a revision
of ) RFC 822.

In particular, this docunent is designed to provi de
facilities to include multiple objects in a single nessage
to represent body text in character sets other than US-
ASCIl, to represent formatted multi-font text messages, to
represent non-textual material such as inages and audio
fragments, and generally to facilitate |ater extensions
defining new types of Internet mail for use by cooperating
mai | agents.

Thi s docunent does NOT extend Internet mail header fields to
permt anything other than US-ASCII text data. It is
recogni zed that such extensions are necessary, and they are
t he subj ect of a conpani on docunent [RFC -1342].

A table of contents appears at the end of this docunent.
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1 | ntroduction

Since its publication in 1982, RFC 822 [RFC-822] has defi ned
t he standard format of textual nail nessages on the
Internet. |Its success has been such that the RFC 822 format
has been adopted, wholly or partially, well beyond the
confines of the Internet and the |Internet SMIP transport
defined by RFC 821 [RFC-821]. As the format has seen w der
use, a nunber of linmtations have proven increasingly
restrictive for the user community.

RFC 822 was intended to specify a format for text nessages.
As such, non-text nessages, such as nultinedia nessages that
m ght include audio or images, are sinply not nentioned.
Even in the case of text, however, RFC 822 is inadequate for
the needs of mail users whose | anguages require the use of
character sets richer than US ASCII [US-ASCII]. Since RFC
822 does not specify nmechanisns for mail containing audio,
video, Asian |anguage text, or even text in nost European
| anguages, additional specifications are needed

One of the notable linmtations of RFC 821/822 based mil

systems is the fact that they Ilimt the contents of
electronic nmail nessages to relatively short Ilines of
seven-bit ASCI. This forces wusers to convert any non-

textual data that they may wish to send into seven-bit bytes
representable as printable ASCI|I characters before invoking
a local mail UA (User Agent, a program with which human
users send and receive nail). Exanples of such encodi ngs
currently used in the Internet include pure hexadecinmal,
uuencode, the 3-in-4 base 64 schene specified in RFC 1113,
the Andrew Tool kit Representation [ATK], and nmany others.

The limtations of RFC 822 nmil becone even nore apparent as
gateways are designed to allow for the exchange of mail
nmessages between RFC 822 hosts and X 400 hosts. X 400 [ X400]
specifies nechanisns for the inclusion of non-textual body
parts wthin electronic nmail nmessages. The current
standards for the napping of X 400 nessages to RFC 822
nmessages specify that either X 400 non-textual body parts
should be converted to (not encoded in) an ASCI| format, or
that they should be discarded, notifying the RFC 822 user
that discarding has occurred. This is clearly undesirable,
as information that a user may wish to receive is |lost.
Even though a wuser’s UA nmay not have the capability of
dealing with the non-textual body part, the user might have
sone nechanism external to the UA that can extract useful
information fromthe body part. Mreover, it does not allow
for the fact that the nessage may eventually be gat ewayed
back into an X 400 nessage handling system (i.e., the X 400
message is "tunneled" through Internet nmmil), where the
non-textual information would definitely becone usef ul
agai n.
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Thi s docunent describes several mechanisns that conmbine to
sol ve nost of these problens wi thout introducing any serious
inconpatibilities with the existing world of RFC 822 mail.
In particular, it describes:

1. A M Me-Version header field, which uses a version nunber
to declare a nessage to be conformant wth this
specification and allows mail processing agents to
di stinguish between such nmessages and those generated
by ol der or non-confornmant software, which is presuned
to lack such a field.

2. A Content-Type header field, generalized from RFC 1049
[ RFC-1049], which can be used to specify the type and
subtype of data in the body of a nmessage and to fully
specify the native representation (encoding) of such
dat a.

2.a. A "text" Content-Type val ue, which can be used to
represent textual information in a nunber of
character sets and formatted text description
| anguages in a standardi zed manner.

2.b. A"multipart" Content-Type value, which can be
used to conbine several body parts, possibly of
differing types of data, into a single nessage.

2.c. An "application" Content-Type val ue, which can be
used to transmit application data or binary data
and hence, anong other wuses, to inplenent an
electronic mail file transfer service.

2.d. A "nmessage" Content-Type value, for encapsul ating
a mai |l nessage.

2.e An "image" Content-Type value, for transmtting
still image (picture) data.

2.f. An "audi 0" Content-Type value, for transnmtting
audi o or voice data.

2.9. A "video" Content-Type value, for transmtting
video or noving inmage data, possibly with audio as
part of the conposite video data format.

3. A Content-Transfer-Encodi ng header field, which can be
used to specify an auxiliary encoding that was applied
to the data in order to allow it to pass through mail
transport nechanisnms which may have data or character
set linmtations.

4. Two optional header fields that can be used to further

describe the data in a nmessage body, the Content-ID and
Cont ent - Descri ption header fields.
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M ME has been carefully designed as an extensi bl e nmechani sm
and it is expected that the set of content-type/subtype
pairs and their associ at ed par anet ers Wil | gr ow
significantly with time. Several other MM fields, notably
i ncl udi ng character set nanmes, are likely to have new val ues
defined over time. |In order to ensure that the set of such
values is developed in an orderly, well-specified, and
public manner, MME defines a registration process which
uses the Internet Assigned Numbers Authority (I1ANA) as a
central registry for such values. Appendi x F provides
details about how | ANA registration is acconplished

Finally, to specify and pronote interoperability, Appendix A
of this docunent provides a basic applicability statenent
for a subset of the above nechani sns that defines a mininal
I evel of "conformance" with this docunent.

H STORI CAL NOTE: Several of the nechanisns described in
this docunment nay seem somewhat strange or even baroque at
first reading. It is inportant to note that conpatibility
with existing standards AND robustness across existing
practice were two of the highest priorities of the working
group t hat devel oped this docunent. In particular,
compatibility was al ways favored over el egance.

2 Not ati ons, Conventions, and Generic BNF G ammar

Thi s docunent is being published in two versions, one as
plain ASCII text and one as PostScript. The latter is
recommended, though the textual contents are identical. An
Andrewformat copy of this docunent is also available from
the first author (Borenstein).

Al t hough the nechani snms specified in this document are al
described in prose, nost are also described formally in the
nodi fi ed BNF notation of RFC 822. Inplenentors will need to
be familiar wth this notation in order to understand this
specification, and are referred to RFC 822 for a conplete
expl anation of the nodified BNF notation.

Some of the nodified BNF in this docunent nakes reference to
syntactic entities that are defined in RFC 822 and not in
this docunment. A conplete formal grammar, then, is obtained
by conbi ning the coll ected grammar appendi x of this docunent
with that of RFC 822.

The term CRLF, in this docunent, refers to the sequence of
the two ASCII characters CR (13) and LF (10) which, taken
together, in this order, denote a line break in RFC 822
mai | .

The term "character set", wherever it is wused in this

docunent, refers to a coded character set, in the sense of
| SO character set standardi zation work, and nust not be

Borenstein & Freed [ Page 3]



RFC 1341M ME: Mul ti purpose Internet Miil ExtensionsJune 1992

m sinterpreted as neaning "a set of characters."

The term "nmessage", when not further qualified, nmeans either
the (conplete or "top-level") message being transferred on a
network, or a message encapsulated in a body of type
"message”.

The term "body part”, in this docunent, neans one of the
parts of the body of a nmultipart entity. A body part has a
header and a body, so it nmakes sense to speak about the body
of a body part.

The term"entity", in this docunent, neans either a nessage
or a body part. Al kinds of entities share the property
that they have a header and a body.

The term "body", when not further qualified, nmeans the body
of an entity, that is the body of either a nessage or of a
body part.

Note : the previous four definitions are clearly circular.
This is wunavoidable, since the overal structure of a MM
message i s i ndeed recursive

In this docunment, all numeric and octet values are given in
deci mal notation

It nust be noted that Content-Type values, subtypes, and
paraneter nanmes as defined in this docunent are case-
i nsensitive. However, paraneter values are case-sensitive
unl ess ot herwi se specified for the specific paraneter.

FORMATTI NG NOTE:  This docunment has been carefully formatted
for ease of reading. The PostScript version of this
docunent, in particular, places notes like this one, which
may be skipped by the reader, in a smaller, italicized

font, and indents it as well. In the text version, only the
indentation is preserved, so if you are reading the text
version of this you might consider using the PostScript
version instead. However, all such notes will be indented
and preceded by "NOTE:" or sone simlar introduction, even
in the text version.

The primary purpose of these non-essential notes is to
convey infornation about the rationale of this docunent, or
to place this docunent in the proper hi st ori cal or
evol utionary context. Such information may be ski pped by
those who are focused entirely on building a conpliant
i npl enrentation, but my be of use to those who wish to
understand why this docurment is witten as it is.

For ease of recognition, all BNF definitions have been

placed in a fixed-width font in the PostScript version of
thi s docunent.
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3 The M ME- Versi on Header Field

Since RFC 822 was published in 1982, there has really been
only one format standard for Internet nessages, and there
has been little perceived need to declare the fornmat
standard in wuse. This docunent is an independent docunent
that conpl enents RFC 822. Although the extensions in this
docunment have been defined in such a way as to be conpatible
with RFC 822, there are still ~circunmstances in which it
mght be desirable for a mail-processing agent to know
whet her a nessage was conposed with the new standard in
m nd.

Therefore, this docunment defines a new header field, "M M-
Version", which is to be used to declare the version of the
I nternet nmessage body format standard in use.

Messages conposed in accordance wth this document MJST
include such a header field, with the follow ng verbatim
t ext:

M ME-Version: 1.0

The presence of this header field is an assertion that the
nmessage has been conposed in conpliance with this docunent.

Since it is possible that a future docunent m ght extend the
nmessage format standard again, a formal BNF is given for the
content of the M MeE-Version field:

M ME- Ver si on : = text

Thus, future format specifiers, which mght replace or
extend "1.0", are (mnimally) constrained by the definition
of "text", which appears in RFC 822

Note that the M Me-Version header field is required at the
top level of a nessage. It is not required for each body
part of a nultipart entity. It is required for the enbedded
headers of a body of type "nessage" if and only if the
enbedded nessage is itself claimed to be M Me-conpli ant.
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4 The Content-Type Header Field

The purpose of the Content-Type field is to describe the
data contained in the body fully enough that the receiving
user agent can pick an appropriate agent or rmechanism to
present the data to the user, or otherwi se deal with the
data in an appropriate manner.

HI STORI CAL NOTE: The Content-Type header field was first
defined in RFC 1049. RFC 1049 Content-types used a sinpler
and | ess powerful syntax, but one that is largely conpatible
wi th the nmechani sm given here

The Content-Type header field is used to specify the nature
of the data in the body of an entity, by giving type and
subtype identifiers, and by providing auxiliary information
that may be required for certain types. After the type and
subtype nanmes, the renmainder of the header field is sinply a
set of paraneters, specified in an attribute/val ue notation.
The set of neaningful paraneters differs for the different
types. The ordering of paraneters is not significant.
Anong the defined paraneters is a "charset" paraneter by
which the character set used in the body may be decl ared

Comments are allowed in accordance with RFC 822 rules for
structured header fields.

In general, the top-level Content-Type is used to declare
the general type of data, while the subtype specifies a
specific format for that type of data. Thus, a Content-Type
of "image/xyz" is enough to tell a user agent that the data
is an image, even if the user agent has no know edge of the
specific inmage format "xyz". Such information can be used

for exanple, to decide whether or not to show a user the raw
data from an unrecogni zed subtype -- such an action night be
reasonabl e for unrecogni zed subtypes of text, but not for
unrecogni zed subtypes of inmage or audio. For this reason,
regi stered subtypes of audio, inmage, text, and video, should
not contain enbedded information that is really of a
different type. Such conpound types should be represented
using the "multipart” or "application" types.

Paranmeters are nodifiers of the content-subtype, and do not
fundanmentally affect the requirements of the host system
Al though nost paraneters nake sense only wth certain
content-types, others are "global" in the sense that they
m ght apply to any subtype. For exanple, the "boundary"
par aneter nakes sense only for the "nultipart" content-type
but the "charset" paraneter night nmake sense wth several
content -types.

An initial set of seven Content-Types is defined by this

docunent . This set of top-level nanes is intended to be
substantially conplete. It is expected that additions to
t he | ar ger set of supported types can generally be
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acconplished by the <creation of new subtypes of these

initial types. In the future, nore top-level types nay be
defined only by an extension to this standard. I f another
primary type is to be used for any reason, it nust be given
a nane starting with "X-" to indicate its non-standard

status and to avoid a potential conflict with a future
of ficial nane.

In the Extended BNF notation of RFC 822, a Content-Type
header field value is defined as foll ows:

Content-Type := type "/" subtype *[";" paraneter]
type : = "application” / "audi o"

/ "image" / "nmessage"

[ "multipart" [/ "text"

[/ "video" / x-token

x-token := <The two characters "X-" followed, with no

i ntervening white space, by any token>

subtype : = token

paraneter := attribute "=" val ue
attribute := token
val ue : = token / quoted-string

token := l1*<any CHAR except SPACE, CTLs, or tspecial s>

tspecials := "(" [ ")" [ "<" [ ">" [ "@ ; Must be in
/ II, n / II; n / II: n / II\II / <||> ; quot ed_ Strl ng'
/ II/ n / n [ n / II] n / n ?ll / n n ; t O use W t hl n
[ = ; paraneter val ues

Note that the definition of "tspecials" is the sane as the
RFC 822 definition of "specials" with the addition of the
three characters "/", "?", and "="

Not e al so that a subtype specification is MANDATORY. There
are no default subtypes.

The type, subtype, and paraneter names are not case
sensitive. For exanple, TEXT, Text, and TeXt are al
equi val ent. Paranmeter values are nornally case sensitive
but certain par aneters are interpreted to be case-
i nsensitive, depending on the intended use. (For exanpl e,
mul tipart boundaries are case-sensitive, but the "access-
type" for nmessage/ External -body is not case-sensitive.)

Beyond this syntax, the only constraint on the definition of

subtype nanes is the desire that their uses nust not
conflict. That is, it would be wundesirable to have two
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di fferent communities usi ng "Cont ent - Type
application/foobar" to nean two different things. The
process of defining new content-subtypes, then, is not

i ntended to be a nechanismfor inposing restrictions, but

simply a
t herefore

mechani sm for publicizing the usages. There are,
two acceptable nechanisns for defining new

Cont ent - Type subt ypes:

1. Private values (starting with "X-") my be

The seven
det ai | ed

t ext

mul ti

defined bilaterally between two cooperating
agents without out si de regi stration or
st andar di zati on.

New standard values nmnust be docunent ed,
registered with, and approved by |ANA as
described in Appendix F. \Where intended for
public wuse, the formats they refer to nust
al so be defined by a published specification,
and possibly offered for standardizati on.

standard initial predefined Content-Types are
n the bul k of this docunent. They are:

-- textual information. The primary subtype

"plain", indicates plain (unfornmatted) text. No
special software is required to get the full
meaning of the text, aside fromsupport for the
i ndi cated character set. Subtypes are to be used
for enriched text in forms where application
sof tware may enhance the appearance of the text,
but such software must not be required in order to
get the general idea of the content. Possible
subtypes thus include any readabl e word processor
format. A very sinple and portable subtype,
richtext, is defined in this docunent.

part -- data consisting of nmultiple parts of
i ndependent data types. Four initial subtypes
are defined, including t he primary "m xed"
subtype, "alternative" for representing the sane
data in multiple formats, "parallel” for parts
i ntended to be viewed simultaneously, and "digest™”
for multipart entities in which each part is of
type "nmessage".

message -- an encapsulated nessage. A body of

Cont ent - Type "nessage" is itself a fully formatted
RFC 822 conformant nessage which may contain its
own different Content-Type header field. The
primary subtype is "rfc822". The "partial"
subtype is defined for partial nessages, to permit
the fragnented transmi ssion of bodies that are
thought to be too large to be passed through nai
transport facilities. Anot her subt ype
"External -body", is defined for specifying |arge
bodi es by reference to an external data source.
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imge -- image data. |Inmage requires a display device
(such as a graphical display, a printer, or a FAX
machine) to view the i nformati on. Initial

subtypes are defined for two w dely-used inmage
formats, jpeg and gif.

audio -- audio data, wth initial subtype "basic".
Audio requires an audio output device (such as a
speaker or a telephone) to "display"” the contents.

video -- video data. Video requires the capability to
di spl ay novi ng i mages, typically i ncl udi ng
speci al i zed hardware and software. The initial
subtype is "npeg".

application -- sonme other kind of data, typically
either uninterpreted binary data or information to
be processed by a nuail-based application. The
primary subtype, "octet-streant', is to be used in
the case of uninterpreted binary data, in which

case the sinplest recomended action is to offer
to wite the information into a file for the user.
Two additional subtypes, "ODA" and "PostScript”

are defined for transporting ODA and PostScript

docunments in bodies. O her expected uses for
"application" include spreadsheets, data for
mai | - based scheduling systens, and | anguages for
"active" (conputational) email. (Note that active
emai | entails several securityconsiderations,
which are di scussed | ater in this nmeno,
particul arly in t he cont ext of

appl i cati on/ Post Scri pt.)

Default RFC 822 messages are typed by this protocol as plain
text in the US-ASCI| character set, which can be explicitly
specified as "Content-type: text/plain; charset=us-ascii".
If no Content-Type is specified, either by error or by an
ol der user agent, this default is assuned. In the presence
of a M ME-Version header field, a receiving User Agent can
al so assune that plain US-ASCII text was the sender’s
i ntent. In the absence of a M M- Version specification,
plain US-ASCI| text nust still be assuned, but the sender’s
i ntent m ght have been ot herw se.

RATI ONALE: I n the absence of any Content-Type header field
or M Me-Version header field, it is inpossible to be certain
that a nmessage is actually text in the US-ASCIlI character
set, since it mght well be a message that, using the
conventions that predate this docunent, includes text in
anot her character set or non-textual data in a nanner that
cannot be automatically recognized (e.g., a uuencoded
compressed UNIX tar file). Athough there is no fully
acceptable alternative to treating such untyped nessages as

"text/plain; charset=us-ascii", inplenmentors should remain
aware that if a nmessage | acks both the M M- Version and the
Content-Type header fields, it may in practice contain

al nost anyt hi ng.
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It should be noted that the list of Content-Type values
given here nmay be augnented in time, via the nechani sns
descri bed above, and that the set of subtypes is expected to
grow substantially.

VWhen a mail reader encounters mail with an unknown Content-
type value, it should generally treat it as equivalent to
"application/octet-streant, as described later in this
docunent .

5 The Content-Transfer-Encodi ng Header Field

Many Content-Types which could usefully be transported via

email are represented, in their "natural" format, as 8-bit
character or binary data. Such data cannot be transmitted
over some transport protocols. For exanple, RFC 821

restricts nmail nessages to 7-bit US-ASCII data with 1000
character |ines.

It is necessary, therefore, to define a standard nechanism
for re-encoding such data into a 7-bit short-line fornat.
This docunent specifies that such encodings will be
i ndi cated by a new "Content-Transfer-Encodi ng" header field.
The Content-Transfer-Encoding field is used to indicate the
type of transformation that has been wused in order to
represent the body in an acceptable manner for transport.

Unli ke Content-Types, a proliferation of Content-Transfer-
Encoding values is undesirable and unnecessary. However,
establ i shing only a single Cont ent - Tr ansf er - Encodi ng
mechani sm does not seem possible. There is a tradeoff
bet ween the desire for a conpact and efficient encoding of
largely-binary data and the desire for a readabl e encodi ng
of data that is nostly, but not entirely, 7-bit data. For
this reason, at |east two encodi ng nechani sms are necessary:
a "readabl e" encoding and a "dense" encodi ng.

The Content-Transfer-Encoding field is designed to specify
an invertible mappi ng between the "native" representation of
a type of data and a representation that can be readily
exchanged wusing 7 bit mail transport protocols, such as
t hose defined by RFC 821 (SMIP). This field has not been
defined by any previous standard. The field s value is a
singl e token specifying the type of encoding, as enunerated
bel ow. Formally:

Cont ent - Transf er - Encodi ng : = "BASE64" / " QUOTED- PRI NTABLE" /
"8BIT" [ "7BIT" /
"Bl NARY" / x-token

These val ues are not case sensitive. That is, Base64 and
BASE64 and bAsSE64 are all equivalent. An encoding type of
7BIT requires that the body is already in a seven-bit nail-
ready representation. This is the default value -- that is,
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"Cont ent - Transf er-Encodi ng: 7BI T" is assuned if t he
Cont ent - Transf er - Encodi ng header field is not present.

The values "8bit", "7bit", and "binary" all inply that NO
encoding has been perforned. However, they are potentially
useful as indications of the kind of data contained in the
object, and therefore of the kind of encoding that mn ght
need to be perforned for transmission in a given transport
system "7bit" nmeans that the data is all represented as
short lines of US-ASCI| data. "8bit" means that the 1|ines
are short, but there may be non-ASCI| characters (octets
with the high-order bit set). "Binary" nmeans that not only
may non-ASCl| characters be present, but also that the lines
are not necessarily short enough for SMIP transport.

The di fference between "8bit" (or any other conceivable
bit-width token) and the "binary" token is that "binary"
does not require adherence to any limts on line Ilength or
to the SMIP CRLF semantics, while the bit-w dth tokens do

requi re such adherence. |If the body contains data in any
bit-w dth other than 7-bit, the appropriate bit-width
Cont ent - Tr ansf er - Encodi ng t oken nust be used (e.g., "8bit"
for unencoded 8 bit wide data). |If the body contains binary

data, the "binary" Content-Transfer-Encoding token nust be
used.

NOTE: The distinction between the Content-Transfer-Encodi ng
values of "binary," "8bit," etc. may seemuninportant, in
that all of themreally nean "none" -- that 1is, there has
been no encoding of the data for transport. However, clear
| abeling will be of enormous value to gateways between
future mail transport systens with differing capabilities in
transporting data that do not meet the restrictions of RFC
821 transport.

As of the publication of this docunent, there are no
standardi zed Internet transports for which it is legitimte
to include unencoded 8-bit or binary data in nmil bodies.
Thus there are no circunstances in which the "8bit" or
"bi nary" Content-Transfer-Encoding is actually legal on the
I nt ernet. However, in the event that 8-bit or binary mai
transport becones a reality in Internet mail, or when this
document is wused in conjunction wth any other 8-bit or
bi nary-capabl e transport nechanism 8-bit or binary bodies
shoul d be | abel ed as such using this nechani sm

NOTE: The five values defined for the Content-Transfer-
Encoding field inmply nothing about the Content-Type other
than the algorithmby which it was encoded or the transport
system requi renents if unencoded.

| mpl enentors rmay, if necessary, define new Content-

Transfer-Encodi ng values, but nust use an x-token, which is
a name prefixed by "X-" to indicate its non-standard status,
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e.g., "Cont ent - Tr ansf er - Encodi ng: X- my- new encodi ng".
However, unlike Content-Types and subtypes, the creation of
new Content-Transfer-Encoding values is explicitly and
strongly discouraged, as it seens likely to hi nder
interoperability with Ilittle potential benefit. Their use
is allowed only as the result of an agreenent between
cooperating user agents.

I f a Content-Transfer-Encodi ng header field appears as part
of a nessage header, it applies to the entire body of that

nmessage. If a Content-Transfer-Encodi ng header field
appears as part of a body part’s headers, it applies only to
the body of that body part. If an entity is of type

"multipart" or "nmessage", the Content-Transfer-Encoding is
not permtted to have any value other than a bit wdth
(e.g., "7bit", "8bit", etc.) or "binary".

It should be noted that email is character-oriented, so that
the nechanisns described here are nechanisns for encoding
arbitrary byte streans, not bit streans. |If a bit streamis

to be encoded via one of these mechanisnms, it nust first be
converted to an 8-bit byte stream using the network standard
bit order ("big-endian"), in which the earlier bits in a
stream becone the higher-order bits in a byte. A bit stream
not ending at an 8-bit boundary nust be padded with zeroes.
Thi s docunent provides a nmechanismfor noting the addition
of such padding in the case of the application Content-Type

whi ch has a "paddi ng" paraneter.

The encodi ng nechani sns defined here explicitly encode al
data in ASCI. Thus, for exanple, suppose an entity has
header fields such as:

Cont ent - Type: text/plain; charset=ISO 8859-1
Content -transfer-encodi ng: base64

This should be interpreted to nean that the body is a base64
ASCI1 encoding of data that was originally in | SO 8859-1,
and will be in that character set again after decoding.

The followi ng sections will define the two standard encodi ng
mechani sns. The definition of new content-transfer-
encodings is explicitly discouraged and should only occur
when absolutely necessary. Al'l content-transfer-encoding
namespace except that beginning with "X-" is explicitly
reserved to the IANA for future use. Private agreenents
about content -transfer-encodi ngs are al so explicitly
di scour aged

Certain Content-Transfer-Encodi ng values nmay only be used on
certain Content-Types. In particular, it 1is expressly
forbi dden to use any encodi ngs other than "7bit", "8bit", or
"binary" wth any Content-Type that recursively includes
ot her Content-Type fields, notably the "nultipart" and
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"message" Content-Types. All encodings that are desired for
bodi es of type nultipart or nessage nmust be done at the
i nnernost level, by encoding the actual body that needs to
be encoded.

NOTE ON ENCODI NG RESTRI CTI ONS: Though the prohibition
agai nst using content-transfer-encodings on data of type
mul tipart or message may seem overly restrictive, it 1is
necessary to prevent nested encodings, in which data are
passed through an encoding algorithm nultiple times, and
must be decoded multiple times in order to be properly
vi ewed. Nested encodings add considerable conmplexity to

user agents: aside from the obvious efficiency problens
with such nmultiple encodings, they can obscure the basic
structure of a nessage. |In particular, they can inply that

several decoding operations are necessary sinply to find out
what types of objects a nmessage contains. Banning nested
encodi ngs may conplicate the job of certain nmail gateways,
but this seens less of a problemthan the effect of nested
encodi ngs on user agents.

NOTE ON THE RELATI ONSHI P BETWEEN CONTENT- TYPE AND CONTENT-
TRANSFER- ENCODI NG It may seemthat the Content-Transfer-
Encodi ng could be inferred fromthe characteristics of the
Content-Type that 1is to be encoded, or, at the very |east,
that certain Content-Transfer-Encodings could be nandated
for use with specific Content-Types. There are severa

reasons why this is not the case. First, given the varying
types of transports wused for mail, sone encodings nay be
appropriate for some Content-Type/transport combinati ons and
not for others. (For exanple, in an 8-bit transport, no
encodi ng would be required for text in certain character
sets, while such encodings are clearly required for 7-bit
SMIP.) Second, certain Content-Types may require different
types of transfer encoding under different circunstances.
For exanple, nmany PostScript bodies mght consist entirely
of short lines of 7-bit data and hence require little or no
encodi ng. O her PostScript bodies (especially those using
Level 2 PostScript’s binary encodi ng nechani sn) may only be
reasonably represented using a binary transport encoding.
Finally, since Content-Type is intended to be an open-ended
speci fication nechanism strict speci fication of an
associ ati on between Content-Types and encodi ngs effectively
couples the specification of an application protocol with a
specific lower-level transport. This is not desirable since
t he devel opers of a Content-Type should not have to be aware
of all the transports in use and what their linmtations are

NOTE ON TRANSLATI NG ENCODI NGS: The quoted-printable and
base64 encodings are designed so that conversion between
themis possible. The only issue that arises in such a
conversion is the handling of |ine breaks. Wen converting
from quoted-printable to base64 a line break nust be
converted into a CRLF sequence. Simlarly, a CRLF sequence
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in base64 data should be converted to a quoted-printable
line break, but ONLY when converting text data.

NOTE ON CANONI CAL ENCODI NG MODEL: There was  sone
confusion, in earlier drafts of this nmeno, regarding the
nodel for when email data was to be converted to canonica
form and encoded, and in particular how this process would
affect the treatnment of CRLFs, given that the representation
of newlines varies greatly fromsystemto system For this
reason, a canonical nodel for encoding is presented as
Appendi x H.

5.1 Quoted-Printabl e Content-Transfer-Encodi ng

The Quoted-Printable encoding is intended to represent data
that largely consists of octets that correspond to printable

characters in the ASCII character set. It encodes the data
in such a way that the resulting octets are unlikely to be
nodified by mail transport. |If the data being encoded are

mostly ASCII text, the encoded formof the data renains
| argely recogni zabl e by humans. A body which is entirely
ASCII may al so be encoded in Quoted-Printable to ensure the
integrity of the data should the nessage pass through a
character-transl ati ng, and/or |ine-w apping gateway.

In this encoding, octets are to be represented as determn ned
by the follow ng rules:

Rul e #1: (General 8-bit representation) Any octet,
except those indicating a line break according to the
new i ne convention of the canonical form of the data
bei ng encoded, may be represented by an "=" foll owed by
a two digit hexadecinal representation of the octet’s
val ue. The digits of the hexadeci mal al phabet, for this
pur pose, are "0123456789ABCDEF". Uppercase |letters nust
be

used when sendi ng hexadeci mal data, though a robust
i mpl ement ation may choose to recognize |owercase
letters on receipt. Thus, for exanple, the value 12
(ASCIl formfeed) can be represented by "=0C', and the
value 61 (ASCII EQUAL SIAN) can be represented by
"=3D". Except when the following rules allow an
alternative encoding, this rule is mandatory.

Rul e #2: (Literal representation) Cctets wth decinal
val ues of 33 through 60 inclusive, and 62 through 126,
i nclusive, MAY be represented as the ASCI| characters
which correspond to those octets (EXCLAVATI ON PO NT
through LESS THAN, and GCGREATER THAN through TILDE
respectively).

Rul e #3: (Wite Space): Cctets with values of 9 and 32

MAY be represented as ASCII TAB (HT) and SPACE
characters, respectively, but MUST NOT  be SO
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represented at the end of an encoded |ine. Any TAB (HT)
or SPACE characters on an encoded line MJST thus be

followed on that 1line by a printable character. |In
particular, an "=" at the end of an encoded Iine,
indicating a soft line break (see rule #5) may foll ow
one or more TAB (HT) or SPACE characters. It follows

that an octet with value 9 or 32 appearing at the end
of an encoded |ine nust be represented according to
Rule #1. This rule is necessary because some MIAs
(Message Transport Agents, prograns which transport
nmessages fromone user to another, or performa part of

such transfers) are known to pad lines of text wth
SPACEs, and others are known to renove "white space"
characters fromthe end of a line. Therefore, when

decoding a Quoted-Printable body, any trailing white
space on a line nust be deleted, as it will necessarily
have been added by internediate transport agents.

Rule #4 (Line Breaks): Aline break in a text body
part, i ndependent of what its representation is
following the canonical representation of the data
bei ng encoded, must be represented by a (RFC 822) I|ine
break, which is a CRLF sequence, in the Quoted-
Printable encoding. |If isolated CRs and LFs, or LF CR
and CR LF sequences are allowed to appear in binary
data according to the canonical form they nust be
represented using the "=0D', "=0A", "=0A=0D' and
"=0D=0A" notations respectively.

Note that nany inplenentation may elect to encode the
| ocal representation of various content types directly.
In particular, this my apply to plain text material on
systenms that wuse new ine conventions other than CRLF
delimters. Such an inplenentation is permssible, but
the generation of |ine breaks nmust be generalized to
account for the case where alternate representations of
new i ne sequences are used

Rule #5 (Soft Line Breaks): The Quot ed- Pri ntabl e
encodi ng REQUI RES that encoded lines be no nore than 76
characters long. If longer lines are to be encoded with

the Quoted-Printable encoding, 'soft’ |ine breaks nust
be used. An equal sign as the Ilast character on a
encoded I|ine indicates such a non-significant (’soft’)

line break in the encoded text. Thus if the "raw' form
of the line is a single unencoded line that says:

Now s the time for all folk to cone to the aid of
their country.

This can be represented, in the Quot ed- Pri ntabl e
encodi ng, as
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Now s the tine =
for all folk to come=
to the aid of their country.

This provides a nechanismwith which long lines are
encoded in such a way as to be restored by the user
agent. The 76 character |limt does not count the
trailing CRLF, but counts all other characters,
i ncl udi ng any equal signs.

Since the hyphen character ("-") is represented as itself in
the Quoted-Printable encoding, care nust be taken, when
encapsul ati ng a quoted-printable encoded body in a nultipart
entity, to ensure that the encapsul ati on boundary does not
appear anywhere in the encoded body. (A good strategy is to
choose a boundary that includes a character sequence such as
"= " which can never appear in a quoted-printable body. See
t he definition of mul ti part nessages later in this
docunent . )

NOTE: The quoted-printabl e encodi ng represents somet hing of
a conpronise bet ween readability and reliability in
transport. Bodi es encoded with t he guot ed- pri ntabl e
encoding will work reliably over nost mmil gateways, but may
not work perfectly over a few gateways, notably those
involving translation into EBCDIC  (In theory, an EBCDI C
gateway coul d decode a quoted-printable body and re-encode
it using base64, but such gateways do not yet exist.) A
hi gher level of <confidence is offered by the base64
Content - Transfer-Encoding. A way to get reasonably reliable
transport through EBCDI C gateways is to al so quote the ASCl
characters

rrHs@\ 1M {1}~
according to rule #1. See Appendix B for nore information

Because quoted-printable data is generally assuned to be

line-oriented, it is to be expected that the breaks between
the lines of quoted printable data may be altered in
transport, in the same nmanner that plain text mail has
al ways been altered in Internet mail when passing between
systens with differing newline conventions. If such
alterations are likely to constitute a corruption of the
data, it is probably nore sensible to use the base64

encodi ng rat her than the quoted-printabl e encoding.
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5.2 Base64 Content-Transfer-Encodi ng

The Base64 Cont ent - Tr ansf er - Encodi ng is desi gned to
represent arbitrary sequences of octets in a formthat is
not humanly readable. The encodi ng and decoding algorithns
are sinple, but the encoded data are consistently only about
33 percent larger than the unencoded data. This encoding is
based on the one used in Privacy Enhanced Mail applications,
as defined in RFC 1113. The base64 encoding is adapted
from RFC 1113, with one change: base64 elininates the "*"
mechani sm f or enbedded cl ear text.

A 65-character subset of US-ASCI| is used, enabling 6 bits
to be represented per printable character. (The extra 65th

character, , isused to signify a special processing
function.)

NOTE: This subset has the inportant property that it 1is

represent ed identically in all versions of 1SO 646
including US ASCIl, and all characters in the subset are
also represented identically in all versions of EBCD C

O her popul ar encodi ngs, such as the encoding used by the
UUENCODE wutility and the base85 encodi ng specified as part
of Level 2 PostScript, do not share these properties, and
thus do not fulfill the portability requirenents a binary
transport encoding for mail nust neet.

The encodi ng process represents 24-bit groups of input bits
as output strings of 4 encoded characters. Proceeding from
left to right, a 24-bit input group is f or ned by
concatenating 3 8-bit input groups. These 24 bits are then
treated as 4 concatenated 6-bit groups, each of which is
translated into a single digit in the base64 al phabet. Wen
encoding a bit stream via the base64 encoding, the bit
stream nust be presuned to be ordered wth the nopst-
significant-bit first. That is, the first bit in the stream
will be the high-order bit in the first byte, and the eighth
bit will be the loworder bit in the first byte, and so on

Each 6-bit group is used as an index into an array of 64
printable characters. The character referenced by the index
is placed in the output string. These characters, identified
in Table 1, below, are selected so as to be universally
representable, and the set excl udes characters w th
particular significance to SMIP (e.g., ".", "CR', "LF") and
to the encapsul ati on boundaries defined in this docunent

(e.g., "-").
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Tabl e 1: The Base64 Al phabet

Val ue Encodi ng Value Encoding Val ue Encodi ng Val ue
Encodi ng

0A 17 R 34 i 51 z

1B 18 S 35 j 52 0

2 C 19T 36 k 53 1

3D 20 U 37 | 54 2

4 E 21V 38 m 55 3

5 F 22 W 39 n 56 4

6 G 23 X 40 o 57 5

7 H 24 Y 41 p 58 6

8 | 25 7 42 q 59 7

91J 26 a 43 r 60 8

10 K 27 b 44 s 61 9

11 L 28 ¢ 45 t 62 +

12 M 29 d 46 u 63 /

13 N 30 e 47 v

14 O 31 f 48 w (pad) =

15 P 32 g 49 X

16 Q 33 h 50 y
The out put stream (encoded bytes) nust be represented in
lines of no nore than 76 characters each. Al line breaks
or other characters not found in Table 1 nust be ignored by
decodi ng software. In base64 data, characters other than
those in Table 1, |line breaks, and other white space

probably indicate a transnmission error, about which a
warning nessage or even a nessage rejection mght be
appropriate under some circumnstances.

Speci al processing is performed if fewer than 24 bits are
available at the end of the data being encoded. A ful

encodi ng quantumis always conpleted at the end of a body.
VWen fewer than 24 input bits are available in an input
group, zero bits are added (on the right) to form an
i ntegral nunber of 6-bit groups. CQutput character positions
which are not required to represent actual input data are
set to the character "=". Since all base64 input is an
i ntegral nunber of octets, only the following cases can
arise: (1) the final quantum of encoding input is an
integral multiple of 24 bits; here, the final wunit of
encoded output will be an integral multiple of 4 characters

with no "=" padding, (2) the final quantum of encoding input
is exactly 8 bits; here, the final unit of encoded out put
will be two characters followed by two "=" paddi ng

characters, or (3) the final quantum of encoding input is
exactly 16 bits; here, the final unit of encoded output wll
be three characters foll owed by one "=" paddi ng character.

Care nmust be taken to use the proper octets for Iine breaks
i f base64 encoding is applied directly to text material that
has not been converted to canonical form |In particular,
text line breaks should be converted into CRLF sequences
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prior to base64 encoding. The inportant thing to note is
that this may be done directly by the encoder rather than in
a prior canonicalization step in sone inplenentations.

NOTE: There is no need to worry about quoting apparent
encapsul ati on boundaries wthin base64-encoded parts of
mul tipart entities because no hyphen characters are used in
t he base64 encodi ng.

6 Addi tional Optional Content- Header Fields
6.1 Optional Content-1D Header Field

In constructing a high-level user agent, it nay be desirable
to allow one body to make reference to another.
Accordingly, bodies may be | abeled using the "Content-ID'
header field, which is syntactically identical to the
"Message- | D' header field:

Content-1D := nsg-id

Like the Message-ID values, Content-1D values nust be
generated to be as uni que as possible.

6.2 Optional Content-Description Header Field

The ability to associate sone descriptive information with a
given body is often desirable. For example, it may be useful
to mark an "imge" body as "a picture of the Space Shuttle
Endeavor." Such text may be placed in the Content-
Descri pti on header field.

Content - Description := *text
The description is presuned to be given in the US ASCl
character set, although the nechanismspecified in [RFC

1342] nmay be wused for non-US-ASCII Content-Description
val ues.
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7 The Predefined Content-Type Val ues

Thi s docunent defines seven initial Content-Type values and
an extension nmechanism for private or experinental types.
Further standard types nust be defined by new published

speci fications. It is expected that nost innovation in new
types of mail will take place as subtypes of the seven types
defined here. The nost essential characteristics of the

seven content-types are summuari zed in Appendix G
7.1 The Text Content-Type

The text Content-Type is intended for sending material which
is principally textual in form It is the default Content-
Type. A "charset" paraneter nay be wused to indicate the
character set of the body text. The prinmary subtype of text
is "plain'. This indicates plain (unformatted) text. The
default Content-Type for Internet mail is "text/plain;
charset=us-ascii".

Beyond plain text, there are many formats for representing
what night be known as "extended text" -- text with enbedded
formatting and presentation information. An interesting
characteristic of many such representations is that they are
to sone extent readable even wthout the software that
interprets them It is useful, then, to distinguish them
at the highest level, fromsuch unreadable data as i mages,
audio, or text represented in an unreadable form |In the
absence of appropriate interpretation software, it is
reasonabl e to show subtypes of text to the user, while it is
not reasonable to do so with nobst nontextual data

Such formatted textual data should be represented using
subtypes of text. Plausible subtypes of text are typically
gi ven by the common nane of the representation fornmat, e.g.,
"text/richtext".

7.1.1 The charset paraneter

A critical paraneter that may be specified in the Content-
Type field for text data is the character set. This is
specified with a "charset" paraneter, as in:

Content-type: text/plain; charset=us-asci

Unli ke some other paraneter values, the values of the
charset paraneter are NOI case sensitive. The default
character set, which must be assuned in the absence of a
charset paraneter, is US-ASClI.

An initial list of predefined character set names can be
found at the end of this section. Additional character sets
may be registered with IANA as described in Appendix F,
al t hough the standardization of their use requires the usua
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IAB review and approval. Note that if the speci fied
character set includes 8-bit data, a Content-Transfer-
Encodi ng header field and a corresponding encoding on the
data are required in order to transmt the body via sone
mail transfer protocols, such as SMIP

The default character set, US-ASCI|1, has been the subject of
sone confusion and anbiguity in the past. Not only were
there sonme anbiguities in the definition, there have been
wide variations in practice. In order to elimnate such
anbiguity and variations in the future, it 1is strongly
recoomended that new user agents explicitly specify a
character set via the Content-Type header field. "US-ASCII"
does not indicate an arbitrary seven-bit character code, but
specifies that the body uses character coding that uses the
exact correspondence of codes to characters specified in
ASCI 1. National use variations of |SO 646 [|SO 646] are NOT
ASCI | and their use in Internet mail is explicitly
di scouraged. The omi ssion of the 1SO 646 character set is
deliberate in this regard. The character set nane of "US-
ASCI 1" explicitly refers to ANSI X3.4-1986 [US-ASCII] only.
The character set name "ASCI 1" is reserved and nust not be
used for any purpose.

NOTE: RFC 821 explicitly specifies "ASCII", and references
an earlier version of the Arerican Standard. Insofar as one
of the purposes of specifying a Content-Type and character
set is to pernmit the receiver to unanbi guously determ ne how
the sender intended the coded nessage to be interpreted,

assumi ng anything other than "strict ASCI1" as the default
woul d risk unintentional and inconpatible changes to the
semantics of nessages now being transmtted. This al so

i mplies that nessages containing characters coded according
to national variations on |SO 646, or using code-switching
procedures (e.g., those of |SO 2022), as well as 8-bit or
mul tiple octet character encodi ngs MJST use an appropriate
character set specification to be consistent wth this
speci fication.

The conplete US-ASCI| character set is listed in [US-ASCI1].
Note that the control characters including DEL (0-31, 127)
have no defined neaning apart from the conbination CRLF
(ASClIl  values 13 and 10) indicating a new line. Two of the
characters have de facto meanings in w de use: FF (12) often
nmeans "start subsequent text on the beginning of a new
page"; and TAB or HT (9) often (though not always) neans
"move the cursor to the next available colum after the
current position where the colum nunber is a multiple of 8
(counting the first colum as colum 0)." Apart fromthis,
any use of the control characters or DEL in a body nust be
part of a private agreenent between the sender and
reci pient. Such private agreenments are discouraged and
should be replaced by the other capabilities of this
docunent .
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NOTE: Beyond US-ASCII, an enornous proliferation of
character sets is possible. It is the opinion of the IETF
wor ki ng group that a | arge nunmber of character sets is NOT a

good thing. We woul d prefer to specify a single character
set that can be used universally for representing all of the
world s | anguages in electronic mail. Unfortunately,

existing practice in several comunities seens to point to
the continued use of multiple character sets in the near
future. For this reason, we define names for a small nunber
of character sets for which a strong constituent base

exi sts. It is our hope that [1SO 10646 or sone other
effort wll eventually define a single world character set
whi ch can then be specified for use in Internet mail, but in

the advance of that definition we cannot specify the use of
| SO 10646, Unicode, or any other character set whose
definitionis, as of this witing, inconplete.

The defined charset val ues are:
US-ASCI| -- as defined in [US-ASCII].

| SO 8859-X -- where "X' is to be replaced, as
necessary, for the parts of |1S0O 8859 [ISO
8859]. Note that the |1SO 646 character sets
have deliberately been omtted in favor of
their 8859 replacenents, which are t he
designated character sets for Internet nail
As of the publication of this docunment, the
legitimate values for "X' are the digits 1

t hrough 9.
Note that the character set used, if anything other than
Us- AsCl |, must always be explicitly specified in the

Cont ent - Type field.

No ot her character set nane nay be wused in Internet nail
without the publication of a formal specification and its
registration with I ANA as described in Appendix F, or by
private agreenment, in which case the character set nane nust
begin with "X-".

I npl enentors are discouraged from defining new character
sets for mail use unless absolutely necessary.

The "charset" paraneter has been defined primarily for the
purpose of textual data, and is described in this section
for that reason. However, it 1is conceivable that non-
textual data nmight also wish to specify a charset value for
some purpose, in which case the sanme syntax and values
shoul d be used.

In general, mail-sending software should always use the

"l owest common denom nator” character set possible. For
exanple, if a body contains only US-ASCII characters, it
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shoul d be marked as being in the US-ASCI| character set, not
| SO-8859-1, which, like all the 1SO 8859 fam |y of character
sets, is a superset of US-ASClII. More generally, if a
wi del y-used character set is a subset of another character
set, and a body contains only characters in the w del y-used
subset, it should be | abeled as being in that subset. This
wi Il increase the chances that the recipient will be able to
view the mail correctly.

7.1.2 The Text/pl ain subtype

The prinmary subtype of text is "plain". This indicates
plain (unformatted) text. The default Content-Type for
Internet mail, "text/plain; charset=us-ascii", describes

existing Internet practice, that is, it is the type of body
defined by RFC 822

7.1.3 The Text/richtext subtype

In order to pronote the w der interoperability of sinple
formatted text, this docunent defines an extrenely sinple
subtype of "text", the "richtext" subtype. This subtype was
designed to neet the following criteria:

1. The syntax nust be extrenely sinple to parse,
so that even teletype-oriented mail systenms can
easily strip away the formatting information and
| eave only the readable text.

2. The syntax nust be extensible to allow for new
formatti ng commands that are deened essential .

3. The capabilities nust be extremely linited, to
ensure that it can represent no nore than is
likely to be representable by the wuser’'s prinary
word processor. Wiile this I|imts what can be
sent, it increases the likelihood that what is
sent can be properly displayed.

4. The syntax must be conpatible with SGW, so
that, with an appropriate DID (Docunment Type
Definition, the standard nechanismfor defining a
docunent type using SGWL), a general SGW parser
could be made to parse richtext. However, despite
this conpatibility, the syntax should be far
sinpler than full SGW, so that no SGM. know edge
is required in order to inplenent it.

The syntax of "richtext" is very sinple. It is assuned, at
the top-level, to be in the US-ASCI| character set, unless
of course a different charset paraneter was specified in the
Content-type field. Al characters represent thensel ves
with the exception of the "<" character (ASCI|I 60), which is
used to mark the beginning of a formatting conmand
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Formatting instructions consist of formatting conmrands
surrounded by angle brackets ("<>", ASCII 60 and 62). Each
formatting command nay be no nore than 40 characters in
length, all in US-ASCIl, restricted to the al phanuneric and
hyphen ("-") characters. Formatting conmands may be preceded
by a forward slash or solidus ("/", ASCII 47), making them
negations, and such negations nust always exist to balance
the initial opening commands, except as noted bel ow. Thus,
if the formatting command "<bol d>" appears at sone point,
there nmust later be a "</bold>" to balance it. There are
only three exceptions to this "balancing" rule: First, the
command "<It>" is used to represent a literal "<" character.
Second, the command "<nl>" is used to represent a required

line break. (G herwise, CRLFs in the data are treated as
equivalent to a single SPACE character.) Finally, the
command "<np>" is used to represent a page break. (NOTE
The 40 character limt on formatting comuands does not
include the "<*, ">" or "/" characters that might be

attached to such commands.)

Initially defined formatting comrands, not all of which will
be inpl enented by all richtext inplementations, include:

Bold -- causes the subsequent text to be in a bold
font.

Italic -- causes the subsequent text to be in an italic
font.

Fi xed -- causes the subsequent text to be in a fixed
wi dth font.

Smal |l er -- causes the subsequent text to be in a
smal l er font.

Bi gger -- causes the subsequent text to be in a bigger
font.

Underline -- —causes the subsequent t ext to be
under | i ned.

Center -- causes the subsequent text to be centered.

FlushLeft -- causes the subsequent text to be [left
justified.

Fl ushRi ght -- causes the subsequent text to be right
justified.

I ndent -- causes the subsequent text to be indented at
the left margin.

Indent R ght -- causes the subsequent text to be
indented at the right margin.

Qutdent -- causes the subsequent text to be outdented
at the left margin.

QutdentRight -- causes the subsequent text to be
outdented at the right margin.

SanePage -- causes the subsequent text to be grouped,
i f possible, on one page.

Subscript -- causes the subsequent t ext to be

interpreted as a subscript.
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Superscript -- causes the subsequent text to be
interpreted as a superscript.

Headi ng -- causes the subsequent text to be interpreted
as a page headi ng

Footing -- causes the subsequent text to be interpreted

as a page footing.

| SO-8859-X (for any value of X that is legal as a
"charset"” paraneter) -- causes the subsequent text
to be interpreted as text in the appropriate
character set.

US-ASCII -- causes the subsequent t ext to be
interpreted as text in the US-ASCI| character set.
Excerpt -- causes the subsequent text to be interpreted
as a textual excerpt from another source

Typically this will be displayed using indentation
and an alternate font, but such decisions are up
to the viewer.

Paragraph -- causes the subsequent t ext to be
i nterpreted as a single par agr aph, Wi th
appropriate paragraph breaks (typically bl ank
space) before and after.

Sighature -- causes the subsequent t ext to be
interpreted as a "signature". Sone systens nay
wi sh to display signatures in a smaller font or
otherwi se set themapart fromthe main text of the

nmessage

Conment -- causes the subsequent text to be interpreted
as a conment, and hence not shown to the reader.

No-op -- has no effect on the subsequent text.

It -- <It>is replaced by a literal "<" character. No
bal ancing </It> is allowed.

nl -- <nl> causes a line break. No balancing </nl> is
al | oned.

np -- <np> causes a page break. No balancing </np> is
al | oned.

Each positive formatti ng command affects all subsequent text
until the matching negative formatting cormand. Such pairs
of formatti ng commands nust be properly bal anced and nest ed.
Thus, a proper way to describe text in bold italics is:
<bol d><italic>the-text</italic></bol d>
or, alternately,
<italic><bol d>t he-text</bold></italic>

but, in particular, the following is illega
richtext:

<bol d><italic>the-text</bold></italic>

NOTE: The nesting requirenent for formatting commands
inposes a slightly higher burden upon the conposers of
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richtext bodies, but potentially simplifies ri chtext
di splayers by allowing them to be stack-based. The main
goal of richtext is to be sinple enough to make nultifont,

formatted email wdely readable, so that those with the
capability of sending it wll be able to do so wth
confi dence. Thus slightly increased conplexity in the

composi ng software was deened a reasonable tradeoff for
sinplified reading software. Nonetheless, inplenmentors of
richtext readers are encouraged to follow the general
Internet guidelines of being conservative in what you send
and |iberal in what you accept. Those inplenmentations that
can do so are encouraged to deal reasonably with inproperly
nested richtext.

I mpl enentations nust regard any unrecognized formatting
command as equivalent to "No-op", thus facilitating future
extensions to "richtext". Private extensions nmay be defined
using formatting commands that begin with "X-", by anal ogy
to Internet mail header field nanes.

It is worth noting that no special behavior is required for
the TAB (HT) character. It is recommended, however, that, at
| east when fixed-width fonts are in wuse, the commmon
semantics of the TAB (HT) character should be observed

nanely that it noves to the next colum position that is a
multiple of 8. (In other words, if a TAB (HT) occurs in
colum n, where the leftnost colum is colum 0, then that
TAB  (HT) shoul d be replaced by 8-(n nod 8) SPACE
characters.)

Ri chtext also differentiates between "hard" and "soft" |ine
br eaks. A line break (CRLF) in the richtext data streamis
interpreted as a "soft" line break, one that 1is included

only for purposes of mail transport, and is to be treated as
white space by richtext interpreters. To include a "hard"
line break (one that nust be displayed as such), the "<nl>"
or "<paragraph> formatting constructs should be wused. 1In
general, a soft line break should be treated as white space

but when soft line breaks imediately follow a <nl> or a
</ paragraph> tag they should be ignored rather than treated
as white space.

Putting all this together, the following "text/richtext"
body fragnent:

<bol d>Now</ bol d> is the tine for
<italic>all</italic> good nen

<snal | er>(and <It>wonen>)</snaller> to
<i gnor ene></i gnor ene> cone

to the aid of their
<n|l >
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bel oved <nl ><nl >country. <comrent> Stupid

quote! </coment> -- the end
represents the following formatted text (which wll, no
doubt, look cryptic in the text-only version of this

docunent):

Now is the tinme for all good men (and <wonen>) to
cone to the aid of their
bel oved

country. -- the end

Ri chtext confornmance: A mninmal richtext inplenentation is
one that sinply converts "<It>" to "<", converts CRLFs to
SPACE, converts <nl> to a newine according to |ocal newine
convention, renmpoves everything between a <coment > conmand
and the next bal anci ng </ conment> command, and renoves al
other formatting commands (all text enclosed in angle
brackets).

NOTE ON THE RELATI ONSHI P OF RI CHTEXT TO SGMWL: Richtext is
decidedly not SGW, and nust not be wused to transport
arbitrary SGW. docunents. Those who wish to use SGW
docunent types as a mail transport format nust define a new
text or application subtype, e.g., "text/sgnl-dtd-whatever"
or "application/sgm -dtd-whatever", dependi ng on t he
perceived readability of the DID in use. Richtext is
designed to be compatible wth SGW., and specifically so
that it will be possible to define a richtext DIDif one is
needed. However, this does not inmply that arbitrary SGWL
can be called richtext, nor that richtext inplementors have
any need to wunderstand SGW; the description in this
docunment is a conplete definition of richtext, which is far
sinpl er than conpl ete SGWL.

NOTE ON THE | NTENDED USE OF RICHTEXT: It is recognized that

i mpl enentors of future mail systems wll want rich text
functionality far beyond that currently defi ned for
ri chtext. The intent of richtext is to provide a conmon

format for expressing that functionality in a formin which
much of it, at least, will be understood by interoperating
software. Thus, in particular, software wth a richer
notion of formatted text than richtext can still use
richtext as its basic representation, but can extend it with
new formatting conmmands and by hiding information specific

to that software system in richtext conments. As such
systems evolve, it is expected that the definition of
richtext wll be further refined by future publ i shed

specifications, but richtext as defined here provides a
pl atform on which evolutionary refinements can be based.

| MPLEMENTATI ON NOTE: I n sone environnents, it mght be
i npossible to conbine certain richtext formatting commands,
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whereas in others they night be conbined easily. For
exanple, the conbination of <bold> and <italic> m ght
produce bold italics on systens that support such fonts, but
there exist systens that can nake text bold or italicized,
but not both. In such cases, the npbst recently issued
recogni zed formatting command shoul d be preferred.

One of the major goals in the design of richtext was to make
it so sinmple that even text-only nailers will inplenent
richtext-to-plain-text translators, thus increasing the
likelihood that wmultifont text wll become "safe" to use
very widely. To denonstrate this sinplicity, an extrenely
sinple 35-line C programthat converts richtext input into
plain text output is included in Appendi x D.
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7.2 The Miultipart Content-Type

In the case of nultiple part nessages, in which one or nore
different sets of data are conbined in a single body, a
"multipart” Content-Type field nmust appear in the entity's
header. The body nust then contain one or nore "body parts,"”
each preceded by an encapsul ati on boundary, and the |ast one
followed by a closing boundary. Each part starts with an
encapsul ation boundary, and then contains a body part
consi sting of header area, a blank line, and a body area
Thus a body part is simlar to an RFC 822 nessage i n syntax,
but different in neaning.

A body part is NOT to be interpreted as actually being an
RFC 822 nessage. To begin with, NO header fields are
actually required in body parts. A body part that starts
with a blank line, therefore, is allowed and is a body part

for which all default values are to be assumed. In such a
case, the absence of a Content-Type header field inplies
that the encapsulation is plain US-ASCI| text. The only
header fields that have defined nmeaning for body parts are
t hose the names of which begin with "Content-". Al'l  other
header fields are generally to be ignored in body parts.
Al though they should generally be r et ai ned in mai |

processing, they may be di scarded by gateways if necessary.
Such other fields are pernmitted to appear in body parts but
should not be depended on. "X-" fields nay be created for
experinmental or private purposes, with the recognition that
the informati on they contain nay be | ost at sonme gateways.

The distinction between an RFC 822 nessage and a body part
is subtle, but inportant. A gateway between Internet and
X. 400 mail, for exanple, nust be able to tell the difference
between a body part that contains an i mage and a body part
that contains an encapsul ated nessage, the body of which is
an inmge. In order to represent the latter, the body part
nmust have "Content-Type: nessage", and its body (after the
blank line) nmust be the encapsul ated nessage, with its own
"Cont ent - Type: image" header field. The wuse of sinilar
syntax facilitates the conversion of nessages to body parts,
and vice versa, but the distinction between the two nust be
understood by inplenentors. (For the special case in which
all parts actually are nessages, a "digest" subtype is also
defined.)

As stated previously, each body part is preceded by an
encapsul ati on boundary. The encapsul ati on boundary MJST NOT

appear inside any of the encapsul ated parts. Thus, it is
crucial that the conposing agent be able to choose and
speci fy the unique boundary that will separate the parts.

Al'l present and future subtypes of the "multipart" type nust
use an identical syntax. Subtypes nmay differ in their
semantics, and nmay inpose additional restrictions on syntax,
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but nust conform to the required syntax for the nultipart
type. This requirenent ensures that all conformant user
agents wll at least be able to recognize and separate the
parts of any nmultipart entity, even of an unrecognized
subt ype.

As stated in the definition of the Content-Transfer-Encoding

field, no encoding other than "7bit", "8bit", or "binary" is
permtted for entities of type "nultipart". The nmultipart
delimters and header fields are always 7-bit ASCI| in any

case, and data within the body parts can be encoded on a
part-by-part basis, wth Content-Transfer-Encoding fields
for each appropriate body part.

Mai | gateways, relays, and other nail handling agents are
commonly known to alter the top-level header of an RFC 822
nmessage. In particular, they frequently add, renove, or
reorder header fields. Such alterations are explicitly
forbi dden for the body part headers enbedded in the bodies
of messages of type "multipart.”

7.2.1 Mul ti part: The comopn syntax

Al'l subtypes of "multipart" share a commpbn syntax, defined
in this section. A sinple exanple of a nultipart nessage
al so appears in this section. An exanple of a nore conplex
mul tipart nessage is given in Appendix C.

The Content-Type field for nultipart entities requires one

par anet er, "boundary", which is wused to specify the
encapsul ati on boundary. The encapsul ation boundary is
defi ned as a line consisting entirely of two hyphen
characters ("-", decimal code 45) followed by the boundary

paraneter value fromthe Content-Type header field.

NOTE: The hyphens are for rough conpatibility wth the
earlier RFC 934 nethod of nmessage encapsul ati on, and for
ease of sear chi ng for t he boundari es in some
i mpl enentations. However, it should be noted that nultipart
messages are NOT conpletely conpatible wth RFC 934

encapsul ations; in particular, they do not obey RFC 934
guoting conventions for enbedded lines that begin wth
hyphens. This mechanism was chosen over the RFC 934

mechani sm because the |atter causes lines to grow with each
level of quoting. The conbination of this growth with the
fact that SMIP inpl ementations sonmetimes wap long I|ines
made the RFC 934 nechani smunsuitable for use in the event
that deeply-nested nultipart structuring is ever desired.

Thus, a typical nultipart Content-Type header field mght
ook like this:

Content - Type: nultipart/ m xed;
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boundar y=gcOp4JqOMYt 08j U534c0Op

This indicates that the entity consists of several parts,
each itself with a structure that is syntactically identica
to an RFC 822 nessage, except that the header area m ght be
completely enpty, and that the parts are each preceded by
the line

--gc0p4JgOMRYt 08) U534cO0p

Note that the encapsulation boundary nust occur at the
beginning of aline, i.e., following a CRLF, and that that
initial CRLF is considered to be part of the encapsulation
boundary rather than part of the preceding part. The
boundary must be followed i medi ately either by another CRLF
and the header fields for the next part, or by two CRLFs, in
whi ch case there are no header fields for the next part (and
it is therefore assuned to be of Content-Type text/plain).

NOTE: The CRLF preceding the encapsulation l'ine is
considered part of the boundary so that it is possible to
have a part that does not end with a CRLF (line br eak) .
Body parts that nust be considered to end with |ine breaks,
t herefore, should have two CRLFs preceding the encapsul ation
line, the first of which is part of the preceding body part,
and the second of which is part of the encapsulation
boundary.

The requirenment that the encapsul ati on boundary begins wth
a CRLF inmplies that the body of a multipart entity must
itself begin with a CRLF before the first encapsulation |line
-- that 1is, if the "preanble" area is not used, the entity
headers nust be followed by TWO CRLFs. This is indeed how
such entities should be conposed. A tolerant nmail reading
program however, may interpret a body of type nultipart
that begins wth an encapsulation [ine NOT initiated by a
CRLF as also being an encapsulation boundary, but a
compliant mail sending program nust not generate such
entities.

Encapsul ati on boundaries nust not appear within the
encapsul ati ons, and nust be no |longer than 70 characters,
not counting the two | eadi ng hyphens.

The encapsul ati on boundary following the Iast body part is a
di stinguished delinmter that indicates that no further body
parts will follow. Such a delimter 1is identical to the
previous delimters, wth the addition of two nore hyphens
at the end of the Iline:

--gc0p4JqOM2Yt 08j U534cO0p- -

There appears to be roomfor additional information prior to
the first encapsulation boundary and follow ng the fina
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boundary. These areas should generally be left blank, and
i mpl enentations should ignore anything that appears before
the first boundary or after the |ast one.

NOTE: These "preanbl e" and "epil ogue" areas are not used
because of the lack of proper typing of these parts and the
lack of <clear semantics for handling these areas at
gat eways, particularly X 400 gateways.

NOTE: Because encapsul ati on boundari es nmust not appear in
the body parts being encapsulated, a user agent nust
exerci se care to choose a uni que boundary. The boundary in
t he exanpl e above coul d have been the result of an algorithm
designed to produce boundaries with a very low probability
of already existing in the data to be encapsul ated wi t hout
having to prescan the data. Alternate algorithns m ght
result in nore 'readabl e’ boundaries for a recipient with an
ol d user agent, but would require nore attention to the
possibility t hat t he boundary m ght appear in the
encapsul ated part. The sinplest boundary possible is

something like "---", with a closing boundary of "-----

As a very sinple exanple, the following nmultipart nessage
has two parts, both of them plain text, one of them
explicitly typed and one of theminplicitly typed:

From Nathani el Borenstein <nsb@ell core.conp
To: Ned Freed <ned@ nnosoft.conp

Subj ect: Sanpl e nessage

M ME-Version: 1.0

Content-type: nultipart/mxed; boundary="sinple
boundary"

This is the preanble. It is to be ignored, though it
is a handy place for mail conposers to include an
expl anatory note to non-M ME conpliant readers.

--si npl e boundary

This is inmplicitly typed plain ASCI| text.
It does NOT end with a |inebreak

--sinpl e boundary

Content-type: text/plain; charset=us-asci

This is explicitly typed plain ASCI | text.
It DOES end with a |inebreak.

--si npl e boundary- -
This is the epilogue. It is also to be ignored.

The use of a Content-Type of nultipart in a body part within
another nultipart entity is explicitly allowed. In such
cases, for obvious reasons, care must be taken to ensure
that each nested multipart entity nust wuse a different
boundary delimter. See Appendix C for an exanple of nested
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mul tipart entities.

The use of the multipart Content-Type wth only a single
body part my be wuseful in certain contexts, and is
explicitly permtted.

The only nmandatory paraneter for the nultipart Content-Type
is the boundary paranmeter, which consists of 1 to 70
characters froma set of characters known to be very robust
through email gateways, and NOT ending with white space

(I'f a boundary appears to end with white space, the white
space nust be presuned to have been added by a gateway, and
should be deleted.) It is formally specified by the
foll owi ng BNF:

boundary := 0*69<bchar s> bcharsnospace

bchars : = bcharsnospace / " "

Pc?arsnospace D= DAT/ ALPHA / "™ [ (" | ™))" [ "+ [/
B I L A By e B B
Overall, the body of a nultipart entity nay be specified as
foll ows:

mul tipart-body : = preanble 1*encapsul ation

close-delimter epilogue

encapsul ation := delimter CRLF body-part
delimter := CRLF "--" boundary ; taken from Content-Type
field.
; when content-type is

mul ti part

; There nust be no space

; between "--" and boundary.
close-delimter := delimter "--" ; Again, no space before
preanble := *text ; to be ignored upon
receipt.
epil ogue : = *text ; to be ignored upon
receipt.

body-part = <"nmessage" as defined in RFC 822
with all header fields optional, and with the
specified delinter not occurring anywhere in
the nmessage body, either on a line by itself
or as a substring anywhere. Note that the
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semantics of a part differ fromthe semantics
of a nmessage, as described in the text.>

NOTE: Conspicuously missing fromthe nultipart type is a

notion of structured, related body parts. 1In general, it
seens premature to try to standardize interpart structure
yet. It is recommended that those wi shing to provide a nore

structured or integrated nultipart nessaging facility should
define a subtype of nultipart that is syntactically
identical, but that always expects the inclusion of a
di stingui shed part that can be used to specify the structure
and integration of the other parts, probably referring to
them by their Content-1D field. |If this approach is used

other inplenmentations will not recognize the new subtype

but will treat it as the primary subtype (multipart/m xed)
and will thus be able to show the user the parts that are
recogni zed.

7.2.2 The Multipart/mxed (primary) subtype

The primary subtype for nultipart, "mxed", is intended for
use when the body parts are independent and intended to be
di spl ayed serially. Any nultipart subt ypes t hat an
i mpl enent ati on does not recogni ze should be treated as being
of subtype "m xed"

7.2.3 The Multipart/alternative subtype

The multipart/alternative type is syntactically identical to
mul tipart/m xed, but the senmantics are different. In
particul ar, each of the parts is an "alternative" version of
the sane information. User agents should recognize that the
content of the various parts are interchangeable. The user
agent should either choose the "best" type based on the
user’s environment and preferences, or offer the wuser the

avail able alternatives. |n general, choosing the best type
means di splaying only the LAST part that can be displayed.
This nmay be used, for exanple, to send nmail in a fancy text

format in such a way that it can easily be displayed
anywher e:

From Nat hani el Borenstein <nsb@ell core. conp

To: Ned Freed <ned@ nnosoft. conp

Subj ect: Formatted text mail

M ME-Version: 1.0

Content-Type: nultipart/alternative; boundary=boundary42

- - boundary42
Content - Type: text/plain; charset=us-asci

...plain text version of nmessage goes here....
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- - boundary42
Content-Type: text/richtext

ri chtext version of sane nessage goes here ...
- - boundary42
Content - Type: text/x-whatever

fanci est formatted version of same nessage goes here
- - boundar y42- -

In this exanple, users whose nail system understood the
"text/x-whatever" fornmat would see only the fancy version,
whil e other users would see only the richtext or plain text
version, depending on the capabilities of their system

In general, user agents that conpose nultipart/alternative
entities should place the body parts in increasing order of
preference, that is, with the preferred format |ast. For
fancy text, the sending user agent should put the plainest

format first and the richest format |ast. Recei ving user
agents should pick and display the last format they are
capabl e of displaying. In the case where one of the

alternatives is itself of type "nmultipart" and contains
unrecogni zed sub-parts, the user agent nmay choose either to
show that alternative, an earlier alternative, or both

NOTE: From an inplenentor’s perspective, it mght seem nore
sensible to reverse this ordering, and have the plai nest
alternative last. However, placing the plainest alternative
first is t he friendliest possi bl e option when
mutlipart/alternative entities are viewed using a non-M M-
conpliant nmail reader. Wile this approach does inpose sone

burden on conpliant mail readers, interoperability wth
older mail readers was deened to be nore inmportant in this
case.

It may be the case that sone wuser agents, iif they can
recogni ze nore than one of the formats, will prefer to offer
the user the choice of which format to view This makes
sense, for exanple, if mail includes both a nicely-formatted
i mmge version and an easily-edited text version. VWhat s
nost critical, however, is that the user not automatically
be shown multiple versions of the sane data. Either the

user should be shown the |ast recognized version or should
explicitly be given the choice.
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7.2.4 The Mul tipart/digest subtype

Thi s docunent defines a "digest" subtype of the nmultipart
Cont ent - Type. This type is syntactically identical to

mul tipart/mxed, but the semantics are different. In
particular, in a digest, the default Content-Type value for
a body part is changed from "text/plain" to
"message/ rfc822". This is done to allow a nore readable

digest format that is largely conpatible (except for the
quoti ng convention) with RFC 934.

A digest inthis format mght, then, look sonething Ilike
t his:

From Mbder at or - Addr ess

M ME-Version: 1.0

Subject: Internet Digest, volunme 42

Content-Type: nultipart/digest;
boundary="---- next message ----

------ next message ----

From soneone-el se
Subj ect: ny opinion

...body goes here ...
------ next nessage ----

From soneone-el se-again
Subject: ny different opinion

anot her body goes here. ..
------ next nessage ------
7.2.5 The Multipart/parallel subtype

This docunent defines a "parallel” subtype of the nmultipart
Cont ent - Type. This type is syntactically identical to

mul tipart/mxed, but the semantics are different. In
particular, in a parallel entity, all of the parts are
intended to be presented in parallel, i.e., simultaneously,

on hardware and software that are capable of doing so
Conposi ng agents should be aware that nmany nmail readers will
lack this capability and will show the parts serially in any
event.
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7.3 The Message Content-Type

It is frequently desirable, in sending mail, to encapsulate
another nail nmessage. For this conmon operation, a special
Content - Type, "message", is defined. The primary subtype

message/ rfc822, has no required paraneters in the Content-
Type field. Additional subtypes, "partial™ and "External-
body", do have required paraneters. These subtypes are
expl ai ned bel ow

NOTE: It has been suggested that subtypes of nessage m ght
be defined for forwarded or rejected nessages. However,
forwarded and rejected nessages can be handled as nmultipart
messages in which the first part contains any control or
descriptive information, and a second part, of type
nmessage/ rfc822, is the forwarded or rejected nessage

Composing rejection and forwardi ng nessages in this manner
will preserve the type information on the original nessage
and allow it to be correctly presented to the recipient, and
hence is strongly encouraged.

As stated in the definition of the Content-Transfer-Encoding

field, no encoding other than "7bit", "8bit", or "binary" is
permtted for messages or parts of type "nessage". The
message header fields are always US-ASCI|I in any case, and
data within the body can still be encoded, in which case the

Content - Transfer-Encoding header field in the encapsul ated
message will reflect this. Non-ASCIl text in the headers of
an encapsul at ed nmessage can be specified using the
mechani sns described in [ RFC-1342].

Mai | gateways, relays, and other nmamil handling agents are
commonly known to alter the top-level header of an RFC 822
nessage. In particular, they frequently add, renmove, or
reorder header fields. Such alterations are explicitly
forbidden for the encapsulated headers enbedded in the
bodi es of nessages of type "nessage."

7.3.1 The Message/rfc822 (primary) subtype
A Content-Type of "message/rfc822" indicates that the body

contains an encapsul ated nessage, with the syntax of an RFC
822 nessage

7.3.2 The Message/ Partial subtype

A subtype of nessage, "partial", is defined in order to
allow large objects to be delivered as several separate
pieces of muil and automatically reassenbled by t he
receiving user agent. (The concept is simlar to IP

fragmentation/reassenbly in the basic Internet Protocols.)
This nechanism can be used when internediate transport
agents limt the size of individual nessages that can be
sent . Content-Type "nmessage/partial"™ thus indicates that
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the body contains a fragnent of a |arger nessage.

Three paraneters nust be specified in the Content-Type field
of type nmessage/partial: The first, "id", 1is a unique
identifier, as <close to a world-unique identifier as
possible, to be wused to match the parts together. (In
general, the identifier is wessentially a nessage-id; if
placed in double quotes, it can be any nessage-id, in
accordance with the BNF for "paraneter" given earlier in
this specification.) The second, "nunber", an integer, is
the part nunber, which indicates where this part fits into
the sequence of fragnents. The third, "total", another
integer, is the total nunber of parts. This third subfield
is required on the final part, and is optional on the
earlier parts. Note also that these paraneters may be given
in any order.

Thus, part 2 of a 3-part nessage nmay have either of the
foll owi ng header fields:

Cont ent - Type: Message/ Parti al ;
nunber=2; total =3
i d="oc=j pbeOM2Yt 4s@ hunper. bel | core. coni;

Content - Type: Message/ Parti al ;
i d="oc=j pbeOM2Yt 4s@ hunper . bel | core. cont
number =2

But part 3 MJST specify the total nunber of parts:

Cont ent - Type: Message/ Parti al ;
nunber =3; total =3
i d="oc=j pbeOM2Yt 4s@ hunper . bel | core. cont;

Not e that part nunbering begins with 1, not O.

When the parts of a nessage broken up in this nanner are put
together, the result is a conplete RFC 822 format nessage
whi ch may have its own Content-Type header field, and thus
may contain any other data type

Message fragnentation and reassenbly: The semantics of a
reassenbl ed partial nessage must be those of the "inner"”
message, rather than of a nessage containing the inner
nessage. This makes it possible, for exanple, to send a
| arge audi o nessage as several partial nessages, and still
have it appear to the recipient as a sinple audi o nessage
rather than as an encapsul ated nessage containing an audio
nmessage. That is, the encapsulation of the nessage is
considered to be "transparent”.

When generating and reassenbl i ng t he parts of a

nmessage/ partial nessage, the headers of the encapsul ated
message must be merged with the headers of the enclosing
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entities. In this process the following rules nust be
observed:

(1) Al of the headers fromthe initial enclosing
entity (part one), except those that start with
"Content-" and "Message-ID', nust be copied, in
order, to the new nessage.

(2) Only those headers in the enclosed nmessage
which start with "Content-" and "Message-| D' nust
be appended, in order, to the headers of the new
nessage. Any headers in the enclosed nessage
which do not start with "Content-" (except for
"Message-1D") will be ignored.

(3) Al of the headers from the second and any
subsequent nessages will be ignored.

For exanple, if an audi o nessage is broken into two parts,
the first part might ook sonething |ike this:

X- Wi rd- Header-1: Foo
From Bill @ost.com
To: joe@therhost.com
Subj ect: Audio mail
Message- 1 D idl@nost.com
M Me-Version: 1.0
Content-type: nessage/partial;
i d=" ABC@nost . cont;
nunber =1; total =2

X- Wi rd- Header-1: Bar
X-Wei rd- Header-2: Hello

Message- | D: anot heri d@ o0o. com
Content -type: audi o/ basic

Content -transfer-encodi ng: base64

first half of encoded audi o data goes here...
and the second half might |ook sonmething like this:

From Bill @ost.com
To: joe@therhost.com
Subj ect: Audio mail
M ME- Version: 1.0
Message- |1 D: i d2@nost. com
Content-type: nessage/partial;
i d=" ABC@ost.conl'; nunber=2; total =2

second hal f of encoded audi o data goes here..
Then, when the fragmented nessage is reassenbled, the

resulting nessage to be displayed to the user should | ook
sonet hing |ike this:
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X- Wi rd- Header-1: Foo

From Bill @ost.com

To: joe@therhost.com

Subj ect: Audi o mail

Message- I D: anot heri d@ oo. com

M ME- Version: 1.0

Content-type: audi o/ basic

Content -transfer-encodi ng: base64

first half of encoded audi o data goes here...
second half of encoded audi o data goes here..

It should be noted that, because sone nessage transfer
agents may choose to automatically fragnent |arge nessages,
and because such agents may use different fragnmentation
thresholds, it is possible that the pieces of a partial
nmessage, upon reassenbly, may prove thenselves to conprise a
partial message. This is explicitly permtted.

It should al so be noted that the inclusion of a "References”
field in the headers of the second and subsequent pieces of
a fragnented nmessage that references the Message-1d on the
previous piece my be of benefit to nail readers that
understand and track references. However, the generation of
such "References" fields is entirely optional

7.3.3 The Message/ Ext er nal - Body subtype

The external -body subtype indicates that the actual body
data are not included, but nerely referenced. |In this case

the paraneters describe a mechanism for accessing the
external data.

When a  nessage body or body part is of type
"message/ ext er nal - body", it consists of a header, two
consecutive CRLFs, and the nmessage header for t he
encapsul ated nessage. |If another pair of consecutive CRLFs
appears, this of course ends the nessage header for the
encapsul at ed nmessage. However, since the encapsulated
nmessage’s body is itself external, it does NOT appear in the
area that follows. For exanple, consider the follow ng
nmessage:

Content -type: nessage/ external - body; access-
type=l ocal -fil e;
name=/ u/ nsb/ Me. gi f
Content-type: image/qgif
TH S I'S NOT REALLY THE BODY
The area at the end, which might be called the "phantom

body", is ignored for nost external-body nessages. However,
it my be used to contain auxilliary information for sone
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such nessages, as indeed it is when the access-type is

"mai |l -server". O the access-types defi ned by this
docunent, the phantom body is used only when the access-type
is "mail-server". |In all other cases, the phantom body is
i gnor ed.

The only al ways-nmandatory paraneter for nessage/external-
body is "access-type"; all of the other paraneters may be
mandat ory or optional depending on the value of access-type

ACCESS- TYPE -- One or nore case-insensitive words,
conma- separ at ed, i ndi cating support ed access
mechani sns by which the file or data nay be
obtai ned. Values include, but are not limted to,

"FTP", "ANON-FTP', "TFTP', "AFS", "LOCAL-FILE"
and "MAI L- SERVER'. Future values, except for
experi nental values beginning with "X-", nmnust be

registered with 1 ANA, as described in Appendix F .

In addition, the follow ng two paraneters are optional for
ALL access-types:

EXPI RATION -- The date (in the RFC 822 "date-ti ne"
syntax, as extended by RFC 1123 to pernit 4 digits
in the date field) after which the existence of
the external data is not guaranteed.

SIZE -- The size (in octets) of the data. The
intent of this paraneter is to help the recipient
deci de whether or not to expend the necessary
resources to retrieve the external data.

PERM SSION -- A field that indicates whether or
not it is expected that clients might also attenpt
to overwite the data. By default, or i f
permi ssion is "read", the assunption is that they
are not, and that if the data is retrieved once,
it is never needed again. If PERM SSION is "read-
wite", this assunption is invalid, and any |oca
copy nust be considered no nore than a cache.
"Read" and "Read-wite" are the only defined
val ues of perm ssion.

The preci se semantics of the access-types defined here are
described in the sections that follow

7.3.3.1 The "ftp" and "tftp" access-types
An access-type of FTP or TFTP indicates that the nessage
body is accessible as a file using the FTP [ RFC-959] or TFTP

[ RFC-783] protocols, respectively. For these access-types,
the follow ng additional paraneters are mandatory:
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NAME -- The nane of the file that contains the
actual body data.

SITE -- A nmachine from which the file nay be
obt ai ned, using the given protoco

Before the data is retrieved, wusing these protocols, the
user wll generally need to be asked to provide a login id
and a password for the machi ne named by the site paraneter

In addition, the following optional paraneters may also
appear when the access-type is FTP or ANO\ FTP:

DI RECTORY -- A directory fromwhich the data naned
by NAME shoul d be retrieved.

MODE -- A transfer node for retrieving t he
information, e.g. "image"

7.3.3.2 The "anon-ftp" access-type

The "anon-ftp" access-type is identical to the "ftp" access
type, except that the user need not be asked to provide a
nane and password for the specified site. Instead, the ftp
protocol wll be used with [ogin "anonynous" and a password
that corresponds to the user’s enmil address.

7.3.3.3 The "local-file" and "afs" access-types

An access-type of "local-file" indicates that the actua
body is accessible as a file on the local machine. An
access-type of "afs" indicates that the file is accessible
via the global AFS file system In both cases, only a
single paraneter is required:

NAME -- The nane of the file that contains the
actual body data.

The follow ng optional paranmeter may be used to describe the
locality of reference for the data, that is, the site or
sites at which the file is expected to be visible:

SITE -- A domain specifier for a machine or set of
machi nes that are known to have access to the data
file. Asterisks nmay be used for wldcard matching
to a part of a donmin nane, such as
"* bellcore.conf, to indicate a set of machines on
which the data should be directly visible, while a
single asterisk may be used to indicate a file
that is expected to be wuniversally available,
e.g., via a global file system

7.3.3.4 The "mail-server" access-type
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The "mail -server" access-type indicates that the actual body
is available from a nmmil server. The nmandatory paraneter
for this access-type is:

SERVER -- The enmail address of the mail server
fromwhich the actual body data can be obtai ned.

Because mmil servers accept a variety of syntax, some of
which is multiline, the full command to be sent to a mail
server is not included as a paraneter on the content-type
line. Instead, it nmay be provided as the "phantom body"
when the content-type is nessage/external-body and the
access-type is nmmil-server.

Note that M ME does not define a nmmil server syntax.
Rather, it allows the inclusion of arbitrary mail server
commands in the phantom body. | mpl enent ati ons shoul d

i ncl ude the phantom body in the body of the message it sends
to the mail server address to retrieve the relevant data.
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7.3.3.5 Exanples and Further Explanations

Wth the enmerging possibility of very wde-area file
systens, it becones very hard to know i n advance the set of
machi nes where a file wll and wll not be accessible
directly fromthe file system Therefore it may nake sense
to provide both a file nane, to be tried directly, and the
name of one or nore sites fromwhich the file is known to be
accessible. An inplenentation can try to retrieve renote
files wusing FTP or any other protocol, using anonynous file
retrieval or pronpting the user for the necessary nane and

passwor d. If an external body is accessible via multiple
mechani snms, the sender may include nultiple parts of type
message/ ext er nal - body wi thin an entity of type

mul tipart/alternative

However, the external -body mechanismis not intended to be
limted to file retrieval, as shown by the mail-server
access-type. Beyond this, one can imagine, for exanple,
using a video server for external references to video clips.

If an entity is of type "nmessage/external-body", then the
body of the entity wll contain the header fields of the
encapsul at ed nessage. The body itself is to be found in the
external |ocation. This neans that iif the body of the
"nmessage/ ext ernal - body" nessage contains two consecutive
CRLFs, everything after those pairs is NOI part of the
message itself. For nost nessage/external-body nessages
this trailing area nust sinply be ignored. However, it is a
conveni ent place for additional data that cannot be included
in the content-type header field. In particular, if the
"access-type" value is "mail-server”, then the trailing area
must contain conmands to be sent to the mail server at the
address given by NAVE@SI TE, where NAME and SITE are the
val ues of the NAME and SI TE paranmeters, respectively.

The enbedded nessage header fields which appear in the body
of the nessage/ external -body data can be used to declare the
Content-type of the external body. Thus a conmpl ete
nmessage/ ext ernal -body nessage, referring to a docunent in
Post Scri pt format, might |look like this:

From Wonever

Subj ect: what ever

M ME-Version: 1.0

Message- 1 D: i dl1@ost.com

Content-Type: nultipart/alternative; boundary=42

--42
Cont ent - Type: nessage/ ext er nal - body;
nanme="BodyFor nat s. ps";
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site="t hunper. bel | core. cont;

access-t ype=ANON- FTP

di rectory="pub";

node="i mage" ;

expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript

--42
Cont ent - Type: nessage/ ext er nal - body;
name="/u/ nsb/writing/rfcs/ RFC- XXXX. ps"
site="t hunper. bel | core. cont;
access-type=AFS
expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript

--42

Cont ent - Type: nessage/ ext er nal - body;
access-type=mail - server
server="1istserv@ogus. bi tnet"
expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript
get rfc-xxxx doc
- -42--

Li ke the nessage/partial type, the nessage/external-body
type is intended to be transparent, that is, to convey the
data type in the external body rather than to convey a
nessage wth a body of that type. Thus the headers on the
outer and inner parts nust be nerged using the sane rul es as
for message/partial. In particular, this neans that the
Content-type header is overridden, but the Fromand Subject
headers are preserved

Note that since the external bodies are not transported as
mail, they need not conformto the 7-bit and Iine Iength
requi renents, but might in fact be binary files. Thus a
Cont ent - Transfer-Encoding is not generally necessary, though
it is permtted

Note that the body of a message of type "nessage/external-
body" is governed by the basic syntax for an RFC 822
nmessage. In particular, anyt hi ng before t he first
consecutive pair of CRLFs is header information, while
anything after it is body information, which is ignored for
nost access-types.
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7.4 The Application Content-Type

The "application"” Content-Type is to be used for data which
do not fit in any of the other categories, and particularly
for data to be processed by mail-based uses of application
progranms. This is information which nust be processed by an
application before it is viewable or wusable to a wuser.
Expected wuses for Content-Type application include mail-
based file transfer, spreadsheets, data for nail-based

schedul i ng syst ens, and | anguages for "active"
(conputational) email. (The latter, in particular, can pose
security probl ens whi ch shoul d be under st ood by
i mpl enentors, and are considered in detail in the discussion

of the application/PostScript content-type.)

For exanple, a neeting scheduler might define a standard
representation for information about proposed neeting dates.
An intelligent user agent would wuse this information to
conduct a dialog with the user, and might then send further
mai | based on that dialog. Mdire generally, there have been

several "active" nessaging |anguages developed in which
programs in a suitably specialized | anguage are sent through
t he mai | and automatically run in the recipient’'s

envi ronment .

Such applications may be defined as subtypes of t he
"application" Content-Type. This docunent defines three
subtypes: octet-stream ODA, and PostScript.

In general, the subtype of application wll often be the
name of the application for which the data are intended
Thi s does not nean, however, that any application program
name may be used freely as a subtype of application. Such
usages nust be registered with |ANA as described in
Appendi x F.

7.4.1 The Application/Cctet-Stream (prinmary) subtype

The primary subtype of application, "octet-stream', nmay be
used to indicate that a body contains binary data. The set
of possible paranmeters includes, but is not linmted to:

NAME -- a suggested nanme for the binary data if
stored as a file.

TYPE -- the general type or category of binary
dat a. This is intended as information for the
human recipient rather than for any autonatic
processi ng.

CONVERSI ONS -- the set of operations that have
been perforned on the data before putting it in
the mail (and before any Content-Transfer-Encoding
t hat m ght have been applied). If nultiple
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conversi ons have occurred, they nust be separated
by comas and specified in the order they were

applied -- that is, the | eftnost conversion must
have occurred first, and conversions are undone
fromright to Ileft. Note that NO conversion
val ues are defi ned by this docunent. Any

conversion values that that do not begin with "X-"
must be preceded by a published specification and
by registration with [1ANA as descri bed in
Appendi x F.

PADDI NG -- the number of bits of padding that were
appended to the bitstream conprising the actua

contents to produce the enclosed byte-oriented
data. This is useful for enclosing a bitstreamin
a body when the total nunber of bits is not a
mul ti ple of the byte size.

The values for these attributes are left undefined at
present, but may require specification in the future. An
exanmpl e of a conmon (though UNI X-specific) usage mi ght be:

Content - Type: application/octet-stream
name=f oo.tar.Z; type=tar;
conver si ons="x-encrypt, x- conpr ess"

However, it should be noted that the use of such conversions
is explicitly discouraged due to a lack of portability and
st andar di zati on. The wuse of wuuencode is particularly
di scour aged, in favor of the Content-Transfer-Encoding
mechani sm which is both nore standardi zed and nore portable
across mail boundari es.

The recomended action for an inplenentation that receives
application/octet-stream mail is to sinply offer to put the
data in a file, with any Content-Transfer-Encoding undone,
or perhaps to use it as input to a user-specified process.

To reduce the danger of transnmitting rogue prograns through

the mil, it 1is strongly recomended that inplenmentations
NOT i mpl erent a pat h-search mechani sm whereby an arbitrary
program nanmed in the Content-Type paraneter (e.g., an

"interpreter=" paraneter) is found and executed using the
mai | body as input.

7.4.2 The Application/PostScript subtype

A Content-Type of "application/postscript” indicates a
Post Scri pt program The | anguage is defi ned in
[POSTSCRIPT]. It is reconmended that Postscript as sent
through email should wuse Postscript docunent structuring
conventions if at all possible, and correctly.
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The execution of general-purpose PostScript interpreters
entails serious security risks, and inplenmentors are
di scouraged from sinply sending PostScript email bodies to
"off-the-shelf" interpreters. Wiile it is usually safe to
send PostScript to a printer, where the potential for harm
is greatly constrained, inplenentors should consider all of
the following before they add interactive display of
Post Script bodies to their mail readers.

The remai nder of this section outlines sone, though probably
not all, of the possible problens with sending PostScript
t hrough the mail .

Dangerous operations in the PostScript |anguage include, but
may not be limted to, the PostScript operators deletefile,
renanefile, filenanmeforall, and file. File is only
dangerous when applied to sonmething other than standard
i nput or output. Inplenmentations nmay al so define additiona
nonstandard file operators; these nmay al so pose a threat to
security. Fi |l enameforall, the wldcard file search
operator, may appear at first glance to be harnl ess. Note,
however, that this operator has the potential to revea
informati on about what files the recipient has access to,

and this information nmay itself be sensitive. Message
senders should avoid the use of potentially dangerous file
operators, since these operators are quite likely to be

unavailable in secure PostScript inplenmentations. Message-
recei ving and -di splaying software should either conpletely
disable all potentially dangerous file operators or take
special care not to del egate any special authority to their
operation. These operators should be viewed as bei ng done by
an outside agency when interpreting PostScript docunents.
Such disabling and/or checking should be done conpletely
outside of the reach of the PostScript |anguage itself; care
should be taken to insure that no nethod exists for
reenabling full-function versions of these operators.

The Post Script | anguage provides facilities for exiting the
normal interpreter, or server, |oop. Changes made in this
"outer"” environment are customarily r et ai ned acr oss
docunents, and may in sone cases be retained sem permanently
in nonvol atile nenory. The operators associated with exiting
the interpreter |oop have the potential to interfere with
subsequent docunent processing. As such, their unrestrained

use constitutes a threat of service denial. PostScript
operators that exit the interpreter loop include, but may
not be linmted to, the exitserver and startjob operators.

Message- sendi ng software should not generate PostScript that
depends on exiting the interpreter |oop to operate. The

ability to exit wll probably be wunavailable in secure
Post Scri pt i mpl ement ati ons. Message-recei vi ng and
-displaying software should, if possible, disable t he

ability to make retained changes to the PostScript
environnment. Elimnate the startjob and exitserver commands.
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If these conmands cannot be elimnated, at |east set the
password associated with themto a hard-to-guess val ue.

Post Scri pt provides operators for setting systemw de and
device-specific paraneters. These paraneter settings may be
retai ned across jobs and nay potentially pose a threat to
the correct operation of the interpreter. The PostScri pt
operators that set system and device paraneters include, but
may not be limted to, the setsystenparans and setdevparans
operators. Message-sending software should not generate
Post Script that depends on the setting of system or device
paraneters to operate correctly. The ability to set these
paranmeters will probably be unavailable in secure PostScript
i mpl enent ati ons. Message-receiving and -di splaying software
should, iif possible, disable the ability to change system
and device paraneters. |If these operators cannot be
di sabl ed, at |east set the password associated with themto
a hard-to-guess val ue.

Some Post Scri pt i mpl enent ati ons provi de nonst andard
facilities for the direct |oading and execution of nachine
code. Such facilities are quite obvi ously open to
substantial abuse. Message- sendi ng software should not

make use of such features. Besides being totally hardware-
specific, they are also likely to be unavailable in secure
i mpl enentations of PostScript. Message-recei vi ng and
-di splaying software should not allow such operators to be
used if they exist.

Post Script is an extensible | anguage, and many, if not nost,
i npl enent ati ons of it provide a nunber of their own
extensions. This docunment does not deal with such extensions
explicitly since they constitute an unknown factor.
Message- sendi ng software shoul d not make use of nonstandard
ext ensi ons; they are likely to be mssing from sone
i mpl enent ati ons. Message-receiving and -displaying software
should nmake sure that any nonstandard PostScript operators
are secure and don't present any kind of threat.

It is possible to wite PostScript that consunes huge
anmounts of various systemresources. It is also possible to
write PostScript prograns that loop infinitely. Both types
of prograns have the potential to cause danmge if sent to

unsuspecting recipients. Message- sendi ng software shoul d
avoid the construction and dissenination of such prograns,
which is antisocial. Message-receiving and -displaying

software should provide appropriate nechanisnms to abort
processi ng of a docunent after a reasonable ambunt of tine
has elapsed. In addition, PostScript interpreters should be
limted to the consunption of only a reasonable anount of
any given systemresource

Finally, bugs may exist in some PostScript interpreters
which could possibly be exploited to gain unauthorized
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access to a recipient’s system Apart from noting this
possibility, there is no specific action to take to prevent
this, apart fromthe tinely correction of such bugs if any
are found.

7.4.3 The Application/ ODA subtype

The "ODA" subtype of application is used to indicate that a
body contains information encoded according to the Ofice
Docunent Architecture [ODA] standards, wusing the ODF
representation format. For application/oda, the Content-
Type line should al so specify an attribute/value pair that
i ndi cates the docunent application profile (DAP), using the
key word "profile". Thus an appropriate header field m ght
ook like this:

Content-Type: application/oda; profile=QL12

Consult the ODA standard [ODA] for further information.
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7.5 The I nmage Content-Type

A Content-Type of "image" indicates that the bodycontains an
i mage. The subtype names the specific inmage format. These
nanes are case insensitive. Two initial subtypes are "jpeg"
for the JPEG format, JFIF encoding, and "gif" for G F fornmat
[GF].

The list of inmage subtypes given here is neither exclusive
nor exhaustive, and is expected to grow as nore types are
registered with | ANA, as described in Appendi x F.

7.6 The Audi o Content-Type

A Content-Type of "audi 0" indicates that the body contains
audi o dat a. Al though there is not yet a consensus on an
"ideal" audio format for use wth conmputers, there is a
pressing need for a format capable of providing
i nt eroper abl e behavi or.

The initial subtype of "basic" is specified to neet this
requi renent by providing an absolutely mninmal |owest conmon
denom nator audio format. It is expected that richer
formats for higher quality and/or |ower bandw dth audio will
be defined by a | ater docunent.

The content of the "audi o/ basic" subtype is audio encoded
using 8-bit ISDN u-law [PCM. Wen this subtype is present,
a sanple rate of 8000 Hz and a single channel is assuned.

7.7 The Video Content-Type

A Content-Type of "video" indicates that the body contains a
ti me-varying-picture i mage, possibly with color and
coordi nat ed sound. The term "video" is wused extrenely
generically, rather than wth reference to any particul ar
technology or format, and is not nmeant to preclude subtypes
such as ani mated drawi ngs encoded conpactly. The subtype
"npeg" refers to video coded according to the MPEG standard
[ MPEG .

Note that although in general this docunent strongly
di scourages the mxing of multiple nedia in a single body,
it is recognized that many so-called "video" formats include
a representation for synchronized audio, and this is
explicitly permitted for subtypes of "video".

7.8 Experinental Content-Type Val ues

A Content-Type val ue beginning with the characters "X-" is a
private value, to be wused by consenting mail systens by
mut ual agreenent. Any format without a rigorous and public
definition must be named with an "X-" prefix, and publicly
specified values shall never begin with "X-". (A der
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versions of the w dely-used Andrew system use the "X-BE2"
nane, so new systens should probably choose a different
nane.)

In general, the use of "X-" top-level types is strongly
di scour aged. I mpl ementors should invent subtypes of the
exi sting types whenever possible. The invention of new
types is intended to be restricted primarily to the
devel opnent of new nedia types for email, such as digita

odors or holography, and not for new data formats in
general . In nmany cases, a subtype of application wll be

nore appropriate than a new top-1evel type.
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Sunmmary

Using the M ME-Version, Content-Type, and Content-Transfer-

Encoding header fields, it is possible to include, in a
standardi zed way, arbitrary types of data objects with RFC
822 conformant nmail nmessages. No restrictions inposed by

either RFC 821 or RFC 822 are violated, and care has been
taken to avoid problens caused by additional restrictions
i mposed by the characteristics of sonme |Internet mai |
transport nmechanisns (see Appendix B). The "multipart" and
"message" Content-Types allow mxing and hi erarchi ca
structuring of objects of different types in a single
message. Further Content-Types provide a standardi zed
mechani sm for tagging nessages or body parts as audio,
i mage, or several other Kkinds of data. A distingui shed
paranmeter syntax allows further specification of data fornmat
details, particularly the specification of alternate
character sets. Additional optional header fields provide
mechani sms for certain extensions deened desirable by nany
i mpl ementors. Finally, a nunber of useful Content-Types are
defined for general use by consenting user agents, notably
text/richtext, nessage/partial, and nessage/ external - body.

Borenstein & Freed [ Page 53]



RFC 1341M ME: Mul ti purpose Internet Miil ExtensionsJune 1992

Acknowl edgenent s

This docunent is the result of the collective effort of a
large nunber of people, at several |ETF neetings, on the
| ETF-SMIP  and | ETF-822 nmailing lists, and el sewhere.

Al t hough any enuneration seens doonmed to suffer from
egregious omssions, the following are anong the nmany
contributors to this effort:

Haral d Tveit Al vestrand Ti o Lehti nen

Randal | At ki nson
Phi | i ppe Brandon
Kevi n Car osso
Uhhyung Choi
Cristian Constanti nof
Mark Crispin
Dave Crocker
Terry Crow ey
VWalt Daniels
Frank Dawson

Hi t oshi Doi

Kevi n Donnel | 'y
Kei t h Edwar ds
Chris Eich
Johnny Eri ksson
Craig Everhart
Patri k Fael tstroem
Erik E. Fair
Roger Faj man

Al ai n Font ai ne
James M Gl vin
Philip d adstone
Thonmas Gor don
Phill G oss
Janes Ham | ton
St eve Hardcastle-Kille
Davi d Herron
Bruce Howar d
Bill Janssen

A le Jaernefors
Ri st o Kankkunen
Phil Karn

Al an Kat z

Ti m Kehr es

Nei |l Katin

Kyuho Kim
Anders Kl enets
John Kl ensin

Val di s Kl et ni ek
Ji m Know es

St ev Know es

Bob Kummerfeld

Borenstein & Freed

John R MacM || an

Ri ck McGowan

Leo Ml aughlin

Gol i Mont aser - Kohsari

Keith Mbore

Tom Mbor e

Eri k Naggum

Mar k Needl| eman

John Noer enberg

Mat s Chr man

Julian Onions

M chael Patton

David J. Pepper

Bl ake C. Ransdel |

Luc Rooi j akkers

Marshall T. Rose

Jonat han Rosenberg

Jan Rynni ng

Harri Sal m nen

M chael Sanderson

Masahi ro Seki guchi

Mar k Sher man

Kel d Si nbnsen

Bob Smart

Pet er Speck

Henry Spencer

Ei nar Stefferud

M chael Stein

Kl aus St ei nber ger
Pet er Svanberg

James Thonpson

St eve Uhl er

Stuart Vance

Eri k van der Poel

Gui do van Rossum

Pet er Vanderbilt

Greg Vaudreui |

Ed Vielnetti

Ryan Wal dron

Wal |y Wedel

Sven- Ove West berg

Bri an W deen

[ Page 54]



RFC 1341M ME: Mul ti purpose Internet Miil ExtensionsJune 1992

Pekka Kyt ol aakso John Wbbus

Stellan Lagerstr.m d enn Wi ght

Vi ncent Lau Rayan Zachari assen

Donal d Li ndsay Davi d Zi mrer man

The aut hors apol ogi ze for any omssions from this |Iist,

whi ch are certainly unintentional.

Borenstein & Freed [ Page 55]



RFC 1341M ME: Mul ti purpose Internet Miil ExtensionsJune 1992

Appendi x A -- Mninal M Me-Confornance

The mechani snms described in this document are open-ended

It is definitely not expected that all inplenmentations will
support all of the Content-Types described, nor that they
will all share the sane extensions. |In order to pronote
interoperability, however, it is wuseful to define the
concept of "M Me-conformance" to define a certain |evel of
impl ementation that allows the wuseful interworking of
nmessages Wwith content that differs fromUS ASCII text. In

this section, we specify the requirenents for such
conf or mance.

A mail user agent that is M Me-confornmant MJST:

1. A ways generate a "M Me-Version: 1.0" header
field.

2. Recogni ze the Content-Transfer-Encodi ng header
field, and decode all received data encoded wth
ei t her t he quot ed-printabl e or base64
i mpl emrent ati ons. Encode any data sent that is
not in seven-bit mail-ready representation using
one of these transformations and include the
appropriate Cont ent - Tr ansf er - Encodi ng header
field, wunless the underlying transport nechani sm
supports non-seven-bit data, as SMIP does not.

3. Recognize and interpret the Cont ent - Type
header field, and avoid show ng users raw data
with a Content-Type field other than text. Be
able to send at |east text/plain nmessages, with
the character set specified as a paranmeter if it
is not US-ASClII .

4, Explicitly handle the followi ng Content-Type
val ues, to at least the foll owing extents:

Text :

-- Recognize and display "text" rmail
with the character set "US-ASC|."

-- Recognize other character sets at
least to the extent of being able
to inform the wuser about what
character set the message uses.

-- Recogni ze the "1SO 8859-*" character
sets to the extent of being able to
di splay those characters that are
conmon to | SO 8859-* and US-ASCl |,
nanely all characters represented
by octet val ues 0-127.

-- For unrecogni zed subtypes, show or
offer to show the user the "raw'
version of the data. An ability at
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| east to convert "text/richtext" to
plain text, as shown in Appendix D
i s encouraged, but not required for
conf or mance.
Message:
--Recogni ze and display at least the
primary (822) encapsul ation.

Mul tipart:

-- Recogni ze  the primry (m xed)
subt ype. Di spl ay all relevant
information on the nessage |evel
and the body part header |evel and
then display or offer to display
each of t he body parts
i ndi vidually.

-- Recogni ze the "alternative" subtype
and avoi d showi ng t he user
r edundant parts of

mul tipart/alternative mail

-- Treat any unrecogni zed subtypes as if
they were "m xed"

Application

-- Offer the ability to renove either of
the two types of Content-Transfer-
Encoding defined in this docunent
and put the resulting information
in a user file.

5. Upon encountering any unrecognized Content-
Type, an inplementation nmust treat it as if it had
a Content-Type of "application/octet-streanf wth
no parameter sub-argunents. How such data are
handled is up to an inplenmentation, but Ilikely
options for handl ing such wunrecognized data
include offering the user to wite it intoa file
(decoded from its nmail transport format) or
offering the user to name a programto which the
decoded data should be passed as input.
Unrecogni zed predefined types, which in a M M-

conf or mant mailer mght still include audio,
i mge, or video, should also be treated in this
way .

A user agent that neets the above conditions is said to be
M ME- conf or mant . The meaning of this phrase is that it is
assumed to be "safe" to send virtually any kind of
properly-marked data to users of such mail systens, because
such systems will at |least be able to treat the data as
undi fferentiated binary, and will not sinply splash it onto
t he screen of unsuspecting users. There is another sense
in which it is always "safe" to send data in a format that
is MMe-conformant, which is that such data will not break
or be broken by any known systens that are conformant with
RFC 821 and RFC 822. User agents that are M Me-confornant
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have the additional guarantee that the user will not be
shown data that were never intended to be viewed as text.
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Appendi x B -- General Cuidelines For Sending Enail Data

Internet email is not a perfect, honbgeneous system Mai
may beconme corrupted at several stages inits travel to a
final destination. Specifically, email sent throughout the
Internet may travel across nany networking technol ogies.
Many networking and mail technologies do not support the
full functionality possi bl e in the SMIP transport
environnent. Mail traversing these systens is likely to be
nodi fied in such a way that it can be transported.

There exi st many w del y-depl oyed non-conformant MIAs in the
Internet. These MIAs, speaking the SMIP protocol, alter
nmessages on the fly to take advantage of the internal data
structure of the hosts they are inplenmented on, or are just
pl ai n broken

The follow ng guidelines may be useful to anyone devising a

data format (Content-Type) that wll survive the w dest
range of networking technologies and known broken MIAs
unscat hed. Note that anything encoded in the base64
encoding will satisfy these rules, but that sone well-known
mechani snms, notably the UN X uuencode facility, will not.
Note al so that anything encoded in the Quoted-Printable
encoding will survive nbst gateways intact, but possibly not

sonme gateways to systens that use the EBCDI C character set.

(1) Under sone circunstances the encoding used for
data nmay change as part of normal gateway or user
agent operation. In particular, conversion from
base64 to quoted-printable and vice versa may be
necessary. This may result in the confusion of
CRLF sequences wth Iline breaks in text body
parts. As such, the persistence of CRLF as
sonething other than a line break should not be
relied on.

(2) Many systens nay elect to represent and store
text data wusing local newine conventions. Loca

new i ne conventions nmay not match the RFC822 CRLF
convention -- systenms are known that use plain CR

plain LF, CRLF, or counted records. The result is
that isolated CR and LF characters are not well
tolerated in general; they my be |lost or
converted to delinmters on sone systens, and hence
shoul d not be relied on

(3) TAB (HT) characters may be msinterpreted or
may be automatically converted to variabl e nunbers

of spaces. Thi s is unavoi dabl e in sone
envi ronments, notably those not based on the ASCl I
character set. Such conversi on is STRONGLY

Dl SCOURAGED, but it nmay occur, and nail formats
should not rely on the persistence of TAB (HI)
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char act er s.

(4) Lines longer than 76 characters nmay be wrapped
or truncated in some environnments. Line w apping
and line truncation are STRONGLY DI SCOURAGED, but
unavoi dable in sone cases. Applications which
require long lines should sonehow differentiate
between soft and hard |ine breaks. (A sinple way
to do this is to use the quoted-printable
encodi ng.)

(5) Trailing "white space" characters (SPACE, TAB
(HT)) on a line may be di scarded by sone transport
agents, while other transport agents nmay pad |ines

with these characters so that all lines in a mai
file are of equal |[|ength. The persistence of
trailing white space, therefore, should not be
relied on.

(6) Many mail domains use variations on the ASCl I
character set, or wuse character sets such as
EBCDI C whi ch contain nost but not all of the US-
ASCI | characters. The <correct translation of
characters not in the "invariant" set cannot be
depended on across character converting gateways.
For exanple, this situation is a problem when
sendi ng uuencoded information across Bl TNET, an
EBCDI C system Sinilar problens can occur wi thout
crossing a gateway, since many Internet hosts use
character sets other than ASCII internally. The
definition of Printable Strings in X 400 adds
further restrictions in certain special cases. In
particular, the only characters that are known to
be consistent across all gateways are the 73
characters that correspond to the upper and | ower
case letters A-Z and a-z, the 10 digits 0-9, and
the follow ng el even special characters:

"'"  (ASCIl code 39)
"(" (ASCI| code 40)
"' (ASCI| code 41)
"+" (ASCI| code 43)
"," (ASCl| code 44)
"-" (ASCI| code 45)
"." (ASCIl code 46)
"I" (ASCI| code 47)
":" (ASCIl code 58)
"="  (ASCI| code 61)
"?" (ASCI| code 63)

A maximally portable nail representation, such as
t he base64 encoding, wll <confine itself to
relatively short lines of text in which the only
meani ngful characters are taken fromthis set of
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73 characters.

Pl ease note that the above list is NOT a list of recomended
practices for MAs. RFC 821 MIAs are prohibited from
altering the character of white space or wapping |ong
l'i nes. These BAD and illegal practices are known to occur
on established networks, and inplenentions should be robust
in dealing with the bad effects they can cause.
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Appendi x C -- A Conplex Miltipart Exanple

What follows is the outline of a conplex nultipart nessage.
This nessage has five parts to be displayed serially: two
introductory plain text parts, an enbedded mul ti part
message, a richtext part, and a closing encapsul ated text
message in a non-ASCIlI character set. The enbedded
mul ti part nessage has two parts to be displayed in parall el
a picture and an audio fragment.

M ME-Version: 1.0
From Nat hani el Borenstein <nsb@ell core. conp
Subj ect: A multipart exanple
Content - Type: nultipart/ m xed;
boundar y=uni que- boundary- 1

This is the preanble area of a nultipart nmessage
Mai | readers that understand multipart fornmat
shoul d ignore this preanble.

If you are reading this text, you mght want to
consider changing to a mail reader that understands
how to properly display multipart nessages.

- -uni que- boundary-1

...Sonme text appears here...

[Note that the preceding blank |ine neans

no header fields were given and this is text,
with charset US ASCII. It could have been
done with explicit typing as in the next part.]

--uni que- boundary-1
Content-type: text/plain; charset=US-ASCl |

Thi s coul d have been part of the previous part,
but illustrates explicit versus inplicit
typi ng of body parts.

- -uni que- boundary-1
Content-Type: nultipart/parallel;
boundar y=uni que- boundary- 2

--uni que- boundary- 2
Cont ent - Type: audi o/ basi c
Cont ent - Tr ansf er - Encodi ng: base64

base64- encoded 8000 Hz singl e-channe
u-lawformat audi o data goes here....

- -uni que- boundary- 2

Content - Type: inmage/gif
Cont ent - Tr ansf er - Encodi ng: Base64
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base64- encoded i rage data goes here...
- -uni que- boundary- 2- -

--uni que- boundary-1
Content-type: text/richtext

This is <bold><italic>richtext.</italic></bold>
<nl ><nl>lsn’t it
<bi gger ><bi gger >cool ?</ bi gger ></ bi gger >

- -uni que- boundary-1
Cont ent - Type: nessage/ rfc822

From (name in US-ASClI)

Subj ect: (subject in US-ASCII)

Cont ent - Type: Text/plain; charset=l SO 8859-1

Cont ent - Tr ansf er - Encodi ng: Quot ed-printable
Additional text in |SO 8859-1 goes here ...

--uni que- boundary- 1- -
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Appendix D -- A Sinple Richtext-to-Text Translator in C

One of the major goals in the design of the richtext subtype
of the text Content-Type is to make formatted text so sinple

that even text-only mailers wll inplement richtext-to-
pl ain-text translators, thus increasing the likelihood that
multifont text will becone "safe" to use very wdely. To

denmonstrate this sinplicity, what follows is an extremely
sinple 44-1ine C programthat converts richtext input into
pl ai n text output:

#i ncl ude <stdio. h>
#i ncl ude <ctype. h>
mai n() {

int c, i;

char token[50];

while((c = getc(stdin)) !'= EOF) {

if (c =="<) {
for (i=0; (i<49 && (c = getc(stdin)) !=">
&% ¢ = ECF); ++i) {
token[i] = isupper(c) ? tolower(c) : c;
}
if (c == EOF) break
if (¢c!=">) while ((c = getc(stdin)) !=
"o
& & ¢ '= EOF) {;}
if (c == EOF) break
token[i] = "\0O
if (!strcnp(token, "It")) {
putc(’ <, stdout);
} else if (!strcnp(token, "nl™")) {
putc(’\n’, stdout);
} else if (!strcnp(token, "/paragraph")) ({
fputs("\n\n", stdout);
} else if (!strcnp(token, "comment")) {
int comtt =1,
while (commtt > 0)
while ((c = getc(stdin)) !="<
& ¢ != EOF) ;
if (c == ECF) break
for (i=0; (c = getc(stdin)) I'=">
&% ¢ !'= ECF; ++i) {
token[i] = isupper(c) ?
tolower(c) : c;
}
if (c== EOF) break;
token[i] = NULL;
if (!strcnp(token, "/comment")) --
comect ;
if (!strcnp(token, "conment"))
++comrct ;
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} /* Ignore all other tokens */
} elseif (c !="\n") putc(c, stdout);

putc(’\n’, stdout); /* for good neasure */

It should be noted that one can do considerably better than

this in displaying richtext data on a dunb termnal. 1In
particul ar, one can replace font information such as "bol d"
with textual enphasis (like *this* or _THI_ S). One can

also properly handle the richtext formatting conmands
regarding indentation, justification, and others. However,
the above programis all that is necessary in order to
present richtext on a dunmb terninal
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Appendi x E -- Coll ected G amar

Thi s appendi x contains the conplete BNF grammar for all the
syntax specified by this docunent.

By itself, however, this grammar is inconplete. It refers
to several entities that are defined by RFC 822. Rather
t han r epr oduce t hose definitions here, and risk

unintentional differences between the two, this docunent
sinply refers the reader to RFC 822 for the renaining
definitions. Werever a termis undefined, it refers to the
RFC 822 definition

attribute := token

body-part = <"nmessage" as defined in RFC 822
with all header fields optional, and with the
specified delimter not occurring anywhere in
the nmessage body, either on a line by itself
or as a substring anywhere. >

boundary : = 0*69<bchars> bchar snospace

bchars : = bcharsnospace / " "

Pc?arsnospace 1= DAT/ ALPHA / "™ [ (" [ ")" [ "+ [/
B R L ey e e s
close-delimter := delimter "--"

Cont ent - Description := *text

Content-1D := nsg-id

Content-Transfer-Encoding := " BASE64" / " QUOTED-
PRI NTABLE" /

"8BI T/ "7TBIT" /

" Bl NARY" / x-token
Content-Type := type "/" subtype *[";" paraneter]
delimter := CRLF "--" boundary ; taken from Content-Type
field.

; when content-type is
mul ti part

; There should be no space
; between "--" and boundary.

encapsul ation := delimter CRLF body-part

epi l ogue := *text ; to be ignored upon
receipt.
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M ME- Version : = 1*text

mul tipart-body := preanble 1*encapsulation close-delimter
epi | ogue

paranmeter := attribute "=" val ue

preanble := *text ; to be ignored upon
receipt.

subtype : = token

token := 1*<any CHAR except SPACE, CTLs, or tspecial s>

tspecials := "(" [ ")" [ "<" [ ">" [ "@ ; Must be in
[y oyttt "\ [ <"> ; quoted-string,
[fomr et oty ot "ot to use within
[ = ; parameter val ues
type : = "application” /[ "audi o" ; case-
i nsensitive
/ "image" / "nmessage”
/ "multipart" [/ "text"
/ "video" / x-token
val ue : = token / quoted-string
x-token := <The two characters "X-" followed, with no

i ntervening white space, by any token>
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Appendi x F -- | ANA Regi stration Procedures

M ME has been carefully designed to have extensi bl e
mechani sms, and it is expected that the set of content-
type/ subtype pairs and their associated paraneters wll grow
significantly with tine. Several other MM fields, notably
character set nanmes, access-type par aneters for t he
message/ ext ernal -body type, conversions paraneters for the
application type, and possibly even Cont ent - Tr ansf er -
Encodi ng values, are likely to have new val ues defined over
time. |In order to ensure that the set of such values is
developed in an orderly, well-specified, and public nmanner,
M ME defines a registration process which uses the |nternet
Assigned Nunbers Authority (I ANA) as a central registry for
such val ues.

In general, paraneters in the content-type header field are
used to convey supplenental information for various content
types, and their use is defined when the content-type and
subtype are defined. New parameters should not be defined
as a way to introduce new functionality

In order to sinplify and standardize the registration
process, this appendix gives tenplates for the registration
of new values with ANA. Each of these is given in the form
of an enail nessage tenplate, to be filled in by the
regi stering party.

F.1 Registration of New Content-type/subtype Val ues

Note that MME is generally expected to be extended by
subt ypes. If a new fundanmental top-level type is needed
its specification should be published as an RFC  or
submitted in a form suitable to beconme an RFC, and be
subject to the Internet standards process.

To: | ANA@si . edu
Subj ect: Registration of new M ME content-type/subtype

M ME type nane:

(I'f the above is not an existing top-level MM type
pl ease expl ain why an existing type cannot be used.)

M ME subt ype nane:

Requi red paraneters:
Optional paraneters:
Encodi ng consi derations:

Security considerations:
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F.2

F.3

Publ i shed specification:

(The published specification nmust be an Internet RFC or
RFC-to-be if a new top-level type is being defined, and
must be a publicly avail able specification in any
case.)

Person & emmil address to contact for further

i nformation:

Regi strati on of New Character Set Val ues

To: | ANA@si . edu
Subj ect: Registration of new M ME character set val ue

M ME character set nane:
Publ i shed specification:

(The published specification nmust be an Internet RFC or
RFC-to-be or an international standard.)

Person & enni| address to contact for further
i nformati on:

Regi stration of New Access-type Val ues for

Message/ ext er nal - body

F. 4

To: | ANA@si . edu

Subject: Registration of new M ME Access-type for
Message/ ext er nal - body content-type

M ME access-type nane:

Requi red paraneters:

Optional paraneters:

Publ i shed specification:

(The published specification nmust be an Internet RFC or
RFC-t 0- be.)

Person & enmil address to contact for further

i nformati on:

Regi stration of New Conversions Values for Application
To: | ANA@si . edu

Subj ect: Registration of new M ME Conversi ons val ue

for Application content-type

M ME Conver si ons nane:
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Publ i shed specification:

(The published specification nmust be an Internet RFC or
RFC-t 0- be.)

Person & enmi|l address to contact for further
i nformation:
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Appendi x G -- Summary of the Seven Content-types
Content-type: text

Subt ypes defined by this docunent: plain, richtext
I mportant Paraneters: charset

Encodi ng notes: quoted-printable generally preferred if an
encoding is needed and the character set is nostly an
ASCl | superset.

Security considerations: Rich text formats such as TeX and
Troff often contain nechani sns for executing arbitrary
conmands or file system operations, and should not be
used automatically unless these security problens have
been addressed. Even plain text nmay contain control
characters that can be used to exploit the capabilities

of "intelligent" term nal s and cause  security
vi ol ati ons. User interfaces designed to run on such
term nals should be aware of and try to prevent such
pr obl ens.

Content-type: nultipart

Subt ypes defined by this docunent: m xed, alternative
di gest, parallel

| nportant Paramneters: boundary

Encodi ng notes: No content-transfer-encoding is permtted.

Content-type: nessage

Subtypes defined by this docunent: rfcd22, parti al
ext er nal - body

| nportant Paraneters: id, nunber, tota

Encodi ng notes: No content-transfer-encoding is permtted.

Content-type: application

Subt ypes defi ned by this docunent : octet-stream
postscript, oda

| mportant Parameters: profile
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Encodi ng notes: base64 generally preferred for octet-stream
or ot her unreadabl e subtypes.

Security considerations: This type is intended for the
transm ssion of data to be interpreted by locally-installed

prograns. |If used, for exanple, to transnmt executable
bi nary programs or prograns in general -purpose interpreted
| anguages, such as LISP prograns or shell scripts, severe
security problems could result. In general, authors of

mai | -reading agents are cautioned against giving their
systems the power to execute nmil-based application data
wi thout carefully considering the security inplications.
Wiile it 1is certainly possible to define safe application
formats and even safe interpreters for unsafe fornmats, each
interpreter should be evaluated separately for possible
security problens.

Content-type: inmage
Subt ypes defined by this docunent: jpeg, gif
| nportant Paraneters: none

Encodi ng notes: base64 generally preferred

Content-type: audio
Subt ypes defined by this docunent: basic
| nportant Parameters: none

Encodi ng notes: base64 generally preferred

Content-type: video
Subt ypes defined by this docunent: npeg
| nportant Paraneters: none

Encodi ng notes: base64 generally preferred
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Appendi x H -- Canoni cal Encodi ng Mdel

There was sonme confusion, in earlier drafts of this neno,
regarding the nodel for when email data was to be converted
to canoni cal formand encoded, and in particular how this
process would affect the treatnent of CRLFs, given that the
representation of newines varies greatly from system to
system For this reason, a canonical nodel for encoding is
present ed bel ow.

The process of conposing a M ME nessage part can be nodel | ed
as being done in a nunber of steps. Note that these steps
are roughly simlar to those steps used in RFC1113:

Step 1. Creation of local form

The body part to be transmitted is created in the systenis
nati ve format. The native character set is used, and where
appropriate local end of line conventions are used as well.
The may be a UNI X-style text file, or a Sun raster inage, or
a VM5 indexed file, or audio data in a system dependent
for mat stored only in nmenory, or anything else that
corresponds to the local nodel for the representation of
sone form of information

Step 2. Conversion to canonical form

The entire body part, including "out-of-band" information
such as record lengths and possibly file attribute
information, is converted to a wuniversal canonical form

The specific content type of the body part as well as its
associ ated attributes dictate the nature of the canonica

form that is used. Conversion to the proper canonical form
may involve character set conversion, transformation of
audi o dat a, conpression, or various other operations
specific to the various content types.

For exanple, in the case of text/plain data, the text nust
be converted to a supported character set and lines nust be
delimted with CRLF delimters in accordance wth RFC322

Note that the restriction on line lengths inplied by RFC822
is elimnated if the next step enploys either quoted-
printable or base64 encoding.

Step 3. Apply transfer encoding.

A Content-Transfer-Encodi ng appropriate for this body part

is applied. Note that there is no fixed relationship
bet ween the content type and the transfer encoding. In
particular, it my be appropriate to base the choice of

base64 or quoted-printable on character frequency counts
which are specific to a given instance of body part.
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Step 4. Insertion into nessage

The encoded object is inserted into a MM ness
appropriate body part headers and boundary markers.

It is vital to note that these steps are only a nod
are specifically NOTI a blueprint for how an actu
would be built. In particular, the nodel fails to
for two conmon designs:

1. In many cases the conversion to a canon
form prior to encoding will be subsunmed into
encoder itself, which wunderstands |ocal for

June 1992
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mat s

directly. For exanpl e, t he |l ocal newine

convention for text bodyparts night be car
through to the encoder itself along with know
of what that format is.

2. The output of the encoders may have to
through one or nore additional steps prio
being transnmitted as a message. As such,
output of the encoder may not be conpliant
the formats specified by RFC822. In particu
once again it may be appropriate for
converter’'s output to be expressed using |
new i ne conventions rather than using the stan
RFC822 CRLF delinmters.

O her inplenentation variations are conceivable
The only inportant aspect of this discussionis
resulting nessages are consistent with those produc
nodel descri bed here.
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Security Considerations

Security issues are discussed in Section 7.4.2 and in
Appendi x G I mpl enentors shoul d pay special attention to
the security inplications of any mail content-types that can
cause the renote execution of any actions in the recipient’s
envi ronnent . In such cases, the di scussi on of t he
appl i cat on/ post scri pt content-type in Section 7.4.2 may
serve as a nodel for considering other content-types wth
renote execution capabilities.
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