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A Di scussi on on Conputer Network Conferencing

Status of this Meno

This nmeno provides information for the Internet comunity. It does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Abst r act

This nmeno is intended to nake nore people aware of the present
devel opnments in the Conputer Conferencing field as well as put
forward i deas on what should be done to formalize this work so that
there is a comon standard for progranmmers and ot hers who are
involved in this field to work with. It is also the intention of
this meno to stinulate the conputer community and generate sone
useful discussion about the merits of this field.

I nt roducti on

Conput er network conferencing is just now starting to grow and take
advant age of the nodern technology that is available. Although there
are sone systens which have been around for sonme tinme (BRC - Bitnet
Rel ay Chat and IRC - Internet Relay Chat), there has not been any
real nove to bring themtogether under a single protocol. This has
led to various protocols and different systenms conming to life. As
these different systens continue to pop up, it is becom ng nore
obvious that there is need of a standard in this area for devel opers
to foll ow without the need of worrying about protocol clashes.

In any inplenmentation of a conferencing program there are likely to
be two main conmponents: (1) a client programor interface which users
enter commands into (hereafter referred to as a "client") and 2) a
server programwhich acts as a nmultiplexor for various clients which
connect to it. There are other expectations and requirenents for both
servers and clients which are nentioned in nore detail |ater
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1.0 NETWORK CONFERENCI NG TODAY
1.1 Conferencing in general today

Conferences today are an integral part of the business world in nmany
ways. A conference nmay be held to reassure staff about conpany

probl ems (boost noral) or may be held by a few directors in an
energency situation where a carefully considered solution is needed.
Conf erences al so formthe cornerstone of workshops held where various
groups of people, who attend, are to be briefed on new devel opnents.
In nearly all of these situations, there will be a group of 2 or
nmore, where each speaks and listens to others. There exist PABXs and
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ot her features of the tel ephone system which provide for conferencing
bet ween peopl e around the gl obe at a cost effective rate. The only

pl ace which really |acks any formal form of conferencing is the

i nternet, although many unofficial conferencing systens already

exi st, spanning the globe or providing |Iocal foruns.

1.2 Tal k/ phone vs. conferencing

To provi de instantaneous conmuni cati on between two users on uni x and
other multiuser systens, interprocess communication is comonly used
either over a network or other |ocal nethods. The diversity of unix
pl atforns has introduced as nany problens as the presence of various
operating systems on the net. Commonly, those on Uni x based nachi nes
are unable to talk to those on VM5 or VM nachi nes. The occasi on even
ari ses where two Unix hosts are unable to talk to each other due to
different tal k protocols.

1.3 Advantages of realtinme conputer conferencing

By providing a standard for conputer conferencing, it should
elimnate the problem of who is using what conputer. This will nean
that sonmeone froma VMS or VM machine can talk with one or nore
peopl e wi thout having to worry whether their counterpart has an
account on a conpati ble machine for their choice of conmunication.
El ectronic mail (enail) has already reached this position wth nost
modern nmailers on the internet being compliant with RFC822. It is
therefore not unreasonable to expect this of realtime conferencing
which is to talk as USENet is to email; although of those four (4),
only email and news have been covered by RFCs.

USENet is a vast resource and i mensely useful for many peopl e around
the gl obe. It does, however suffer froma high noise to signal ratio.
It woul d be unwi se to expect nuch difference in performance from

conf erenci ng.

By providing the means for realtime conputer conferencing, it opens
up a whol e new area of usefulness to conmputers. For both students and
staff alike, it opens up new possibilities. In educationa
institutions where there is a high level of project work with groups
of more than 2, it means that students can work from home or other
renote places and discuss their project with their fellow students in
a manner which would be simlar to all students having a conventiona
meeting or conference. This same situation also applies to staff
menbers. For those who have previously relied on email between
fellow researchers in many renote institutions, conputer conferencing
brings the world together, onto the researchers screen where they can
trade ideas and code in real tine. Traditionally to achi eve these
goal s, the phone woul d have been used and a tel econference setup and
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it will probably remain so for many years to come with video phones
too. However, with phone conferencing, when people talk over each
other, the quality of the discussion is degraded.

2.0 Goals for what a protocol should provide

In producing a protocol for conferencing over conputer networks, the
foll owi ng probl ens nust be consi dered:

2.1 State Information problens

The nunber of users who are a part of the conference may fluctuate
continuously by a |large anount over any given period of time. The
prot ocol shoul d endevour to nmake di sruptions such as these as snooth
as possible but at the same tine, keep the realtime feel in the
conference. It is not acceptable to buffer a user who quits for any
given tinme but at the sane tinme, if a server has network probl ens
with connecting to another one, it may be wise to find sone way
around the continual streamof state nessages that are passed - or -
at least a way to reduce the nunber.

2.2 Network barriers

Menbers of a conference may be on physical networks which cannot
directly comuni cate with each other, such as those used from a host
on a comrercial network talking via a bridge to someone froma
network directly connected to a network directly accessible from
theirs. So in this case, the users involved have no need to directly
use the bridge (as required by unix talk) since the server on the
gateway host provides a way for nessages to be passed in and out of
the unreachabl e sections. |In this case also, there is a m ni num
security risk to the network which is otherw se unreachabl e.

2.3 User needs

2.3.1 User privacy
Menbers of a conference may wi sh to exchange ideas privately w thout
fear of others eavesdropping or interrupting the current conference.
To facilitate this, there should be sone support by the protocol to
pass nessages fromone user/client directly to another
It is also reasonable for a user to want to be able to hide in one

way or another from other users, effectively naking thenself
invisible to other users.
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2.3.2 Realtime Expectations

Users will expect conferencing to be real tine, giving the thereby
demandi ng that the protocol supply a quick, efficient, reliable and
accurate delivery of a nessage. Only when these requirenents are net
can a conference system hope to be of any use to its users.

2.4 Message Delivery
2.4.1 Deficiencies in using IP only

In routing between conference servers, the problem of routing
messages is an inportant issue. If there was a server for the
conference at each domain, this wouldn’'t be an issue, one could
simply do sonme sort of |ookup and find the server for it. This is not
the case and unl ess such a server becomes a standard itemfor unix
machines, it is not reasonable to expect it to ever be so. Thus the
need for a layer on top of TCP/IP is needed to deliver nmessages

bet ween the servers for the conference.

2.4.2 Flexibility

The routing protocol used should not be inflexible and should all ow
for routes to change over time in much the sane way as RI P does now.
However, there is no need for a special routing protocol such as RIP
since this is already part of IP s functionality. Routing informtion
shoul d be updated automatically when the server receives information
via that route whether it creates or destroys a route.

2.4.3 Building a flexible transport protocol on top of existing ones

If such a conferencing service is built upon TCP/IP, it is therefore
possible to build an abstract routing nodel which has no relation to
the TCP/I P npdel. However, it is not wise to ignore the presence of
either TCP or IP since by integrating theminto the protocol, it is
easier to use their strengths. |If the protocol relies too heavily on
TCP/IP features, it will also inherit some of its weaknesses. These
maybe taken for granted, but it is worth keeping themin mnd when
designing a protocol to be both reliable, efficient and useful

2.5 Network Structure

2.5.1 Size
The potential userbase of a conferencing systemusing the internet
shoul d not be underestimated. It is therefore desirable that the

conferencing system should be as distributed as possible, and as
little state informati on kept as possible. If the IRC network is
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taken as a guide, with 800 users on 140 servers in sone 200 channel s,
the server was using over 1MB of menory. Due to the nature of
conferencing and the server being run as a daenon, this nenory was
hardly ever swapped out. For this reason, servers should aimto only
be authoritive about required users, channels and servers and keep up
to date information on these.

There is also no requirenent that a gl obal conferencing system be
built, although it is an ideal arena to show the strengths of the
network. It also goes without saying that it shows up a lot of its
weaknesses t 0o0.

Any protocol which is devel oped should operate equally well and
efficiently on both a large scale network and on a small scale
net wor k.

3.0 Usage

I f past usage is any guide, then a network based conferencing system
will be largely used by nostly students. This is not as unreasonabl e
as it may sound since students and student accounts easily formthe

| argest body on the internet. To encourage staff or other adults into
this field, it mght be prudent to reduce the anobunt of noise and
interfearance a bored student (or staff menber!) can generate.

Real ti me conferencing via conmputer networks is, however, a very
attractive toy to many students. It puts themin touch with the world
at no extra charge to them They are able to construct their own
character and mask or hide their real self. This is a field which has
al ready been researched and is an interesting topic to pursue.

4.0 Setting it up
4.1 Installation

The installation and setup of nbst network utilities/servers is not
sonmet hing that is commonly discussed. It is, however, a point worth
consi dering here after observations made on the setup and
installation of systems such as IRC. If the setup is too easy and
requires little work, it is not unreasonable to expect students to
"install" it in their own accounts to provide thenselves and friends
with this service. There is little that can really be done about this
except to force servers to listen and connect only to a certain
privel edged port(s). This need, however, requires root intervention
or aid and it is doubtful whether a service such as this should
require such steps.
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This problemis not often encountered with other network services
since they either require |large amounts of di sk space to be done
properly (news) or require the co-operation of other servers before
they work in a full serving role (DNS and use of name servers is a
good exanple of this). O the two, the latter is a good solution if
it can be inplenented fairly and well.

4.2 Controlling growth

Is it possible to reasonably control the growh and connectivity of a
|arge realtine conferencing network? Should it be conpared to other
facilities such as USENet which is conmonly avail able and very

wi despread with no real central control over who gets news?

5.0 Finding the *right* protoco

This section deals with points which are central issues when deciding
upon a protocol. There are many points to consider when devel oping a
realtime protocol which is going to provide a service to nmany users
si mul t aneousl y.

5.1 Nane for protoco

Al t hough nanmes such as I RC and | CB have been used in the past to
describe the inplenmentation provided, this docunment is ainmed at
stimulating a protocol which is nuch nore general and useful than
these. A better nanme would reflect this. Depending on what network it
is inplenmented on, the Network Conferencing Protocol (NCP) or the

I nternet Conferencing Protocol (ICP) are two suitable nanes.

5.2 Responsibilities of conference servers
5.2.1 Message passing

A conferencing server should pass on all nessages not destined for
itself or its users to the destination as quickly and efficiently as
possible. To this end, the server should not be required to do

ext ensi ve parsing of the incom ng nmessage, but rather, |ook at the
header and decide fromthere whether to send it on in the typica
gateway/relay fashion or parse it and pass it to one or nore of its
users.

5.2.2 Vo is on?
Any conference server should be able to supply (on request) a list of

attached user(s). The attached user(s) should have the option of
bei ng able to say whether they wish to show up in such lists.
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3 Wio is who?

Al'l servers shoul d provide *some* nethod to identify any known user
and supply details to the person maki ng the query based on the search
key given.

4 Conference security

Conf erence servers should not run in such a manner that they
deliberately record the private conversation(s) of users which are
relying on the server in sonme way. It mght seemthat encrypting the
message before transmission to other servers in sonme way woul d sol ve
this, but this is better left as an option which is inplenented in
clients and thus leaves it to the users to decide how secure they
want their conference to be.

5.2.5 Error reporting

Al'l errors that the server encounters in its running life should one
way or another be reported to the operator(s) which are responsible
for this. This may include sending nessages if an operator is online
or logging it to an error file.

5.2.6 Network Friendliness

It is quite easy for any network based application to "abuse" the
network it is running on. Also in a relay situation, it is quite
possi ble that a server will becone bogged down trying to keep up with
just one connection and reduces the performance on an overall scale
to all users relying onit. It is therefore recommended that user
connections be subject to some sort of nonitoring and flood contro

to stop them dunping | arge anounts of spurious data and causing the
server to sl ow down.

The server should also aimto naximse the packet size of all packets
witten out to the network. Not only does this nake the packet/bytes
statistics look nice, but also increases the efficiency of the server
by reducing the tinme it spends in the systemstate waiting/doing IO
operations such as read/wite. The cost here is a fractional decrease
inthe real-tine efficiency of the server

5.2.7 To ASCI|l or not to ASCl I

G ven that nost of the widely used Internet protocols such as SMIP
NNTP and FTP are all based on commands which are given via ASCl I
strings, there seens no reason why a conferencing protocol should be
any different. The gains fromgoing to binary are nmargi nal and
debugging/testing is not as easy as with ASCI|I. However, it is not
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unreasonabl e for sonme part of the protocol to be done in binary.
5.2.8 Queries or nessages to a server and replies

For inplenentation of server queries, it is quite acceptable to use
ASCI | nessages which are nmade up of words. (Any string of characters
whi ch doesn’t start with a nunber). Replies should be sonme sort of
nuneric. This is a follow on fromfrom5.2.7 where all of FTP, NNTP
and SMIP work in this manner. By reserving nunmerics *just* for server
replies, there can be no confusion about whether the nessage is going
to or froma server.

5.3 Responsibilities of clients

Thi s section discusses the obligations of clients which are connected
to a conference server.

5.3.1 Providing accurate information

Expecting accurate information is foolish, it matters not for nost of
the internet, but those that we do wish to trace wont give such
information. Aclient is expected to provide accurate and valid
information to the server it connects to so that confusion about who
is who is not a problem Optionally, the server may deci de to not
trust the information fromthe client and use sonme authentication
schene that is open to it for such.

5.3.2 dient as servers

If aclient is acting as a server and accepting direct connections
fromother clients, the client should provide information about users
as discussed in 5.2.3. It is not necessary that a client be able to
handl e conpl ex nmet hods of comuni cati on such as channels and their
advanced forns, but they should at |east provide users with being
abl e to send nessages to other users.

An exampl e of this type of program ni ght be Xtv where one or nore
users can connect to another Xtv client programusing Xtv clients.

In the case of X windows and perhaps in other areas, one it to ask

the destination user to run a programin a simlar manner to uniXx
tal k.
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5.4 How conpl ex shoul d the protocol be?
5.4.1 User identification

When a user signs onto a systemthat has an inplenentation of a
conferencing protocol, they are usually asked or given sone sort of
uni que key by which they are later able to be referenced by. 1In a

| arge system it may be such that any key which has neaning to the
user(s) will not be sufficient and that collisions will occur with
such. It is therefore suggested that a server generate an identifier
for each new user it has. This identifier nust not only be unique in
space, but also tinme. It is not reasonable for the user to ever have
to be aware of what this identifier is, it should only be known by
servers which *need* to know. A simlar systemto that used by

NNTP/ SMIP is a fair inplenmentation of such a schene.

5.4.2 Trees and cycles

Due to the structure of the network being cyclic or forming |oops, it
is quite natural to want to ermulate this within the protocol that is
avail abl e for users. This has several advantages over trees, mainly
the average path between any 2 nodes being shorter. A cyclic
structure al so poses many problens in getting nessages delivered and
keepi ng the connected users and servers up to date. The main problem
with using the tree nodel is that a break in one part of the tree
needs to be comunicated to all other parts of the tree to keep sone
sort of realismabout it. The problemhere is that such
conmuni cati ons happen quite often and a |ot of bandwidth is

needl essly generated. By inplenenting a protocol which supports a
cyclic graph of its connectivity, breakages are | ess damagi ng except
when it is a leaf or branch that breaks off.

5.5 Protocol summary
It is not expected that any protocol that neets the above denands
will be either easy to arrive at or easy to inplenent. Sone of the
above requirenments may seemto be exotic, unnecessary or not worth
the effort. After view ng previous conferencing progranms and how t hey
wor k, many short comings can be seen in taking shortcuts.

6.0 Security Considerations

Security issues are not discussed in this meno.
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