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1. Executive Summary

Thi s docunent describes the MM nessage-digest algorithm[1]. The

al gorithmtakes as input a nessage of arbitrary | ength and produces
as output a 128-bit "fingerprint" or "nessage digest" of the input.

It is conjectured that it is conputationally infeasible to produce
two messages having the sane nessage digest, or to produce any
message having a given prespecified target nessage digest. The MY
algorithmis intended for digital signature applications, where a
large file nmust be "conpressed" in a secure nanner before being
encrypted with a private (secret) key under a public-key cryptosystem
such as RSA

The MM algorithmis designed to be quite fast on 32-bit machines. In

addition, the MM algorithm does not require any |large substitution
tables; the algorithmcan be coded quite conpactly.
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The MX4 algorithmis being placed in the public domain for review and
possi bl e adopti on as a standard.

Thi s docunent replaces the Cctober 1990 RFC 1186 [2]. The main
difference is that the reference inplenentation of M4 in the
appendi x is nore portable.

For OSl-based applications, MD4's object identifier is

nd4 OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) US(840) rsadsi(113549) digestAl gorithn(2) 4}

In the X. 509 type Algorithm dentifier [3], the paraneters for MM
shoul d have type NULL.

2. Term nol ogy and Notation

In this document a "word" is a 32-bit quantity and a "byte" is an
eight-bit quantity. A sequence of bits can be interpreted in a

nat ural manner as a sequence of bytes, where each consecutive group
of eight bits is interpreted as a byte with the hi gh-order (nost
significant) bit of each byte listed first. Simlarly, a sequence of
bytes can be interpreted as a sequence of 32-bit words, where each
consecutive group of four bytes is interpreted as a word with the

| oworder (least significant) byte given first.

Let x_i denote "x sub i". If the subscript is an expression, we
surround it in braces, as in x _ {i+1}. Simlarly, we use " for
superscripts (exponentiation), so that x"i denotes x to the i-th
power .

Let the synbol "+" denote addition of words (i.e., nodul o-2732
addition). Let X <<< s denote the 32-bit value obtained by circularly
shifting (rotating) X left by s bit positions. Let not(X) denote the
bit-wi se conplenent of X, and let X v Y denote the bit-wise OR of X
and Y. Let X xor Y denote the bit-wise XOR of X and Y, and let XY
denote the bit-wise AND of X and Y

3. M4 Algorithm Description
We begin by supposing that we have a b-bit nessage as input, and that
we wish to find its nessage digest. Here b is an arbitrary
nonnegative integer; b nmay be zero, it need not be a nultiple of
eight, and it may be arbitrarily large. W imagine the bits of the
message witten down as foll ows:

mO m1l ... m{b-1}
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The following five steps are perforned to conpute the nmessage di gest
of the message.

3.1 Step 1. Append Padding Bits

The nessage is "padded" (extended) so that its length (in bits) is
congruent to 448, nodulo 512. That is, the message is extended so
that it is just 64 bits shy of being a multiple of 512 bits |ong.
Paddi ng is always performed, even if the length of the nessage is
al ready congruent to 448, nodul o 512

Padding is perfornmed as follows: a single "1" bit is appended to the
message, and then "0" bits are appended so that the Iength in bits of
t he padded nessage becomes congruent to 448, nodulo 512. In all, at

| east one bit and at nmpbst 512 bits are appended.

3.2 Step 2. Append Length

A 64-bit representation of b (the length of the nmessage before the
paddi ng bits were added) is appended to the result of the previous
step. In the unlikely event that b is greater than 2764, then only
the loworder 64 bits of b are used. (These bits are appended as two
32-bit words and appended | oworder word first in accordance with the
previ ous conventions.)

At this point the resulting nmessage (after padding with bits and with
b) has a length that is an exact nultiple of 512 bits. Equivalently,
this nmessage has a length that is an exact nmultiple of 16 (32-hbit)
words. Let MO ... N 1] denote the words of the resulting nessage,
where Nis a nultiple of 16

3.3 Step 3. Initialize MD Buffer

A four-word buffer (A B,C,D) is used to conpute the nessage digest.
Here each of A, B, C,  Dis a 32-bit register. These registers are
initialized to the follow ng values in hexadeci mal, |ow order bytes
first):

word A: 01 23 45 67
word B: 89 ab cd ef
word C. fe dc ba 98
word D0 76 54 32 10
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3.4 Step 4. Process Message in 16-Wrd Bl ocks

We first define three auxiliary functions that each take as input
three 32-bit words and produce as output one 32-bit word.

F(X, Y,2Z) = XY Vv not(X) Z
GX VY, 2Z) =XYVv XZv YZ
H(X Y,Z2) = X xor Y xor Z
In each bit position F acts as a conditional: if X then Y else Z

The function F could have been defined using + instead of v since XY
and not(X)Z will never have "1" bits in the sane bit position.) In
each bit position G acts as a mgjority function: if at |least two of
X, Y, Z are on, then Ghas a "1" bit in that bit position, else G has
a "0" bit. It is interesting to note that if the bits of X, Y, and Z
are independent and unbi ased, the each bit of f(X Y,2Z2) will be

i ndependent and unbi ased, and simlarly each bit of g(X Y,2Z) will be
i ndependent and unbi ased. The function His the bit-w se XOR or
parity" function; it has properties simlar to those of F and G

Do the foll ow ng:

Process each 16-word bl ock. */
For i =0 to N16-1 do

/[* Copy block i into X. */
For j = 0 to 15 do

Set X[j] to Mi*16+j].
end /* of loop onj */

*
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/* Round 1. */
/* Let [abcd k s] denote the operation

a=(a+ F(b,c,d) + X k]) <<<'s. */
/* Do the follow ng 16 operations. */
[ABCD 0 3] [DABC 1 7] [CDAB 2 11] [BCDA 3 19]
[ABCD 4 3] [DABC 5 7] [CDAB 6 11] [BCDA 7 19]
[ABCD 8 3] [DABC 9 7] [CDAB 10 11] [BCDA 11 19]
[ABCD 12 3] [DABC 13 7] [CDAB 14 11] [BCDA 15 19]

/* Round 2. */
/* Let [abcd k s] denote the operation
a =(a+ Ggb,c,d) + X k] + 5A827999) <<< s. */
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/* Do the followi ng 16 operations. */

[ABCD 0 3] [DABC 4 5] [CDAB 8 9] [BCDA 12 13]
[ABCD 1 3] [DABC 5 5] [CDAB 9 9] [BCDA 13 13]
[ABCD 2 3] [DABC 6 5] [CDAB 10 9] [BCDA 14 13]
[ABCD 3 3] [DABC 7 5] [CDAB 11 9] [BCDA 15 13]

/* Round 3. */
/* Let [abcd k s] denote the operation

a = (a+ H(b,c,d) + X k] + 6EDOEBAl) <<< s. */
/* Do the follow ng 16 operations. */
[ABCD 0 3] [DABC 8 9] [CDAB 4 11] |[BCDA 12 15]
[ABCD 2 3] [DABC 10 9] [CDAB 6 11] [BCDA 14 15]
[ABCD 1 3] [DABC 9 9] [CDAB 5 11] [BCDA 13 15]
[ABCD 3 3] [DABC 11 9] [CDAB 7 11] [BCDA 15 15]

/* Then performthe follow ng additions. (That is, increment each

of the four registers by the value it had before this bl ock
was started.) */

A=A+ AA
B =B+ BB
C=C+ CC
D=D+ DD

end /* of loop oni */

Not e. The value 5A..99 is a hexadecimal 32-bit constant, witten with
the high-order digit first. This constant represents the square root
of 2. The octal value of this constant is 013240474631

The value 6E.. Al is a hexadecimal 32-bit constant, witten with the
hi gh-order digit first. This constant represents the square root of
3. The octal value of this constant is 015666365641

See Knuth, The Art of Progranm ng, Volune 2 (Semi nunerica

Al gorithns), Second Edition (1981), Addison-Wsley. Table 2, page
660.

3.5 Step 5. Qutput

The nessage di gest produced as output is AL B, C, D. That is, we

begin with the | ow order byte of A and end with the high-order byte
of D.

This compl etes the description of MD4. A reference inplenentation in
Cis given in the appendi x.
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4. Sunmmary

The M)A nessage-digest algorithmis sinple to inplenent, and provides
a "fingerprint" or nessage digest of a nmessage of arbitrary |ength.

It is conjectured that the difficulty of coming up with two nessages
havi ng the sane nmessage digest is on the order of 27”64 operations,
and that the difficulty of coming up with any nessage having a given
message digest is on the order of 27128 operations. The MD4 al gorithm
has been carefully scrutinized for weaknesses. It is, however, a
relatively new algorithmand further security analysis is of course
justified, as is the case with any new proposal of this sort.

Ref er ences
[1] Rivest, R, "The MM nessage digest algorithm, in A J. Menezes
and S. A. Vanstone, editors, Advances in Cryptol ogy - CRYPTO ' 90
Proceedi ngs, pages 303-311, Springer-Verlag, 1991.

[2] Rivest, R, "The MM Message Digest Algorithn, RFC 1186, MT,
Cct ober 1990.

[3] CCTT Recommendation X. 509 (1988), "The Directory -
Aut henti cati on Framewor k".

[4] Rivest, R, "The MD5 Message-Di gest Algorithm, RFC 1321, MT and
RSA Data Security, Inc, April 1992.

APPENDI X A - Reference |nplenentation
Thi s appendi x contains the following files:
gl obal . h -- gl obal header file
nd4. h -- header file for MM
nd4c.c -- source code for MM
mddriver.c -- test driver for MD2, MD4 and MD5

The driver conpiles for MD5 by default but can conpile for MD2 or MM
if the synbol MDis defined on the C conpiler comand |ine as 2 or 4.

The inpl enentation is portable and should work on many different

pl af orms. However, it is not difficult to optim ze the inplementation
on particular platforms, an exercise left to the reader. For exanple,
on "little-endian" platfornms where the | owest-addressed byte in a 32-
bit word is the least significant and there are no alignnent
restrictions, the call to Decode in MXTransform can be replaced with
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a typecast.
A.1 global.h

/* GLOBAL.H - RSAREF types and constants
*/

/* PROTOTYPES should be set to one if and only if the conmpiler supports

function argunent prototyping.
The foll owi ng makes PROTOTYPES default to O if it has not already

been defined with C conpiler flags.

*/

#i f ndef PROTOTYPES

#def i ne PROTOTYPES 0

#endi f

/* PO NTER defines a generic pointer type */
typedef unsigned char *PO NTER

/[* U NT2 defines a two byte word */
typedef unsigned short int U NT2;

/* U NT4 defines a four byte word */
typedef unsigned | ong int U NT4;

/* PROTO_LI ST is defined dependi ng on how PROTOTYPES i s defined above.
I f using PROTOTYPES, then PROTO LIST returns the list, otherwise it
returns an enpty list.
*/

#i f PROTOTYPES

#defi ne PROTO LI ST(list) list
#el se

#defi ne PROTO LI ST(list) ()
#endi f

A.2 md4. h

/* MM.H - header file for MMC. C
*/

/* Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. Al
rights reserved.

Li cense to copy and use this software is granted provided that it
is identified as the "RSA Data Security, Inc. M4 Message- D gest
Algorithni in all material nmentioning or referencing this software
or this function.

Ri vest [ Page 7]



RFC 1320 MD4 Message- Di gest Al gorithm April 1992

Li cense is also granted to make and use derivative works provided
that such works are identified as "derived fromthe RSA Data
Security, Inc. M) Message-Digest Algorithm in all material
mentioning or referencing the derived work.

RSA Data Security, Inc. nmakes no representati ons concerning either
the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is"

wi t hout express or inplied warranty of any kind.

These notices nust be retained in any copies of any part of this
docunent ati on and/ or software.
*/

/* MD4 context. */
typedef struct {

U NT4 state[4]; /* state (ABCD) */

U NT4 count[2]; /* nunmber of bits, nodulo 2764 (Isb first) */

unsi gned char buffer[64]; [* input buffer */
} MD4_CTX;

void MMInit PROTO LIST ((MM_CTX *));
voi d MMUpdate PROTO LI ST
((MM_CTX *, unsigned char *, unsigned int));
voi d MMM4Fi nal PROTO LI ST ((unsigned char [16], MD4_CTX *));

A. 3 nd4c.c

[* MMC.C - RSA Data Security, Inc., MM nessage-digest algorithm
*/

[* Copyright (C) 1990-2, RSA Data Security, Inc. Al rights reserved.

Li cense to copy and use this software is granted provided that it
is identified as the "RSA Data Security, Inc. M4 Message- D gest
Algorithni in all material nmentioning or referencing this software
or this function.

Li cense is also granted to make and use derivative works provided
that such works are identified as "derived fromthe RSA Data
Security, Inc. M) Message-Digest Algorithn in all material
mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representati ons concerning either
the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is"

wi t hout express or inplied warranty of any ki nd.
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must be retained in any copies of any part of this
and/ or sof tware.

obal . h"

#i ncl ude "nd4. h"

/*

*/
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

S11
S12
S13
S14
S21
S22
S23
S24
S31
S32
S33
S34

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

static void
static void

((unsi gned char *,

static void

((UINT4 *,
static void
static void

static unsigne
0x80, 0, O,

0, O,
01
b

/*
*/
#defi ne F(x,
#defi ne Qx,
#def i ne H(x,

01 3

F, G and

Constants for

0, O,
0, O

MD4Tr ansf or m r out i ne.

3
7
11
19
3
5
9
13
3
9
11
15

MDATr ansf orm PROTO LI ST ((UI NT4 [4],
Encode PROTO LI ST
U NT4 *,
Decode PROTO LI ST
unsi gned char *, unsigned int));

MD4_mencpy PROTO_LI ST ((PO NTER, PO NTER,

unsi gned char

[64]));

unsigned int));

unsigned int));

M4 _rmenset PROTO LI ST ((PO NTER, int, unsigned int));
d char PADDI Nd 64] = {
o, 00 0000 o, 0,b 00 000, O0h0 0, 00000 0 0,0 O,
o, 00 000000 0,0 00 000hb0 0,0 0,0 0,0 000hb 000 0,0 O,
o, 0000 00 0, 0,b 00 0h00h0 000, 0 0000

3

3 3 3 3 3

H are basic MD4 functi ons.

y, z) (((x) & (y)) | ((~x) & (2)))
y, 2) (((x) &(y)) | ((x) &(2)) | ((y) &(2)))
y, z) ((x) * (y) * (2))

/* ROTATE_LEFT rotates x left n bits.

*/

#defi ne ROTATE_LEFT(x,

n) (((x) << (nm) | ((x) >>(32-(n))))

/* FF, GG and HH are transformations for rounds 1, 2 and 3 */

/* Rotation

Ri vest
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#define FF(a, b, c, d, x, s) {\

(a) += F ((b), (c), (d)) + (x); \
(a) = ROTATE_LEFT ((a), (s)); \

}
#define G¥a, b, c, d, x, s) {\
(a) += G ((b), (c), (d)) + (x) + (U NT4)0x5a827999; \
(a) = ROTATE_LEFT ((a), (s)); \

}
#define HH(a, b, c, d, x, s) {\
(a) += H ((b), (c), (d)) + (x) + (U NT4)0x6ed9ebal; \
(a) = ROTATE_LEFT ((a), (s)); \
}

/[* MM initialization. Begins an MD4 operation, witing a new context.
*/

void MMInit (context)

M4 _CTX *context; /* context */
{

context->count[0] = context->count[1l] = O;

/* Load magic initialization constants.
*/

cont ext - >st at e[ 0]
cont ext - >st at e[ 1]
cont ext - >st at e[ 2]
cont ext - >st at e[ 3]

}

/* M) bl ock update operation. Continues an M4 nessage-di gest
operation, processing another nessage bl ock, and updating the

0x67452301;
Oxef cdab89;
0x98badcf e;
0x10325476;

cont ext .

*/
void MMUpdate (context, input, inputlLen)
MD4_CTX *context; /* context */
unsi gned char *input; /* input block */
unsi gned int inputlLen; /* length of input block */
{

unsigned int i, index, partlLen;

[ * Conpute nunber of bytes nod 64 */
i ndex = (unsigned int)((context->count[0] >> 3) & 0x3F);
/* Update nunmber of bits */
if ((context->count[0] += ((U NT4)inputLen << 3))
< ((U NT4)inputLen << 3))
cont ext - >count [ 1] ++;
context->count[ 1] += ((U NT4)inputlLen >> 29);

partLen = 64 - index;

Ri vest [ Page 10]



RFC 1320 MD4 Message- Di gest Al gorithm April 1992

[* Transform as nany times as possible.
*/
if (inputlLen >= partlLen) {
M4 _mencpy
( (PO NTER) &cont ext - >buf fer[i ndex], (PO NTER)i nput, partLen);
MDATr ansf orm (cont ext->state, context->buffer);

for (i = partLen; i + 63 < inputlLen; i += 64)
MDATr ansform (context->state, & nput[i]);

i ndex = 0;
}
el se
i =0
[* Buffer renmining input */
MD4_nmencpy
( (PO NTER) &cont ext - >buf fer[i ndex], (PO NTER)& nput[i],
i nput Len-i);

}

[* MM finalization. Ends an MD4 nessage-di gest operation, witing the
the nessage di gest and zeroi zing the context.

*

/

voi d MD4Fi nal (digest, context)

unsi gned char digest[ 16]; /* message digest */
MD4_CTX *cont ext; /* context */

{

unsi gned char bits[8];
unsi gned int index, padLen;

/* Save nunber of bits */
Encode (bits, context->count, 8);

/* Pad out to 56 npd 64.

*/

i ndex = (unsigned int)((context->count[0] >> 3) & 0x3f);
padLen = (index < 56) ? (56 - index) : (120 - index);
MM Updat e (context, PADDI NG padLen);

/* Append |l ength (before padding) */
MMUpdate (context, bits, 8);

[* Store state in digest */

Encode (digest, context->state, 16);

/* Zeroize sensitive information.

*/
M4 _renset ((PO NTER) context, 0, sizeof (*context));
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}

/* MD4 basic transformation. Transfornms state based on bl ock.
*/

static void MMTransform (state, bl ock)

U NT4 state[4];

unsi gned char bl ock[ 64];

{
UNT4 a = state[0], b = state[1], ¢ = state[2], d = state[3], x[16];
Decode (x, block, 64);

/* Round 1 */

FF (a, b, ¢, d, x[ 0], S11); /* 1 */
FF (d, a, b, c, x[ 1], S12); /* 2 */
FF (c, d, a, b, x[ 2], S13); /* 3 */
FF (b, ¢, d, a, x[ 3], S14); /* 4 */
FF (a, b, ¢, d, x[ 4], S11); /* 5 */
FF (d, a, b, ¢, x[ 5], S12); /* 6 */
FF (c, d, a, b, x[ 6], S13); /* 7 */
FF (b, ¢, d, a, x[ 7], S14); /* 8 */
FF (a, b, ¢, d, x[ 8], S11); /* 9 */
FF (d, a, b, ¢, x[ 9], S12); /* 10 */
FF (¢, d, a, b, x[10], S13); /* 11 */
FF (b, ¢, d, a, x[11], S14); /* 12 */
FF (a, b, ¢, d, x[12], Sl1); /* 13 */
FF (d, a, b, c, x[13], S12); /* 14 */
FF (c, d, a, b, x[14], S13); /* 15 */
FF (b, ¢, d, a, x[15], S14); /* 16 */

/* Round 2 */

8
)
2
s

x[ 0], S21); /* 17 */
S22); [* 18 */
S23); [* 19 */
x[12], S24); [* 20 */
x[ 1], S21); [/* 21 */
x[ 5], S22); [* 22 */
x[ 9], S23); [* 23 */
x[13], S24); [* 24 */
x[ 2], S21); [* 25 */
x[ 6], S22); [* 26 */
x[10], S23); [* 27 */
x[14], S24); [|* 28 */
x[ 3], S21); /* 29 */
x[ 7], S22); [* 30 */
x[11], S23); /* 31 */
x[15], S24); [/* 32 */

o
P
B

x
)

OQ_Q)UOQ.QJP‘OQ.QJUOQ.Q)
Q.QJUOQ.QJUPQ.QJUOQ.QJUO
QJO‘OQ.QJUOP.QDUOQ.Q)O'OQ.

8EBBBBEBEBBBBBE
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/* Round 3 */

HH (a, b, ¢, d, x[ 0], S31); /* 33 */
HH (d, a, b, c, x[ 8], S32); /* 34 */
HH (c, d, a, b, x[ 4], S33); /* 35 */
HH (b, ¢, d, a, x[12], S34); /* 36 */
HH (a, b, ¢, d, x[ 2], S31); /* 37 */
HH (d, a, b, ¢, x[10], S32); /* 38 */
HH (¢, d, a, b, x[ 6], S33); /* 39 */
HH (b, ¢, d, a, x[14], S34); /* 40 */
HH (a, b, ¢, d, x[ 1], S31); /* 41 */
HH (d, a, b, c, x[ 9], S32); /* 42 */
HH (¢, d, a, b, x[ 5], S33); /* 43 */
HH (b, ¢, d, a, x[13], S34); [* 44 *|
HH (a, b, ¢, d, x[ 3], S31); /* 45 */
HH (d, a, b, c, x[11], S32); /* 46 */
HH (c, d, a, b, x[ 7], S33); /* 47 */
HH (b, ¢, d, a, x[15], S34); /* 48 */

state[ 0] += a;
state[1l] += b;
state[2] += c;
state[ 3] += d;

/* Zeroize sensitive information.

*/

MM _memset ((PO NTER) x, 0, sizeof (x));
}

/* Encodes input (U NT4) into output (unsigned char). Assunes len is
a multiple of 4.

*/

static void Encode (output, input, |en)

unsi gned char *out put;

U NT4 *input;
unsi gned int |en;
{

unsigned int i, j;

for (i =0, j =0; jJ <len; i++, | += 4)
output[j] = (unsigned char)(input[i] & Oxff);
out put[j +1] (unsigned char) ((input[i] >> 8) & Oxff);
out put[j +2] (unsigned char) ((input[i] >> 16) & Oxff);
out put[j +3] (unsigned char) ((input[i] >> 24) & Oxff);

}
}

/* Decodes input (unsigned char) into output (U NT4). Assunes len is
a multiple of 4.
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*/
static void Decode (output, input, |en)

Ul NT4 *out put ;
unsi gned char *input;
unsi gned int |en;

{

unsigned int i, j;

for (i =0, j =0; j <len; i++ j += 4)
output[i] = ((UNT4)input[j]) | (((UNT4)input[j+1]) << 8) |
(CCUNT4)input[j+2]) << 16) | (((UINT4)input[j+3]) << 24);

/* Note: Replace "for |oop" with standard nencpy if possible.
*/

static void MXM_nencpy (output, input, |en)

PO NTER out put;

PO NTER i nput ;

unsigned int |en;

{

unsigned int i;

for (i =0; i <len; i++)
output[i] = input[i];

/* Note: Replace "for |oop" with standard nenset if possible.
*/

static void MM _nenset (output, value, |en)

PO NTER out put;

i nt val ue;
unsigned int |en;
{
unsigned int i;
for (i =0; i <len; i++)
((char *)output)[i] = (char)val ue;

}
A. 4 nddriver.c

/* MDDRIVER C - test driver for MD2, M) and NMD5
*/

[* Copyright (C 1990-2, RSA Data Security, Inc. Created 1990. All
rights reserved.
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RSA Data Security, Inc. nmakes no representati ons concerning either
the merchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is"

wi t hout express or inplied warranty of any ki nd.

These notices nust be retained in any copies of any part of this
docunent ati on and/ or software

*/

[* The follow ng makes MD default to MD5 if it has not already been
defined with C conpiler flags.
*/
#i f ndef MD
#defi ne MD MD5
#endi f

#i ncl ude <stdi o. h>
#i ncl ude <tine. h>
#i ncl ude <string. h>
#i ncl ude "gl obal . h"
#if MD ==

#i ncl ude "nd2. h"
#endi f

#if MD ==

#i ncl ude "nd4. h"
#endi f

#if MD ==

#i ncl ude "nd5. h"
#endi f

/* Length of test block, nunber of test bl ocks.
*/

#define TEST_BLOCK_LEN 1000

#def i ne TEST_BLOCK_COUNT 1000

static void MDString PROTO LIST ((char *));

static void MDTi meTrial PROTO LIST ((void));

static void MDTest Suite PROTO LI ST ((void));

static void MDFile PROTO LIST ((char *));

static void MDOFilter PROTO LIST ((void));

static void MDPrint PROTO LI ST ((unsigned char [16]));
#if MD ==

#defi ne MD_CTX MD2_CTX
#define MDInit NMD2Init
#def i ne MDUpdat e MD2Updat e
#defi ne MDFi nal MD2Fi na
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#endi f

#if MD ==

#defi ne MD_CTX MD4_CTX
#define MDInit NMD4Init
#def i ne MDUpdat e MD4Updat e
#defi ne MDFi nal MMMFi nal
#endi f

#if MD ==5

#define MD_CTX MD5_CTX
#define MDInit NMD5InNit
#def i ne MDUpdat e MD5Updat e
#defi ne MDFi nal MD5Fi nal
#endi f

/* Main driver.

Argunents (nmay be any conbination):
-sstring - digests string

-t - runs tinme trial
- X - runs test script
filenane - digests file
(none) - digests standard input
*/
int main (argc, argv)
int argc;

char *argv[];

int i;
if (argc > 1)
for (i =1, i < argc; i++)
if (argv[i][0] =="-" && argv[i][l] =="5s")
MDString (argv[i] + 2);
else if (strcnmp (argv[i], "-t") == 0)
MDTi meTrial ();
else if (strcnmp (argv[i], "-x") == 0)
MDTest Suite ();
el se
MDFile (argv[i]);
el se
MDFilter ();
return (0);

/* Digests a string and prints the result.
*/
static void MDString (string)

Ri vest
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char *string;

{

}
/

MD_CTX cont ext;
unsi gned char digest[ 16];
unsigned int len = strlen (string);

MDI nit (&context);
MDUpdat e (&context, string, |en);
MDFi nal (di gest, &context);

printf ("M@ (\"%\") =", MD, string);
MDPrint (digest);
printf ("\n");

* Measures the tine to digest TEST BLOCK COUNT TEST BLOCK LEN-byte
bl ocks.
*/

static void MDOTi meTrial ()

{

Ri vest

MD_CTX cont ext;

time_t endTine, startTine;

unsi gned char bl ock][ TEST _BLOCK LEN], digest[16];
unsigned int i;

printf
("M¥d tinme trial. Digesting % %l-byte blocks ...", MD,
TEST_BLOCK_LEN, TEST_BLOCK_COUNT) ;

/* Initialize block */
for (i =0; i < TEST_BLOCK_LEN; i ++)
bl ock[i] = (unsigned char) (i & Oxff);

[* Start tiner */
time (&startTine);

/* Digest blocks */

MDI nit (&context);

for (i = 0; i < TEST_BLOCK_COUNT; i ++)
MDUpdat e (&context, block, TEST BLOCK LEN);

MDFi nal (di gest, &context);

[* Stop timer */
time (&endTime);

printf (" done\n");
printf ("Digest =");
MDPrint (digest);
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printf ("\nTime = %d seconds\n", (long)(endTine-startTine));
printf
("Speed = % d bytes/second\n",
(long) TEST_BLOCK LEN * (| ong) TEST_BLOCK COUNT/ (endTi me-startTinme));

/* Digests a reference suite of strings and prints the results.
*/
static void MDTestSuite ()

{
printf ("M% test suite:\n", M);
MDString ("");
MDString ("a");
MDString ("abc");
MDString ("message digest");
MDSt ring ("abcdef ghij kl mopgr st uvwxyz") ;
MDSt ri ng

(" ABCDEFGHI JKLIMNOPQRSTUWKYZabcdef ghi j kIl mopgr st uvwxyz0123456789") ;
MDSt ri ng

("1234567890123456789012345678901234567890\
1234567890123456789012345678901234567890") ;

}

/* Digests a file and prints the result.
*/
static void MDFile (filenane)
char *fil enane;
{
FILE *file;
MD_CTX cont ext;
int |en;
unsi gned char buffer[1024], digest[16];

if ((file = fopen (filename, "rb")) == NULL)
printf ("% can't be opened\n", filenane);

el se {
MDI nit (&context);
while (len = fread (buffer, 1, 1024, file))
MDUpdat e (&context, buffer, |en);
MDFi nal (di gest, &context);

fclose (file);

printf ("M>Xd (%) =", MD, filenane);
MDPrint (digest);
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printf ("\n");
}
}
/* Digests the standard input and prints the result.

*/
static void MOFilter ()

MD_CTX cont ext;
int |len;
unsi gned char buffer[16], digest[16];

MDI nit (&context);

while (len = fread (buffer, 1, 16, stdin))
MDUpdat e (&context, buffer, |en);

MDFi nal (digest, &context);

MDPrint (digest);
printf ("\n");
}

/* Prints a nessage digest in hexadecinal.
*/

static void MDPrint (digest)

unsi gned char digest[ 16];

{

unsigned int i;
for (i =0; i < 16; i++)
printf ("%92x", digest[i]);
}
A. 5 Test suite

The MM test suite (driver option "-x") should print the follow ng

results:
MM test suite:
M4 ("") = 31d6cfe0d16ae931b73c59d7e0c089c0
MM ("a") = bde52cb31de33e46245e05f bdbd6f b24
MM ("abc") = ad448017aaf 21d8525f c10ae87aa6729d
MM ("message digest") = d9130a8164549f e818874806el1c7014b
M4 (" abcdef ghi j kl mopgr st uvwxyz") = d79elc308aa5bbcdeea8ed63df 412da9

MD4 (" ABCDEFGHI JKLMNOPQRSTUWIKYZabcdef ghi j kI rmopqr st uvwxyz0123456789") =
043f 8582f 241db351ce627e153e7f Oe4d

MD4 (" 123456789012345678901234567890123456789012345678901234567890123456
78901234567890") = e33b4ddc9c38f 2199c3e7b164f cc0536

Ri vest [ Page 19]



RFC 1320 MD4 Message- Di gest Al gorithm April 1992

Security Considerations

The | evel of security discussed in this neno is considered to be
sufficient for inplenmenting noderate security hybrid digital -

si gnature schenes based on M4 and a public-key cryptosystem W do
not know of any reason that MM would not be sufficient for

i mpl ementing very high security digital-signature schenes, but
because MM was designed to be exceptionally fast, it is "at the
edge" in ternms of risking successful cryptanalytic attack. After
further critical review, it may be appropriate to consider M4 for
very high security applications. For very high security applications
before the conpletion of that review, the MD5 algorithm[4] is
recommended.
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