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Message Send Protocol 2
Status of this Menp

This meno defines an Experinental Protocol for the Internet
community. Discussion and suggestions for inprovenent are requested.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

Di scussi on

The Message Send Protocol is used to send a short nessage to a given
user on a given termnal on a given host. Unix's wite comand
offers alimted formof this service through its host-local wite
command. This service is also known on sonme hosts as "SEND'.

As the Internet grows, nore and nore people are using hosts that do
not run Internet protocols at all times. These hosts nay be able to
use a sinple protocol that can be inplenmented using UDP and I P. The
Message Send Protocol is one such protocol

Note that a message sending protocol is already defined using TCP
The SMIP protocol includes a "SEND' conmand that will direct mail to
a user’'s terminal. SMIP's SEND is not useful in this instance
because SMIP's SEND is not inplenmented by the majority of vendors at
this tinme, and is difficult to use by unskilled users. For the

pur poses of standardization, we will include a TCP based Message Send
Servi ce.

Message Syntax

The nessage consists of several parts, all of which nmust be present
The first part is a single octet indicating the protocol revision,

currently decimal 66, 'B . The remaining parts are null-terni nated
sequences of eight-bit characters in the |1SO 8859/1 al phabet. Sone
parts may be enpty. Al conparisons of parts (e.g., recipient,
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cookie, etc.) are case-insensitive. The parts are as foll ows:

RECI PI ENT

RECI P- TERM

MESSAGE

SENDER

SENDER- TERM

Nel son & Arnol d

The nane of the user that the nessage is directed to.
If this part is enpty, the nessage nmay be delivered to
any user of the destination system

The nane of the terminal to which the nessage is to be
delivered. The syntax and semantics of term nal nanes
are outside the scope of this specification. If this
part is enpty, the "right" termnal is chosen. This is
a systemdependent function. |If this part consists of
the string "*", all termnals on the destination
systemare inplied. |f the RECIPIENT part is enpty
but the RECIP-TERMis not, the message is witten on
the specified terminal. |f both the RECI PI ENT and
RECI P- TERM parts are enpty, the message shoul d be
witten on the "console", which is defined as sone

pl ace where the nessage is nost likely to be seen by a
human operator or adm ni strator

The actual nessage. The server need not preserve the
formatti ng and white-space content of the nessage if
this is necessary to display it. New lines should be
represented using the usual Netascii CR + LF.
(Following the Internet tradition, a server should
probably be prepared to accept a nessage in which some
other end-of-line convention is followed, but a
conformng client nust use CR + LF.)

The nessage text nmay only contain printable characters
fromthe 1SO 8859/1 set, which is upward conpati bl e
fromUSASCI I, plus CR, LF and TAB. No other contro
codes or escape sequences may be included: the client
should strip themfromthe nessage before it is
transmtted, and the server nust check each incom ng
message for illegal codes. (A server nmay choose to

di splay the nessage after stripping out such codes, or
may reject the entire nmessage.) If the MESSAGE part is
enpty, the nmessage may be di scarded by the server

The usernane of the sender. (This and subsequent parts
were not present in version 1 of the Message Send
Protocol .) This part should not be enpty. A server may
choose to accept, reject or ignore nessages in which
the SENDER part is enpty.

The nane of the sending user’'s terminal. This part may
be empty. The intention is that a recipient may reply
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to a nmessage by sending the reply to the user SENDER
at term nal SENDER- TERM on the originating system
(The sender’s hostnane should be retrieved fromthe
transport software.)

COXI E A magi ¢ cookie. This part nust be present in all
messages, but is only of significance for the UDP
service. The combination of the sender’s UDP port
nunber and this cookie should be unique. A client may
elect to transmt a particular nessage several tines
to increase the chances of its reception; a server may
use the cookie and port to identify duplicate nessages
and discard them A reasonable cookie is the time of
day represented in a readable format. The maxi mum
Il ength of a cookie is 32 octets, excluding the
termnating null.

S| GNATURE A token which, if present, may be used by the server
to verify the identity of the sender. The use of the
SI GNATURE part is discussed further in the section on
Security, bel ow

The total length of the nessage shall be less than 512 octets. This
includes all eight parts, and any terminating nulls. UDP packets are
limted to 512 octets.

If this protocol is changed, the revision nunber will be changed
TCP Based Message Send Service

One Message Send Service is defined as a connection based application
on TCP. A server listens for TCP connections on TCP port 18. Once a
connection is established a nmessage is sent by the client over the
connecti on.

The server replies with a single character indicating positive ("+"
or negative ("-") acknow edgment, inmediately foll owed by an optiona
message of explanation, terminated with a null. The positive
acknow edgenent nmeans that the nessage was successfully delivered to
sonme user/termnal, and that the negative acknow edgenent neans that
the message was NOT delivered to any termnal

The positive acknow edgenment message can contain information about
what user and term nal the nessage was delivered to in the case of
inconplete user/termnal fields in the nmessage. The negative

acknow edgenent can contain informati on about WHY t he nessage was not
delivered (no such user/termnal, systemfailure, user doesn't accept
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messages, etc).

Mul tipl e messages can be sent over the sane channel. The client
shoul d close first (the server may/should not close directly after
the acknow edgenent is sent) and the server may cl ose after sone
timeout on the order of minutes. If the sever is unable to decode a
message, or no nessage is received within a suitable timeout, it may
cl ose the channel (on the assunption that the sender may have
formatted the data incorrectly).

UDP Based Message Send Service

Anot her Message Send Service is defined as a datagram based
application on UDP. A server listens for UDP datagrans on UDP port
18. When a datagramis received by the server, an answering datagram
may be sent back to the client. |If the nmessage was addressed to a
particular user (i.e., the RECIPIENT part was non-enpty) and was
successfully delivered to that user, a positive acknow edgenent
shoul d be sent (as described above). If the nessage was directed at
any user (i.e., the RECIPIENT part is enpty), or if the nessage could
not be delivered for sone reason, no reply is sent.

The reason for this policy is that the UDP service nay be used to
broadcast nessages addressed to a particular user on an unknown
systemor all users on all systens. In either case, it is

i nappropriate for all servers to send replies. An alternative
approach m ght have been to require that a server only send a reply
if a message was addressed explicitly to that system and was not
broadcast. Unfortunately, the nost popul ar network programm ng API
does not provide an easy way for an application to determ ne this;
furthernore such a policy would provide no feedback to the sender of
a broadcast nmessage to a particular recipient. The approach adopted
here provi des a reasonabl e conprom se.

Exanpl e of Message Encodi ng

Consider a situation in which the user "sandy" is logged into the
consol e of system "al pha", and wi shes to send a nessage to the user
"chris". "chris" is known to be logged in on the system "beta" but
the exact terminal is unknown. The nessage consists of two |ines of
text, "H " followed by "How about |unch?"

The nessage woul d be encoded as foll ows:
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Fomm oo S R S R S R +
0 | B | c I h I r I
S I S TRy S TRy S TRy +
4 | i | S |  <NULL> | <NULL> |
Fommmaa - T T T +
8 | H | i | <CR> | <LF> |
Fomm oo S R S R S R +
12 | H | 0 I woo I
S I S TRy S TRy S TRy +
16 | a | b | 0 | u |
Fommmaa - T T T +
20 | t I I I u I
Fomm oo S R S R S R +
24 | n | c | h | ? |
S I S TRy S TRy S TRy +
28 |  <NULL>| S | a | n |
Fommmaa - T T T +
32 | d | y |  <NULL> | C |
Fomm oo S R S R S R +
36 | 0 | n | S | 0 |
S I S TRy S TRy S TRy +
40 | I | e |  <NULL> | 9 |
Fommmaa - T T T +
44 | 1 | 0 | 8 | 0 |
Fomm oo S R S R S R +
48 | 6 | 1 | 2 | 1 |
S I S TRy S TRy S TRy +
52 | 3 | 2 | 5 | <NULL> |
Fommmaa - T T T +
56 | <NULL> |
Fomm oo +

Note that the RECI P-TERM and SI GNATURE parts are enpty. The COXIE
is the string "910806121325", which in this inplenmentation indicates
that the message was sent at 12:13:25 on the 6th of August, 1991

The identity if the sending and receiving systens is not included in
the nessage; the server nust obtain this information fromthe
transport service

Advi sori es
Client and server inplenentations must foll ow the character set
restrictions noted in the MESSAGE part description. Failure to do so

may have undesirable effects on the operation of the receiver’'s
termnal; nore seriously, it nay open up a significant security
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"hol e". The checks nust be nade on any part of the nmessage which may
be di spl ayed, including the sender’s name and ternminal. This is one
case where the adnonition to "be liberal in what you accept™ is not
applicable. A server may chose to apply additional checks to an

i ncom ng nessage, and to reject any nessage which nmay pose a security
ri sk. For example, a system using a PostScript-based display my
reject a message which nmight be interpreted as an executabl e

Post Scri pt program

The underlying transport, whether TCP or UDP, is expected to provide
checksuns for the nessage and any response.

The semantics of the various RECH PI ENT and RECI P- TERM conbi nati ons
may be confusing. The introduction of the "*" wildcard designation in
the RECI P-TERM part makes it possible to send a nmessage to all
termnals on the designated system (if RECIPIENT is enpty), or to al
term nals at which a particular recipient has |ogged in.

A positive acknow edgenent may indicate only that the Message Send
server was able to successfully invoke a | ocal nmessage delivery
service. It may not be possible for true end-to-end semantics to be
inferred.

For exanple, a Message Send server may enploy a | ocal delivery
mechani sm whi ch calls upon the services of a w ndow systemto display
the message in a pop-up wi ndow. This process may take some
significant tine to conplete, and it is unclear whether it is usefu
for the server to wait for an indeterm nate period before returning
an acknow edgenent. Therefore, this specification does not prescribe
whet her the acknow edgenent is associated with delivery of the
message to the local service, the display of the nessage, or
confirmation by the user that the nmessage has been read by, e.g.,

di smi ssing the pop-up w ndow.

Security Considerations

Those who plan to inplenment this service nust ensure that the
followi ng issues are reflected in the docunentation of their

products, and that their inplenentations include sufficient
configuration controls to all ow systens and network adm nistrators to
achi eve the appropriate levels of usability and security.

First, this service may all ow sonmeone to wite on a user’s term na
wi t hout the user giving his or her perm ssion. Were possible, users
shoul d be provided with a mechani smfor disabling this.

Second, it is extrenely inportant for inplenentors to observe the
rules for filtering nessage text as discussed under Message Syntax

Nel son & Arnold [ Page 6]



RFC 1312 Message Send Protocol 2 April 1992

above. Failure to do this may introduce najor security holes

The third i ssue concerns the verification of the sender’s identity.
If the recipient is fooled into believing that a nessage is froma
particul ar user, various security issues nay arise. For exanple, the
reci pient may send a reply containing confidential nmaterial

This service is primarily intended for "open" environnents:
controll ed | ocal area networks used by reasonably trusted
participants, in which security considerations nmay be relaxed in the
interests of ease of use and admi nistration. In such an environnent
it is appropriate to trust the user nane and source |P address as
identifying the actual sender of the nessage.

Wthin nore security-conscious environments, this assunption is
probably unacceptable. As has been widely noted, there is no way
within the current Internet architecture to ensure that the source
address of an I P datagramis correct. Hence it is entirely possible
for soneone to spoof the | P address.

The obvi ous, and sinplest, answer is to disallow the use of this

protocol in such situations. However a nore constructive approach is

to incorporate within the protocol sone nmechani sm by which a server
can reliably identify the sender

In this version of the protocol specification, we define a Sl GNATURE
part within a message. If this part is enpty, the identity of the

sender cannot be verified, and the server inplenentation may elect to
reject all such requests. |If the part is not enpty, it is treated as

a case-insensitive text encoding of sone security token. This RFC
does not define the encoding or interpretation of this token. W
expect that such matters will formpart of future RFCs on security
and privacy issues; at an appropriate tine, this RFCwll be re-

i ssued to include references to these RFCs.
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