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Status of this Menp

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovements.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

Abstract

This nmeno descri bes an encapsul ati on nmethod for carryi ng network
interconnect traffic over a Frame Rel ay backbone. It covers aspects
of both Bridging and Routing. Systens with the ability to transfer
both this encapsul ati on nmet hod, and others nust have a priori

know edge of which virtual circuits will carry which encapsul ation
met hod and this encapsul ati on nmust only be used over virtual circuits
that have been explicitly configured for its use.

Acknowl edgenent s

Conments and contributions from many sources, especially those from
Ray Sampora of Proteon, Ken Rehbehn of Netrix Corporation, Fred Baker
and Charl es Carval ho of Advanced Conputer Communications and Mstafa
Sherif of AT&T have been incorporated into this docunent. Specia
thanks to Dory Leifer of University of Mchigan for his contributions
to the resolution of fragmentation issues. This docurment coul d not
have been conpleted without the expertise of the IP over Large Public
Dat a Net wor ks wor ki ng group of the | ETF.

Conventi ons

The foll owi ng | anguage conventions are used in the itens of
specification in this docunent:

o Must, Shall or Mandatory -- the itemis an absolute
requi renent of the specification

0 Should or Recommended -- the item should generally be
followed for all but exceptional circunstances.
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5.

0 May or Optional -- the itemis truly optional and rmay be
foll owed or ignored according to the needs of the
i mpl ement or .

I ntroduction

The foll owi ng di scussion applies to those devices which serve as end
stations (DTEs) on a public or private Frame Relay network (for
exanpl e, provided by a common carrier or PTT). It will not discuss
the behavi or of those stations that are considered a part of the
Frame Relay network (DCEs) other than to explain situations in which
the DTE nust react.

The Frame Rel ay network provides a number of virtual circuits that
formthe basis for connections between stations attached to the sane
Frame Relay network. The resulting set of interconnected devices
forns a private Frane Relay group which nay be either fully
interconnected with a conplete "nmesh" of virtual circuits, or only

partially interconnected. |In either case, each virtual circuit is
uniquely identified at each Frane Relay interface by a Data Link
Connection ldentifier (DLCI). 1In mpost circunstances DLCIs have

strictly local significance at each Frane Relay interface.

The specifications in this docunent are intended to apply to both
swi tched and permanent virtual circuits.

Frame For mat

Al'l protocols must encapsul ate their packets within a Q 922 Annex A
frame [1,2]. Additionally, frames shall contain information
necessary to identify the protocol carried within the Protocol Data
Unit (PDU), thus allowing the receiver to properly process the

i ncom ng packet. The format shall be as foll ows:
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e T +
| flag (7E hexadeci mal) |
o e e e e e e e e m o +
| Q 922 Address* |
+- - -+
I I
T T re e +
| Control (U = 0x03) |
o e e e e e e e e m o +
| Optional Pad(s) (0x00) |
S +
| NLPID |
T T re e +
I I
| |
I - I
| Dat a |
I I
I : I
o e e e e e e e ememao - +
| Frame Check Sequence |
+- - . --+
| (two octets) |
. +
| flag (7E hexadeci mal) |
o e e e e e e e ememao - +

* Q922 addresses, as presently defined, are two octets and
contain a 10-bit DLCI. In sonme networks Q 922 addresses may
optionally be increased to three or four octets.

The control field is the Q922 control field. The U (0x03) value is
used unless it is negotiated otherwi se. The use of Xl D (OxAF or
OxBF) is permtted and is discussed |ater.

The pad field is an optional field used to align the remainder of the
frane to a conveni ent boundary for the sender. There nmay be zero or
more pad octets within the pad field and all nust have a val ue of
zero.

The Network Level Protocol ID (NLPID) field is administered by |ISO
and CCITT. It contains values for many different protocols including
I P, CLNP and | EEE Subnetwork Access Protocol (SNAP)[10]. This field
tells the receiver what encapsul ation or what protocol follows.
Values for this field are defined in ISOIEC TR 9577 [3]. A NLPID

val ue of 0x00 is defined within ISOIEC TR 9577 as the Null Network
Layer or lnactive Set. Since it cannot be distinguished froma pad
field, and because it has no significance within the context of this
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encapsul ati on schenme, a NLPID value of 0x00 is invalid under the
Frame Rel ay encapsul ation. The known NLPID values are listed in the

Appendi X.

For full interoperability with ol der Frame Rel ay encapsul ation
formats, a station may inplenent section 15, Backward Conpatibility.

There is no conmmnly inplenmented maxi num frame size for Frame Rel ay.
A network nust, however, support at |east a 262 octet maxi num
Generally, the maximumw || be greater than or equal to 1600 octets,
but each Frane Relay provider will specify an appropriate val ue for
its network. A Franme Relay DTE, therefore, must allow the naximum
acceptabl e frane size to be configurable.

The m nimum frame size allowed for Franme Relay is five octets between
t he opening and cl osing flags.

7. I nterconnect |ssues

There are two basic types of data packets that travel within the
Frame Rel ay network, routed packets and bridged packets. These
packets have distinct formats and therefore, nmust contain an

i ndication that the destination may use to correctly interpret the
contents of the frame. This indication is enbedded within the NLPID
and SNAP header infornmation.

For those protocols that do not have a NLPID already assigned, it is
necessary to provide a nmechanismto all ow easy protoco
identification. There is a NLPID value defined indicating the
presence of a SNAP header.

A SNAP header is of the form

o mm e e e e e e a— oo oo +
| Organizationally Unique |
+- - o +
| Identifier | Protocol |
o m e e e oo - o m e e e oo - +
| Identifier |

S +

Al'l stations nust be able to accept and properly interpret both the
NLPI D encapsul ati on and the SNAP header encapsul ation for a routed
packet .

The three-octet Organizationally Unique Identifier (QU) identifies

an organi zati on whi ch admi nisters the neaning of the Protoco
Identifier (PID) which follows. Together they identify a distinct
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protocol. Note that QU 0x00-00-00 specifies that the follow ng PID
i s an EtherType.

7.1. Routed Franes

Sone protocols will have an assigned NLPI D, but because the NLPID
nunbering space is so linmted many protocols do not have a specific
NLPI D assigned to them Wen packets of such protocols are routed
over Frame Relay networks they are sent using the NLPID 0x80 (which
i ndicates a SNAP foll ows), QU 0x00-00-00 (which indicates an

Et her Type follows), and the EtherType of the protocol in use.

Format of Routed Frames

o e e e e e e e meme oo +
| Q 922 Address |
o mm e e e e e e a— oo oo +
| Control 0x03 | pad(s) 0x00 |
o m e e e e e e aaao o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| QU 0x00-00 |
o mm e e e e e e a— oo oo +
| Et her Type |
o m e e e e e e aaao o +
| Prot ocol Data |
o e e e e e e e meme oo +
| FCS |
o mm e e e e e e a— oo oo +

In the few cases when a protocol has an assigned NLPID (see
appendi x), 48 bits can be saved using the format bel ow

Format of Routed NLPI D Protocol

oo e e e e e e e e oo oo +
| Q 922 Address |
o m e e e e e e aaao o +
| Control 0x03 | NLPI D |
o mm e e e e e e e e e e e memmao-- +
| Prot ocol Data |
oo e e e e e e e e oo oo +
| FCS I
o m e e e e e e aaao o +
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In the particular case of an Internet |IP datagram the NLPID is OxCC.

Format of Routed |IP Datagram

oo e e e e e e e e oo oo +
| Q 922 Address |
o m e e e e e e aaao o +
| Control 0x03 | NLPID OxCC |
o mm e e e e e e e e e e e memmao-- +
| | P Dat agram |
oo e e e e e e e e oo oo +
| FCS I
o m e e e e e e aaao o +

7.2. Bridged Franes

The second type of Frane Relay traffic is bridged packets. These
packets are encapsul ated using the NLPID val ue of 0x80 i ndicating
SNAP and the foll owing SNAP header identifies the format of the

bri dged packet. The QU value used for this encapsulation is the
802. 1 organi zati on code 0x00-80-C2. The following two octets (PID)
specify the formof the MAC header, which inmediately follows the
SNAP header. Additionally, the PID indicates whether the original
FCS is preserved within the bridged frane.

The 802.1 organi zati on has reserved the foll owing values to be used
with Frane Rel ay:

PI D Val ues for OU 0x00-80-C2

with preserved FCS w o preserved FCS Medi a

0x00-01 0x00- 07 802. 3/ Et her net
0x00-02 0x00- 08 802. 4

0x00- 03 0x00- 09 802.5

0x00- 04 0x00- 0A FDDI

0x00- 05 0x00- 0B 802. 6

In addition, the PID val ue 0x00-0E, when used with QU 0x00-80-C2,
identifies Bridged Protocol Data Units (BPDUs).

A packet bridged over Frane Relay will, therefore, have one of the
foll owi ng formats:
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Format of Bridged Ethernet/802.3 Frane

o mm e e e e e e e e e e e memmao-- +
| Q 922 Address |
oo e e e e e e e e oo oo +
| Control 0x03 | pad(s) O0x00 |
o m e e e e e e aaao o +
| NLPID 0x80 | QU 0x00 |
Fom e e e oo - + --+
| QU 0x80-C2 |
oo e e e e e e e e oo oo +
| PI'D 0x00-01 or 0x00-07 |
o m e e e e e e aaao o +
| MAC destination address |
o mm e e e e e e e e e e e memmao-- +
| (remai nder of MAC frane) |
oo e e e e e e e e oo oo +
| LAN FCS (if PIDis 0x00-01) |
o m e e e e e e aaao o +
| FCS I
o mm e e e e e e e e e e e memmao-- +

o e e e e e eeee oo +
| Q 922 Address |
o +
| Control 0x03 | pad(s) 0x00 |
o e e e e e e e e e e aa o - +
| NLPID 0x80 | QU 0x00 |
oo + -+
| QU 0x80-C2 |
o +
| PID 0x00-02 or 0x00-08 |
o e e e e e e e e e e aa o - +
| pad 0x00 | Frame Control |
o e e e e ee oo +
| MAC destination address |
o +
| (remai nder of MAC frane) |
o e e e e e e e e e e aa o - +
| LAN FCS (if PID is 0x00-02) |
o e e e e ee oo +
| FCS I
o +
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Format of Bridged 802.5 Frane

o e e e e e e e meme oo +
| Q 922 Address |
o mm e e e e e e a— oo oo +
| Control 0x03 | pad(s) 0x00 |
o m e e e e e e aaao o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| QU 0x80-C2 |
o mm e e e e e e a— oo oo +
| PI'D 0x00-03 or 0x00-09 |
o m e e e e e e aaao o +
| Access Control| Frane Control |
o e e e e e e e meme oo +
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Format of Bridged FDDI Frane

o e e e e e e e meme oo +
| Q 922 Address |
o mm e e e e e e a— oo oo +
| Control 0x03 | pad(s) 0x00 |
o m e e e e e e aaao o +
| NLPID 0x80 | QU 0x00 |
o m e e e oo - + - -+
| QU 0x80-C2 |
o mm e e e e e e a— oo oo +
| PI'D 0x00-04 or 0x00-0A |
o m e e e e e e aaao o +
| Access Control| Frane Control |
o e e e e e e e meme oo +
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Format of Bridged 802.6 Frame

| Q 922 Address |
| Control 0x03 | pad(s) 0x00

o m e e e e e e e aaao o +

| NLPID 0x80 | QU 0x00
oo + --+

| QU 0x80-C2 |

o e e e e e e e e e e aa o - +

| PID 0x00-05 or 0x00-0B |

o m e e e e e e e aaao o +

| Reserved | BEt ag |  Common
oo oo + PDU
| BAsi ze | Header
o e e e e e e e e e e aa o - +

| MAC destination address |

o m e e e e e e e aaao o +

| (remai nder of MAC frane) |

o m e e e e e e aaa oo +

I I

+- Conmon PDU Trail er -+

I I

o m e e e e e e e aaao o +

| FCS I

o m e e e e e e aaa oo +

The Conmmon Protocol Data Unit (PDU) Header and Trailer are
conveyed to allow pipelining at the egress bridge to an 802.6
subnetwork. Specifically, the Conmon PDU Header contains the

BAsi ze field, which contains the length of the PDU. If this field
is not available to the egress 802.6 bridge, then that bridge

cannot begin to transmit the segnented PDU until it has received
the entire PDU, calculated the length, and inserted the |l ength
into the BAsize field. |If the field is available, the egress

802.6 bridge can extract the length fromthe BAsize field of the
Common PDU Header, insert it into the corresponding field of the
first segment, and i mediately transmit the segnent onto the 802.6
subnetwork. Thus, the bridge can begin transmtting the 802.6 PDU
before it has received the conpl ete PDU

One shoul d note that the Common PDU Header and Trailer of the
encapsul ated frame shoul d not be sinply copied to the outgoing
802. 6 subnetwork because the encapsul ated BEtag val ue may conflict
with the previous BEtag value transmtted by that bridge.

Bradl ey, Brown, Malis [ Page 10]



RFC 1294 Mul ti protocol over Franme Rel ay January 1992

8.

Format of BPDU Fr ane

o mm e e e e e e e e e e e memmao-- +

| Q 922 Address |

oo e e e e e e e e oo oo +

| Control 0x03 | pad(s) O0x00 |

o m e e e e e e aaao o +

| NLPID 0x80 | QU 0x00 |

Fom e e e oo - + --+

| QU 0x80-C2 |

oo e e e e e e e e oo oo +

| PID 0x00-OE |

o m e e e e e e aaao o +  ----

| 802.1(d) Protocol Identifier | BPDU, as defined
R e R + by 802.1(d),
| Version = 00 | BPDU Type | section 5.3
oo e e e e e e e e oo oo +

| (remai nder of BPDU) |

o m e e e e e e aaao o +  ----

| FCS I

o mm e e e e e e e e e e e memmao-- +

Data Li nk Layer Paraneter Negotiation

Frame Rel ay stations nay choose to support the Exchange
Identification (XID) specified in Appendix Ill of Q922 [1]. This
XI D exchange allows the follow ng paraneters to be negotiated at the
initialization of a Frane Relay circuit: maxi mumframe size N201,
retransmission tinmer T200, and the maxi mum nunber of outstanding |
frames K

A station may indicate its unwillingness to support acknow edged node
multiple frane operation by specifying a value of zero for the
maxi mum wi ndow si ze, K

If this exchange is not used, these values nust be statically
configured by nutual agreenent of Data Link Connection (DLC)
endpoints, or nust be defaulted to the values specified in Section
5.9 of Q 922:

N201: 260 octets

Ki 3 for a 16 Kbps link,
7 for a 64 Kbps link,
32 for a 384 Kbps link,
40 for a 1.536 Mops or above |ink

T200: 1.5 seconds [see Q 922 for further detail s]
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If a station supporting XID receives an XID frame, it shall respond
with an XID response. |In processing an XID, if the renote maxi num
frane size is smaller than the |ocal maxi mum the |ocal system shall
reduce the maxi numsize it uses over this DLCto the renpotely
specified value. Note that this shall be done before generating a
response Xl D.

The foll owi ng di agram descri bes the use of XID to specify non-use of
acknow edged node multiple frane operation.
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9

Fragnment ati on | ssues

Fragnmentation all ows the exchange of packets that are greater than
the maxi mum franme size supported by the underlying network. 1In the
case of Frane Relay, the network may support a maxi num frane size as
smal |l as 262 octets. Because of this snmall maximumsize, it is
advant ageous to support fragnmentation and reassenbly.

Unli ke IP fragmentation procedures, the scope of Frane Rel ay
fragnmentation procedure is limted to the boundary (or DTES) of the
Frame Rel ay networKk.

The general format of fragnmented packets is the sanme as any ot her
encapsul ated protocol. The nost significant difference being that
the fragnented packet will contain the encapsul ati on header. That

is, a packet is first encapsulated (with the exception of the address
and control fields) as defined above. Large packets are then broken
up into franes appropriate for the given Frame Relay network and are
encapsul ated using the Frame Relay fragnmentation format. |In this
way, a station receiving fragnents may reassenble them and then put
the reassenbl ed packet through the sane processing path as a packet
that had not been fragnented.

Wthin Frame Relay fragnments are encapsul ated using the SNAP format
with an QU of 0x00-80-C2 and a PID of 0Ox00-0D. Individual fragments
will, therefore, have the follow ng format:
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o e e e a oo o +
| Q 922 Address |
T T +
| Control 0x03 pad 0x00

Fom e e e e e e e oo +
| NLPID 0x80 QU 0x00

o e e e a oo o +
| ou 0x80-C2 |
T T +
| PID 0x00-0D |
Fom e e e e e e e oo +
| sequence numnber |
o e e e a oo o +
| FI| RSVD |offset |
T T +
| fragment data |
I I
I I
I I
e +
| FCS |
T TS +

The sequence field is a two octet

identifier that

every time a new conplete nessage is fragmented

of lost frames and is set to a random val ue at

January 1992

is increnented
It allows detection

initialization.

The reserved field is 4 bits long and is not currently defined. It

must be set to O.

The final bit
set to O for al

The offset field is an 11 bit value representing the |ogica

of this fragnent
an of fset of zero.

is aone bit field set to 1 on the last fragment and
ot her fragments.

of f set

in bytes divided by 32. The first fragnent nust have

The followi ng figure shows how a large | P datagramis fragmented over

Br adl ey,

Frame Relay. In this exanple,
into two Frane Relay franes.

Brown, Mulis

the conpl ete datagramis fragnented
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Frame Rel ay Fragnentation Exanpl e

N N +
| Q 922 Address |
S S +
| Ctrl O0x03 | pad 0x00 |
Fom e oo Fom e oo +
| NLPI D Ox80 | QU 0x00 |
N N +
| ouUl 0x80-C2 |
S S + S S +
| pad 0x00 | NLPID OxCC | | PID 0x00-0D |
Fom e oo Fom e oo + Fom e oo Fom e oo +
| sequence nunber n |
N N +
| 0] RSVD |of fset (0) |
S S +
| pad 0x00 | NLPID OxCC |
Fom e oo Fom e oo +

I
I
|
I
I
I
| | first mbytes of |
| | | P dat agram |
| | |
I
I
I
I
I
|
I
I

| arge | P datagram

S S +
I FCS I
Fom e oo Fom e oo +
N N +
| Q 922 Address |
S S +
| Ctrl 0Ox03 | pad 0x00 |

Fom e oo Fom e oo + Fom e oo Fom e oo +
| NLPI D Ox80 | QU 0x00 |
N N +
| ouUl 0x80-C2 |
S S +
| PID 0x00-0D |
Fom e oo Fom e oo +
| sequence nunber n |
N N +
| 1] RSVD |offset (mf32) |
S S +
| remai nder of |IP |
| dat agram |
R R +
I FCS I
R R +

Fragnments nust be sent in order starting with a zero offset and
ending with the final fragnent. These fragnents nmust not be
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10.

interrupted with other packets or information intended for the sane
DLC. An end station nmust be able to re-assenble up to 2K octets and
is suggested to support up to 8K octet re-assenbly. |[If at any time
during this re-assenbly process, a fragnent is corrupted or a
fragnment is missing, the entire nessage is dropped. The upper |ayer
protocol is responsible for any retransm ssion in this case.

This fragnentation algorithmis not intended to reliably handl e all
possible failure conditions. As with IP fragnentation, there is a
smal | possibility of reassenbly error and delivery of an erroneous
packet. Inclusion of a higher |ayer checksumgreatly reduces this
risk.

Addr ess Resol ution

There are situations in which a Frane Relay station may wish to
dynanically resolve a protocol address. Address resolution nmay be
acconpl i shed using the standard Address Resol ution Protocol (ARP) [6]
encapsul ated within a SNAP encoded Frane Rel ay packet as foll ows:

o e e e e o e e e e +

| Q 922 Address |
e e +

| Control (U) 0x03 | pad(s) 0x00 |
o o +

| NLPID = 0x80 | | SNAP Header
Fom e + OU = 0x00-00-00 + Indicating
| |  ARP
e e +

| PID = 0x0806 |
o o +

| ARP packet |

I : I

I I

I : I
o o +
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Where the ARP packet has the follow ng format and val ues:

Dat a:
ar $hrd 16 bits Har dwar e type
ar$pro 16 bits Pr ot ocol type
ar$hin 8 bits Cctet length of hardware address (n)
ar$pln 8 bits Cctet length of protocol address (m
ar $op 16 bits Qperation code (request or reply)
ar $sha noctets source hardware address
ar $spa noct et s source protocol address
ar $t ha noctets target hardware address
ar $t pa noctets target protocol address

ar$hrd - assigned to Frame Relay is 15 deci mal
(0x000F) [7].

ar$pro - see assigned nunbers for protocol |ID nunber for
the protocol using ARP. (1P is 0x0800).

ar$hin - length in bytes of the address field (2, 3, or 4)

ar$pln - protocol address length is dependent on the
protocol (ar$pro) (for IP ar$pln is 4).

ar$op - 1 for request and 2 for reply.

ar$sha - Q 922 source hardware address, with R, FECN
BECN, and DE set to zero.

ar$tha - Q922 target hardware address, with R, FECN

BECN, and DE set to zero

Because DLCls within npost Frane Rel ay networks have only | oca
significance, an end station will not have a specific DLCl assigned
to itself. Therefore, such a station does not have an address to put
into the ARP request or reply. Fortunately, the Frame Relay network
does provide a nmethod for obtaining the correct DLCls. The solution
proposed for the locally addressed Frane Rel ay network bel ow will
work equally well for a network where DLCls have gl obal significance

The DLClI carried within the Frane Rel ay header is nodified as it
traverses the network. Wen the packet arrives at its destination,
the DLCl has been set to the value that, fromthe standpoint of the
receiving station, corresponds to the sending station. For exanple,
in figure 1 below, if station A were to send a nmessage to station B
it would place DLCI 50 in the Frane Relay header. When station B
received this nessage, however, the DLCI woul d have been nodified by
the network and woul d appear to B as DLCl 70.
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( )
+----- + ( ) +----- +
| | -50------ (mmmmmmmme e REEEEEEES 70- | |
| A | ( ) | B |
I | -60----- (--------- + ) I I
T + ( | ) T +
( I )
( | ) <---Frane Rel ay
net wor k
80
+--|---+
I I
| C |
I I
S e +
Figure 1

Li nes between stations represent data |link connections (DLCs).
The nunbers indicate the Iocal DLCI associated with each
connecti on.

DLCI to Q 922 Address Table for Figure 1

DLCl (decimal) Q 922 address (hex)
50

0x0C21
60 0x0CC1
70 0x1061
80 0x1401

If you know about frane relay, you should understand the

corrol ation between DLClI and Q 922 address. For the uninitiated,
the transl ati on between DLCI and Q 922 address is based on a two
byte address | ength using the Q 922 encoding format. The fornmat

is:
8 7 6 5 4 3 2 1

o e e e e e e e e oo o - +o- - - -+

| DLCA (high order) | c/r|ea|

Fom e e e e a e e oo +o- o - -+

| DLCl (lower) | FECN BECN| DE | EA|

o e e o - e L e

For ARP and its variants, the FECN, BECN, C R and DE bits are
assuned to be O.

When an ARP nmessage reaches a destination, all hardware addresses
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will be invalid. The address found in the frame header will,

however, be correct. Though it does violate the purity of |ayering,
Frame Relay may use the address in the header as the sender hardware
address. It should also be noted that the target hardware address,
in both ARP request and reply, will also be invalid. This should not
cause probl ens since ARP does not rely on these fields and in fact,
an inplenmentation may zero fill or ignore the target hardware address
field entirely.

As an exanpl e of how this address replacenent schene may work, refer
to figure 1. If station A (protocol address pA) w shed to resolve
the address of station B (protocol address pB), it would format an
ARP request with the follow ng val ues:

ARP request fromA

ar $op 1 (request)
ar $sha unknown

ar $spa pA

ar $t ha undef i ned
ar $t pa pB

Because station A will not have a source address associated with it,
the source hardware address field is not valid. Therefore, when the
ARP packet is received, it nust extract the correct address fromthe
Frame Rel ay header and place it in the source hardware address field.
This way, the ARP request from A will becone:

ARP request fromA as nodified by B
ar $op 1 (request)
ar $sha 0x1061 (DLCI 70) from Frane Rel ay header
ar $spa pA
ar $t ha undefi ned
ar $t pa pB

Station B's ARP will then be able to store station A's protoco
address and Q 922 address association correctly. Next, station B
will forma reply nmessage. Many inplenmentations sinply place the
source addresses fromthe ARP request into the target addresses and
then fills in the source addresses with its addresses. 1In this case,
the ARP response woul d be:

ARP response from B

ar $op 2 (response)
ar $sha unknown
ar $spa pB

ar $t ha 0x1061 (DLCI 70)
ar $t pa pA
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Again, the source hardware address is unknown and when the request is
received, station Awll extract the address fromthe Frane Rel ay
header and place it in the source hardware address field. Therefore,
the response will becone:

ARP response fromB as nodified by A

ar $op 2 (response)
ar $sha 0x0C21 (DLCl 50)
ar $spa pB

ar $t ha 0x1061 (DLCI 70)
ar $t pa pA

Station Awill now correctly recognize station B having protoco
address pB associated with Q 922 address 0x0C21 (DLCI 50).

Reverse ARP (RARP) [8] will work in exactly the same way. Stil
using figure 1, if we assunme station Cis an address server, the
foll owi ng RARP exchanges will occur

RARP request from A RARP request as nodified by C
ar$op 3 (RARP request) ar$op 3 (RARP request)
ar $sha unknown ar $sha 0x1401 (DLClI 80)
ar $spa undefi ned ar $spa undefi ned
ar $t ha 0x0CCl1 (DLCI 60) ar $t ha 0x0CCl1 (DLCI 60)
ar $tpa pC ar $tpa pC

Station Cwll then | ook up the protocol address corresponding to
Q 922 address 0x1401 (DLCI 80) and send the RARP response.

RARP response from C RARP response as nodi fied by A
ar$op 4 (RARP response) ar$op 4 (RARP response)
ar $sha unknown ar$sha 0x0CCl (DLClI 60)
ar $spa pC ar $spa pC
ar $t ha 0x1401 (DLCI 80) ar $t ha 0x1401 (DLCI 80)
ar $t pa pA ar $t pa pA

This nmeans that the Frame Relay interface nmust only intervene in the
processi ng of inconi ng packets.

In the absence of suitable nulticast, ARP may still be inpl enented.
To do this, the end station sinply sends a copy of the ARP request
through each relevant DLC, thereby sinulating a broadcast.

The use of nulticast addresses in a Frame Relay environment is
presently under study by Franme Relay providers. At such tine that
the issues surrounding rmulticasting are resolved, nulticast
addressi ng may becone useful in sending ARP requests and ot her
"broadcast" mnessages.
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11.

Because of the inefficiencies of broadcasting in a Frame Rel ay
environment, a new address resolution variation was developed. It is
called Inverse ARP [11] and describes a nethod for resolving a

prot ocol address when the hardware address is already known. In
Frame Relay’s case, the known hardware address is the DLCI. Using

I nverse ARP for Frame Relay follows the sane pattern as ARP and RARP
use. That is the source hardware address is inserted at the

recei ving station.

In our exanple, station A nay use Inverse ARP to discover the
protocol address of the station associated with its DLClI 50. The
I nverse ARP request woul d be as follows:

I NARP Request from A (DLCI 50)

ar$op 8 (1 nARP request)
ar$sha unknown
ar$spa pA

ar$tha 0x0C21 (DLC 50)
ar$tpa unknown

When Station B receives this packet, it will nodify the source
hardware address with the Q 922 address fromthe Frane Rel ay header

This way, the InARP request fromA will becone:
ar$op 8 (1 nARP request)
ar$sha 0x1061
ar$spa pA

ar$tha 0x0C21
ar$tpa unknown.

Station B will format an Inverse ARP response and send it to station
A as it would for any ARP nessage

| P over Frame Rel ay
Internet Protocol [9] (IP) datagrans sent over a Frane Rel ay network

conformto the encapsul ati on described previously. Wthin this
context, IP could be encapsulated in two different ways.
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12.

1. NLPID value indicating IP

o e e e e o e e e e +
| Q 922 Address |
O O +
| Control (U) 0x03 | NLPID = OxCC |
dem e meeeeeemeecieaaaas Fom e meeeeeemeecieaaaas +
| I'P Packet . |
I : I
I : I
O O +

o e e e e o e e e e +

| Q 922 Address |
e e +

| Control (U) 0x03 | pad(s) 0x00 |
o o +

| NLPID = 0x80 | | SNAP Header
Fom e + OU = 0x00-00-00 + Indicating
| | 1P
e e +

| PID = 0x0800 |
o o +

| | P packet |

I : I

I I

I : I
o o +

Al t hough both of these encapsul ati ons are supported under the given
definitions, it is advantageous to select only one nethod as the
appropri ate mechani smfor encapsulating |IP data. Therefore, IP data
shal | be encapsul ated using the NLPID value of OxCC indicating IP as
shown in option 1 above. This (option 1) is nore efficient in
transm ssion (48 fewer bits), and is consistent with the

encapsul ation of IP in X 25

O her Protocols over Frane Rel ay

As with I P encapsulation, there are alternate ways to transnit
various protocols within the scope of this definition. To elimninate
the conflicts, the SNAP encapsulation is only used if no NLPID val ue
is defined for the given protocol

As an exanpl e of how this works, |1SO CLNP has a NLPID defined (0x81).
Therefore, the NLPID field will indicate 1SO CLNP and the data packet
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13.

14.

15.

will followinmediately. The frane would be as foll ows:

T T +
| Q 922 Address |
R R +
| Control (0x03) | NLPID - 0x81 (CLNP) |
T Tt +
| CLNP packet |

|
I I
. +

Bridging in a Frame Relay network

A Frame Relay interface acting as a bridge nmust be able to fl ood,
forward, and filter packets.

Fl ooding is perforned by sending the packet to all possible
destinations. In the Frame Relay environment this neans sending the
packet through each relevant DLC

To forward a packet, a bridge nust be able to associate a destination
MAC address with a DLC. It is unreasonable and perhaps inpossible to
require bridges to statically configure an association of every
possi bl e destination MAC address with a DLC. Therefore, Frame Rel ay
bri dges must provide enough information to allow a Frane Rel ay
interface to dynam cally | earn about foreign destinations beyond the
set of Frane Rel ay stations.

To acconplish dynamic |earning, a bridged packet shall conformto the
encapsul ation described within section 7. In this way, the receiving
Frame Relay interface will know to look into the bridged packet and

| earn the association between foreign destination and Frane Rel ay
station.

For Future Study
It may be desirable for the two ends of a connection to have the
capability to negotiate end-to-end configuration and service
paraneters. The actual protocol and paraneters to be negotiated wll
be a topic of future RFCs.

Backward Conmpatibility

This section is included in this RFC for conpleteness only. It is
not intended to suggest additional requirenents.

Sone existing Frane Relay stations use the NLPID value of OxCE to
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i ndi cate an escape to Ethernet Packet Types as defined in the | atest

versi on of the Assigned Nunbers (RFC-1060) [7]. |In this case, the
frame will have the follow ng format:
e +
| Q 922 Address |
+- - -+
I I
o e e e e e e e e m o +
| Control (U = 0x03) |
O +
| Optional Pad(s) (0x00) |
T Ty +
| NLPID (0xCE) |
o e e e e e e e e m o +
| Ethertype |
+- -+
I I
T T re e +
I I
| - |
| Dat a |
I : I
I : I
T T re e +
| Frame Check Sequence |
+- - . --+
| (two octets) |
e +

The Ethertype field is a 16-bit value used to identify a protocol
type for the foll ow ng PDU.

In order to be fully interoperable with stations that use this
encodi ng, Franme Relay stations nmay recogni ze the NLPID val ue of OxCE
and interpret the following two byte Ethertype. It is never
necessary to generate this encapsulation format only to properly
interpret it’s neaning.

For exanple, |IP encapsulated with this NLPID value will have the
foll owi ng format:
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e e +
| @ 922 Address |
o e e e e o e e e e +
| Control (U) 0x03 | NLPID OxCE |
o e e e eieoaiao-- o e eieoaao-- +
| Et hertype [7] 0x0800 |
o e eeeeiaaaoo e +
| 1P Packet |
| : |
I : I
o e eieoaao-- oo e eieoaao-- +

16. Appendi x

Li st

of Known NLPI Ds

0x00 Nul I Network Layer or |nactive Set

(not used with Frame Rel ay)

0x80 SNAP

0x81 | SO CLNP
0x82 | SO ESI S
0x83 ISO SIS
0xCC Internet IP

OxCE Et her Type - unofficial tenporary use

List of PIDs of QU 00-80-C2
with preserved FCS w o preserved FCS Medi a
0x00-01 0x00- 07 802. 3/ Et her net
0x00- 02 0x00- 08 802.4
0x00- 03 0x00- 09 802.5
0x00- 04 0x00- 0A FDDI
0x00- 05 0x00- 0B 802. 6
0x00- 0D Fragnent s
0x00- OE BPDUs
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Security Considerations
Security issues are not addressed in this neno.
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