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Gui delines for the Secure Operation of the Internet

Status of this Meno

This meno provides information for the Internet comunity. It does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Preanbl e

The purpose of this docunent is to provide a set of guidelines to aid
in the secure operation of the Internet. During its history, the
Internet has grown significantly and is now quite diverse. |Its
partici pants include government institutions and agencies, academ c
and research institutions, comercial network and el ectronic mai
carriers, non-profit research centers and an increasing array of

i ndustrial organizations who are primarily users of the technol ogy.
Despite this dramatic growh, the systemis still operated on a
purely col |l aborative basis. Each participating network takes
responsibility for its own operation. Service providers, private
networ k operators, users and vendors all cooperate to keep the system
functioni ng.

It is inportant to recognize that the voluntary nature of the
Internet systemis both its strength and, perhaps, its nost fragile
aspect. Rules of operation, like the rules of etiquette, are
voluntary and, |argely, unenforceable, except where they happen to
coincide with national |aws, violation of which can lead to
prosecution. A common set of rules for the successful and

i ncreasingly secure operation of the Internet can, at best, be
voluntary, since the |laws of various countries are not uniform

regardi ng data networking. |ndeed, the guidelines outlined bel ow
al so can be only voluntary. However, since joining the Internet is
optional, it is also fair to argue that any Internet rul es of

behavi or are part of the bargain for joining and that failure to
observe them apart fromany legal infrastructure avail able, are
grounds for sanctions.
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I nt roducti on

These gui delines address the entire Internet comunity, consisting of
users, hosts, local, regional, donestic and international backbone
net wor ks, and vendors who supply operating systens, routers, network
management tools, workstations and other network conponents.

Security is understood to include protection of the privacy of
information, protection of information agai nst unauthorized
nodi fi cation, protection of systens agai nst denial of service, and
protection of systens agai nst unauthorized access.

These gui del i nes enconpass six main points. These points are
repeated and el aborated in the next section. |In addition, a

bi bl i ography of conputer and network rel ated references has been
provided at the end of this docunent for use by the reader

Security Cuidelines

(1) Users are individually responsible for understanding and
respecting the security policies of the systens (conputers and
networks) they are using. Users are individually accountable
for their own behavior.

(2) Users have a responsibility to enploy avail able security
mechani sms and procedures for protecting their own data. They
al so have a responsibility for assisting in the protection of
the systens they use.

(3) Conputer and network service providers are responsible for
mai ntai ning the security of the systens they operate. They are
further responsible for notifying users of their security
policies and any changes to these policies.

(4) Vendors and system devel opers are responsible for providing
systens whi ch are sound and whi ch enbody adequate security
control s.

(5) Users, service providers, and hardware and software vendors are
responsi ble for cooperating to provide security.

(6) Technical inprovenents in Internet security protocols should be
sought on a continuing basis. At the sane tine, personne
devel opi ng new protocols, hardware or software for the Internet
are expected to include security considerations as part of the
desi gn and devel opnent process.
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El abor ati on

(1) Users are individually responsible for understanding and
respecting the security policies of the systens (conputers and
networks) they are using. Users are individually accountable
for their own behavi or.

Users are responsible for their own behavior. Waknesses in

the security of a systemare not a license to penetrate or

abuse a system Users are expected to be aware of the security
policies of computers and networks which they access and to
adhere to these policies. One clear consequence of this

gui deline is that unauthorized access to a conputer or use of a
network is explicitly a violation of Internet rules of conduct,
no matter how weak the protection of those conmputers or networKks.

There is growing international attention to |legal prohibition
agai nst unaut hori zed access to conputer systens, and severa
countries have recently passed | egislation that addresses the
area (e.g., United Kingdom Australia). 1In the United States,
the Conputer Fraud and Abuse Act of 1986, Title 18 U S. C
section 1030 nmekes it a crime, in certain situations, to access
a Federal interest conmputer (federal governnent conputers,
financial institution conputers, and a conputer which is one of
two or nore conputers used in conmitting the offense, not all of
which are located in the sane state) w thout authorization

Most of the 50 states in the U S have simlar | aws.

Anot her aspect of this part of the policy is that users are

i ndividually responsible for all use of resources assigned to
them and hence sharing of accounts and access to resources is
strongly di scouraged. However, since access to resources is
assigned by individual sites and network operators, the
specific rules governing sharing of accounts and protection of
access is necessarily a local natter.

(2) Users have a responsibility to enploy avail able security
mechani sms and procedures for protecting their own data. They
al so have a responsibility for assisting in the protection of
the systens they use.

Users are expected to handl e account privileges in a
responsi bl e manner and to follow site procedures for the
security of their data as well as that of the system For
systens which rely upon password protection, users should

sel ect good passwords and periodically change them Proper
use of file protection nechanisns (e.g., access control lists)
so as to define and maintain appropriate file access contro
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is also part of this responsibility.

(3) Conputer and network service providers are responsible for
mai ntai ning the security of the systens they operate. They are
further responsible for notifying users of their security
policies and any changes to these policies.

A computer or network service provider may manage resources on
behal f of users wi thin an organi zation (e.g., provision of
network and conmputer services with a university) or it may
provide services to a larger, external conmunity (e.g., a

regi onal network provider). These resources may include host
comput ers enpl oyed by users, routers, term nal servers, persona
computers or other devices that have access to the Internet.

Because the Internet itself is neither centrally nmanaged nor
operated, responsibility for security rests with the owners and
operators of the subscriber conponents of the Internet.
Moreover, even if there were a central authority for this
infrastructure, security necessarily is the responsibility of
the owners and operators of the systens which are the primary
data and processing resources of the Internet.

There are tradeof fs between stringent security nmeasures at a
site and ease of use of systems (e.g., stringent security
measures may conplicate user access to the Internet). |If a site
el ects to operate an unprotected, open system it may be
providing a platformfor attacks on other Internet hosts while
concealing the attacker’'s identity. Sites which do operate
open systens are nonet hel ess responsi ble for the behavi or of
the systenms’ users and should be prepared to render assistance
to other sites when needed. Wenever possible, sites should
try to ensure authenticated Internet access. The readers are
directed to appendix A for a brief descriptive list of elenents
of good security.

Sites (including network service providers) are encouraged to
devel op security policies. These policies should be clearly
communi cated to users and subscribers. The Site Security
Handbook (FYl 8, RFC 1244) provides useful information and
gui dance on devel opi ng good security policies and procedures
at both the site and network | evel

(4) Vendors and system devel opers are responsible for providing

systens whi ch are sound and whi ch enbody adequate security
control s.
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A vendor or system devel oper shoul d eval uate each systemin
terns of security controls prior to the introduction of the
systeminto the Internet community. Each product (whether
offered for sale or freely distributed) should describe the
security features it incorporates.

Vendors and system devel opers have an obligation to repair
flaws in the security relevant portions of the systems they
sell (or freely provide) for use in the Internet. They are
expected to cooperate with the Internet comunity in

est abl i shing nmechani snms for the reporting of security flaws and
in making security-related fixes available to the community in
a tinely fashion.

(5) Users, service providers, and hardware and software vendors are
responsi ble for cooperating to provide security.

The Internet is a cooperative venture. The culture and
practice in the Internet is to render assistance in security
matters to other sites and networks. FEach site is expected to
notify other sites if it detects a penetration in progress at
the other sites, and all sites are expected to hel p one another
respond to security violations. This assistance nmay include
traci ng connections, tracking violators and assisting | aw
enforcement efforts.

There is a growi ng appreciation within the Internet comunity
that security violators should be identified and held
accountable. This means that once a violation has been detected,
sites are encouraged to cooperate in finding the violator and
assisting in enforcement efforts. It is recognized that many
sites will face a trade-off between securing their sites as
rapidly as possible versus |leaving their site open in the hopes
of identifying the violator. Sites will also be faced with the
dilenma of limting the know edge of a penetration versus
exposing the fact that a penetration has occurred. This policy
does not dictate that a site nmust expose either its system or
its reputation if it decides not to, but sites are encouraged
to render as nuch assistance as they can

(6) Technical inprovenents in Internet security protocols should be
sought on a continuing basis. At the sane tine, personne
devel opi ng new protocols, hardware or software for the Internet
are expected to include security considerations as part of the
desi gn and devel opment process.

The points discussed above are all administrative in nature,
but technical advances are also inportant. Existing protocols
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and operating systenms do not provide the |evel of security that
is desired and feasible today. Three types of advances are
encour aged:

(a) Inprovenents should be nade in the basic security
mechani snms already in place. Password security is
general Iy poor throughout the Internet and can be
i mproved markedly through the use of tools to adm nister
password assi gnnent and through the use of better
aut hentication technology. At the sane tine, the
I nternet user population is expanding to include a
| arger percentage of technically unsophisticated users.
Security defaults on delivered systens and the controls
for administering security must be geared to this grow ng
popul ati on.

(b) Security extensions to the protocol suite are needed.
Candi dat e protocol s which should be augnmented to inprove
security include network managenent, routing, file
transfer, telnet, and mail.

(c) The design and inplenentation of operating systens shoul d
be inproved to place nore enphasis on security and pay
nmore attention to the quality of the inplenmentation of
security within systems on the Internet.

APPENDI X A
Fi ve areas should be addressed in inproving |ocal security:

(1) There nmust be a clear statenment of the local security policy,
and this policy nmust be comunicated to the users and ot her
rel evant parties. The policy should be on file and avail abl e
to users at all times, and should be communicated to users as
part of providing access to the system

(2) Adequate security controls must be inplenmented. At a m ninum
this means controlling access to systenms via passwords,
instituting sound password managenent, and configuring the
systemto protect itself and the information within it.

(3) There nmust be a capability to nonitor security conpliance and
respond to incidents involving violation of security. Logs of
| ogins, attenpted |ogins, and other security-rel evant events
are strongly advised, as well as regular audit of these | ogs.
Al so recommended is a capability to trace connections and ot her
events in response to penetrations. However, it is inportant
for service providers to have a well thought out and published
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pol i cy about what information they gather, who has access to it
and for what purposes. Miintaining the privacy of network
users should be kept in mnd when devel opi ng such a policy.

(4) There nmust be an established chain of comunication and contro
to handl e security matters. A responsible person should be
identified as the security contact. The neans for reaching the
security contact should be nade known to all users and shoul d
be registered in public directories, and it should be easy for
conput er energency response centers to find contact infornmation
at any tine.

The security contact should be familiar with the technol ogy and
configuration of all systens at the site or should be able to
get in touch with those who have this know edge at any tine.

Li kewi se, the security contact should be pre-authorized to make
a best effort to deal with a security incident, or should be
able to contact those with the authority at any tine.

(5) Sites and networks which are notified of security incidents
should respond in a tinely and effective manner. |In the case
of penetrations or other violations, sites and networks shoul d
al | ocate resources and capabilities to identify the nature of
the incident and linit the danage. A site or network cannot be
considered to have good security if it does not respond to
incidents in atinely and effective fashion

If a violator can be identified, appropriate action should be
taken to ensure that no further violations are caused. Exactly
what sanctions shoul d be brought against a violator depend on
the nature of the incident and the site environnment. For
exanpl e, a university may choose to bring internal disciplinary
action agai nst a student violator.

Simlarly, sites and networks shoul d respond when notified of
security flaws in their systenms. Sites and networks have the
responsibility to install fixes in their systens as they becone
avai |l abl e.
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A Bi bl i ography of Computer and Network Security Rel ated Docunents
United States Public Laws (PL) and Federal Policies

[1] P.L. 100-235, "The Conmputer Security Act of 1987", (Contained in
Appendi x C of Citation No. 12, Vol 11.), Jan. 8, 1988.

[2] P.L. 99-474 (HLR 4718), "Computer Fraud and Abuse Act of 1986",
Cct. 16, 1986.

[3] P.L. 99-508 (H. R 4952), "Electronic Comunications Privacy Act
of 1986", COct. 21, 1986.

[4] P.L. 99-591, "Paperwork Reduction Reauthorization Act of 1986",
Cct. 30, 1986.

[5] P.L. 93-579, "Privacy Act of 1984", Dec. 31, 1984.

[6] "National Security Decision Directive 145", (Contained in
Appendi x C of Citation No. 12, Vol 11.).

[7] "Security of Federal Automated Information Systens", (Contained
in Appendix C of Ctation No. 12, Vol I1.), Appendix Il of,
Managenent of Federal |nformation Resources, Ofice of Managenent
and Budget (OvB), Circular A-130.

[8] "Protection of Government Contractor Tel econmunications”,
(Contained in Appendix C of Citation No. 12, Vol I1.), National
Conmruni cati ons Security Instruction (NACSI) 6002.

O her Docunent s

[9] Secure Systenms Study Committee, "Conputers at Risk: Safe
Conputing in the Information Age", Conputer Science and
Technol ogy Board, National Research Council, 2101 Constitution
Avenue, Washi ngton, DC 20418, Decenber 1990.

[10] Curry, D., "lnproving the Security of Your UN X Systent, Report
No. | TSTD-721-FR-90-21, SRl International, 333 Ravenswood Ave.,
Menl o Park, CA, 94025-3493, April 1990.

[11] Hol brook P., and J. Reynolds, Editors, "Site Security Handbook",
FYl 8, RFC 1244, CICNet, IS, July 1991.

[12] "Industry Information Protection, Vols. 1,11,111", Industry

Information Security Task Force, President’s National
Tel ecommuni cati ons Advisory Conmittee, June 1988.
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[13] Jelen, G, "Information Security: An Elusive Goal", Report No.
P-85-8, Harvard University, Center for Information Policy
Research, 200 Akin, Canbridge, MA. 02138, June 1985.

[14] "Electronic Record Systems and Individual Privacy", OTA-ClT-296,
Congress of the United States, Ofice of Technol ogy Assessnent,
Washi ngton, D.C. 20510, June 1986.

[ 15] "Defending Secrets, Sharing Data", OTA-ClT-310, Congress of the
United States, O fice of Technol ogy Assessnent, Washington, D.C
20510, Cctober 1987.

[16] "Sunmary of General Legislation Relating to Privacy and Conputer
Security", Appendix 1 of, COWPUTERS and PRI VACY: How t he
CGovernnment Obtains, Verifies, Uses and Protects Personal Data,
GAQ' | MTEC-90- 70BR, United States General Accounting Ofi ce,

Washi ngton, DC 20548, pp. 36-40, August 1990.

[17] Stout, E., "U S. GCeological Survey System Security Plan - FY
1990", U.S. Ceol ogical Survey |SD, MS809, Reston, VA, 22092, My
1990.
Security Considerations

If security considerations had not been so widely ignored in the
Internet, this nmeno woul d not have been possible.
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