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X. 500 and Domai ns

Status of this Meno
This meno defines an Experinental Protocol for the Internet
community. Discussion and suggestions for inprovenent are
requested. Please refer to the current edition of the '‘1AB
Oficial Protocol Standards’’ for the standardization state and
status of this protocol. Distribution of this nmeno is unlinited.
Abst ract

This RFCconsiders X. 500 in relation to Internet and UK Donai ns.

A basi c nodel of X 500 providing a higher |evel and nore
descriptive nam ng structure is enphasised. In addition, a
mappi ng of dommins onto X 500 is proposed, which gives a range of
new managenent and user facilities over and above those currently
avail abl e. This specification proposes an experinmental new
mechani smto access and manage donain informati on on the Internet
and in the UK Academ ¢ Conmunity. There is no current intention
to provide an operational replacenment for DNS
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1 The Donmai n Name System

The Donmai n (Naneserver) System (DNS) provides a hierarchical resource
| abel Iing system [ Moc87a] [ Moc87b] [Lar83]. Exanple domains are:

M T. EDU
VENERA. | SI . EDU
CS. UCL. AC. LK

Entries usually have a single name, although pointers to entries (not

subtrees) may be provided by CNAME records. Information (resource
records) is associated with each entry. Nane conponents are typically
chosen to be shortish (e.g., ‘*CS").

RFC 822 nmil box nanes are closely related [Cro82]. For exanple:

<S.Ki |l e@sS. UCL. AC. UK>

The | ocal -part of the RFC 822 nuail box can be consi dered as one | evel
| ower in the domain hierarchy.

2 X. 500

The OSI Directory, usually known as X. 500, provides a very general
nanm ng framework [CCI88]. A basic usage of X. 500 is to provide
Organi sationally Structured Nanmes. A Schema for this is defined
within the standard. Nane conponents will typically have | ongish
values. This is an exanple directory name represented in Tabul ar
form

Country GB

Organi sati on Uni versity Col | ege London
Organi sational Unit Conputer Science

Conmon Nane St ephen E. Hardcastle-Kille

This can also be witten in the ‘*User Friendly Nane’’ notation
defined in [HKO1]. This syntax is used for nanmes in the rest of this
docunent :

St ephen E. Hardcastle-Kille, Conputer Science,
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Uni versity Col |l ege London, GB

This type of structure is terned
subset of the general capabilities.

organi sational X.500"". This is a

3 The basic nodel

X. 500 has as nmuch relation to the DNS as DNS has to ARP. Paul
Mockapetri s

This is, essentially, the position adopted here. The basic nodel is
that organisational X. 500 is providing a |layer of naming at the | eve
above domai n nanmes. These structured nanes can be considered to form
a naning | ayer above domain nanes. There are the follow ng key

di f f erences:

0 Organisational X 500 tends to use |onger and nore descriptive
val ues

0 The organisational X 500 DIT is slightly shallower than the DNS
tree

0 X. 500 has a richer information framework than DNS

These differences suggest that the foll owi ng shoul d NOT be done:
0 Represent X. 500 information in the DNS
0 Have an algorithm c mappi ng between the two hierarchies

This note proposes to represent DNS information in the DIT, and to
provide for a | oose coupling between the two trees. This note does
not propose an equival enci ng of X. 500 and Domai ns.

The proposed nodel is illustrated in Figure 1. Both an organi sationa
and donmain structure is represented in the DIT, by use of appropriate
obj ect classes and attribute types. A weak |linkage is provided
between the two parts of the tree by use of special attributes. Here,
the linkage is 1:1, but it may be nore conplex for sone parts of the
organi sational DI T or domai n nanespace. The |inkage is achieved by
use of special attributes, as described in Section 11.
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Domai n Conponent=S. Kill e
Figure 1: Exanple X 500 tree
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4 Representing Donmains in X 500

Donmai ns are at the | evel below X 500 nanes of the formillustrated in
the previous section. However, it is also possible to use X. 500 in
other ways. |In particular, there are benefits fromrepresenting
Domains in X.500. Note that this is very different to equival encing,
as no attenpt is nade to represent X. 500 information within the domain
schene. There are the follow ng potential advantages:

0 Domain Services (DNS and NRS) could be replaced with an OS
service (some may not view this as an advantage). This is
particularly attractive for OSI services, where use of a non-CS|
directory may be inappropriate.

o For Internet sites, access to domain information (beyond MX
records) could be provided for systens registered remotely. For
UK Acadenic Community sites, access to domain information for
dommi ns not registered in the NRS could be given. For sites
neither on the Internet nor in the UK Academ ¢ Conmunity there
will usually be even nore of an advantage, as they usually have
very linmited information on domains.

0 Assumng that information is downl oaded from an X 500 dat abase
into a DNS or NRS system the renote nanagenent facilities of
X. 500 could be used. This is possible because of the extra
security features of X 500.

Note: For initial work, the converse situation of informtion
bei ng mastered in Domai n Dat abases and upl oaded into the X 500
DT is nore likely.

0 User access to the domain data, and in particular searching, could
be provided. This would allow users to browse the domain
nanespace, and to determine information associated with the
domai ns.

o0 The X 500 framework would allow for additional nanagenent
information to be stored, and to relate the domain nanmes into a
nmore conpl ex structure of information. For exanple, this m ght
all ow for the nanagers of a systemto be identified, and
i nformati on on how to contact the manager
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o Afacility to map RFC 822 mail box into a Directory Nane (and thus
access other user information on the basis of this key) could be
provided. This nmay be useful for the user to determ ne
i nformati on about a nessage origi nator.

o This technique may be useful to facilitate introduction of
security, as it will enable certificates to be associated with
domai ns and nmai |l boxes. This may be very useful for the privacy
enchanced mail work [Lin89].

5 Representing Domai n Nanes

A new attribute syntax is defined:

Casel gnorel A5Stri ngSynt ax ATTRI BUTE- SYNTAX
I A5String
MATCHES FOR EQUALI TY SUBSTRI NGS ORDERI NG

A new attribute and two new object classes are defi ned:

Domai nConponent ATTRI BUTE
W TH ATTRI BUTE- SYNTAX casel gnor el A5St ri ngSynt ax
SI NGLE VALUE

Donmai n OBJECT- CLASS
SUBCLASS OF top
MUST CONTAI N - Domai nConponent "
MAY CONTAI N - Associ at edNane,
organi zat i onNane,
organi zati onal Attri but eSet,
manager "

RFC822Mai | box OBJECT- CLASS

SUBCLASS OF Domai n

MAY CONTAI N - commonNarre,
sur nane,
description,
t el ephoneNunber,
postal Attri but eSet,
t el econmmuni cati onAttri but eSet
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Note that the attribute AssociatedNane is defined in Section 11. The
manager attribute is defined in the COSINE and | nternet nam ng
architecture [BHKO1]. It allows a nanager to be associated with the
domai n, which is useful where the manager of the domain is different
to the manager of the object defined by the Associ atedName. This will
all ow any domain to be represented in an X 500 hierarchy. The |oca
part of an RFC 822 mmilbox is treated as a special sort of domain
conponent, and so these can be represented in the tree as a natura
extension of the hierarchy.

For exanple, consider the nmailbox S. Kille@s.ucl.ac.uk. This wll
lead to the following structure in the DIT:

| Object Cass_ | RDN Type | RDN_Val ue_|
| Domain | Domai nComponent | UK |
| Domain | Domai nConponent | AC |
| Dorrai n | Domai nConponent | UCL |
| Dormai n | Domai nConponent | CS |
| _RFC822Mai | box_| Domai nConmponent _| S.Kille__ |

This can be represented in User Friendly Name fornat as:

Domai nConponent =S. Ki | | e, Domai nConponent =CS, Donai nConponent =UCL,
Domai nConponent =AC, Donmi nConponent =UK

Note that the RFC822Mail box Object Cass is a subclass of Donain.
Sone attributes are allowed to be associated with these objects.
There may be other additional nmanagement attributes which it is usefu
to define (e.g., Machine Type, Omner, Location etc.). This allows
sonme information which truly belongs to the domain to be represented
there. It also allows for further information to be associated with
t he domai n/ mai | box when there is not a relevant part of the

organi sationally structure DIT to be pointed at. When there is an
associated part of the DIT, information fromthat part of the DIT
shoul d not be duplicated in the domain entry.

6 WIldcards

W dcards are supported by having "*" as a special domai n conmponent
nane. |If there is a need to enulate wldcard matching using the
directory, the follow ng algorithm nust be enpl oyed. For exanple, the
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wildcard entry for *.*. PODUNK. COM woul d be represented in the DI T as

Domai nConponent =*, Donai nConponent =*,
Domai nConponent =M T, Domai nConponent =COM

If A B.PODUNK.COMis |ooked up in the directory, the query will fai
and indicate that two conponents are matched. A substitution should
be made, and *.*. PODUNK. COM | ooked up explicitly to identify the
associ ated i nformation.

7 DNS Information

DNS i nformati on can be associated with an entry in the DIT. It is
inmportant that this is done in a nanner which is exactly equivalent to
the information stored in the DNS. This will allowthe DIT to have
informati on | oaded fromthe DNS or vice versa. Al (authoritative)
records associated with a domain will be stored in the DIT. There is
no attenpt nade by the OSI Directory to enulate DNS caching or TTL
handling. It is assumed that the master entries are maintai ned by use
of DNS Zone Transfer (or equivalent), and that they can be treated as
authoritative. There is a need to define an attribute syntax which
represents a DNS record. This then allows DNS records to be stored in
the DIT. There are three possible encodings of this record:

ASN. 1 Encoded This is the nost natural approach in terns of X 500.
However, it would require all users of this service to handle the
new syntax, which would be awkward. There is a problemwth
handl ing the resource format in a general manner

DNS Bi nary Encoded Use the formally defined record syntax. This
woul d be convenient for access to the data by DNS rel ated
software, but would be an awkward encodi ng for independent X 500
DUAs.

Text encoded Use of a text encoding derived fromthe DNS

specifications. This is straightforward to map onto DNS protocol,
and easy to support in a naive X 500 DUA. This approach is chosen

The syntax is defined in IA5 characters. The BNF of the record uses
the definitions of section 5.1 of RFC 1035. It is
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<rr> [ ";" <comment> ]

Three exanples of this (for domain C ISI.EDU) m ght be:

500 A 10.1.0.52 ; Basic address record

IN 600 MX 10 VENERA. | Sl . EDU. ;. MX record

600 IN MX 10 VENERA. | SI . EDU. : MX record - other order
Not e t hat:

o0 The class and TTL may be in either order (follow ng RFC 1035)
0 The class defaults to IN

o Domains nust always be fully specified (i.e., master file
abbreviate rules are not used).

o The TTL for a record nust always be present (this saves |ooking at
the parent entry to find the SOA record).

0 Records (e.g., SOA) may be nultiline. Lines should be separated
with the two I A5 characters <CR><LF>.

CNAME records are mapped symetrically onto Directory Aliases.

This is now defined in terns of attribute and object class
definitions. A single record type is defined, as opposed to one
attribute type per record type. This allows the definition to not
requi re extensi on when new DNS Record types are define. However
there is sone loss of efficiency if only a single record type is
needed, as filtering nust be done by the DUA

Similarly, no distinction is made on the basis of DNS class. This
means that if there are two class hierarchies, that they nust be
represented in a single DIT, and that information for different

cl asses must be separated by DUA filtering.

DNSDormai n OBJECT- CLASS
SUBCLASS OF Domai n
MAY CONTAI N -

DNSRecord "
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DNSRecord ATTRI BUTE
ATTRI BUTE- SYNTAX | A5St ri ng
MATCHES FOR EQUALI TY

Lookup of a domain is achieved by translating it algorithmcally to a
Di stingui shed Name (DN), and readi ng back attributes desired. This
i nformati on can be managed and searched in a straightforward fashion

The informati on may al so be downl oaded into a DNS database. This
shoul d be done by use of zone transfer. A tool to perform zone
transfer (in both directions) between a DNS Server and a DSA woul d
seemto be both straightforward and useful. This would be a key too
in atransition to X 500 based managenent of the DNS. It would al so
allow a large part of the DNS nanespace to be rapidly nade avail abl e
in an X. 500 pilot.

I nverse information can be derived by the usual | N ADDR domai n, which
will be represented in the sane manner in the DIT.

8 NRS Information

Informati on associated with the UK NRS (Nane Regi stration Schenme) can
be handled in a simlar manner [Lar83]. This is being developed in a
separ ate docunment by Al an Turl and.

9 Application Entity Titles

In many cases, Application entities will be closely related to
domamins. |In some cases, it may be appropriate to give Application
Entities names which are related to the DNS part of the DIT. In this
case, the Domain Name will be used to identify the application, and
the entry for the domain will also be of object class Application
Process. The children of this entry will identify Application
Entities, with names such as ‘' FTAM Service’’.

10 Networks

It is clearly useful to represent networks within the DIT. A short
note on howto do this is given here. It is likely that this
specification will later be evolved in a separate docunent. This
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defines an Object Cass for a general network, and shows how it can be
subcl assed to define technol ogy specific networks.

Net wor k OBJECT- CLASS
SUBCLASS OF TOP
MAY CONTAI N -

Manager,
Locality,
Description "

| PNet wor k OBJECT- CLASS
SUBCLASS OF Net wor k
MUST CONTAI N - Associ at edDonai n"

The Network Object Cass allows networks to be defined, and for useful
attributes to be associated with the entry. A network will often
appear in nore than one organi sational structure, and this |inkage
shoul d be achieved by use of aliases. This grouping can facilitate
managenent of networKks.

The subcl ass | PNetwork mandates |inkage into the DNS part of the DI T.
This will be represented in the DIT using the structures of RFC 1101
[ Mboc89]. Both of the dommins which identify the network should be
represented in the Cbject Cass. For exanple, a network m ght have
the (user friendly) name:

UCL- Et hernet, University Coll ege London, GB

Thi s woul d have associ ated domai ns 0. 0. 40. 128. | N- ADDR. ARPA and
UCL- ETHERNET. UCL. AC. UK. These woul d both have the anal ogous DI T
representations. For exanple:

Domai nConponent =0, Donai nConponent =0, Domai nConponent =40,
Domai nConponent =128, Domai nConponent =I N- ADDR, Domai nConponent =ARPA

11 Linkage

There is a need to associate the organisational X. 500 DIT and the DNS
tree. The objects represented are different (Domain 6= O ganisation;
Person 6= RFC 822 Mailbox). Therefore aliasing is not an appropriate
| i nkage. However, in nmany cases, there is a |linkage which is rather
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stronger than that inplied by the seeAlso attribute. Therefore, we
define new attributes, which represent this stronger cross-I|inkage.
The sane mechani smcan be used to link a domains with an Application
Entity or an Application Process.

Li nks fromthe organisational X.500 DIT to the DNS tree are provided
by a new attribute, which could be present in O ganisation or

Organi sational Unit entries.

oj ect Wt hAssoci at edDomai n OBJECT- CLASS
SUBCLASS OF top
MJST CONTAI N - Associ at edDomai n”

Associ at edDonmai n ATTRI BUTE
W TH ATTRI BUTE- SYNTAX i a5Stri ngSynt ax

For exanple, the organisational entry:

Uni versity Col |l ege London, GB

woul d have an attri bute:

Associ at edDonai n = UCL. AC. UK

Simlarly, an RFC 822 numil box attribute is used to link entries of
Person Object Class to their associated DNS entry. This attribute is
defined in the Cosine and Internet Nam ng Architecture [BHKI91].
Conversely, there are pointers fromthe DNS represented tree into the
organi sational X 500 DIT:

Associ at edNanme ATTRI BUTE
W TH ATTRI BUTE- SYNTAX di sti ngui shedNaneSynt ax

This attribute is associated with the Domai n object class.

This entry is used to provide |inkage fromthe DNS X 500 Hierarchy
into the organi sational X 500 hierarchy. Where such entries do not
exist, attributes in the DNS entry (such as phone nunber) may be used.
It is reconmrended that information is not duplicated. The preferred
setup is for the DNS attributes to be rather skeletal, with pointers
into the organi sational X 500 DIT.
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For exanple, the domamin UCL. AC. UK woul d be represented in the DI T as:

Domai nConponent =UCL, Donai nConponent =AC,
Domai nConponent =UK

This entry would have in it an Associ atedNane attribute w th val ue:

Uni versity Col | ege London, GB

Thi s exanple shows a sinple case with 1:1 linkage. There are cases
where a domain mght be associated with nultiple organisations, or an
organi sation with nmultiple domains.

12 Concl usi ons and proposals for eval uation

Experiments shoul d be undertaken to determ ne the practicality and
utility of this schene, in a pilot environnent. A possible approach
to this experimentation is described in Appendi x A

Obj ect ldentifiers have been assigned for this purpose in the Cosine
and I nternet Nam ng Architecture [BHKI91].
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13 Security Considerations
This menmo does not directly address security issues. However, due to
the facilities of X 500, this proposal could lead to a nore secure way
to access and nanage dormin information.
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A Possi bl e Depl oynent Approach

Thi s appendi x notes a possi bl e approach to depl oyi ng an experinment to
eval uate this nechanism The foll owi ng conmponents of a possible
experinent are noted.

1. User tool. This will take a donmain or nmilbox as input. This
will be |ooked up in the DIT. This tool should be capabl e of:

0o Attenpting to correct user input
0 Hel pi ng browsing

0 Looking up information associated with the domain (or nail box)
and associ ated nanme, in particular the manager (of both donmain
and associ ated nane) and information on the manager (e.g.,
phone number and nmail box).

0 Supply DNS records

0o Handl e I N-ADDR. ARPA i nverse | ookups if supplied with an IP
Addr ess

0 Look up networks

2. A procedural library to allow user interfaces to nmake easy use of
these facilities.

3. Zone transfer tool. This will use the zone transfer protocol to
transfer information between a DSA and Dormai n Nanmeserver. Wen
witing to the DSA, attributes in an entry which are not DNS
records shoul d renmai n unt ouched.

4. Linkage patching tool. Wen the organisational DT is
est abli shed, associated domain pointers are usually inserted. A
tool can be witten to search the DIT and insert the reverse
poi nters.

5. DNS Manager Tool. This will allow user addition of additiona

information into the DNS part of the DIT. A standard DUA can
probably be used for this.
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6. Mailbox download tool. This will allow downl oad of | ocal
mai | boxes, with pointers to the user entries.

7. FEmulation DNS Server, using the Directory as a database. The
server should nmaintain a permanent connection to its |ocal DSA As
there is no OSI bind, the response of this server can be at | east
as fast as a normal DNS server. There can be two variants of this
server.

(a) Using a local DSA as a | ocal database but using DNS
di stributed operations.

(b) Do all lookups in the directory (using Directory Distributed
Qper ations).

An initial experiment is straightforward. The Zone Transfer Tool (3)
can be used to download a large part of the DNS space into a single
DSA (there will be sone restrictions, as parts of the DNS hierarchy do
not permt zone transfer). This can be used repeatedly to naintain
the information. The |inkage patching tool (4) can be used to put in
pointers to parts of the DIT. The user tool can then be used (by all
sites participation the the directory pilot) to | ook up domain
information. This will allowthe utility of the approach to be

eval uated. The manager tool (5) will allow extra information to be
added to parts of the DNS tree.

The next stage will be to distribute the DNS part of the DI T over

mul ti pl e DSAs using Directory distribution techniques.

The emrul ati on DNS Server (7) will be useful to ensure that equival ent
functionality is being offered by the Directory. 1t can also be used
to exam ne perfornmance differences.

A final step is to naster sone parts of the DNS hierarchy in the D T.
Because of the zone transfer technique, this will be entirely
transparent to the DNS user. Managenent benefits can then be

exam ned.
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