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Status of this Meno

This informati onal RFC presents procedures for creating and
docunenting Internet standards on routing protocols. These
procedures have been established by the Internet Activities Board
(IAB) in consultation with the Internet Engineering Steering G oup
(IESG. Distribution of this neno is unlinted.

1.0 Introduction

The 1 AB and the | ESG have evol ved a three-stage Internet

standardi zati on process. This process is explained in the "I AB
Oficial Protocol Standards", published as an RFC several tines a
year (the current version is RFC 1250).

In brief, the three stages of Internet standardization are Proposed
(which requires a well witten, openly reviewed specification), Draft
(which requires Proposed status, nultiple inplenmentations and sone
operational experience), and full Internet Standard (which requires
Draft status and more extensive operational experience). The |AB and
| ESG are currently devel oping a nore detail ed explanation of the
process, which will be available as an RFC

The purpose of this docunent is to provide nore specific guidance for
the advancenent of routing protocols. Al levels of the
st andardi zati on process are covered.

There are currently two types of routing protocol in the Internet.
These are Interior Gateway Protocols (1 GP) sonetimes called Intra-
Domai n Routing Protocols and Exterior Gateway Protocols (EGP)
sonetines called Inter-Domain Routing Protocols. This docunment uses
the ternms | GP and EGP.

2.0 Mtivation

The notivation for these requirenents two-fold. The first is to
reduce the risk that there will be serious technical problens with a
routing protocol after it reaches Draft Standard. The second is to
insure that the new routing protocol wll support the continued
growt h of the Internet.
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Routing protocols are conplex, widely distributed, real-tine
algorithms. They are difficult to inplenent and to test. Even
though a protocol may work in one environment with one

i npl ementation, that does not ensure that it will work in a different
environment with nultiple vendors. A routing protocol may work wel |l
within a range of topol ogi es and nunber of networks and routers, but
may fail when an unforeseen linmit is reached. The result is that
even with considerabl e operational experience, it is hard to
guarantee that the protocol is mature enough for w despread

depl oynent .

The Internet is currently growing at an exponential rate. Routing
protocol s and the managenent of internet addressing are key el enents
in the successful operation the Internet. It is inmportant that new
routing protocols be designed to support this rapid grow h.

3.0 General Requirenents

1) Docunents specifying the Protocol and its Usage. This may be
one or nore docurments. The specifications for the routing
protocol must be well witten such that independent,

i nteroperabl e i npl enmentati ons can be devel oped sol ely based on
the specification. For exanple, it should be possible to
devel op an interoperable inplenentation without consulting the
original devel opers of the routing protocol

2) A Managenent |Information Base (MB) must be witten for the
protocol. Routing protocols, like all other internet protocols,
need a M B defined so they can be renptely managed.

3) A security architecture of the protocol nust be defined. The
security architecture nust include nechani sns for authenticating
routi ng messages and may include other forms of protection

4) Cenerally, a nunber of interoperable inplenentations nust
exist. At least two nust be witten independently.

5) There nmust be evidence that all features of the protocol have
been tested, running between at |least two inplenmentations. This
must include that all of the security features have been
denonstrated to operate, and that the mechani sns defined in the
protocol actually provide the intended protection

6) There nust be operational experience with the routing

protocol. The level of operational experience required is
dependent on which | evel of standardization is requested. Al
significant features of the protocol nust be exercised. |In the

case of an Interior Gateway Protocol (I1GP), both interior and
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7)

exterior routes nmust be carried (unless another nechanismis

provided for the exterior routes). In the case of a Exterior
Gat eway Protocol (EGP), it must carry the full conpl ement of

exterior routes.

Two reports nust be submitted to the |ESG via the Routing Area
Director. The first report nust docunent how requirements 1)
through 6) of this document have been satisfied. It nust

i ncl ude:

- Inplenmentation experience.

- Reference to the MB for the protocol

- Description of the authentication mechanisnms in the protocol

- List of inplenmentations including origin of code.

- Test scenarios and test results showing that all features of the
prot ocol s have been tested.

- Description of operational experience. This nust include
topol ogy, environment, tinme and duration, inplenentations
i nvol ved, and overall results and concl usions gained fromthe
oper ational experience.

The second report nust summarize the key features of the protocol and
anal yze how the protocol will performand scale in the Internet. The

i nt
of
Wit

ent of this requirenent is to understand the boundary conditions
the routing protocol. The new routing protocol mnust be conpared
h the existing routing protocols (e.g., RIP, EGP, etc.) as

appropriate. The report should answer several questions:

H nden

- What are the key features and algorithns of the protocol ?

- How nmuch |ink bandwi dth, router nmenory and router CPU cycles
does the protocol consume under nornal conditions?

- For these netrics, how does the usage scale as the routing
environment grows? This should include topologies at | east an
order of nagnitude |arger than the current environnent.

- VWhat are the limits of the protocol for these nmetrics? (I.e.
when will the routing protocol break?)

- For what environnents is the protocol well suited, and for what
is it not suitable?
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The IESGwill forward to the AB its recommendation for advancenent
of the new routing protocol based on its evaluation of protoco
speci fications and these reports.

4.0 Requirenents for Proposed Standard

1) Docunents specifying the Protocol and its Usage. The
specification for the routing protocol nust be well witten such
that independent, interoperable inplenentations can be devel oped
sol ely based on the specification. For exanple, it should be
possi bl e to devel op an interoperable inplenentation w thout
consulting the original devel opers of the routing protocol

2) A Managenent |Information Base (MB) must be witten for the
protocol. The M B does not need to subnmitted for Proposed
Standard at the same tinme as the routing protocol, but nust be
at least an Internet Draft.

3) The security architecture of the protocol nust be set forth
explicitly. The security architecture nust include mechani snms for
aut henticating routing messages and may include other fornms of
protection.

4) One or nore inplenmentations nust exist.

5) There nust be evidence that the major features of the protocol
have been tested.

6) No operational experience is required for the routing protoco
at this stage in the standardization process.

7) Areport nust be subnmitted to the I1ESG via the Routing Area
Director. The report nust docunent the key features of the
protocol and describe how requirenents 1) through 5) have been
satisfied. It must include:

- What are the key features and algorithns of the protocol ?

- For what environments is the protocol well suited, and for what
is it not suitable?

- Description of the authentication mechanisnms in the protocol
- Reference to the MB for the protocol
- I nplenmentation experience.

- List of inplementations including origin of code.
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- Test scenarios and test results showi ng that the najor features
of the protocols have been tested.

IESGwi Il forward to the IAB its recommendati on for advancenent
the new routing protocol to Proposed Standard based on its

eval uati on of protocol specifications and this reports.

5.0 Re

1)

2)

3)

4)

5)

6)

H nden

quirenments for Draft Standard

Revi sions to the Protocol and Usage docunents showi ng changes and
clarifications made based on experience gained in the tine

bet ween when the protocol was nade a Proposed Standard and it
being subnitted for Draft Standard. The revised docunments should
include a section sunmarizi ng the changes mnade.

The Managenent |nformati on Base (M B) nust be at the Proposed
Standard | evel of standardization.

Two or nore interoperable inplenmentations nmust exist. At |east
two must be witten independently.

There nust be evidence that all features of the protocol have
been tested, running between at least two inplenentations. This
must include that all of the security features have been
demonstrated to operate, and that the mechani sns defined in the
protocol actually provide the intended protection

There nust be significant operational experience. This nust
include running in a noderate nunber routers configured in a
nmoderately conpl ex topol ogy, and nust be part of the operationa
Internet. Al significant features of the protocol nust be
exercised. 1In the case of an Interior Gateway Protocol (I1GP),
both interior and exterior routes must be carried (unless another
mechanismis provided for the exterior routes). In the case of

a Exterior Gateway Protocol (EGP), it nust carry the ful

conpl enent of exterior routes.

Two reports nmust be submitted to the IESG via the Routing Area
Director. The first report nust docunment how requirements 1)
through 5) of this docunment have been satisfied. It nust include:

Ref erence to the M B for the protocol

Description of the authentication nechanisns in the protocol

Li st of inplenentations including origin of code.

- Inmpl ement ati on experience.
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- Test scenarios and test results showing that all features of the
prot ocol s have been tested.

- Description of operational experience. This nust include
topol ogy, environment, tinme and duration, inplenentations
i nvol ved, and overall results and concl usions gained fromthe
oper ational experience.

The second report nust summarize the key features of the protocol and
anal yze how the protocol will performand scale in the Internet. The

i nt
of
Wit

ent of this requirenent is to understand the boundary conditions
the routing protocol. The new routing protocol mnust be conpared
h the existing routing protocols (e.g., RIP, EGP, etc.) as

appropriate. The report should answer several questions:

- What are the key features and algorithns of the protocol ?

- How nmuch |ink bandwi dth, router nmenory and router CPU cycles
does the protocol consume under nornmal conditions?

- For these netrics, how does the usage scale as the routing
environment grows? This should include topologies at | east an
order of nagnitude |arger than the current environnent.

- VWhat are the limits of the protocol for these nmetrics? (I.e.
when will the routing protocol break?)

- For what environnents is the protocol well suited, and for what
is it not suitable?

The IESGwill forward to the |AB its recommendati on for advancement

of
of

the new routing protocol to Draft Standard based on its eval uation
protocol specifications and these reports.

6.0 Requirenents for Standard

1)

2)

3)

H nden

Revi sions to the Protocol and Usage documents showi ng changes and

clarifications made based on experience gained in the tine between
when the protocol was made a Draft Standard and it being submtted
for Standard. The changes should be to clarify the protoco

or provide guidance in its inplenentation. No significant changes
can be made to the protocol at this stage. The revised docunents

shoul d i nclude a section sunmarizi ng the changes nade.

The Management |nformati on Base (M B) nust be submitted for
Standard at the same tine as the routing protocol

Three or nore interoperable inplenentations nust exist. At |east
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two nmust be witten independently.

4) There nust be evidence that all features of the protocol have been
tested, running between at |east two independently witten
i npl ementations. This nust include that all of the security
features have been denonstrated to operate, and that the nechanisns
defined in the protocol actually provide the intended protection

5) There nust be significant operational experience. This nust
include running in a | arge nunber routers configured in a conpl ex
topol ogy, and nust be part of the operational Internet. The
operational experience nmust include multi-vendor operation. Al
significant features of the protocol nust be exercised. |In the
case of an Interior Gateway Protocol (I1GP), both interior and
exterior routes nmust be carried (unless another nechanismis
provided for the exterior routes). In the case of a Exterior
Gat eway Protocol (EGP), it nmust carry the full conpl ement of
exterior routes.

6) Two reports nust be submitted to the IESG via the Routing Area
Director. The first report nust document how requirements 1)
through 5) of this docunment have been satisfied. It nust include:

- Reference to the MB for the protocol

- Description of the authentication mechanisms in the protocol
- List of inplenmentations including origin of code.

- Inmpl ement ati on experience.

- Test scenarios and test results showing that all features of the
protocol s have been tested.

- Description of operational experience. This nust include
topol ogy, environment, time and duration, inplenentations
i nvol ved, and overall results and concl usions gained fromthe
operati onal experience.

The second report should be a revision to the report prepared when
the protocol was subnmitted for Draft Standard. |t mnust describe the
addi ti onal know edge and understanding gained in the tinme between
when the protocol was made a Draft standard and when it was subnitted
for Standard.

The TESGwill forward to the IAB its reconmmendati on for advancenment

of the new routing protocol to Standard based on its eval uati on of
protocol specifications and these reports.
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Security Considerations

Security issues are not discussed in this meno.
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