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Tunneling I PX Traffic through I P Networks
Status of this Meno

This meno descri bes a nethod of encapsulating | PX datagranms within
UDP packets so that IPX traffic can travel across an | P internet.
This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovements.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

I nt roducti on

I nternet Packet eXchange protocol (IPX) is the internetwork protoco
used by Novell’s NetWare protocol suite. For the purposes of this
paper, IPX is functionally equivalent to the Internet Datagram
Protocol (IDP) fromthe Xerox Network Systems (XNS) protocol suite
[1]. This meno describes a nethod of encapsul ati ng | PX dat agrans
wi thin UDP packets [2] so that IPX traffic can travel across an IP
internet [3].

This RFC allows an I PX inplenmentation to view an IP internet as a
single I PX network. An inplenmentation of this meno will encapsul ate
| PX datagrams in UDP packets in the same way any hardware

i npl ement ati on m ght encapsul ate | PX datagranms in that hardware’s
frames. | PX networks can be connected thusly across internets that
carry only IP traffic.

Packet For mat

Each I PX datagramis carried in the data portion of a UDP packet.
Al 1P and UDP fields are set nornmally. Both the source and the
destination ports in the UDP packet should be set to the UDP port
val ue allocated by the Internet Assigned Numbers Authority for the
i mpl erentation of this encapsul ati on net hod.

As with any UDP application, the transmtting party has the option of
avoi ding the overhead of the checksum by setting the UDP checksumto
zero. Since |PX inplenentations never use the | PX checksumto guard
| PX packets from damage, UDP checksumming is highly recommended for

| PX encapsul ati on.
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I I I I
| | P Header | UDP Header | |PX Header

| (20 or nore octets) | (8 octets) | (30 octets)
I I I I

Figure 1: An | PX packet carried as data in a UDP packet.

Reserved Packets

=

The first two octets of the | PX header contain the | PX checksum |PX
packets are never sent with a checksum so every |PX header begins
with two octets of FF hex. Inplenmentations of this encapsul ation
schene shoul d i gnore packets with any other value in the first two
octets immediately following the UDP header. Oher values are
reserved for possible future enhancenents to this encapsul ation

pr ot ocol

i cast Address Mappi ngs

| PX addresses consist of a four octet network nunber and a six octet
host nunmber. | PX uses the network nunber to route each packet
through the IPX internet to the destination network. Once the packet
arrives at the destination network, |PX uses the six octet host
nunber as the hardware address on that network.

Host nunbers are al so exchanged in the | PX headers of packets of
IPX' s Routing Information Protocol (RIP). This supplies end nodes
and routers alike with the hardware address information required for
forwardi ng packets across internmedi ate networks on the way towards
the destination networks.

For inplenentations of this neno, the first two octets of the host
nunber will always be zero and the last four octets will be the
node’'s four octet |IP address. This makes address mapping trivial for
uni cast transnissions: the first two octets of the host nunber are

di scarded, |leaving the normal four octet |IP address. The
encapsul ati on code should use this I P address as the destination
address of the UDP/IP tunnel packet.

Br oadcasts between Peer Servers

I PX requires broadcast facilities so that NetWare servers and | PX
routers sharing a network can find one another. Since internet-w de
| P broadcast is neither appropriate nor avail able, sone other
mechanismis required. For this neno, each server and router should
maintain a list of the | P addresses of the other |PX servers and
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routers on the IPinternet. | wll refer to this list as the "peer
list", to individual menbers as "peers", and to all the peers taken
together, including the |ocal node, as the "peer group”. Wen |IPX

requests a broadcast, the encapsul ation inplenmentation sinulates the
broadcast by transmtting a separate unicast packet to each peer in
the peer Iist.

Because each peer list is constructed by hand, several groups of
peers can share the sane I P internet w thout knowi ng about one
another. This differs froma normal |IPX network in which all peers
woul d find each other automatically by using the hardware’s broadcast
facility.

The list of peers at each node should contain all other peers in the
peer group. In nost cases, connectivity will suffer if broadcasts
fromone peer consistently fail to reach some other peer in the

group.

The peer list could be inplemented using IP multicast [4], but since
multicast facilities are not widely available at this tine, no well-
known mul ti cast address has been assigned and no i npl enentati ons
using multicast exist. As IP nulticast is deployed in IP

i npl ementations, it can be used by sinply including in the peer |ist
an IP nulticast address for |IPX servers and routers. The IP
mul ti cast address woul d replace the | P addresses of all peers which
will receive IP nulticast packets sent fromthis peer.

Broadcasts by Clients

Typi cally, NetWare client nodes do not need to receive broadcasts, so
normal ly NetWare client nodes on the IP internet would not need to be
included in the peer lists at the servers.

On the other hand, clients on an | PX network need to send broadcasts
in order to |locate servers and to discover routes. A client

i npl ement ati on of UDP encapsul ati on can handle this by having a
configured list of the I P addresses of all servers and routers in the
peer group running on the IP internetwork. As with the peer list on
a server, the client inplenentation would sinul ate the broadcast by
sendi ng a copy of the packet to each IP address in its list of IPX
servers and routers. One of the I P addresses in the |ist, perhaps
the only one, could be a broadcast address or, when available, a
mul ti cast address. This allows the client to conmunicate with
menbers of the peer group w thout knowi ng their specific IP

addr esses.

It's inportant to realize that broadcast packets sent froman |PX
client nust be able to reach all servers and routers in the server
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peer group. Unlike IP, which has a unicast redirect mechanism |PX
end systens are responsible for discovering routing information by
broadcasti ng a packet requesting a router that can forward packets to
the desired destination. |f such packets do not tend to reach the
entire server peer group, resources in the IPX internet nmay be
visible to an end system yet unreachable by it.

Maxi mum Transm ssi on Unit

Al t hough | arger | PX packets are possible, the standard maxi mum
transmission unit for IPXis 576 octets. Consequently, 576 octets is
the recomended default nmaxi mumtransm ssion unit for |PX packets
being sent with this encapsul ation technique. Wth the eight octet
UDP header and the 20 octet |P header, the resulting |IP packets wll
be 604 octets long. Note that this is larger than the 576 octet
maxi mum size |P inplenentations are required to accept [3]. Any IP

i npl ementation supporting this encapsul ation techni que nust be
capabl e of receiving 604 octet |P packets.

As inmprovenments in protocols and hardware allow for | arger
unfragnmented I P transm ssion units, the 576 octet maxi num | PX packet
size may becone a liability. For this reason, it is recommended that
the I PX maxi numtransm ssion unit size be configurable in

i npl ementations of this meno.

Security |ssues

Using a wi de-area, general purpose network such as an I[P internet in
a position normally occupi ed by physical cabling introduces sone
security problenms not normally encountered in |IPX internetworks.
Normal media are typically protected physically from outside access;
IP internets typically invite outside access.

The general effect is that the security of the entire I PX
internetwork is only as good as the security of the entire IP
internet through which it tunnels. The follow ng broad cl asses of
attacks are possible:

1) Unauthorized IPX clients can gain access to resources through
nornmal access control attacks such as password cracking.

2) Unauthorized | PX gateways can divert IPX traffic to unintended
routes.

3) Unaut horized agents can monitor and manipulate IPX traffic

fl owi ng over physical nmedia used by the IP internet and under
control of the agent.
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To a large extent, these security risks are typical of the risks
facing any other application using an IP internet. They are
menti oned here only because IPX is not normally suspicious of its
media. |IPX network administrators will need to be aware of these
additional security risks.

Assi gned Nunbers
The I nternet Assigned Nunbers Authority assigns well-known UDP port
nunbers. It has assigned port nunber 213 decimal to the |IPX
encapsul ati on techni que described in this nmeno [5].
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Security Consi derations

See the "Security Issues" section above.
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