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A Convention for Defining Traps
for use with the SNW

Status of this Meno

This meno suggests a straight-forward approach towards defining traps
used with the SNMP. Readers should note that the use of traps in the
I nternet-standard network nanagenment framework is controversial. As
such, this neno is being put forward for information purposes.

Net wor k managenent practitioners who enploy traps are encouraged to
make use of this docunment. Practitioners who do not enploy traps can
safely ignore this docunent.

This menmo provides information for the Internet community. It does
not specify any standard. Distribution of this neno is unlinted.
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1. Historical Perspective

As reported in RFC 1052, | AB Recommendations for the Devel opment of
I nternet Network Managenent Standards [1], a two-prong strategy for
net wor kK managenent of TCP/|P-based internets was undertaken. 1In the
short-term the Sinple Network Managenent Protocol (SNWP), defined in
RFC 1067, was to be used to nmnage nodes in the Internet comunity.
In the long-term the use of the OSI network managenment framework was
be exam ned. Two docunents were produced to define the nmanagenent
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i nformati on: RFC 1065, which defined the Structure of Managenent
Information (SM), and RFC 1066, which defined the Managenent
Informati on Base (M B). Both of these docunments were designed so as
to be conpatible with both the SNMP and the OSI network managenent

f ramewor k.

This strategy was quite successful in the short-term Internet-based
net wor k managemnent technol ogy was fiel ded, by both the research and
comrercial comunities, within a few nonths. As a result of this,
portions of the Internet comunity became network nmanageable in a
tinmely fashion.

As reported in RFC 1109, Report of the Second Ad Hoc Network
Managenment Review Group [2], the requirements of the SNMP and the OSI
net wor k managenent frameworks were nore different than antici pated.
As such, the requirenent for conpatibility between the SM/M B and
bot h frameworks was suspended. This action permtted the operational
net wor k managenment framework, based on the SNMP, to respond to new
operational needs in the Internet comunity by producing MB-1I1.

In May of 1990, the core docunents were elevated to "Standard
Protocol s" with "Recommended" status. As such, the Internet-standard
net wor kK managenent framework consists of: Structure and

I dentification of Managenent Information for TCP/|P-based internets,
RFC 1155 [3], which describes how managed objects contained in the

M B are defined; Managenent |Information Base for Network Managenent
of TCP/1P-based internets, which describes the managed objects
contained in the MB, RFC 1156 [4]; and, the Sinple Network
Managenent Protocol, RFC 1157 [5], which defines the protocol used to
manage t hese objects.

2. Defining Traps

Due to its initial requirenent to be protocol -i ndependent, the

I nternet-standard SM does not provide a neans for defining traps.
I nstead, the SNWP defines a few standardi zed traps and provides a
means for managenent enterprises to transnit enterprise-specific
traps.

However, with the introduction of experinental MBs, sonme of which
have a need to define experinent-specific traps, a conveni ent neans
of defining traps is desirable. The TRAP-TYPE nmacro i s suggested for
this purpose:

I MPORTS

oj ect Nane
FROM RFC1155- SM ;
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TRAP- TYPE MACRO : : =

BEG N
TYPE NOTATI ON :: = "ENTERPRI SE" val ue
(enterprise OBJECT | DENTI FI ER)
Var Par t
Descr Part
Ref er Par t
VALUE NOTATI ON ::= val ue (VALUE | NTEGER)
VarPart ::=
"VARI ABLES" "{" VarTypes "}"
| enpty
Var Types ::=
Var Type | VarTypes "," VarType
Var Type ::=
val ue (vartype Object Nane)
DescrPart ::=
"DESCRI PTI ON' val ue (description DisplayString)
| enmpty
ReferPart ::=
"REFERENCE" val ue (reference DisplayString)
| enpty
END

It nmust be enphasized however, that the use of traps is STRONGY
di scouraged in the Internet-standard Network Managenent Franework
The TRAP-TYPE nmacro is intended to allow concise definitions of
existing traps, not to spur the definition of new traps.

2.1. Mapping of the TRAP-TYPE macro

It should be noted that the expansion of the TRAP-TYPE macro is
somet hi ng whi ch conceptual Iy happens during inplenmentation and not
during run-tine.

2.1.1. Mapping of the ENTERPRI SE cl ause
The ENTERPRI SE cl ause, which nust be present, defines the nanagenent
enterprise under whose registration authority this trap is defined
(for a discussion on delegation of registration authority, see the
SM [3]). This value is placed inside the enterprise field of the
SNMP Tr ap- PDU

By convention, if the value of the ENTERPRI SE cl ause is
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snnp OBJECT IDENTIFIER ::= { mib-2 11 }

as defined in MB-11 [7], then instead of using this value, the value
of sysObjectIDis placed in the enterprise field of the SNWP Trap-
PDU. This provides a sinple nmeans of using the TRAP-TYPE nacro to
represent the existing standard SNMP traps; it is not intended to
provide a neans to define additional standard SNWP traps.

2.1.2. Mapping of the VAR ABLES cl ause

The VARI ABLES cl ause, which need not be present, defines the ordered
sequence of M B objects which are contained within every instance of
the trap type. Each variable is placed, in order, inside the

vari abl e-bindings field of the SNMP Trap-PDU. Note that at the
option of the agent, additional variables may follow in the

vari abl e- bi ndi ngs fi el d.

However, if the value of the ENTERPRI SE cl ause is
snnp OBJECT IDENTIFIER ::={ mb-2 11 }

as defined in MB-11 [7], then the introduction of additiona
vari abl es must not result in the serialized SNMP Message being | arger
than 484 octets.

2.1.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which need not be present, contains a textua
definition of the trap type. Note that in order to conformto the
ASN. 1 syntax, the entire value of this clause nust be enclosed in
doubl e quotation marks, although the value may be nmulti-Iine.

Further, note that if the MB nodul e does not contain a textua
description of the trap el sewhere then the DESCRI PTI ON cl ause nust be
present.

2.1.4. Mapping of the REFERENCE cl ause
The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to a trap, event, or alarm defined in sone other MB
modul e. This is useful when de-osifying a MB produced by sone other
organi zati on.

2.1.5. Mapping of the TRAP-TYPE val ue
The val ue of an invocation of the TRAP-TYPE macro is the (integer)

nunber which is uniquely assigned to the trap by the registration
authority indicated by the ENTERPRI SE cl ause. This value is placed
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inside the specific-trap field of the SNMP Trap-PDU, and the
generic-trap field is set to "enterpriseSpecific(6)".

By convention, if the value of the ENTERPRI SE cl ause is
snmp  OBJECT IDENTIFIER ::= { nib-2 11 }

as defined in MB-11 [7], then the value of an invocation of the
TRAP- TYPE macro is placed inside the generic-trap field of the SNW
Trap-PDU, and the specific-trap field is set to 0. This provides a
si mpl e means of using the TRAP-TYPE nacro to represent the existing
standard SNWP traps; it is not intended to provide a neans to define
addi tional standard SNWVP traps.

2.2. Usage Exanpl es
2.2.1. Enterprise-specific Trap

Consi der a sinple exanple of an enterprise-specific trap that is sent
when a communication link failure is encountered:

myEnt erpri se OBJECT IDENTIFIER ::= { enterprises 9999 }

myLi nkDown TRAP- TYPE

ENTERPRI SE nyEnterprise

VARl ABLES { iflndex }

DESCRI PTI ON
"A nyLinkDown trap signifies that the sending
SNWVP application entity recognizes a failure
in one of the comunications |inks represented
in the agent’s configuration."

=2

2.2.2. Generic-Traps for use with the SNWP
Consi der how the standard SNWVP traps might be defined:

col dStart TRAP- TYPE

ENTERPRI SE snnp

DESCRI PTI ON
"A coldStart trap signifies that the sending
protocol entity is reinitializing itself such
that the agent’s configuration or the rotoco
entity inplenmentation nmay be altered.”

=0

war nst art TRAP- TYPE
ENTERPRI SE snnp
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DESCRI PTI ON
"A warnStart trap signifies that the sending
protocol entity is reinitializing itself such
that neither the agent configuration nor the
protocol entity inplenentation is altered."
=1

I i nkDown TRAP- TYPE

ENTERPRI SE snnp

VARI ABLES { iflndex }

DESCRI PTI ON
"A linkDown trap signifies that the sending
protocol entity recognizes a failure in one of
the conmuni cation links represented in the
agent’s configuration."

=2

I'i nkUp TRAP- TYPE

ENTERPRI SE snnp

VARl ABLES { iflndex }

DESCRI PTI ON
"AlinkUp trap signifies that the sending
protocol entity recognizes that one of the
conmmuni cation links represented in the agent’s
configuration has conme up."

=3

aut henti cati onFai |l ure TRAP-TYPE

ENTERPRI SE snnp

DESCRI PTI ON
"An authenticationFailure trap signifies that
the sending protocol entity is the addressee
of a protocol nessage that is not properly
authenticated. While inplenentations of the
SNVP nmust be capabl e of generating this trap,
they nust al so be capabl e of suppressing the
em ssion of such traps via an inplenentation-
speci fic nechanism”
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egpNei ghbor Loss TRAP- TYPE

ENTERPRI SE snnp

VARl ABLES { egpNei ghAddr }

DESCRI PTI ON
"An egpNei ghborLoss trap signifies that an EGP
nei ghbor for whomthe sending protocol entity
was an EGP peer has been marked down and the
peer rel ationship no | onger obtains."

=5
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