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| NTERACT!I VE MAI L ACCESS PROTOCOL - VERSI ON 3
Status of this Meno

Thi s RFC suggests a nethod for workstations to access nail
dynanically froma mail box server ("repository"). This RFC specifies
a standard for the SUVEX- Al M comunity and an Experinmental Protoco
for the Internet comnmunity. Discussion and suggestions for

i nprovenent are requested. Please refer to the current edition of
the "I AB O ficial Protocol Standards" for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Scope

The foll owi ng docunent is a nodified version of RFC 1064, the
definition of the | MAP2 protocol. This RFC has been witten
specifically as a counter proposal to RFC 1176, which itself proposes
nmodi fications to | MAP2. Sadly, RFC 1176 was rmade wi thout interna
consultation with the | MAP comunity, so we are in a position of
feeling we have to present a counter proposal to what, if we do not
act, will becone a de facto standard. The reasons for this counter
proposal are nunerous but fall nostly into the follow ng categories:

- IMAP2 is insufficiently powerful for a number of server/client
i nteractions which we believe to be inportant. RFC 1176
negligi bly enhances the functionality of | MAP2.

- | MAP2 nmakes what we believe to be an erroneous definition for
unsolicited vs. solicited data. |MAP3 as specified herein
attenpts to correct this. RFC 1176 nmakes no effort to remedy
these probl ens.

- RFC 1176 has explicitly nodified the intent of RFC 1064 by
all owing the server to make assunptions about the client’s
caching architecture. W believe this to be a grave error
and do not support it in this proposal

- RFC 1176 specifies a nunber of "optional" features in the
protocol without specifying a suitable nmetaprotocol by which
servers and clients can adequately negotiate over the set of
i npl emented features. This proposal specifies a nechani sm
by which servers and clients can cone to an unanbi guous
under st andi ng about which features are usable by each party.
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- RFC 1176 pays only lip-service to being network protoco
i ndependent and, in fact assumes the use of TCP/IP. Neither
RFC 1064 nor this proposal nmake any such assunption.

Al 't hough there are nunerous other detailed objections to RFC 1176, we
believe that the above will serve to show that we believe strongly in
the i nportance of mail box abstraction |l evel mail protocols and, after
a couple of years of use of |IMAP2 under RFC 1064 we believe that we
have a good enough understandi ng of the issues involved to be able to
take the next step.

It is inportant to take this next step because of the rapid pace of
both mail system and user interface devel opment. W believe that,
for IMAP not to die in its infancy, | MAP nust be ready to respond to
enmerging |1 SO and RFC standards in mail, such as for multi-nedia mail.
We believe that RFC 1176 not only provides a very small increnent in
functionality over RFC 1064 but al so adds a number of bugs, which
woul d be detrimental to the | MAP cause. Thus we propose the
followi ng definition for | MAP3

Conpatibility notes:

In revising the | MAP2 protocol it has been our intent, wherever
possi bl e to nake upwards conpati bl e changes to produce | MAP3. There
were, however, some places that had to be changed inconpatibly in
order to conpensate for either anbiguities in the | MAP2 protocol as
defined by RFC 1064 or behavior that proved undesirable in the |ight
of experience.

It is our goal, however, that existing |MAP2 clients should still be
supported and that, at |east for the foreseeable future, all | MAP3
servers will support | MAP2 behavior as their default node

The followi ng are the nmajor differences between this proposal, RFC
1176 and RFC 1064:

- In this proposal we specify a difference between "solicited" and
"unsolicited" data sent fromthe server. It is generally the
case that data sent by the server can be sent either in response
to an explicit request by the client or by the server of its own
volition. Any data that the server is required to sent to the
client as the result of a request is said to be solicited and
carries the sane tag as the request that provoked it. Any data
sent by the server to the client that is not required by the
protocol is said to be unsolicited and carries the special "*"
tag. RFC 1176 preserves the original RFC 1064 term nol ogy that
calls all such data sent by the server "unsolicited" even when

Ri ce [ Page 2]



RFC 1203 I MAP3 February 1991

it is, in fact, solicited.

- This proposal introduces the experinental concept of
di stingui shing between Generic, Canonical and Concrete keys,
allowing the nmail box to be viewed as a rel ational database
i ndexed by these keys. This should allow the | MAP protoco
to evolve away fromits current reliance on RFC 822. RFC 1176
does not have such a unifying nodel

- The SEARCH command has been changed so as to allow nultiple
si mul t aneous searches to be made and to allow unsolicited
search nmessages to be sent by the server. Such a change is
essential to allow nore sophisticated servers that can process
commands asynchronously, possibly substantially del aying
searches over sl ow backing storage nedia, for exanmple. It is
also inportant to allow servers to be able to send unsolicited
search nmessages that mght informthe client of interesting
patterns of nessages, such as new and unseen nail .

- This proposal introduces a specific protocol for the negotiation
of protocol versions and server features. This is inportant
because it allows client/server pairs to conme to an agreenent on
what behavior is really available to it. RFC 1176 introduces a
nunber of "optional" conmands, which are in sone way anal ogous
to "feature-introduced" comrands in this proposal. The principle
di stinction between these is that in RFC 1176 there is no way
for a client to discover the set of optional commands, nor is
there a way for it to determ ne whether a specific conmand
really is supported, since RFC 1176 requires the use of the
"BAD"' response if a feature is not supported. There is,
therefore, no way for the client to determine why the attenpted
command did not work. This also nmeans that, for exanple, a
client cannot disable certain user commands or make them
invisible on menus if they are not supported, since there
is noway for the client to discover whether the commands are
i ndeed supported without trying to execute such a conmand.

- This proposal introduces a mechanismfor clients to create and
del ete user flags (keywords). This is nor supported in either
RFC 1176 or RFC 1064, requiring the user to add keys manual |l y
on the server, generally by editing some formof "init" file.

- RFC 1064 has no mechani sm for determ ning whether a mail box is
readonly or not. RFC 1176 introduces a non-enforced convention
of encodi ng data about the readonly status of a mailbox in the
SELECT nessage’s OK respose coment field. This is not regular
with respect to the rest of the protocol, in which the coment
field is used for no purpose other than docunentation. This
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proposal introduces specific protocol additions for the dynanic
determ nati on and nodification of the readonly/readwite status
of mail boxes.

I ntroduction

The intent of the Interactive Mail Access Protocol, Version 3 (| MAP3)
is to allow a (possibly unreliable) workstation or simlar nmachine to
access electronic mail froma reliable mailbox server in an efficient
manner .

Al t hough different in many ways from POP2 (RFC 937), | MAP3 nay be

t hought of as a functional superset of POP2, and the POP2 RFC was
used as a nodel for this RFC. There was a cogni zant reason for this;
RFC 937 deals with an identical problemand it was desirable to offer
a basis for conparison.

Li ke POP2, | MAP3 specifies a means of accessing stored nail and not
of posting mail; this function is handled by a mail transfer protocol
such as SMIP (RFC 821). A conparison with the DVSP protocol of
PCMAI L can be found at the end of "System Model and Phil osophy”
section.

This protocol assunmes a reliable data stream such as provi ded by TCP
or any simlar protocol. Wen TCP is used, the | MAP server listens
on port 220. Wen CHACS is used the | MAP server listens for the

| ogi cal contact name "I MAP3".

Conmuni cation in I MAP is defined to be using the ASCII character
interpretation of data. Comunication using other conventions nmay be
possi bl e by the selection of features on sone servers.

Syst em Mbdel and Phil osophy
El ectronic mail is a primary nmeans of communication for the widely

spread SUMEX- Al M community. The advent of distributed workstations
is forcing a significant rethinking of the mechanisns enployed to

manage such mail. Wth mainframes, each user tends to receive and
process mail at the conputer he used nost of the tine, his "primry
host". The first inclination of many users when an i ndependent

workstation is placed in front of themis to begin receiving mail at
the workstation, and, in fact, many vendors have inpl enented
facilities to do this. However, this approach has severa

di sadvant ages:

(1) Workstations (especially Lisp workstations) have a software

design that gives full control of all aspects of the system
to the user at the console. As a result, background tasks,
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like receiving mail, could well be kept fromrunning for

| ong periods of time either because the user is asking to

use all of the machine’s resources, or because, in the course
of working, the user has (perhaps accidentally) manipul ated
the environnent in such a way as to prevent mail reception
This could lead to repeated failed delivery attenpts by
out si de agents.

(2) The hardware failure of a single workstation could keep its
user "off the air" for a considerable tinme, since repair of
i ndi vi dual workstation units mght be delayed. Gven the
growi ng nunber of workstations spread throughout office
envi ronments, quick repair would not be assured, whereas a
centralized mainfrane is generally repaired very soon after
failure.

(3) It is nore difficult to keep track of mailing addresses when
each person is associated with a distinct machi ne. Consider
the difficulty in keeping track of a | arge nunber of posta
addresses or phone nunbers, particularly if there was no
singl e address or phone nunber for an organization through
whi ch you could reach any person in that organi zation
Traditionally, electronic mail on the ARPANET i nvol ved
renenberi ng a name and one of several "hosts" (machines)
whose nane reflected the organi zation in which the
i ndi vidual worked. This was suitable at a tinme when nost
organi zations had only one central host. It is less
satisfactory today unless the concept of a host is changed
to refer to an organi zational entity and not a particul ar
machi ne.

(4) It is very difficult to keep a nultitude of heterogeneous
wor kst ati ons working properly with conplex mailing protocols,
making it difficult to nove forward as progress is made in
el ectroni c comunication and as new standards energe. Each
system has to worry about receiving incomng mail, routing
and delivering outgoing mail, formatting, storing, and
providing for the stability of mail boxes over a variety of
possible filing and mailing protocols.

Consequently, while the workstation nay be viewed as an Internet host
in the sense that it inplements IP, it should not be viewed as the
entity which contains the user’'s mailbox. Rather, a nmail server
machi ne (sonetines called a "repository") should hold the mail box,
and the workstation (hereafter referred to as a "client") should
access the mailbox via mail transactions. Because the mail server
machi ne woul d be isolated fromdirect user manipulation, it could
achi eve high software reliability easily, and, as a shared resource,

Ri ce [ Page 5]



RFC 1203 I MAP3 February 1991

it could achieve high hardware reliability, perhaps through
redundancy. The mail server could be used fromarbitrary |ocations,
all ow ng users to read mail across canmpus, town, or country using
nmore and nore commonly available clients. Furthernore, the sanme user
may access his nailbox fromdifferent clients at different tinmes, and
mul tiple users nay access the sanme mail box sinultaneously.

The mail server acts an an interface anong users, data storage, and
other mailers. The mail access protocol is used to retrieve
nmessages, access and change properties of nessages, and nanage
mai | boxes. This differs from sone approaches (e.g., Unix mail via
NFS) in that the mail access protocol is used for all nessage
mani pul ations, isolating the user and the client fromall know edge
of how the data storage is used. This nmeans that the mail server can
utilize the data storage in whatever way is nost efficient to

organi ze the mail in that particular environnment, w thout having to
worry about storage representation conpatibility across different
machi nes.

In defining a mail access protocol, it is inportant to keep in mnd

that the client and server forma macrosystem in which it should be
possible to exploit the strong points of both while conpensating for
each other’s weaknesses. Furthernore, it’'s desirable to allow for a
growt h path beyond the hoary text-only RFC 822 protocol. Unlike
POP2, | MAP3 has extensive features for renote searching and parsing
of messages on the server. For exanple, a free text search
(optionally in conjunction with other searching) can be nmade

t hroughout the entire mail box by the server and the results nade
available to the client without the client having to transfer the
entire mail box and searching itself. Since renote parsing of a
message into a structured (and standard format) "envel ope" is

avail able, a client can display envel ope information and i npl enent
commands such as REPLY w t hout having any understandi ng of how to
parse RFC 822, etc., headers.

Additionally, 1 MAP3 offers several facilities for managi ng a mail box
beyond the sinple "del ete nmessage" functionality of POP2

In spite of this, IMAP3 is a relatively sinple protocol. Although
servers should inplement the full set of IMAP3 functions, a sinple
client can be witten which uses IMAP3 in nmuch the way as a POP2
client.

| MAP3 di ffers fromthe DVSP protocol of PCMAIL (RFC 1056) in a nore
fundanmental manner, reflecting the differing architectures of | MAP
and PCVAIL. PCMAIL is either an online ("interactive node"), or
offline ("batch node") system [IMAP is prinarily an online systemin
which real-tine and simnultaneous mail access were considered
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i mportant.

In PCMAIL, there is a long-termclient/server relationship in which
sonme nmil box state is preserved on the client. There is a
registration of clients used by a particular user, and the client
keeps a set of "descriptors" for each nessage which summarize the
message. The server and client synchronize their states when the
DMSP connection starts up, and, if a client has not accessed the
server for a while, the client does a conplete reset (reload) of its
state fromthe server.

In IMAP, the client/server relationship lasts only for the duration
of the I MAP3 connection. Al mailbox state is maintained on the
server. There is no registration of clients. The function of a
descriptor is handled by a structured representati on of the nessage
"envel ope". This structure makes it unnecessary for a client to know
anyt hi ng about RFC 822 parsing. There is no synchronization since
the client does not remenber state between | MAP3 connections. This
is not a problemsince in general the client never needs the entire
state of the mailbox in a single session, therefore there isn’'t nuch
overhead in fetching the state information that is needed as it is
needed.

There are al so sonme functional differences between | MAP3 and DMSP
DMSP has functions for sendi ng nessages, printing nessages, and
changi ng passwords, all of which are done outside of | MAP3. DMSP has
16 binary flags of which 8 are defined by the system |MAP has fl ag
nanes; there are currently 5 defined systemflag nanes and a facility
for sonme nunber (29 in the current inplenentations) of user flag
nanes. | MAP3 has a sophisticated nessage search facility in the
server to identify interesting nmessages based on dates, addresses,
flag status, or textual contents w thout compelling the client to
fetch this data for every nessage

It was felt that nmaintaining state on the client is advantageous only
in those cases where the client is only used by a single user, or if
there is some means on the client to restrict access to another
user’s data. It can be a serious disadvantage in an environment in
which nultiple users routinely use the sane client, the same user
routinely uses different clients, and where there are no access
restrictions on the client. It was also observed that nost user nmail
access is to arelatively small set of "interesting" nessages, which
were either "new' mail or mail based upon sone user-sel ected
criteria. Consequently, | MAP3 was designed to easily identify those
"interesting" nessages so that the client could fetch the state of
those nessages and not those that were not "interesting"

One cruci al philosophical difference between | MAP and ot her conmon
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mai |l protocols is that I MAP is a mail box access protocol, not a
protocol for manipulating mail files. 1In the | MAP nodel, unlike
other mail systemnodels in which mail is stored in a |linear mai

file, no specification is made for the inplenentation architecture
for mail storage. Servers may choose to inplenent nmil boxes as files
but this is a detail of which the client can be totally unaware.

VWhat is nore, in the | MAP nodel, mail boxes are viewed as mappi ngs
fromkeys into values. There are broadly three types of keys,
generic, canonical and concrete. GCeneric keys are generic, nmail
protocol independent keys defined by | MAP which are neani ngful across
multiple mail encoding formats. An exanple of such a generic key

nm ght be "TO', which woul d be associated with the "To:" field of an
RFC 822 format message.

Canoni cal keys represent the way in which the server can associate
val ues that are generally "about" a certain key concept, possibly
integrating several mail format specific fields, wthout having to
worry the client with the particular details of any particular
message format. Thus, the canonical TO key (called $TO coul d denote
anything that could reasonably be construed as being directed towards
soneone. Hence, in an RFC 822 nessage the server could find the
union of the "To:", "Resent-To", "Apparently-To:" and "CC." fields to
be the appropriate value associated with the canoni cal $TO key.

Concrete keys allow the client to gain access to certain mail format
specific concepts, that are not pre-specified by the | MAP protocol,
in a well defined manner. For exanple, If the client asks for the
val ue associated with the "APPARENTLY-TO' key then, if the nessage
were to be in RFC 822 format, the server would | ook for a header
field called "Apparently-To:". If no such field is found or the
field is not inplenmented or meaningful for the particul ar nessage
format then the server will respond with the null value, called NL,
i ndi cating the non-existence of the field.

Thus, | MAP servers are at liberty to inplenment nuail boxes as a

rel ati onal databases if it seens convenient. |ndeed, we anticipate
that future mail systenms will tend to use database technol ogy for the
storage and indexing of mail boxes as a result of the pressure caused
by the increasing size of mail boxes.

Al t hough for historical reasons | MAP is currently sonmewhat closely
associ ated with RFC 822, we anticipate that future devel opnents in
IMAP will renmove these mail format specific conmponents and will rnove
towards the generic nodel nentioned above. This will allow | MAP nore
easily to incorporate such things as nmulti-nedia nail.
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The Protoco

The | MAP3 protocol consists of a sequence of client comrands and
server responses to those commands, with extra information fromthe
server data being sent asynchronously to and i ndependent to the
responses to client comuands. Unlike nost Internet protocols,
commands and responses are tagged. That is, a command begins with a
uni que identifier (typically a short al phanuneric sequence such as a
Li sp "gensynt function would generate e.g., A0001, A0002, etc.),
called a tag. The response to this conmand is given the sane tag
fromthe server.

We di stinguish between data sent by the server as the result of a
client request, which we term"SOLICl TED" and data sent by the server
not as the result of a client request, which we term "UNSOLI Cl TED".
The server may send unsolicited data at any time that woul d not
fragnment another piece of data on the same streamrendering it
unintelligible. The server is contractually required, however, to
return all data that is solicited by the client before the return of
the conpletion signal for that command, i.e., all solicited data nust
be returned within the tenporal extent of the request/conpletion
acknow edgenent w apper. This does not, however, preclude the

si mul t aneous processing of nmultiple requests by the client, it sinply
requires that the client be confident that it has all the requested
data when a request finishes. This allows the inplenmentation of both
synchronous and asynchronous clients.

Solicited data is identified by the tag of the initial request by the
client. Unsolicited data is identified by the special reserved tag
of "*". There is another special reserved tag, "+", discussed bel ow

Note: the tagging of SOLICITED data is only pernmitted for a sel ected
server version other than 2.0.

No assunptions concerning serial or nonolithic processing by the
server can be nade by a correct client. The server is at liberty to
process multiple requests by the sane client in any order. This

all ows servers to process costly searches over nmil boxes on sl ow
backi ng storage media in the background, while still preserving
interactive performance. Cients can, however, assune the
serialization of the request/datal/conpletion behavior nmentioned
above.

When a connection is opened the server sends an unsolicited K
response as a greeting nessage and then waits for conmands. When
commands are received the server acts on them and responds wth
responses, often interspersed with data.
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The client opens a connection, waits for the greeting, then sends a
LOA N conmand with user nane and password argunents to establish

aut hori zation. Followi ng an OK response fromthe server, the client
then sends a SELECT command to access the desired mail box. The
user’'s default nail box has a special reserved nane of "INBOX' which
i s i ndependent of the operating systemthat the server is inplenmented
on. The server will generally send a list of valid flags, nunber of
messages, and number of messages arrived since | ast access for this
mai | box as solicited data, followed by an OK response. The client
may term nate access to this mail box and access a different one with
anot her SELECT comand.

Because the SELECT command affects the state of the server in a
fundanmental way, the server is required to process all outstanding
commands for any given mail box before sending the OK tag for the
SELECT command. Thus, the client will always know that all responses
before an OK SELECT response will refer to the old nmail box and al
responses following it will apply to the new mail box.

Because, in the real world, local needs or experinental work wll
dictate that servers will support both supersets of the defined
behavi or and i nconpati bl e changes, servers will support a

SELECT. VERSI ON command and a SELECT. FEATURES command, the purpose of
which is to allowclients to select the overall behavior and specific
features that they want froma server. The default behavior of any
server is to process commands and to have interaction syntax the same
as is specified by I MAP2 in RFC 1064. A server nmay not behave in any
ot her manner unl ess the SELECT. VERSI ON or SELECT. FEATURES comrands
are used to select different behavior.

Over tine, when groups of generally useful changes to the current,
default behavior of the server are found, these will be collected
together and incorporated in such a way that all of the features can
be selected sinply by selecting a particular major version nunber of
the protocol. It should be noted that the version nunbers (both
maj or and ninor) selected by the SELECT. VERSI ON command denot e

versi ons of the | MAP protocol, not versions of the server per se.
Thus, although in general changes to the protocol specification wll
be made in such a way that they are upwards conpatible, this cannot
be guaranteed. No client should rely on tests of the form"if

maj or_version > 2 then..." being valid for all protocol versions,
since inconpatible changes m ght be made in the future

The client reads mail box information by neans of FETCH commands. The
actual data is transmtted via the solicited data nechanism (that is,
FETCH shoul d be viewed as poking the server to include the desired
data along with any other data it wishes to transnit to the client).
There are three major categories of data which may be fetched.
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The first category is that data which is associated with a nessage as
an entity in the mailbox. There are presently three such itens of
data: the "internal date", the "RFC 822 size", and the "flags". The
internal date is the date and tinme that the message was placed in the
mai | box. The RFC 822 size is subject to deletion in the future; it
is the size in bytes of the nessage, expressed as an RFC 822 text
string. Current clients only use it as part of a status display
line. The flags are a list of status flags associated with the
message (see below). Al of the first category data can be fetched
by using the macro-fetch word "FAST"; that is, "FAST" expands to
"(FLAGS | NTERNALDATE RFC822. S| ZE)".

The second category is that data which describes the conposition and
delivery information of a nessage; that is, information such as the
message sender, recipient lists, nessage-1D, subject, etc. This is
the information which is stored in the nessage header in RFC 822
format nessage and is traditionally called the "envel ope". [ Note:
this should not be confused with the SMIP (RFC 821) envel ope, which
is strictly limited to delivery information.] |MAP3 defines a
structured and unanbi guous representation for the envel ope which is
particularly nice for Lisp-based parsers. A client can use the

envel ope for operations such as replying and not worry about RFC 822
at all. Envelopes are discussed in nore detail below. The first and
second category data can be fetched together by using the nacro-fetch
word "ALL"; that is, "ALL" expands to "(FLAGS | NTERNALDATE
RFC822. SI ZE ENVELOPE) ".

The third category is that data which is intended for direct human
viewi ng. The present RFC 822 based | MAP3 defines three such itens:
RFC822. HEADER, RFC822. TEXT, and RFC822 (the latter being the two
fornmer appended together in a single text string). Fetching "RFC822"
is equivalent to typing the RFC 822 representati on of the nessage as
stored on the mail box without any filtering or processing.

Typically, a client will "FETCH ALL" for sone or all of the nessages
in the nail box for use as a presentation nenu, and when the user
wi shes to read a particular nmessage will "FETCH RFC822. TEXT" to get

the message body. A nore primtive client could, of course, sinply
"FETCH RFC822" a |a POP2-type functionality.

The client can alter certain data by neans of a STORE conmand. As an
exanpl e, a nessage is deleted froma mail box by a STORE comrand whi ch
i ncludes the \DELETED flag as one of the flags being set.

O her client operations include copying a message to anot her mail box
(COPY command), permanently renoving del et ed nmessages ( EXPUNGE
command), checking for new nessages (CHECK comand), and searching
for nmessages which nmatch certain criteria (SEARCH comand).
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The client term nates the session with the LOGOUT command. The
server returns a "BYE' followed by an "OK".

A Typical Scenario

Ri ce

{ Ope

A001

A002

A002

A003

A004

A005

A006

{Wait for Connection}
n Connecti on} -->
<-- * OK | MAP3 Server Ready
{Wait for comuand}
SUPPORTED. VERSI ONS -->
<-- * SUPPCORTED. VERSIONS ((2 0 )
(3 0 El GHT. Bl T. TRANSPARENT
AUTO. SET. SEEN
TAGGED. SOLI Cl TED))
A001 OK Supported Versions returned.
{Wait for commuand}
SELECT. VERSION (3 0) -->
<-- A002 K Version 3.0 Sel ected.
{Vait for commuand}
SELECT. FEATURES TAGGED. SOLI Cl TED - - >
<-- A002 K Features sel ected.
{Wait for command}

LOG N Fred Secret -->
<-- A003 K User Fred logged in
{Vait for commuand}
SELECT | NBOX -->
<-- A004 FLAGS (Meeting Notice \Answered
\ Fl agged \ Del et ed \ Seen)
<-- A004 19 EXI STS
<-- A004 2 RECENT
<-- A004 K Sel ect conplete
{Wait for command}
FETCH 1: 19 ALL -->
<-- A005 1 Fetch (...... )
<-- A005 18 Fetch (...... )
<-- A005 19 Fetch (...... )
<-- A005 K Fetch conplete
{Wait for commuand}
FETCH 8 RFC822. TEXT -->

<-- A006 8 Fetch (RFC822. TEXT {893}
...893 characters of text...

)
<-- A006 K Fetch conplete
{Wait for commuand}
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A nmore conpl ex scenario produced
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A007 STORE 8 +Flags \Deleted -->

A008

A009

{do

{ Ope

A005

A006
A007
A008

AO09

A010
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EXPUNGE -->
<- -
<- -
<- -
<- -

LOcoUT -->
<- -
<- -

se Connecti on} --><- -

n session as above}

SEARCH RECENT -->

A007 8 Store (Flags (\Del eted
\ Seen))

A007 OK Store conplete

{Wait for commuand}

A008 19 EXI STS

A008 8 EXPUNGE

A008 18 EXI STS

A008 Expunge conpl ete
{Wait for comuand}

A009 BYE | MAP3 server quitting
A009 K Logout conplete

{Cd ose connecti on}

{Go back to start}

by a pipelining nmultiprocess client.
{Wait for Connection}

A004 19 EXI STS

A004 2 RECENT

A004 K Sel ect conplete

{Vait for commuand}

A005 SEARCH (18 19) ( RECENT)

<---A005 K Search conpl ete
FETCH 18: 19 ALL RFC822. TEXT

STORE 18: 19 +FLAGS (\ SEEN)
FETCH 1:17 ALL S
<--
STORE 18 +FLAGS (\ DELETED)
<- -
<- -
<- -
STORE 19 +FLAGS (\ DELETED)
<--

A006 18 Fetch (... RFC822.TEXT ...)

A006 19 Fetch (... RFCB22.TEXT ...)
A006 K Fetch conplete
A007 18 STORE (Fl ags (\Seen))

A007 19 STORE (Fl ags (\Seen))
A007 OK Store conplete

A008 1 Fetch (...... )
A008 16 Fetch (...... )
A008 17 Fetch (...... )

A008 K Fetch conplete
A009 18 STORE (Fl ags (\ Seen
\ Del et ed))
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<-- A009 K Store conplete
<-- A010 19 STORE (Fl ags (\ Seen
\ Del et ed))
<-- A010 K Store conplete
{Wait for commuand}
<-- * EXI STS 23
<-- * RECENT 4
<-- * SEARCH (20 21 22 23) (RECENT)
A011 FETCH 20: 23 ALL RFC822. TEXT

Conventi ons

The following terms are used in a neta-sense in the syntax
speci fication bel ow

An ASCI|-STRING i s a sequence of arbitrary ASCI| characters.
An ATOM is a sequence of ASCI|I characters delinmted by SP or CRLF.

A CHARACTER is any ASCII character except """", "{", CR LF, "%,
or "\".

A CRLF is an ASCI| carriage-return character followed i medi ately
by an ASCI| |inefeed character.

A NUMBER i s a sequence of the ASCI|I characters which represent
deci mal numerals ("0" through "9"), delimted by SP, CRLF, ",", or

A SP is the ASCII space character.

A TEXT_LINE is a human-readabl e sequence of ASCI| characters up to
but not including a term nating CRLF.

One of the nost comon fields in the | MAP3 protocol is a STRING

whi ch may be an ATOM QUOTED- STRI NG (a sequence of CHARACTERs i nsi de
doubl e-quotes), or a LITERAL. A literal consists of an open brace
("{"), a nunber, a close brace ("}"), a CRLF, and then an ASClI -
STRING of n characters, where n is the value of the nunber inside the
brace. In general, a string should be represented as an ATOM or
QUOTED- STRING i f at all possible. The senantics for QUOTED- STRI NG or
LI TERAL are checked before those for ATOM therefore an ATOM used in
a STRING may only contain CHARACTERs. Literals are nost often sent
fromthe server to the client; in the rare case of a client to server
literal there is a special consideration (see the "+ text" response
bel ow) .

Anot her inportant field is the SEQUENCE, which identifies a set of
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messages by consecutive nunbers from1 to n where n is the nunber of

messages in the mail box.

a pair of nunmbers delimted by colon indicating all numbers
those two nunbers, or a list of single nunbers and/or nunber
For exanple, the sequence 2,4:7,9,12:15 is equivalent to

7,9,12,13,14,15 and identifies all of those nmessages.

21 41 51 61

Definitions of Commands and Responses

Summary

Commands:
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag

of Commands and Responses

NOOP

LOA N user password

LocoUT

SELECT nmai | box

CHECK

EXPUNGE

COPY sequence mai | box

FETCH sequence data

STORE sequence data val ue

SEARCH criteria

BBOARD bboard

FI ND ( BBOARDS / MAI LBOXES) pattern
READONLY

READVWRI TE

SELECT. VERSI ON (maj or _versi on m nor_version)
SELECT. FEATURES f eat ures
SUPPCORTED. VERSI ONS

FLAGS

SET. FLAGS

Responses (can be either solicited or unsolicited):
*/tag FLAGS flag |ist
*/tag SEARCH (nunbers) (criteria)
*/tag EXI STS
*/tag RECENT
*/tag EXPUNCE
*/tag STORE data
*/tag FETCH data
*/tag BBOARD bboard_nane
*/tag MAI LBOX non_i nbox_mai | box_nane
*/tag SUPPORTED. VERSI ONS ver si on_dat a
*/tag READONLY
*/tag READWRI TE
*/tag OK text
*/tag NO text
*/tag BAD text

Ri ce

A sequence may consist of a single nunber,

bet ween
pairs.
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*/tag BYE text

Responses (can only be solicited):

tag COPY nmessage_nunber

Responses (can only be unsolicited):

+ text

Commands

tag NOOP

The NOOP command returns an OK to the client. By itself, it does
not hi ng, but certain things nay happen as side effects. For
exanpl e, server inplenmentations which inplicitly check the mail box
for newmail may do so as a result of this conmand. The primary
use of this command is to for the client to see if the server is
still alive (and notify the server that the client is still alive,
for those servers which have inactivity autol ogout tiners).

tag LOG N user password

The LOG N command identifies the user to the server and carries
the password authenticating this user. This information is used
by the server to control access to the mail boxes.

EXAMPLE: A001 LOG@ N SM TH SESAME logs in as user SMTH with
password SESAME.

tag LOGOUT

The LOGOUT command indicates the client is done with the session
The server sends a solicited BYE response before the (tagged) OK
response, and then closes the connection

tag SELECT nai | box

Ri ce

The SELECT command sel ects a particular mail box. The server nust
check that the user is permtted read access to this mail box.

Prior to returning an OK to the client, the server nust send an
solicited FLAGS and <n> EXI STS response to the client giving the
flags list for this mailbox (sinply the systemflags if this
mai | box doesn’t have any special flags) and the nunber of messages
in the mailbox. It is also recommended that the server send a <n>
RECENT unsolicited response to the client for the benefit of
clients which nmake use of the nunber of new nessages in a mail box.
It is further recommended that servers should send an unsolicited
READONLY message if the mail box that has been selected is not
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witable by the user

Mul tiple SELECT conmands are permitted in a session, in which case
the prior mailbox is deselected first.

The default mail box for the SELECT command is I NBOX, which is a
speci al name reserved to nean "the primary mail box for this user
on this server". The format of other mail box nanes is operating
system dependent (as of this witing, it reflects the path of the
mai | box on the current servers), though it could reflect any
server-speci fic namng convention for the nanmespace of nmil boxes.
Such a nanmespace need not and should not be viewed as being

equi valent or linked to the server machine's file system

EXAMPLES: A002 SELECT INBOX ;; selects the default mail box.
A002 197 EXI STS ;; server says 197 nessages in | NBOX
A002 5 RECENT ;, server says 5 are recent.
A002 K Sel ect conpl ete.

or
A003 SELECT /usr/fred/ nmy-mail.txt

;; select a different user specified mail box.
tag CHECK

The CHECK conmmand forces a check for new nmessages and a rescan of
the mail box for internal change for those inplenentations which
allow nmultiple sinultaneous read/ wite access to the sanme mail box
(e.g., TOPS-20). It is recomend that periodic inplicit checks
for new nail be done by servers as well. The server nust send a
solicited <n> EXI STS response prior to returning an K to the
client.

tag EXPUNGE

Ri ce

The EXPUNGE command permanently renoves all messages with the

\ DELETED flag set in its flags fromthe nailbox. Prior to
returning an K to the client, for each nmessage which is renoved,
a solicited <n> EXPUNCE response is sent indicating which nessage
was renoved. The nessage nunber of each subsequent nessage in the
mai | box is imrediately decrenented by 1; this neans that if the

| ast 5 nessages in a 9-nessage nuail box are expunged you wil |
receive 5 "5 EXPUNGE" responses for nessage 5. To ensure mail box
integrity and server/client synchronization, it is recomended
that the server do an inplicit check prior to comrencing the
expunge and agai n when the expunge is conpleted. Furthernore, if
the server allows multiple sinmultaneous access to the sanme mail box
the server nust guarantee both the integrity of the nmail box and
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the views of it held by the clients.

EXPUNGE is not allowed if the user does not have wite access to
this mailbox. |f a user does not have wite access to the mail box
then the server is required to signal this fact by replying with a
NO response with a suitable text string that can be presented to
the user explaining that the nailbox is read-only. It is further
recomrended that servers send an unsolicited READONLY nessage to
clients that attenpt an expunge operation on a read only mail box.

tag COPY sequence mmai | box

The COPY command copi es the specified nessage(s) to the specified
destination mail box. |If the destination mailbox does not exist,
the server should create it. Prior to returning an K to the
client, the server nust return a solicited <n> COPY response for
each nessage copi ed.

EXAMPLE: A003 COPRPY 2: 4 MEETI NG copi es nmessages 2, 3, and 4 to
mai | box " MEETI NG'

COPY is not allowed if the user does not have wite access to the
destination mailbox. |If a user does not have wite access to the
destination mail box then the server is required to signal this
fact by replying with a NO response with a suitable text string
that can be presented to the user explaining that the mailbox is

read-only. It is further recomended that servers send an
unsol i cited READONLY nessage to clients that attenpt to copy to a
read only mail box. | MAP3 does not specify "where" the nessage

will be put in the mailbox to which it has been copi ed.

tag FETCH sequence fetch_att

Ri ce

The FETCH conmmand retrieves data associated with a nessage in the
mai | box. The data itens to be fetched nmay be either a single atom
or an S-expression list. The attributes that can be fetched are
any of those nmentioned specifically below al ong with any generic,
canoni cal or concrete key. The set of predefined generic keys is:
{BCC, BODY, CC, FROM HEADER, SIZE, SUBJECT, TEXT, TG. The set

of predefined canonical keys is {$CC, $FROM $SUBJECT, $TCG. The
val ue returned by the server for a non-existent or non-neani ngfu
key is defined to be the null value, N L.

ALL Equi val ent to:
(FLAGS | NTERNALDATE RFC822. S| ZE ENVELCPE)

ENVEL OPE The envel ope of the nessage. The envelope is
conmput ed by the server by parsing the header
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i.e., the RFC 822 header for an RFCB822 fornat
message, into the conponent parts, defaulting
various fields as necessary.

FAST Macro equi val ent to:
(FLAGS | NTERNALDATE RFC822. Sl ZE)

FLAGS The flags which are set for this message.
This may include the follow ng system fl ags:

\ RECENT Message arrived since
| ast read of this nmail box
\ SEEN Message has been read
\ ANSWERED Message has been answered
\ FLAGGED Message is "flagged"” for
urgent/special attention
\DELETED Message is "del eted" for
renoval by | ater EXPUNGE

| NTERNALDATE The date and time the nessage was witten to
t he nai | box.

RFC822 The nessage in RFC 822 fornmat.
RFC822. HEADER  The RFC 822 format header of the nessage

RFC822. SI ZE The nunber of characters in the nessage as
expressed in RFC 822 format.

RFC822. TEXT The text body of the nmessage, omitting the
RFC 822 header.

EXAMPLES

A003 FETCH 2:4 ALL
fetches the flags, internal date, RFC 822 size, and envel ope
for messages 2, 3, and 4.

A004 FETCH 3 RFC822
fetches the RFC 822 representation for nessage 3.

A005 FETCH 4 (FLAGS RFC822. HEADER)
fetches the flags and RFC 822 format header for nmessage 4.

A006 FETCH 42 $SUBJECT
A006 FETCH $SUBJECT " Some subject text..."
A006 OK FETCH conpl et ed ok.

fetches the canonical subject field.
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A007 FETCH 42 APPARENTLY- TO
A007 FETCH APPARENTLY-TO NI L
A007 OK FETCH found no val ue.
fetches the concrete apparently-to field.

tag STORE sequence data val ue

The STORE conmand alters the val ues associated with particul ar
keys for a nmessage in the mailbox. As is the case for the FETCH
command, any generic, canonical or concrete key nay be used to

i ndex the value provided. |In addition to these, the follow ng
pre-defined keys are provided.

FLAGS Repl ace the flags for the nessage with the
argunent (in flag list format).
The server nust respond with a solicited STORE FLAGS
message, showi ng the new state of the flags after
the store.

+FLAGS Add the flags in the argument to the
message’s flag list.
The server nust respond with a solicited STORE FLAGS
nmessage, showing the new state of the flags after
the store.

- FLAGS Renove the flags in the argunent fromthe
message’s flag |ist.
The server nust respond with a solicited STORE FLAGS
message, showing the new state of the flags after
the store.

RFC822. HEADER  Repl ace the header of the nessage(s) with that
specified. This allows users to use their mail boxes
as dat abases with header fields as keys.

The server nust respond with solicited

STORE RFC822. HEADER, STORE RFC822. S| ZE and
STORE ENVELCPE nessages, show ng the new state
of the reparsed header after the store.

RFC822. TEXT Repl ace the body of the nmessages with that specified.
The server nust respond with solicited
STORE RFC822. TEXT and STORE RFC822. SI ZE nessages,
showi ng the new state of the nessage after the store.

STORE is not allowed if the user does not have wite access to
this mail box.

The server is required to send a solicited STORE response for
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each store operation that results in a format transformation by
the server. For exanple, the server is required to send a
STORE FLAGS response when the client perforns a STORE +FLAGS or
a STORE -FLAGS, since the client may not easily be able to know
what the result of this command will be. Similarly, if the
client enmits a STORE FROM command t hen the server should
respond with a suitabl e STORE FROM response because the client
woul d be sending a string value to be stored and the server
should transformthis into a set of addresses. In general,
however, although it is legal for the server to send a
solicited STORE response for each STORE operation, this is

di scouraged, since it mght result in the retransm ssion of
very large and unnecessary anmounts of data that have been

st ored.

EXAMPLE: A003 STORE 2:4 +FLAGS (\ DELETED) mar ks nessages 2, 3,
and 4 for del etion.

tag SEARCH search_criteria

The SEARCH command searches the mail box for messages which match
the given set of criteria. The server response SEARCH (criteria)
(nunbers) gives the set of nmessages which match the conjunction of
the criteria specified. In addition to each of the search
criteria there is its logical inverse. The |ogical inverse
criterion is denoted by the ~ (tilda) sign

Thus, no nessage that natches the criterion

FROM cri spin

will match the criterion:

~FROM crispin

The criteria for the search can be any generic, canonical or
concrete key. In addition to these, the follow ng pre-defined
keys are al so provi ded:

ALL Al'l messages in the mail box; the default
initial criterion for AND ng.

ANSWERED Messages with the \ ANSVWERED fl ag set.

BCC string Messages which contain the specified string
in the envel ope’s BCC fi el d.

BEFORE dat e Messages whose internal date is earlier than

Ri ce

the specified date.
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BODY string

CC string

DELETED
FLAGGED

FROM string

HEADER st ri ng

KEYWORD f 1 ag

NEW

oD

ON date

RECENT
SEEN

SI NCE dat e

SUBJECT string

TEXT string

TO string

EXAMPLE:

returns the nessage nunbers for all
that were placed in the mail box since Cctober

| mpl ement ati on not e:

A003 SEARCH DELETED FROM " SM TH'

I MAP3 February 1991

Messages which contain the specified string
in the body of the message.

Messages which contain the specified string
in the envel ope’s CC field.

Messages with the \DELETED fl ag set.
Messages with the \ FLAGGED fl ag set.

Messages which contain the specified string
in the envelope’s FROM fi el d.

Messages which contain the specified string
in the nessage header.

Messages with the specified flag set.
Messages whi ch have the \ RECENT fl ag set but
not the \SEEN flag. This is functionally
equi val ent to "RECENT UNSEEN".

Messages whi ch do not have the \ RECENT fl ag
set.

Messages whose internal date is the same as

the specified date.
Messages whi ch have the \ RECENT flag set.
Messages which have the \ SEEN fl ag set.

Messages whose internal date is later than

the specified date.

Messages which contain the specified string
in the envel ope’s SUBJECT field.

Messages whi ch contain the specified string.

Messages whi ch contain the specified string in
the envel ope’s TO fi el d.

SI NCE 1- OCT- 87
del eted nmessages from Smith
1, 1987.

The UNANSWERED, UNDELETED, UNFLAGCED,

[ Page 22]



RFC 1203 I MAP3 February 1991

UNKEYWORD and UNSEEN criteria, described below, are preserved in
| MAP3 for | MAP2 conpatibility. They are, however, considered
obsol ete and new Client prograns are encouraged to use the ~
notation for the logical inverses of search criteria with a view
to the dropping of this outnoded syntax in | ater versions.

UNANSVEERED Messages which do not have the \ ANSWERED fl ag
set.

UNDELETED Messages whi ch do not have the \ DELETED fl ag
set.

UNFLAGGED Messages which do not have the \ FLAGGED fl ag
set.

UNKEYWORD fl ag Messages which do not have the specified flag
set.

UNSEEN Messages which do not have the \SEEN flag set.

tag READONLY
The READONLY command indicates that the client wishes to make the
mai | box read-only. The server is required to reply with a
solicited READONLY or READWRI TE response.

tag READWRI TE
The READWRI TE conmmand indicates that the client wishes to nake the
mai | box read-wite. The server is required to reply with a
solicited READONLY or READWRI TE response.

tag SUPPORTED. VERSI ONS
The SUPPORTED. VERSI ONS solicits fromthe server a
SUPPORTED. VERSI ONS nessage, whi ch encapsul ates i nfornmati on about
whi ch versions and features the server supports.

tag SELECT. VERSI ON (raj or _versi on m nor_version)
The SELECT. VERSI ON command i ndicates that the client wishes to
sel ect certain behavior on the part of the server. The mgjor and
m nor versions indicate the specific version of the protocol being
sel ect ed.

EXAMPLE: A002 SELECT. VERSION (3 0)

A client may not request a server version that is not supported by
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the server, i.e., which is specifically nmentioned in the response
to a SUPPORTED. VERSI ONS command. An attenpt to do so by a client
will result in a NO response fromthe server. It is an error for

t he SELECT. VERSI ON command to be used after a mail box has been
selected. The rationale for this is that for some server

i npl ementations it mght be necessary to spawn separate prograns
to inmplenent widely divergent protocol versions. Thus, the client
cannot be allowed to expect any server state to be preserved after
the use of the SELECT. VERSI ON conmand. The default version of al
servers is 2.0, i.e., IMAP2 as defined by RFC 1064.

tag SELECT. FEATURES 1#f eat ures

The SELECT. FEATURES conmand i ndicates that the client wi shes to
sel ect certain specific features on the part of the server. A
client may not request a feature that is not supported by the
server, i.e., one that is explicitly nentioned in the set of
features for the selected version returned by the
SUPPORTED. VERSI ONS conmmand. An attenpt to do so by a client wll
result in a NO response fromthe server.

EXAMPLE: A002 SELECT. FEATURES AUTO. SET. SEEN ~TAGGED. SOLI CI TED
El GHT. BI T. TRANSPARENT

i.e., select the set of features called AUTO SET. SEEN and

El GHT. Bl T. TRANSPARENT and desel ect the feature called
TAGCGED. SCLI CI TED. The use of the SELECT. FEATURES comand
conpletely resets the set of selected features. Note: These are
only exanple feature nanes and are not necessarily supported by
any server. See the appendix on features for nore information on
features. Note: Sone features, when present in the server, wll
cause the upwards conmpati bl e extension of the grammar, i.e., by
addi ng extra commands. The server is at liberty not to renove

t hese upwards conpatibl e extensions to the conmand tabl es when a
feature is disabled. Thus, it is an error for a client to rely on
getting a NO or BAD response in any way, for instance to determ ne
the sel ectedness or presence of a feature.

tag BBOARD bboard

Ri ce

The BBOARD comand i s equival ent to SELECT, except that its
argunent is a bulletin board (BBoard) nane. The format of a
BBoard name is inplenentation specific, although it is strongly
encouraged to use sonething that resenbles a name in a generic
sense and not a file or mail box name on the particul ar system
There is no requirenent that a BBoard nane be a nail box nane or a
file name (in particular, Unix netnews has a conpletely different
namespace from mail box or file names).
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The result fromthe BBOARD comand is identical fromthat of the
SELECT command. For exanple, in the TOPS-20 server
i npl ement ati on, the command
A0002 BBOARD FCO
is exactly equivalent to the conmand
A0002 SELECT POBOX: <BBOARD>FOO. TXT
Note: the equivalence in this exanple is *not* required by the
protocol, and nmerely reflects the fuzzy distinction between
mai | boxes and BBoards on TOPS- 20.

tag FIND (BBOARDS / MAI LBOXES) pattern

Ri ce

The FI ND command accepts as argunents the keywords BBOARDS or

MAI LBOXES and a pattern which specifies sone set of BBoard/ mail box
nanes whi ch are usabl e by the BBOARD/ SELECT conmand. Two wil dcard
characters are defined; "*" specifies that any nunber (including
zero) characters nay match at this position and "% specifies that
a single character may match at this position. For exanple,
FOO*BAR wi || match FOOBAR, FOOD. ON. THE. BAR and FQO. BAR, wher eas
FOOBAR wi | | match only FOO BAR;, furthermore, "*" will match all
BBoar ds/ mai | boxes. The foll owi ng quoting convention applies to
wildcards: "\*" is the literal "*" character, "\% is the literal
"% character and "\\" is the literal "\" character. Notes: The
format of mail boxes is server inplenmentation dependent. The

speci al mail box nane INBOX is not included in the output to the

FI ND MAI LBOXES command.

The FIND command solicits any nunber of BBOARD or NAI LBOX
responses fromthe server as appropriate.

Exanpl es:
A0002 FI ND BBOARDS *
A0002 BBOARD FOOBAR
A0002 BBOARD GENERAL
A0002 OK FIND conpl et ed
or
A0002 FI ND MAI LBOXES FOO/BA*
A0002 MAI LBOX FQOO. BAR
A0002 MAI LBOX FOO. BAZZAR
A0002 OK FIND conpl et ed

Note: Al though the use of explicit file or path nanmes for

mai | boxes is discouraged by this standard, it may be unavoi dabl e.
It is inportant that the value returned in the MAILBOX solicited
reply be usable in the SELECT command wi t hout renenbering any path
specification which may have been used in the FI ND MAI LBOXES
pattern.
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tag FLAGS

The FLAGS command solicits a FLAGS response fromthe server.

tag SET. FLAGS flag |ist

The SET. FLAGS command defines the user specifiable flags for this
mai | box, i.e., the keywords. |If this set does not include flags
fornmerly sent to the client by the server in a FLAGS nessage then
this constitutes a request to delete the flag. Any new fl ags
shoul d be created. This command does not affect the system
defined flags and any systemflags that are included in the
flag_list will be ignored. The server nust respond to this
command with a solicited FLAGS nmessage. |If the deletion of a flag
results in the invalidation of the flag sets of any nessages then
the server is required to send solicited STORE FLAGS nessages to
the client for each nodified nessage.

Responses:

*/tag OK text

Inits solicited formthis response identifies successfu

conmpl etion of the command with the indicated tag. The text is a
I'ine of human-readabl e text which may be useful in a protoco
telemetry |l og for debuggi ng purposes.

Inits unsolicited form this response indicates sinply that the
server is alive. No special action on the part of the client is
called for. This is presently only used by servers at startup as
a greeting nessage indicating that they are ready to accept the
first command. This usage, although legal, is by no neans
required. The text is a line of human-readabl e text which may be
| ogged in protocol telenetry.

*/tag NO text

Ri ce

Inits solicited formthis response identifies unsuccessfu

compl etion of the command with the indicated tag. The text is a
I ine of human-readabl e text which probably shoul d be displayed to
the user in an error report by the client.

Inits unsolicited formthis response indicates some operationa
error at the server which cannot be traced to any protoco
command. The text is a line of human-readabl e text which shoul d
be logged in protocol telemetry for the maintainer of the server
and/or the client.

[ Page 26]



RFC 1203 I MAP3 February 1991

*/tag BAD text

Inits solicited formresponse indicates faulty protocol received
fromthe client and indicates a bug. The text is a line of
human-r eadabl e text which should be recorded in any telenetry as
part of a bug report to the naintainer of the client.

Inits unsolicited formresponse indicates some protocol error at
the server which cannot be traced to any protocol comuand. The
text is a line of human-readabl e text which should be |ogged in
protocol telemetry for the maintainer of the server and/or the
client. This generally indicates a protocol synchronization
probl em and examination of the protocol telenmetry is advised to
determ ne the cause of the probl em

*/tag BYE text

This indicates that the server is about to close the connection
The text is a line of human-readabl e text which should be
displayed to the user in a status report by the client. | MAP2
requires that the server emt a solicited BYE response as part of
a nornmal | ogout sequence. This solicited formis not required

under | MAP3, though is still legal for conpatibility. Inits
unsolicited formthe BYE response is used as a pani ¢ shutdown
announcenment by the server. It is required to be used by any

server which perforns autol ogouts due to inactivity.

*/tag nunber nessage_data

Ri ce

The solicited (tag nunber nessage data) response is generated as
the result of a number of client requests. The server may al so
emt any the following at any tine as unsolicited data (i.e., *
nunber nessage data). The nessage_data is one of the foll ow ng:

EXI STS The specified nunber of messages exists in the nail box.

RECENT The specified nunber of nessages have arrived since the
last tine this mailbox was selected with the SELECT
command or equi val ent.

EXPUNGE The specified nessage nunber has been permanently
removed fromthe mail box, and the next nessage in the
mai | box (if any) beconmes that nessage nunber.

The server nust send a solicited EXPUNGE response

for each message that it expunges as the result

of an EXPUNGE command. Note: future versions of the
protocol may allow the use of a nmessage sequence

as a value returned by the EXPUNGE response to allow the
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nmore efficient conpaction of client representations of
mai | boxes.

STORE dat a
Functionally equivalent to FETCH, only it is sent by the
server when the state of a nmail box changes. The server
must send solicited STORE responses as the result of
any change caused by a STORE command.

FETCH dat a
This is the principle neans by which data about a
message is sent to the client. The data is in a
Li sp-li ke S-expression property list form Just as the
FETCH request fromthe client can fetch any generic,
canoni cal or concrete key, so also the FETCH response
can return values for any of these keys as well as for
the pre-defined attributes nentioned below. Note that
the server is pernmitted to send any unsolicited FETCH
or STORE nessages that it should choose, be they the
val ues associated with generic, canonical or concrete
keys. Cients are required to ignore any such
FETCH responses that it cannot interpret. For exanple,
clients are not required to be able to understand, i.e.,
use fruitfully, the canonical $TO key, but they are
required to be able to ignore an unsolicited $TO nessage
correctly.

ENVEL OPE An S-expression format |ist which describes the
envel ope of a nessage. The envel ope is conputed
by the server by parsing the RFC 822 header into
the conponent parts, defaulting various fields
as necessary.

The fields of the envelope are in the follow ng
order: date, subject, from sender, reply-to, to,
cc, bcc, in-reply-to, and nessage-id. The date,
subject, in-reply-to, and nessage-id fields are
strings. The from sender, reply-to, to, cc,

and bcc fields are |lists of addresses.

An address is an S-expression format |ist which
descri bes an electronic mail address. The fields
of an address are in the follow ng order

personal name, source-route (i.e., the
at-domain-1ist in SMIP), mail box nane, host nane
and coments. Inplenmentation note: The addition
of the comment field is an inconpatible extension
fromI|IMAP2. The server is required not to provide
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this field when running in | MAP2 node.

Any field of an envel ope or address which is

not applicable is presented as the atom NI L.

Note that the server nust default the reply-to

and sender fields fromthe fromfield; a client is
not expected to know to do this.

FLAGS An S-expression format list of flags which are set
for this nmessage. This may include the follow ng
system fl ags:

\ RECENT Message arrived since |ast
read of this mail box

\ SEEN Message has been read

\ ANSVERED Message has been answered

\ FLAGGED Message is "flagged" for
urgent/special attention

\ DELETED Message is "del eted" for

renoval by | ater EXPUNGE

| NTERNALDATE A string containing the date and tine the
message was witten to the mail box.

RFC822 A string expressing the nessage in RFC 822
format.
Not e: Sone inplementations of | MAP2 servers
had the (undocunented) behavi or of setting
the \SEEN flag as a side effect of fetching
the body of a nessage. This resulted in
erroneous behavior for clients that prefetch
messages that the user nmight not get
around to reading. Thus, this behavior is
explicitly disallowed in | MAP3
Note: this is not a significant performance
restriction because it is always possible for
| MAP3 clients to use an interaction with the
server of the follow ng type
A0O01 FETCH 42 RFC822
A002 STORE 42 +FLAGS (\ SEEN)
A0O01 42 FETCH RFC822 {637} ......
A001 K Fetch conpl eted
A002 42 STORE FLAGS (\ SEEN \ FLAGGED. . .)
A002 K Store Conpl et ed.

RFC822. HEADER A string expressing the RFC 822 fornmat
header of the nessage
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RFC822. SIZE A nunber indicating the nunber of
characters in the message as expressed
in RFC 822 format.

RFC822. TEXT A string expressing the text body of the
message, onitting the RFC 822 header
See al so note for RFC822

*/tag FLAGS flag_list

A solicited FLAGS response nust occur as a result of a SELECT
command. The flag list is the list of flags (at a mnimm the

| MAP defined flags) which are applicable for this mail box. Flags
other than the systemflags are a function of the server

i mpl ement at i on.

*/tag SEARCH (nunbers) (search _criteria)

Thi s response occurs as a result of a SEARCH command. The

nunber (s) refer to those nessages which match the search criteria.
Inits solicited formthis message allows clients to find

i nteresting groups of nessages, e.g., unseen nessages from
Crispin. Inits unsolicited formit allows the server to inform
the client of interesting patterns, e.g., when new mail arrives,
recent and fromCrispin. Compatibility note: The search_criteria
are sent by the server along with the matching nunmbers so
unsol i cited SEARCH nessages may be interpreted. This syntax is
not upwards conpatible with I MAP2 and so the new syntax is
intended to nake it sinple for clients that are not able to take
advant age of unsolicited SEARCH nessages still to interpret
solicited SEARCH nessages sinply by ignoring everything that
follows the list of nunmbers with mininmal parsing. Such clients
may not, however, sinply discard the rest of the |ine because
there mght be LITERALs in the search pattern

Exanpl es:

A00042 SEARCH (2 3 6) (FROM Crispin ~SEEN)
and

* SEARCH (42) (FROM Crispi n RECENT)

*/tag READONLY

Ri ce

This indicates that the mailbox is read-only. The server is
required to respond to a READONLY or READWRI TE conmand with either
a solicited READONLY or a solicited READWRI TE response. Note: |If
the client attenpts a nmutation operation, such as STORE, on a
mai | box to which it does not have wite access then the server is
required to reply with a solicited READONLY response on the first
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such attenpted mutation. The server may al so choose to send
solicited READONLY responses for each subsequent attenpted
mut ati on.

*/tag READWRI TE

This indicates that the mailbox is read-wite. The server is
required to respond to a READONLY or READWRI TE conmand with either
a solicited READONLY or a solicited READWRI TE response

*/tag BBOARD bboard_nane

This message is produced in its solicited formas a response to a
FI ND BBOARDS command. In its unsolicited formit represents a
notification by the server that a new BBoard has been added.
Bboard nane nmust be a name that can be supplied to the BBOARD
conmmand so as to select the appropriate bboard.

*/tag MAI LBOX non_i nbox_mai | box_name

This nmessage is produced in its solicited formas a response to a
FI ND MAI LBOXES command. In its unsolicited formit represents a
notification by the server that a new nail box has been added,
perhaps as the result of a COPY command creating a new mail box.
Non_i nbox_nmmai | box_nane nust be a nane that can be supplied to the
SELECT command so as to select the appropriate mail box. Note:
non_i nbox_mai | box_nane is never the string "I NBOX".

*/tag SUPPORTED. VERSI ONS (versi on_specs)

Ri ce

This nmessage is used either as a response to the
SUPPORTED. VERSI ONS or, in its unsolicited form to indicate the
dynanmi c addition or renoval of support for features or protoco
versions. Each version_spec is of the form (4 2

El GHT. Bl T. TRANSPARENT AUTO. SET. SEEN ...), i.e., a nmjor version
nunber and a minor version nunber for the protocol and the set of
features supported under the server’s inplenentation of that
protocol version. A server may not dynamically renmove support for
any version or feature that has been selected by any currently

|l ogged in client by the use of the VERSI ON conmand.

Exanpl e:
A00005 SUPPORTED. VERSI ONS ((2 0 )
(2 2 TAGGED. SCLI Cl TED)
(3 0 EI GHT. BI T. TRANSPARENT TAGGED. SCLI Cl TED))

I ndicates that two nmmjor versions are supported and one m nor
version is supported and that tagged solicited nessages are
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supported in versions 2.2 and 3.0 with eight bit characters being
supported under version 3. For each feature nmentioned in the |ist
of features there is also always the negation of that feature.

For exanple, if the server supports the TAGGED. SOLI Cl TED feature
then it al so supports the ~TAGGED. SOLI Cl TED feature, which
disables this feature. Note: These are only exanple feature
nanes and are not necessarily supported by any server. See the
appendi x on features for nore information on features.

+ text

Thi s response indicates that the server is ready to accept the
text of aliteral fromthe client. Normally, a command fromthe
client is a single text line. |If the server detects an error in
the command, it can sinply discard the remai nder of the line. It
cannot do this in the case of commands which contain literals,
since a literal can be an arbitrarily | ong anmount of text, and the
server may not even be expecting a literal. This nmechanismis
provided so the client knows not to send a literal until the
server definitely expects it, preserving client/server
synchroni zati on.

In actual practice, this situation is rarely encountered. |In the
current protocol, the only client commands |likely to contain
literals are the LOG N command and the STORE RFC822. HEADER or
STORE RFC822. TEXT commands. Consider a situation in which a
server validates the user before checking the password. |If the
password contains "funny" characters and hence is sent as a
literal, then if the user is invalid an error would occur before
the password is parsed

No such synchroni zation protection is provided for literals sent
fromthe server to the client, for performance reasons. Any
synchroni zation problens in this direction would be due to a bug
in the client or server and not for sone operational problem

Sanpl e | MAP3 sessi on

The following is a transcript of an actual | MAP3 session. Server
output is identified by "S:" and client output by "U". In cases
where lines were too long to fit within the boundaries of this
docunent, the line was continued on the next |line preceded by a tab

S

U
S

Ri ce

* OK SUVEX-AIM Stanford. EDU I nteractive Mail Access Protoco
Il Service 6.1(349) at Mn, 14 May 90 14:58:30 PDT
a001 SUPPORTED. VERSI ONS
* SUPPORTED. VERSIONS ((2 0 ) (3 0 ElI GHT. BI T. TRANSPARENT
AUTO. SET. SEEN TAGGED. SOLI Cl TED))
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wo LCcLwcuwow

Ri ce

A001 Supported Versions returned.
a002 SELECT. VERSION (3 0)
a002 K Version 3.0 Sel ect ed.
a003 SELECT. FEATURES TAGGED. SCLI Cl TED
a003 K Features sel ect ed.
a004 login crispin secret
a004 K User CRISPIN logged in at Thu, 9 Jun 90 14:58: 42 PDT,
job 76
a005 sel ect inbox
a005 FLAGS (Bugs SF Party Skating Meeting Fl ames Request Al
Question Note \ XXXX \YYYY \ Answered \ Fl agged \ Del et ed
\ Seen)
a005 16 EXI STS
a005 0 RECENT
a006 K Sel ect conplete
a006 fetch 16 all
a006 16 Fetch (Flags (\Seen) Internal Date " 9-Jun-88 12:55:
RFC822. Si ze 637 Envel ope ("Sat, 4 Jun 88 13:27:11 PDT"
"I NFO- MAC Mai |l Message" (("Larry Fagan" N L "FAGAN'
"SUMEX- AIM Stanford. EDU" NIL)) (("Larry Fagan" N L "FAGAN'
"SUMEX- AIM Stanford. EDU" NIL)) (("Larry Fagan" N L "FAGAN'
"SUMEX- AIM Stanford. EDU' NIL)) ((NIL NIL "rindfl El SCH"'
"SUMEX-AIM Stanford. EDU" NIL)) NIL NIL NIL
"<12403828905. 13. FAGAN@BUNMEX- Al M St anf or d. EDU>"))
a006 K Fetch conpl eted
a007 fetch 16 rfc822
a007 16 Fetch (RFCB22 {637}
Mai | - From RI NDFLElI SCH created at 9-Jun-88 12:55:43
Mai | - From FAGAN created at 4-Jun-88 13:27:12
Date: Sat, 4 Jun 88 13:27:11 PDT
From Larry Fagan <FAGAN@UMEX- Al M St anf or d. EDU>
To: rindfl El SCH&UVEX- Al M St anf or d. EDU
Subj ect: I NFO- MAC Mail Message
Message- | D: <12403828905. 13. FAGAN@UMEX- Al M St anf or d. EDU>
ReSent - Date: Thu, 9 Jun 88 12:55:43 PDT
ReSent - From TC Ri ndfl ei sch <Ri ndf | ei sch@UMEX- Al M St anf or d. EDU>
ReSent - To: Yeager @UVMEX- Al M St anf or d. EDU
Cri spi n@UNVEX- Al M St anf or d. EDU
ReSent - Message- | D:
<12405133897. 80. Rl NDFLEI SCH@UMEX- Al M St anf or d. EDU>

The file is <info-mac>usenetv4-55.arc
Larry

)

a007 K Fetch conpl eted

a008 | ogout

a008 BYE UNI X I MAP ||| server terminating connection
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S: a008 OK SUVEX-AIM Stanford. EDU Interim M|l Access Protocol
Servi ce | ogout

I npl enent ati on Di scussi on

As of this witing, SUMEX has conpleted an | MAP2 client for Xerox

Li sp machines witten in hybrid Interlisp/ConmonLi sp and i s begi nni ng
distribution of a client for TI Explorer Lisp machines. SUMEX has

al so completed a portable I MAP2 client protocol |ibrary nodule
witten in C This library, with the addition of a small main
program (primarily user interface) and a TCP/IP driver, becane a

rudi nentary renote system mail -readi ng program under Uni x. The first
production use of this library is as a part of a Macll client which
has now been under daily use (by real users) at Stanford for quite
some time.

As of this witing, SUMEX has conpl eted | MAP2 servers for TOPS-20
witten in DEC 20 assenmbly | anguage and 4.2/3 BSD Unix witten in C
The TOPS-20 server is fully conpatible with MW 20, the standard
TOPS-20 mai |l system and requires no special action or setup on the
part of the user. The INBOX under TOPS-20 is the user’s MAIL. TXT.
The TOPS-20 server also supports nultiple sinultaneous access to the
sanme nai |l box, including sinmultaneous access between the | MAP3 server
and MM 20. The 4.2/3 BSD Uni x server requires that the user use
either Unix Mail format or nmail.txt format which is conpatible with
SRI MVt 32 or Colunmbia MM C. The 4.2/3 BSD Uni x server allows

si mul t aneous read access; wite access nust be exclusive. There is
al so an experinental | MAP3 server running on the Tl Explorer class of
machi ne, which uses MM nail box format and whi ch can comuni cate over
both TCP and Chaos.

The Xerox Lisp client and DEC-20 server have been in production use
for over two years; the Unix server was been in production use for
over a year. |MAP3 has been used to access nmil boxes at renote sites
froma local workstation via the Internet. For exanple, fromthe
Stanford | ocal network one of the authors has read his nmail box at a
Ml net site.

A number of | MAP clients have now been devel oped or are being
devel oped. Anongst these are versions that run on the follow ng
machi nes:

Xerox Lisp machi nes

Appl e Maci nt osh

Ne XT

| BM PC

Tl Explorer Lisp nmachines

"d ass teletype" version that runs under Unix
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GNU Emacs
X W ndows
NTT ELI S

Each of these client prograns is carefully tuned to optinize the
performance and user interface in a manner that is consistent with
the the user interface nodel of the native machine. For exanple, the
Maci ntosh client features a "nmessy-desk"” interface that allows the
cutting and pasting of text with the use of the clipboard with a nmenu
driven interface with keyboard accel erators.

Thi s specification does not nmake any formal definition of size
restrictions, but some of the existing servers have the follow ng
limtations:

DEC- 20
Il ength of a mailbox: 7,077,888 characters
maxi mum nunber of nessages: 18,432 nessages
I ength of a command |ine: 10,000 characters
I ength of the local host nanme: 64 characters
Il ength of a "short" argument: 39 characters
Il ength of a "long" argunent: 491,520 characters
maxi mum anount of data output in a single fetch
655, 360 characters

TI - Expl orer

. length of a mailbox: limted by the Mninumof the size of the
virtual address space and the size of the file system
maxi mum nunber of messages: limted by the the size of the
virtual address space
I ength of a command line: limted by the the size of the
virtual address space
I ength of the local host name: limted by the the size of the
virtual address space
Il ength of a "short" argunent: linmted by the the size of the
virtual address space
length of a "long" argunent: limted by the the size of the

virtual address space
maxi mum anount of data output in a single fetch: not limted

Typical values for these limts are 30Md for file systens and 128Mo
for virtual address space.

To date, nobody has run up against any of these limtations, nany of
whi ch are substantially |arger than nost current user mail reading
prograns.

There are several advantages to the schene of tags and solicited
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responses and unsolicited data. First, the infamus synchronization
probl emrs of SMIP and sinilar protocols do not happen with tagged
commands; a conmand i s not considered satisfied until a conpletion
acknow edgenent with the sane tag is seen. Tagging allows an
arbitrary anount of other responses ("solicited" data) to be sent by
the server with no possibility of the client |osing synchronization
Conpare this with the problens that FTP or SMIP clients have with
continuation, partial conpletion, and conrentary reply codes.

Anot her advantage is that a non-lockstep client inplenentation is
possible. The client could send a command, and entrust the handling
of the server responses to a different process which would signal the
client when the tagged response comes in. Sone clients night be

i mpl emented in a thoroughly asynchronous nanner, having, perhaps,
mul ti pl e outstandi ng conmands at any given tinme. Note: this does
not require that the server process these commands in anything other
than a | ock-step manner. It sinply allows clients to take advantage
of servers that are able to do such asynchronous operati ons.

It was observed that synchroni zation problenms can occur with literals
if the literal is not recognized as such. Fortunately, the cases in
which this can happen are relatively rare; a nmechani sm (the speci al
"+" tag response) was introduced to handl e those few cases which
coul d happen. The proper way to address this problemin all cases is
probably to nove towards a record-oriented architecture instead of
the text stream nodel provided by TCP

Unsolicited data needs sone discussion. Unlike nost protocols, in
whi ch the server nerely does the client’s bidding, an | MAP3 server
has a seni-autononous role. By neans of sending "unsolicited data",

the server is in effect sending a cormand to the client -- to update
and/ or extend its (inconplete) nodel of the mailbox with new
information fromthe server. In this viewpoint, although a "fetch”

command is a request for specific information fromthe client, the
server is always at liberty to include nore than the desired data as
"unsolicited". A server acknow edgenent to the "fetch" is a
statenment that at least all the requested data has been sent.

In terms of inplenmentation, a sinple | ock-step client may have a

| ocal cache of data fromthe nmailbox. This cache is inconplete in
general, and at select tine is enpty. A listener on the | VAP
connection in the client processes all solicited and unsolicited data

symretrically, and updates the cache based on this data, i.e., the
client faults on a cache niss and asks the server to fill that cache
sl ot synchronously. |If a tagged conpletion response arrives, the

i stener unbl ocks the process which sent the tagged request.

Clearly, given this nodel it is not strictly necessary to distinguish
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nmost solicited fromunsolicited data. Doing so, however, apart from

bei ng cl earer,

al so all ows such sinplistic, |ock-step client

i npl ementations that extract the specific value of the response to
command by trapping the tagged response. This allows the client not
to have to bl ock on some conpl ex predicate that involves watching to
see an update in a cache cell

For exanpl e,

perhaps as a result of opening a mailbox, solicited data

fromthe server arrives. The first piece of data is the number of

nmessages.

This is used to size the cache; note that, if new nuail

arrives, by sending a new "nunmber of nessages" unsolicited data
message server will cause the cache to be re-sized. |f the client
attenpts to access information fromthe cache, it will encounter
enpty spots which will trigger "fetch" requests. The request woul d
be sent, sone solicited data including the answer to the fetch wll
fl ow back, and then the "fetch" response will unblock the client.

People fanmiliar wth demand-paged virtual nenory design wll
recogni ze this nodel as being very sinilar to page-fault handling on
a demand- paged system

For mal Synt ax

The foll owing syntax specification uses the augnmented Backus- Naur
Form (BNF) notation as specified in RFC 822 with one exception; the

delimter
a comm.

addr ess

addr _adl

addr _conment
addr _host
addr _mai | box
addr _nane
bboar d
bboard_nane
bboard _notify

canoni cal _key

Ri ce

used with the "#" construct is a single space (SP) and not

"(" addr_nane SP addr_adl SP addr_nrmil box SP
addr _host addr_conment ")"

nil / string

nil / string

nil / string

nil / string

nil / string

"BBOARD' SP bboard_nane
string

"BBOARD' sp bboard_nane

"$cCc' / "$FROM' / "$SUBJECT" / "$TO'
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check
concrete_key

copy

criterion

criteria

dat a

dat e

envel ope

env_bcc
env_cc
env_date

env_from

env_in-reply-to :

env_length
env_nessage-i d
env_reply-to

env_sender

Ri ce

D= "ALL" /

I MAP3

. : = n C'_'EC‘(II
1= string

;.= "COPY" SP sequence

" ANSWERED"
"BCC' SP string /

SP mai | box

/
"BEFORE" SP string /

February 1991

"BODY" SP string / "CC' SP string / "DELETED' /
"FLAGGED' / "KEYWORD' SP atom/ "NEW / "OLD' /
"ON' SP string / "RECENT" / "SEEN' /

"SINCE" SP string /

"TO'" SP string /
" UNFLAGGED" /

c:= 1#criterion

:= ("FLAGS" SP flag_

" UNKEYWORD" /

" UNANSVEERED" /

list /

"TEXT" SP string /

" UNDELETED" /

"UNSEEN' / key SP string

search_notify / bboard_notify / mail box_notify /

supported_versions_
SP text _line /
"NO'" SP text _line /

" BYE"

notify /

" READONLY" /
"OK" SP text line /
"BAD' SP text_line)

" READWRI TE" /

c:=string in form"dd-mmyy hh:mm ss-zzz"

1= "(" env_date SP env_subject SP env_from SP

env_sender SP env_reply-to SP env_to SP
env_cc SP env_bcc SP env_in-reply-to SP

env_nessage-id ")

:=nil [/ "(" 1*address ")"

:=nil [/ "(" 1*address ")"

::= string

:=nil [/ "(" 1*address ")"
=nil / string

1= NUMBER

:=nil / string

:=nil [/ "(" 1*address ")"

:=nil [ "(" 1*address ")"
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env_subj ect c:=nil /[ string

env_to :=nil [/ "(" 1*address ")"

expunge 1= "EXPUNGE"

feature 1= ATOM

fetch i1 = "FETCH' SP sequence SP ("ALL" / "FAST" /

fetch att / "(" 1#fetch_att ")")

fetch_att ::= "ENVELOPE" / "FLAGS" / "I NTERNALDATE" /
"RFC822" |/ "RFC822. HEADER' / "RFC822. Sl ZE" /
"RFC822. TEXT" / key

find ;.= "FIND' ("BBOARDS' / "MAILBOXES') pattern

flag_list ci= ATOM /[ "(" 1#ATOM ")*

flags 1= "FLAGS"

generi c_key ;.= "BCC' / "BODY" / "CC'" / "FROM' [/ "HEADER' / "SI ZE" /
"SUBJECT" / "TEXT" [/ "TO'

key ::= generic_key / canonical _key / concrete_key

literal o= "{" NUMBER "}" CRLF ASClI - STRI NG

| ogin ;.= "LOA@ N' SP userid SP password

| ogout (o= "Locoutrt

mai | box 1= "INBOX" / string

mai | box_notify ::= MAILBOX non_i nbox_nmi | box_nane
nmsg_copy o= " COPY!

nmsg_dat a o= (nmeg_exists / neg recent / nsg_expunge /
g_ (msg_ 9_ g_expung
nsg fetch / nsg_copy)

nmeg_exists o= "EXI STS"
nsg_expunge 1= " EXPUNGE"
nsg_fetch ci= ("FETCH' / "STORE') SP "(" 1#("ENVELOPE" SP

env_| ength envel ope / "FLAGS" SP "(" 1#(recent fl ag
flag_list) ")" / "INTERNALDATE" SP date /
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"RFC822" SP string / "RFC822. HEADER' SP string /
"RFC822. SI ZE" SP NUMBER / "RFC822. TEXT" SP
string / key SP string_list) ")"

nmsg_recent .= "RECENT"

nsg_num = NUMBER

nil = "N L"

non_i nbox_mai | box_nane ::= string
noop 1= " NOOP"

number s 1= 1#NUMBER
password ::= string

pattern 1= string

recent _flag 1= "\ RECENT"
read_only ;.= " READONLY"
read_wite i1 = "READWRI TE"

r eady i= "+" SP text_line
request ::=tag SP (noop / login / logout / select / check /

expunge / copy / fetch / store / search /

sel ect _version / select_features /
supported_versions / bboard / find /

read_only / read_ wite / flags / set_flags ) CRLF

response :=tag SP ("OK" / "NO' / "BAD') SP text line CRLF

sear ch ::= "SEARCH' SP criteria

search_notify 1= "SEARCH' SP (numbers) SP (criteria)

sel ect ;= "SELECT" SP nmi |l box

sel ect _features ::= "SELECT. FEATURES" 1#feature

sel ect _version ::= "SELECT.VERSION' SP " (" NUMBER SP NUMBER ")"

sequence ;.= NUMBER / (NUMBER "," sequence) / (NUMBER ":"
sequence)
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set_flags ::= "SET. FLAGS" SP flag_list

solicited ::=tag SP (msg_num SP nsg_data / data /
solicited only) CRLF

solicited only {None currently defined}

store 1:= "STORE" SP sequence SP store_att
store_att o= ("+FLAGS" SP flag list / "-FLAGS'" SP flag list /

"FLAGS" SP flag list / RFC822. TEXT SP string
|/ RFCB822. HEADER SP string / key SP string)

string ;= atom/ """" 1*character """" [/ litera
string_|ist ci=string / ("(" 1#string ")")
supported_versions ::= "SUPPORTED. VERSI ONS"
supported_versions_notify ::= :?PPPCRTED.VERSICNS" "(" 1#version_spec
system fl ags ::= "\VANSVERED' SP "\ FLAGGED' SP "\ DELETED' SP
"\ SEEN"
tag ;1= atom
unsolicited ;o= "*" SP (msg_num SP nsg_data / data) CRLF
userid c:=string
versi on_spec c:="(" NUMBER SP NUMBER SP 1#feature ")"

Appendi x: Feat ures.

In this section we outline the standard features that are supported
by all | MAP3 servers and identify those features which are
recomrended or experimental. For each of these features the default
setting is specified. This means that it is required of any server
that supports a given feature to nake the default enabl edness of that
feature as is specified below It is required that for each feature
supported by a server the inverse feature should al so be supported.
The inverse feature nane shall always be defined as the feature nane
preceded by the "~" character. Thus, the AUTO. SET. SEEN feature is

di sabl ed by the ~AUTO SET. SEEN feature

Ri ce [ Page 41]



RFC 1203

Requi

AUTO,

I MAP3 February 1991

red Features:

SET. SEEN - When this features is enabled (default is disabled),
the \\SEEN flag is set for all appropriate nmessages as a side
effect of any of the follow ng:

FETCH of RFC822

FETCH of RFC822. TEXT

CoPY
Justification: This feature is provided for the use of clients
that are unable to pipeline their comands effectively and
conmuni cat e over high | atency connections. Wen disabl ed,
the server will not performany such side effects. This feature
is also provided so as to smooth the transition fromI|MAP2 to
| MAPS.

TAGGED. SCLI CI TED - Wen this feature is enabled (default is enabl ed

for I MAP3, disabled for | MAP2 node), solicited responses from

the server will have the tag specified by the client.
When this feature is disabled, solicited responses fromthe
server will have the | MAP2 conpatible tag "*", not the

tag specified by the client.
Justification: This feature is provided so as to snooth the
transition fromI| MAP2 to | MAP3

Recomended Feat ur es.

El GHT. Bl T. TRANSPARENT - When this feature is enabl ed

(default is disabled), the server allows the transparent
transm ssion of eight bit characters. Wen this feature is

di sabl ed, the value of any bit other than the |east significant
7 bits transmtted by the server is unspecified. |If this
feature is enabled, the characters that conpose all command
keywords specified in the | MAP3 grammar and all feature nanes
use only their 7 least significant bits.

Justification: This feature is provided for the purpose of
supporting national character sets within nmessages, encoded

| anguages such as Japanese Kanji characters and al so of binary
data, such as prograns, graphics and sound.

NEW MAI L. NOTI FY - Wen this feature is enabled (default is

Ri ce

di sabled for compatibility with the majority of existing

| MAP2 servers), the server will notify the client of the
arrival of newmail in the currently sel ected mail box

usi ng the appropriate RECENT and EXI STS unsolicited nmessages
wi thout the client needing to send periodic CHECK comuands.
Justification: This feature is provided to allowclients to
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switch off any periodic polling strategy that they may use

to look for newmail. Such polling unnecessarily uses bandw dth
and can cause the interactive performance to degrade because

the user can be kept waiting while sone background process

i s doing a CHECK

SEND - When this feature is enabled (default is disabled) a new
"SEND' conmand becones available to the client. The SEND
command instructs the server to send a nessage, rather
than requiring the client to use its own, |ocal nessage
sendi ng capability, for example. An exanple of of the
send comrand mni ght be as foll ows:

tag42 SEND RFCB22 {2083}
From Janes R ce <R ce@unex- Al m St anf or d. Edu>

If the server is unable to parse the nmessage being sent then

it isrequired to issue a suitable NO notification to the client.
If the nmessage cannot be delivered for sone reason then the
server should send a suitable nessage to the FROM address

of the message detailing the delivery failure.

When the SEND feature is enabled, the "send" production in

the grammar is added and as defined bel ow. The "send"

request is added to the list of requests in the request
production al so as shown bel ow

message_format ::= RFCB822

request ::=tag SP (noop / login / logout / select / check /
expunge / copy / fetch / store / search /
sel ect _version / select_features /
supported_versions / bboard / find /
read_only / read wite / flags /
set flags / send) CRLF

send ::= SEND SP nessage format SP string

Justification: This feature is provided so that mail can be

sent by the sane reliable server that is used for the storage

of mail. This has, anongst others, the follow ng benefits:

- Single process clients need not be del ayed by nail
transm ssi on.

- Mail sent by the client will have the server naned as the
message’ s sender. This can be inportant because there are
a lot of mailers that erroneously cause reply mail to be
sent to the Sender, not the Fromor Reply-To address. Since
the client in general is not listening for mail being sent
to it directly this can cause mail to be |ost.
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- Cients can be witten that do not have any native nessage
sendi ng capability.

ADD. MESSAGE - When this feature is enabled (default is disabled)

a new "ADD. MESSAGE" conmand becones available to the client.
The ADD. MESSAGE command instructs the server to add the
speci fi ed message to the designated mail box. This comrmand
can be thought of as being |ike a COPY command except in
this case the nmessage that is put in the designated mail box
is specified as a string, rather than as a nessage nunber to
be copied fromthe currently selected nmail box. An exanple
use of this command m ght be as foll ows:

tag42 ADD. MESSAGE QUTGO NG- MAI L RFC822 {2083}

From Janes R ce <R ce@unex- Al m St anf or d. Edu>

This will have the effect of adding the nessage to the mail box
call ed OQUTGO NG MAI L.

If the server is unable to parse the nessage being added then

it is required to issue a suitable NO notification to the client.
VWhen t he ADD. MESSAGE feature is enabled, the "add_nessage”
production in the grammar is added and as defined bel ow

The "add_nessage" request is added to the list of requests

in the request production also as shown bel ow

add_nessage ::= ADD. MESSAGE SP mmi | box SP format SP string
message _format ::= RFC822
request ::=tag SP (noop / login / logout / select / check /

expunge / copy / fetch /| store / search /
sel ect_version / select features /
supported_versions / bboard / find /
read_only / read wite / flags / set _flags /
add_nessage) CRLF

Justification: This feature is provided so that clients can
easily add mail to specific mailboxes. This allows clients

to i nmpl enent such behavi or as outgoing mail storage (BCC

wi thout the need to resort to nmailing to special BCC mail boxes.

RENUMBER - When this feature is enabled (default is disabled)

Ri ce

t he RENUMBER command becomes avail able to the client.

The RENUMBER command will reorder the assignment of nessage
nunbers to the nessages in the mailbox. |If this results in a
change to the association of any nmessage nunber with any
message then the server is required to send solicited RESET
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ordering_type

responses to the client. The intent of this command is
to allow users to view mail boxes in user-meaningful order
efficiently. While the client could do the ordering,

it would be less efficient in general. Note that the
server may or may not change the actual storage of the
messages and the ordering may or nmay not remain in effect
after another nmailbox is selected or the | MAP session is
termnated. Informally, the syntax for the RENUMBER
command is:

tag RENUMBER fi el d_nane ordering type

this has the effect of changing the | MAP grammar to be
as foll ows:

DATE / NUMERI C / ALPHA

r enunber ;.= RENUMBER SP field name SP ordering type

request ::=tag SP (noop / login / logout / select / check /

expunge / copy / fetch / store / search /
sel ect _version / select features /
supported_versions / bboard / find /

read only / read wite / flags / set _flags /
renunber) CRLF

For exanpl e:
tag42 RENUMBER FROM ALPHA

;;» RENUMBER al phabetically by the fromfield
tag42 RESET 10: 20, 49

;3 Messages 10 to 20 and 49 have changed
tag42 OK RENUMBER fi ni shed. Sequence has changed
tag43 FETCH ALL 10: 20, 49

;;;Client chooses to fetch the changed nsgs.

To support this the RESET nessage is defined as foll ows:

*/tag RESET message_sequence

Ri ce

This solicited of unsolicited nessage fromthe server inforns the
client that it should flush any information that it has
retained for the specified nessages.

Justification: This feature is provided so that clients can
view mai | boxes in an order that is convenient to the user.
This is particularly inportant in the context of mail boxes
that the user copies nessages to fromother mail boxes. This
user-controlled filing process often does not happen in any
wel | -defined order. Because nessages in a mmil box are
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inmplicitly ordered (usually by arrival date, though this is
not a required ordering predicate), the user can be confused
by the apparent order of nessages in the mail box. The
addi ti on of the RENUMBER command nakes it unnecessary

for the user to | eave | MAP and use sone other nmail systemto
sort nmmil boxes.

ENCODI NG - When this feature is enabled (default is disabled) a new

generic key nanmed ENCODI NG i s defined. The val ue associ ated
with the generic ENCODI NG key is a list of (tag encoding-type
options...) lists that represent the ordered, possibly encoded
body of the nessage. Each such list represents a segment of
the body of the nessage and the way in which it is encoded.
Any options that follow the encoding _type are further
qualifiers that describe the format of the segment. Each tag
is created by the server and is unique with respect to the
other tags allocated for the other el enents in the ENCODI NG
list. The client may use the tags returned by the server as
concrete keys to access a field which is encoded using the
encodi ng type and options nentioned in the appropriate |ist.
Thus:

tag4l FETCH 196 ENCODI NG ; Cient asks for encoding field of nsg 196.
tag4l FETCH ENCODING NIL ; Server replies. This message is not encoded.
tag4l OK Fetch conpl et ed

tag42 FETCH 197 ENCODI NG ; Cient asks for encoding field of nmsg 197.
tag42 FETCH ENCODI NG ( (G001 UUENCODE) (@002 HEX)) ; Server replies.
tag42 OK Fetch conpl et ed

tag43 FETCH 197 Q002 ; Cient asks for field naned (002

tag43 FETCH G002 "A0 00 FF 13 42....... " ; Server sends value of field.
tag43 OK Fetch conpl et ed

or

tag44 STORE 197 (002 "OA 00 FF 31 24....... "

Ri ce

Store back the segnent with nibbles swapped

Note: As a side-effect of enabling this feature, the generic key
TEXT will be redefined so as to return only those body parts of a
nmessage that are of type TEXT. The concrete key RFC822. TEXT, on
the other hand, would still return everything in the body of the
message, even if it was full of strange, binary character
sequences.

When the client STOREs to a field denoted by one of the above tags

the server will interpret the val ue being passed as being in the
same format as is currently specified in the ENCODING field. The
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server is not required to be able to reformat the data associ at ed
with the ENCODING tags if the client STOREs a new val ue for the
ENCODI NG field. The interpretability of a message in the context
of its ENCODING field is undefined if the client side-effects that
ENCODI NG field, unless the client also STOREsS new, reformatted
values for the fields that have had their encodi ng changed.

If the client stores a new value for the ENCODING field then the
tags in the new value will be used to index the parts of the body.
Al tags in a client-STOREd ENCODI NG that are the sanme as those
originally generated by the server in response to a FETCH ENCODI NG

command are said still to denote the fields that they originally
denot ed, though possibly reordered. Any tags not originally
defined by the server will denote new nessage parts, in the

appropriate format, in the relative position specified. The
exclusion of any tags that the server originally defined in a
FETCH of the ENCODING field will indicate the deletion of that
part of the nessage. Newy created nessage parts are undefined by
default, so if the client fails to follow the STOREi ng of the
ENCODI NG field with suitable STORE commands for the val ues
associated with any newly created tags, these fields will contain
the null value NI L.

Justification: This feature is supplied so as to allow support
for energent nulti-part and nulti-media nail standards.

| NDEXABLE. FI ELDS - When this feature is enabled (default is

di sabl ed) the granmar of fetch commands is changed to allow the
client to select a specific subsequence fromthe field in
guestion. For exanple:

tag42 FETCH 197 BODY 2000: 3999
woul d fetch the second two thousand bytes of the body of nessage

197. This feature allows resource limted clients to access
smal | parts of |arge nessages. The formal syntax for this is:

fetch_att ::= "ENVELOPE' / "FLAGS' / "I NTERNALDATE" /
fetch_key / (fetch_key SP NUVBER ":" NUMBER)
fet ch_key ::1= "RFC822" /| "RFC822. HEADER' / "RFC822.SI ZE" |

Ri ce

"RFC822. TEXT" /| key

If the | ower bound nunber (the nunmber to the left of the colon)
exceeds the maxi mum size of the field then the enpty string is
returned. |f the upper bound exceeds the nmaxi num size of the
field but the | ower bound does not then the server will return the
remai ni ng substring of the field after the | ower bound. The
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bounds specified are zero indexed into the fields and the bounds
i ndex fields by 8-bit bytes.

Justification: This feature is provided so as to all ow resource-
limted clients to read very |l arge nessages and also to all ow
clients to inprove interactive response for the reading of |arge
messages by fetching the first "screen full" of data to display

i medi ately and fetching the rest of the nessage in the

backgr ound.

SET. EQL - Wen enabled (default is disabled), this feature
al l ows the new command SET. EQL to be avail abl e, changing the
grammar as foll ows:

char act er o= "CR'" / "LF" | nunber

request ::=tag SP (noop / login / logout / select / check /
expunge / copy / fetch / store / search /
sel ect _version / select_features /
supported_versions / bboard / find /
read_only / read wite / flags / set_flags /
set _eol) CRLF

set eol .= "SET. EOL" 1#character

This has the effect of changing the end of |ine character sequence
generated by the server for newlines within strings to the
sequence of characters specified. The characters in the sequence
can be either the specified synbolically naned characters or a
numerical val ue, specifying the decimal value of the character to
use. Thus, if the client would like newines in strings to be
indicated by a carriage return followed by a control-d, the client
woul d i ssue the foll owi ng command:

tag42 SET.ECL CR 4

If the server is unable to support the conbination of characters
requested by the client as its end-of-line pattern it will reply
with a NO response. This mght be the case, for exanple, if a
server is only able to generate its own native line feed pattern
and the CRLF required by | MAP by default.

The server is required to change any | ength denoting val ues, such
as envel ope byte counts for all future transactions to reflect the
new eol setting. This change in reported sizes should apply to
all generic size fetching keys, but not to concrete ones such as
RFC822. SI ZE, which by their very nature require a size neasurenent
in RFC822 format, i.e., with CRLF as the end-of-1line convention
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Justification: This feature is provided because frequently clients
and servers night have end-of-line conventions other than the CRLF
specified by RFC822. It is undesirable that the | MAP be |inked
too closely to RFC822 and selecting a different convention ni ght
al | ow substantial performance inprovenents in both clients and
servers by saving either client, server or both fromhaving to
shuffle text around so as to add or renove non-local end-of-line
sequences.
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