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1. Abstract

This note describes the M4 nmessage digest algorithm The al gorithm
takes as input an input nessage of arbitrary | ength and produces as
output a 128-bit "fingerprint” or "nessage digest” of the input. It
is conjectured that it is conputationally infeasible to produce two
nmessages having the sanme nessage digest, or to produce any nessage
havi ng a given prespecified target nessage digest. The MM algorithm
is thus ideal for digital signature applications, where a large file
must be "conpressed" in a secure nmanner before being signed with the
RSA public-key cryptosystem

The MD4 algorithmis designed to be quite fast on 32-bit machi nes.

On a SUN Sparc station, MM runs at 1,450,000 bytes/second. On a DEC
McroVax |Il, MY runs at approximately 70,000 bytes/second. On a
20MHz 80286, MM runs at approximately 32,000 bytes/second. In
addition, the M) al gorithm does not require any |large substitution
tabl es; the algorithmcan be coded quite conpactly.

The MM algorithmis being placed in the public domain for review and
possi bl e adopti on as a standard.
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(Note: The docunent supersedes an earlier draft. The al gorithm
described here is a slight nodification of the one described in the
draft.)

2. Term nol ogy and Notation

In this note a "word" is a 32-bit quantity and a byte is an 8-bit
quantity. A sequence of bits can be interpreted in a natural manner
as a sequence of bytes, where each consecutive group of 8 bits is
interpreted as a byte with the high-order (nost significant) bit of
each byte listed first. Simlarly, a sequence of bytes can be
interpreted as a sequence of 32-bit words, where each consecutive
group of 4 bytes is interpreted as a word with the | ow order (I east
significant) byte given first.

Let x_i denote "x sub i". If the subscript is an expression, we
surround it in braces, as in x {i+1}. Simlarly, we use ~ for
superscripts (exponentiation), so that x"i denotes x to the i-th
power .

Let the synbol "+" denote addition of words (i.e., nodul o- 2732
addition). Let X <<< s denote the 32-bit value obtained by circularly
shifting (rotating) X left by s bit positions. Let not(X) denote the
bit-wi se conplenent of X, and let X v Y denote the bit-wise OR of X
and Y. Let X xor Y denote the bit-wise XOR of X and Y, and let XY
denote the bit-wise AND of X and Y

3. MM Algorithm Description

We begi n by supposing that we have a b-bit nmessage as input, and that
we wish to find its nmessage digest. Here b is an arbitrary
nonnegative integer; b may be zero, it need not be a multiple of 8,
and it may be arbitrarily large. W inagine the bits of the nessage
witten down as follows:

mO m1 ... m{b-1}

The following five steps are perforned to conpute the message di gest
of the message.

Step 1. Append padding bits

The nessage is "padded" (extended) so that its length (in bits)
is congruent to 448, modulo 512. That is, the nessage is
extended so that it is just 64 bits shy of being a nultiple of
512 bits long. Padding is always perfornmed, even if the length
of the message is already congruent to 448, nodulo 512 (in

whi ch case 512 bits of padding are added).
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Padding is performed as follows: a single "1" bit is appended
to the nmessage, and then enough zero bits are appended so that
the length in bits of the padded nmessage becones congruent to
448, nodul o 512.

Step 2. Append length

A 64-bit representation of b (the length of the nessage before
the padding bits were added) is appended to the result of the
previous step. In the unlikely event that b is greater than
2"64, then only the |loworder 64 bits of b are used. (These
bits are appended as two 32-bit words and appended | ow order
word first in accordance with the previous conventions.)

At this point the resulting nessage (after padding with bits
and with b) has a length that is an exact multiple of 512 bits.
Equi val ently, this nmessage has a length that is an exact
multiple of 16 (32-bit) words. Let MO ... N1] denote the
words of the resulting message, where Nis a nultiple of 16

Step 3. Initialize MD buffer

A 4-word buffer (A B,C, D is used to conmpute the nessage
digest. Here each of A B, C D are 32-bit registers. These
registers are initialized to the following values in

hexadeci mal , | oworder bytes first):
word A 01 23 45 67
word B: 89 ab cd ef
word C fe dc ba 98

word Dx 76 54 32 10

Step 4. Process message in 16-word bl ocks

Ri vest

We first define three auxiliary functions that each take
as input three 32-bit words and produce as output one
32-bit word

XY v not (X)Z
XY v XZ v YZ
X xor Y xor Z

ez

X X
=
N

non

In each bit position f acts as a conditional: if x then y else
z. (The function f could have been defined using + instead of
v since XY and not(X)Z will never have 1's in the sanme bit

position.) In each bit position g acts as a majority function
if at least two of X, y, z are on, then g has a one in that bit
position, else g has a zero. It is interesting to note that if

[ Page 3]



RFC 1186 MD4 Message Digest Algorithm Cct ober 1990

the bits of X, Y, and Z are independent and unbi ased, the each
bit of f(X Y,Z2) wll be independent and unbi ased, and simlarly
each bit of g(X Y,Z) will be independent and unbi ased. The
function h is the bit-wise "xor" or "parity" function; it has
properties simlar to those of f and g.

Do the follow ng:

For i = 0to N16-1 do /* process each 16-word bl ock */
For | = 0 to 15 do: /* copy block i into X */
Set X[j] to Mi*16+j].
end /* of loop onj */
Save A as AA, B as BB, C as CC, and D as DD.

[ Round 1]
Let [ABCDIi s] denote the operation
A=(A+f(BCD + Xi]) <<<'s
Do the follow ng 16 operations:

[ABCDDO 3]

[DABC1 7]

[CDAB2 11]

[BCDA 3 19]

[ABCDA4 3]

[DABCS5 7]

[CDABG6 11]

[BCDAZ7 19]

[ABCDS8 3]

[DABCY9 7]

[CDAB 10 11]

[BCDA 11 19]

[ABCD12 3]

[DABC13 7]

[CDAB 14 11]

[BCDA 15 19]

[ Round 2]

Let [AB CDi s] denote the operation

A= (A+g(B CD + Xi] + 5A827999) <<< s .
(The value 5A..99 is a hexadeci mal 32-bit
constant, witten with the high-order digit
first. This constant represents the square
root of 2. The octal value of this constant
is 013240474631. See Knuth, The Art of
Pr ogramm ng, Vol ume 2 (Sem numeri cal
Al gorithns), Second Edition (1981),
Addi son-Wesl ey. Table 2, page 660.)
Do the followi ng 16 operations:

[ABCDO 3]
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[DABC4 5]
[CDABS8 9]
[BCDA 12 13]
[ABCD1 3]
[DABCS5 5]
[CDABY9 9]
[BCDA 13 13]
[ABCD2 3]
[DABCG6 5]
[CDAB 10 9]
[BCDA 14 13]
[ABCD3 3]
[DABC7 5]
[CDAB 11 9]
[BCDA 15 13]

[ Round 3]

Let [ABCDIi s] denote the operation

1990

A= (A+ h(B CD + X[i] + 6EDEBAl) <<< s .

(The value 6E.. Al is a hexadeci mal 32-bit
constant, witten with the high-order digit
first. This constant represents the square
root of 3. The octal value of this constant
is 015666365641. See Knuth, The Art of
Programm ng, Vol ume 2 (Sem numerica

Al gorithns), Second Edition (1981),

Addi son- Wesl ey. Table 2, page 660.)

Do the followi ng 16 operations:

[ABCDO 3]
[DABCS8 9
[CDABA4 11]
[BCDA 12 15]
[ABCD2 3]
[DABC 10 9]
[CDABG6 11]
[BCDA 14 15]
[ABCD1 3]
[DABCO9 9
[CDABS5 11]
[BCDA 13 15]
[ABCD3 3]
[DABC11 9]
[CDAB7 11]
[BCDA 15 15]

Then performthe foll owi ng additions:

A=A+ AA
B =B + BB
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4.

C=C+cCC

D=D+ DD
(That is, each of the four registers is increnmented by
the value it had before this block was started.)

end /* of loop on i */

Step 5. Cutput
The nessage di gest produced as output is A B,C, D. That is, we
begin with the | ow order byte of A and end with the high-order
byte of D.

This compl etes the description of MD4. A reference
implementation in Cis given in the Appendi x.

Ext ensi ons

If nmore than 128 bits of output are required, then the follow ng
procedure is recomended to obtain a 256-bit output. (There is no
provi sion nmade for obtaining nore than 256 bits.)
Two copies of MM are run in parallel over the input. The first copy
is standard as described above. The second copy is nodified as
fol | ows.

The initial state of the second copy is:

word A: 00 11 22 33
word B: 44 55 66 77
word C 88 99 aa bb
word D: cc dd ee ff

The magi c constants in rounds 2 and 3 for the second copy of MM4 are
changed fromsqrt(2) and sqrt(3) to cuberoot(2) and cuberoot (3):

Cct al Hex
Round 2 const ant 012050505746 50a28beb
Round 3 const ant 013423350444 5c4dd124

Finally, after every 16-word block is processed (including the |ast
bl ock), the values of the Aregisters in the two copies are
exchanged.

The final message digest is obtaining by appending the result of the
second copy of MM to the end of the result of the first copy of M.
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5.

6

Sunmmary

The M) nmessage digest algorithmis sinple to inplenent, and provides
a "fingerprint" or nessage digest of a nmessage of arbitrary |ength.

It is conjectured that the difficulty of coming up with two nessages
havi ng the sane nmessage digest is on the order of 27”64 operations,
and that the difficulty of coming up with any nmessage having a given
message digest is on the order of 27128 operations. The M4

al gorithm has been carefully scrutinized for weaknesses. It is,
however, a relatively new al gorithmand further security analysis is
of course justified, as is the case with any new proposal of this
sort. The level of security provided by MM should be sufficient for
i mpl ementing very high security hybrid digital signature schenes
based on M4 and the RSA public-key cryptosystem
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APPENDI X - Reference | nplenentation

Thi

/*
* %
* %
* %
* %
* %

* %

*/

/| *
*/

s appendi x contains the followi ng files:

md4. h -- header file for using MM inplenmentation

md4. c -- the source code for MM routines

nmd4driver.c -- a sanple "user" routine

sessi on -- sanple results of running nd4driver
EE R S S I S S R S R R R I S R R R I I I I R R R R I I S R S I I
md4. h -- Header file for inplenentation of **
MD4 Message Digest Algorithm *x
Updated: 2/13/90 by Ronald L. Rivest *x
(O 1990 RSA Data Security, Inc. *x

Rk I I kO O A I S I R S S R O O O kO

MDstruct is the data structure for a nessage di gest conputation

typedef struct {

}
/*

unsigned int buffer[4]; /* Holds 4-word result of MD conmputation */
unsi gned char count[8]; /* Number of bits processed so far */

unsi gned int done; /* Nonzero neans MD computation finished */
MDst ruct, *MDptr

MDbegi n( MD)
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** Input: MD -- an MDptr

** Initialize the MDstruct prepatory to doing a message di gest
** conput ati on.

*/

extern void Mbbegin();

/* Mbupdat e( MD, X, count)
* Input: MD -- an MDptr
** X -- a pointer to an array of unsigned characters.
*x count -- the nunber of bits of X to use (an unsigned int).
** Updates MD using the first "count" bits of X
** The array pointed to by X is not nodified.
** |f count is not a nultiple of 8 Mbupdate uses high bits of
** | ast byte.
** This is the basic input routine for a user.
** The routine term nates the MD conputation when count < 512, so
** every MD conputation should end with one call to Mbupdate with a
** count |less than 512. Zero is K for a count.

*/
extern void Mbupdate();
/* MDpr i nt ( MD)

Input: MD -- an NMDptr
** Prints nmessage digest buffer MD as 32 hexadecinal digits.
** Order is fromlow order byte of buffer[0] to high-order byte
** of buffer[3].
** Each byte is printed with hi gh-order hexadecimal digit first.
*/
extern void Moprint();

/*
** End of nd4.h

****************************(Cut)***********************************/

/*

* % ER R R R O b I R R S O R I R R I S R R S R R R R I R I R R
** nmd4.c -- Inplementation of MD4 Message Di gest Al gorithm **
** Updated: 2/16/90 by Ronald L. Rivest **
** (C) 1990 RSA Data Security, Inc. **
* % EE R I I I R S R R R R S I I I I R I R I R R I I S IR R A R R I A S I R R S R I I S R R O
*/

/*

** To use MM:

** -- Include nmd4.h in your program

*x -- Declare an Mbstruct MD to hold the state of the digest

*x conput ati on.

* -- Initialize MD using NMbbegin(&VD)
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** -- For each full block (64 bytes) X you wi sh to process, cal

** Mbupdat e( &VD, X, 512)

** (512 is the nunmber of bits in a full block.)

*x -- For the last block (less than 64 bytes) you wi sh to process,
*x Mbupdat e( &VD, X, n)

** where n is the nunber of bits in the partial block. A partial
** bl ock term nates the conputation, so every MD conputation
** shoul d term nate by processing a partial block, even if it
** has n = 0.

*x -- The message digest is available in ND buffer[O0]

*x MD. buffer[3]. (Least-significant byte of each word

*x shoul d be output first.)

** -- You can print out the digest using Mprint(&VD)

*/

/* 1 npl enmentation notes:

** This inplenentation assunes that ints are 32-bit quantities.

** | f the machine stores the least-significant byte of an int in the
** | east-addressed byte (e.g., VAX and 8086), then LOABYTEFI RST

** should be set to TRUEE Oherwise (e.g., SUNS), LOABYTEFI RST

** should be set to FALSE. Note that on machines wi th LOAMBYTEFI RST
** FALSE t he routine Mbupdate nodifies has a side-effect on its input
** array (the order of bytes in each word are reversed). |If thisis
** undesired a call to Mdreverse(X) can reverse the bytes of X back
** into order after each call to Mbupdate.

*/

#define TRUE 1

#def i ne FALSE O

#defi ne LOMBYTEFI RST FALSE

[* Conpile-tinme includes
*/

#i ncl ude <stdio. h>

#i ncl ude "nd4. h"

[* Conpile-tinme declarations of MM "nmagic constants".

*/

#define 10 0x67452301 [* Initial values for NMD buffer */
#define I'1 Oxefcdab89

#define 12 0x98badcfe

#define 13 0x10325476

#define C2 013240474631 /* round 2 constant = sqrt(2) in octal */
#define C3 015666365641 /* round 3 constant = sqrt(3) in octal */

[* C2 and C3 are from Knuth, The Art of Programm ng, Vol unme 2

** (Sem nunerical Al gorithnms), Second Edition (1981), Addi son-Wesl ey.
** Tabl e 2, page 660.

*/
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#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

/*
* %

* %

** operator will shift in zeros rather than extending the sign bit.
*/

#define f(X Y, 2) ((X&Y) | ((~X)&2))

#define g(X Y, 2 ((X&Y) | (X&Z) | (Y&Z))

#define h(X Y, 2) (XrYN2Z)

#define rot (X, S) (tmp=X, (tnmp<<S) | (tmp>>(32-9)))
#define ff(A B, CD,i,s) A=rot((A+ f(BCD + Xi]),s)
#define gg(A B, C D i,s) A=rot((A+ g(BCD + Xi] + C),s)
#define hh(A B, C D, i,s) A=rot((A+ h(B,CD + Xi] + C3),s)
[ * NDprint (MDp)

** Print nessage digest buffer MDp as 32 hexadecinmal digits.

** Order is fromlow order byte of buffer[0] to high-order byte of
** puffer[3].

** Each byte is printed with high-order hexadecinmal digit first.
** This is a user-callable routine.

*/

voi d

MDpr i nt ( MDp)

MDpt r MDp;

{int i,j;

/*
* %
* %

*/

MD4 Message Digest Algorithm Cct ober

fsi1 3
fs2 7
fs3
fs4
gsl 3
gs2 5
gs3 9
gs4 13
hsl 3
hs2 9
hs3 11
hs4 15

ne /* round 1 shift anobunts */
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

/* round 2 shift anobunts */

/* round 3 shift anmounts */

Conpil e-time macro decl arations for M.
Note: The "rot" operator uses the variable "tnmp".
It assunmes tnp is declared as unsigned int, so that the >>

for (i=0;i<4;i++)

for (j=0;j<32:j=j+8)
printf("902x", (Mp->buffer[i]>>) & OXFF):

MDbegi n( MDp)
Initialize message di gest buffer
This is a user-callable routine.

MDp.

voi d
MDbegi n( Mdp)

Ri vest
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MDpt r MDp;

{ int i;
MDp- >buf f er [ 0]
MDp- >buf fer[ 1]
MDp- >buf f er [ 2]
MDp- >buf f er [ 3] ;
for (i=0;i<8;i++) I\/Dp->count[i] = 0;
MDp- >done = O;

}

[* NMDreverse(X)
** Reverse the byte-ordering of every int in X
** Assunmes X is an array of 16 ints.
** The macro revx reverses the byte-ordering of the next word of X
*/
#define revx { t = (*X << 16) | (*X >> 16); \
*X++ = ((t & OxFFOOFF00) >> 8) | ((t & OxOOFFOOFF) << 8); }

MDr ever se( X)
unsigned int *X;
{ register unsigned int t;

revx; revx; revx; revx; revx; revx; revx; revx;

revx; revx; revx; revx; revx; revx; revx; revx;

}

/* NDbl ock( MDp, X)
** Updat e message di gest buffer Mp->buffer using 16-word data bl ock X

** Assumes all 16 words of X are full of data.
** Does not update MDp->count.
** This routine is not user-callable.
*/
static void
MDbl ock( MDp, X)
MDptr  MDp;
unsigned int *X;
{
regi ster unsigned int tnp, A B, C D
#i f LOABYTEFI RST == FALSE
MDr ever se( X) ;
#endi f
A

3

3

’

wnN PO

MDp- >buf fer[ 0] ;

B = MDp->buffer[1];
C = MDp->buffer[2];
D = MDp->buffer[3];

/* Update the nmessage digest buffer */

ff(A, B, C, D, 0, fsl); /* Round 1 */
ff(bD, A, B, C, 1, fs2);
ff(C, b, A, B, 2, fs3);
ff(B, C, D, A, 3, fs4);
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ff(A, B, C, D, 4, fsl);
ff(b, A, B, C, 5, fs2);
ff(C, b, A, B, 6, fs3);
ff(B, C, b, A, 7, fs4);
ff(A, B, C, D, 8, fsl);
ff(b, A, B, C, 9, fs2);
ff(c, b, A, B, 10, fs3);
ff(B, C, D, A, 11, fs4);
ff(A, B, C, D, 12, fsl);
ff(b, A, B, C, 13, fs2);
ff(C, D, A, B, 14 , fs3);
ff(B, C, D, A, 15, fs4);
gg(A, B, C, D, 0, gsl); /* Round 2 */
gg(b, A, B, C, 4, gs2);
gg(C, D, A, B, 8, gs3);
gg(B, C, D, A, 12, gsd);
gg(A, B, C, D, 1, gsl);
gg(b, A, B, C, 5, gs2);
gg(C, D, A, B, 9, gs3);
gg(B, C, D, A, 13, gsd);
gg(A, B, C, D, 2, gsl);
gg(D, A, B, C, 6, gs2);
gg(C, D, A, B, 10, gs3);
gg(B, C, D, A, 14 , gsd);
gg(A, B, C, D, 3, gsl);
gg(b, A, B, C, 7, gs2);
gg(C, D, A, B, 11, gs3);
gg(B, C, D, A, 15, gs4);
hh(A, B, C, D, 0, hsl); /* Round 3 */
hh(D, A, B, C, 8, hs2);
hh(C, D, A, B, 4, hs3);
hh(B, C, D, A, 12, hs4);
hh(A, B, C, D, 2, hsl);
hh(D, A, B, C, 10, hs2);
hh(C, D, A, B, 6, hs3);
hh(B, C, D, A, 14 , hs4);
hh(A, B, C, D, 1, hsl);
hh(D, A, B, C, 9, hs2);
hh(C, D, A, B, 5, hs3);
hh(B, C, D, A, 13, hs4);
hh(A, B, C, D, 3, hsl);
hh(D, A, B, C, 11 , hs2);
hh(C, D, A, B, 7, hs3);
hh(B, C, D, A, 15, hs4);

MDp- >buf f er [ 0]
MDp- >buf fer[1] += B;
MDp- >buffer[2] += C
MDp- >buf fer[ 3] += D

i
>
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}

[ * NMbupdat e( MDp, X, count)

** | nput: MDp -- an MDptr

*x X -- a pointer to an array of unsigned characters.

* count -- the number of bits of X to use.

** (if not a multiple of 8 uses high bits of last byte.)
** Update MDp using the nunber of bits of X given by count.

** This is the basic input routine for an MD4 user

** The routine conpletes the MD conputation when count < 512, so

** every MD conputation should end with one call to Mbupdate with a
** count less than 512. A call with count O will be ignored if the
** MD has al ready been terminated (done !'= 0), so an extra call with
** count 0 can be given as a "courtesy close" to force term nation
** if desired.

*/

voi d

Mbupdat e( MDp, X, count)

MDpt r MDp;

unsi gned char *X;
unsi gned int count;

{

unsigned int i, tnp, bit, byte, mask;
unsi gned char XX 64];
unsi gned char *p;
/[* return with no error if this is a courtesy close with count
** zero and MDp->done is true.
*/
if (count == 0 && MDp->done) return;
/* check to see if MDis already done and report error */
i f (MDp->done)
{ printf("\nError: Muupdate MD al ready done."); return; }
/* Add count to MDp->count */
tnp = count;
p = MDp->count;
while (tnp)
{ tnmp += *p;
*pt+ = tnp;
tmp = tnmp >> 8§;

/* Process data */
if (count == 512)
{ /* Full block of data to handle */
MDbl ock( MDp, (unsi gned int *)X);

else if (count > 512) /* Check for count too |arge */
{ printf("\nError: Mbupdate called with illegal count value %."
,count);
return,
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else /* partial block -- nust be last block so finish up */
{ /'* Find out how many bytes and residual bits there are */
byte = count >> 3;
bit = count & 7;
[* Copy X into XX since we need to nodify it */
for (i=0;i<=byte;i++) XX[i] = Xil;
for (i=byte+l;i<64;i++) XX[i] = O;
/* Add padding "1 bit and | ow order zeros in |last byte */
mask = 1 << (7 - bit);
XX[byte] = (XX[byte] | mask) & ~( mask - 1);
[* If roomfor bit count, finish up with this block */
if (byte <= 55)
{ for (i=0;i<8;i++) XX[56+i] = MDp->count[i];
MDbl ock( MDp, (unsi gned int *)XX);

else /* need to do two blocks to finish up */
{ MDbl ock( MDp, (unsigned int *)XX);
for (i=0;i<56;i++) XX[i] = 0;
for (i=0;i<8;i++) XX[56+i] = MDp->count[i];
MDbl ock( MDp, (unsi gned int *)XX);

/* Set flag saying we're done with MD conputation */
MDp- >done = 1;

/*
** End of nd4.c

****************************(Cut)***********************************/

/*

kk khhkkhkkkkhkkhkhkhkhkhkkhkkkhkhkhhkhkhkhkkhkhkhkhkhhhkhkhkhkhkhkhhhhkhkhkkhkhkhhhkhkhkhkkkhkhhhkhkikkikkhkkhkhkhhkhkhkix
** ndddriver.c -- sanple routines to test *x
** MD4 nmessage digest algorithm *x
** Updated: 2/16/90 by Ronald L. Rivest **
** (C) 1990 RSA Data Security, Inc. **

R R Rk I S I b I R R R I R R Rk SR O b S R O

*/

#i ncl ude <stdio. h>
#i ncl ude "nd4. h"

[* MDtimetrial ()

** Atime trial routine, to nmeasure the speed of M.
** Measures speed for 1M bl ocks = 64M byt es.

*/

MDtinetrial ()
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{ unsigned int X 16];

MDst ruct MD;

int i;

doubl e t;

for (i=0;i<16;i++) Xi] = 0x01234567 + i;
printf

("MXM time trial. Processing 1 nillion 64-character blocks...\n");
clock();

MDbegi n( &VD) ;

for (i=0;i<1000000;i ++) Mbupdate(&WD, X, 512);

Mbupdat e( &VD, X, 0) ;

t = (double) clock(); /* in microseconds */

Moprint(&WVD); printf(" is digest of 64Mbyte test input.\n");
printf("Seconds to process test input: %9\ n,t/ 1e6);
printf("Characters processed per second: %d.\n, (int)(64el2/t));

}

[* NMDstring(s)
** Conputes the nessage digest for string s.
** Prints out message digest, a space, the string (in quotes) and a
** carriage return.
*/
MDst ri ng(s)
unsi gned char *s;
{ unsigned int i, len = strlen(s);
MDstruct MD;
MDbegi n( &VD) ;
for (i=0;i+64<=len;i=i+64) Mbdupdate(&WD, s+i,b512);
Mbupdat e( &VD, s+i, (| en-i)*8);
MDpri nt ( &VD) ;
printf(" \"%\"\n",s);
}

[* MXfile(filenane)
** Conputes the nmessage digest for a specified file.
** Prints out nessage digest, a space, the file nane, and a
** carriage return.
*/
MDfi | e(fil enane)
char *fil enane;
{ FILE *f = fopen(filenane,"rb");
unsi gned char X[ 64];
MDst ruct MD;
int b;
if (f == NULL)
{ printf("% can’t be opened.\n",filenane); return; }
MDbegi n( &VD) ;
while ((b=fread(X 1,64,f))!=0) Mbupdate(&\D, X, b*8);
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Mbupdat e( &\VD, X, 0) ;

MDpri nt ( &VD) ;

printf(" %\n",fil ename);
fclose(f);

}

[* NDfilter()
** Wites the nmessage digest of the data fromstdin onto stdout,
** followed by a carriage return.
*/
MDfilter()
{ unsigned char X[64];
MDst ruct MD;
int b;
MDbegi n( &VD) ;
while ((b=fread(X 1,64, stdin))!=0) Mupdate(&\WD, X, b*8);
Mbupdat e( &VD, X, 0) ;
MDpri nt ( &VD) ;
printf("\n");
}

[* MXestsuite()

** Run a standard suite of test data.
*/

MDDt est suite()

printf("M)4 test suite results:\n");

MDstring("");

MDstring("a");

MDst ring("abc");

MDst ri ng(" nessage digest");

MDst ri ng( " abcdef ghi j kIl mopqgr st uvwxyz") ;

MDst ri ng

(" ABCDEFGHI JKLMNOPQRSTUWWKYZabcdef ghi j kIl mopgr st uvwxyz0123456789") ;
MOfile("foo"); /* Contents of file foo are "abc" */

}

mai n( argc, argv)

int argc;

char *argv[];

{ int i;
/* For each command |ine argunent in turn:
** fil ename -- prints nmessage digest and name of file
** -gstring -- prints message digest and contents of string
¥t -- prints tinme trial statistics for 64M bytes
**ooX -- execute a standard suite of test data
** (no args) -- wites nessages digest of stdin onto stdout
*/
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if (argc==1) Mdfilter();

el se
for (i=1;i<argc;i++)

if (argv[i][0]=="-" &%k argv[i][1l]=="s") MDstring(argv[i]+2);
else if (strcmp(argv[i],"-t")==0) MDtinmetrial ();
else if (strcrmp(argv[i],"-x")==0) MDt estsuite();
el se MDfile(argv[i]);

}

/*

** end of nd4driver.c

****************************(Cut)***********************************/

>s

total 66

-rwrwr-- 1 rivest 3 Feb 14 17:40 abcfile
-rwWwXrwxr-x 1 rivest 24576 Feb 17 12: 28 nd4
SrWrwr-- 1 rivest 9347 Feb 17 00: 37 nd4.c
SrWrwr-- 1 rivest 25150 Feb 17 12: 25 nd4. doc
-rwrwr-- 1 rivest 1844 Feb 16 21:21 nd4.h
-rwrwr-- 1 rivest 3497 Feb 17 12:27 nd4driver.c
>

>cc -0 nd4 -4 nd4.c nd4driver.c

nd4. c:

nd4dri ver. c:

Li nki ng:

>

>nd4 - x

MM test suite results:
31d6cf e0d16ae931b73¢c59d7e0c089c0 ""
bde52ch31de33e46245e05f bdbd6f b24 "a"
a448017aaf 21d8525f c10ae87aa6729d "abc"
d9130a8164549f e818874806e1c7014b "nessage di gest”
d79elc308aabSbbcdeea8ed63df 412da9 "abcdef ghi j kl mopqr st uvwxyz"
043f 8582f 241db351ceb627e153e7f Oe4d

" ABCDEFGHI JKLIMNOPQRSTUVW\KYZabcdef ghi j kIl mopgr st uvwxyz0123456789"
a448017aaf 21d8525f c10ae87aa6729d abcfile
>
>nd4 -sabc -shi
a448017aaf 21d8525f c10ae87aa6729d "abc"
cf aee2512bd25eb033236f 0cd054e308 "hi "
>
>md4 *
a448017aaf 21d8525f c10ae87aa6729d abcfile

Ri vest [ Page 17]



RFC 1186

MD4 Message Digest Algorithm Cct ober 1990

d316f 994da0e951cf 9502928al1f 73300 nd4
379adb39eadalOdf dbbdf dcd0d9def 8c4 nd4. c

9a3f 73327¢65954198b1f 45a3aa12665 nd4. doc

37f el65ac177b461f f 78b86d10e4f f 33 nd4. h
7dcba2e2dc4d8f 1408d08bebl7dabb2a nd4. o
08790161bf ddc6f 5788b4353875ch1c3 nd4dri ver.c
1f 84a7f 690b0545d2d0480d5d3c26eea nd4dri ver.o

>

>cat abcfile | nd4
a448017aaf 21d8525f c10ae87aa6729d

>
>md4 -t

MM time trial. Processing 1 million 64-character bl ocks..

6325bf 77€5891c7c0d8104b64cc6e9ef is digest of 64M byte test input.
Seconds to process test input: 44.0982

Characters processed per second: 1451305

--------------- end of sanple session --------------------

Note: A version of this docunment including the C source code is
avail able for FTP from THEORY.LSC. M T.EDU in the file "nd4. doc".

Security Considerations

The | evel of security discussed in this neno by MM is considered to
be sufficient for inplenenting very high security hybrid digita
signature schenes based on M4 and the RSA public-key cryptosystem
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