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This menpo descri bes an Experinental Protocol extension to TCP for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "I AB
Oficial Protocol Standards" for the standardization state and status
of this protocol. Distribution of this neno is unlimted.

Summary

This meno describes a snmall extension to TCP to support reliable
operation over very high-speed paths, using sender tinestanps
transmtted using the TCP Echo option proposed in RFC 1072

1. | NTRODUCTI ON

TCP uses positive acknow edgnents and retransm ssions to provide
reliable end-to-end delivery over a full-duplex virtual circuit
called a connection [Postel 81]. A connection is defined by its two
end points; each end point is a "socket"”, i.e., a (host,port) pair.
To protect against data corruption, TCP uses an end-to-end checksum
Duplication and reordering are handl ed using a fine-grai ned sequence
nunber space, with each octet receiving a distinct sequence nunber.

The TCP protocol [Postel 81] was designed to operate reliably over

al most any transm ssion nedi um regardl ess of transm ssion rate,

del ay, corruption, duplication, or reordering of segnents. In
practice, proper TCP inplenmentations have denonstrated renarkabl e
robustness in adapting to a wi de range of network characteristics.

For exanple, TCP inplenmentations currently adapt to transfer rates in
the range of 100 bps to 10**7 bps and round-trip delays in the range
1 ns to 100 seconds.

However, the introduction of fiber optics is resulting in ever-higher
transm ssi on speeds, and the fastest paths are noving out of the
domai n for which TCP was originally engineered. This neno and RFC
1072 [Jacobson88] propose nodest extensions to TCP to extend the
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domain of its application to higher speeds.

There is no one-line answer to the question: "How fast can TCP go?"
The issues are reliability and performance, and these depend upon the
round-trip delay and the maxi mumtine that segnents may be queued in
the Internet, as well as upon the transm ssion speed. W nust think
through these rel ationships very carefully if we are to successfully
extend TCP' s domai n.

TCP performance depends not upon the transfer rate itself, but rather
upon the product of the transfer rate and the round-trip delay. This
"bandw dt h*del ay product” neasures the anobunt of data that woul d
"fill the pipe"; it is the buffer space required at sender and
receiver to obtain maxi mnumthroughput on the TCP connection over the
path. RFC- 1072 proposed a set of TCP extensions to inprove TCP
efficiency for "LFNs" (long fat networks), i.e., networks with |arge
bandwi dt h*del ay products.

On the other hand, high transfer rate can threaten TCP reliability by
viol ating the assunptions behind the TCP mechani smfor duplicate
detection and sequencing. The present meno specifies a solution for
this problem extending TCP reliability to transfer rates well beyond
the foreseeabl e upper Iimt of bandw dth.

An especially serious kind of error may result from an acci denta
reuse of TCP sequence nunbers in data segnents. Suppose that an "old
duplicate segnment", e.g., a duplicate data segment that was del ayed
in Internet queues, was delivered to the receiver at the wong nonent
so that its sequence nunbers fell sonmewhere within the current

wi ndow. There woul d be no checksumfailure to warn of the error, and
the result could be an undetected corruption of the data. Reception
of an old duplicate ACK segnent at the transmitter could be only
slightly less serious: it is likely to lock up the connection so that
no further progress can be made and a RST is required to
resynchroni ze the two ends.

Duplication of sequence nunbers m ght happen in either of two ways:
(1) Sequence number wrap-around on the current connection
A TCP sequence nunber contains 32 bits. At a high enough
transfer rate, the 32-bit sequence space nmay be "w apped"
(cycled) within the time that a segment may be del ayed in
queues. Section 2 discusses this case and proposes a mechani sm
to reject old duplicates on the current connection

(2) Segnment froman earlier connection incarnation
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Suppose a connection terminates, either by a proper close
sequence or due to a host crash, and the sane connection (i.e.,
usi ng the sane pair of sockets) is immedi ately reopened. A

del ayed segnent fromthe term nated connection could fall within
the current wi ndow for the new incarnation and be accepted as
valid. This case is discussed in Section 3.

TCP reliability depends upon the existence of a bound on the lifetinme
of a segnent: the "Mxi mum Segnent Lifetime" or MSL. An MSL is
generally required by any reliable transport protocol, since every
sequence nunber field nust be finite, and therefore any sequence
number may eventually be reused. In the Internet protocol suite, the
MBL bound is enforced by an I P-layer nmechanism the "Tine-to-Live" or
TTL field.

Watson’s Delta-T protocol [Watson81] includes network-I|ayer
mechani sns for precise enforcenent of an MsL. In contrast, the IP
mechani sm for MSL enforcenent is |oosely defined and even nore

| oosely inplenmented in the Internet. Therefore, it is unwise to
depend upon active enforcement of MSL for TCP connections, and it is
unrealistic to imagine setting MSL's snmaller than the current val ues
(e.g., 120 seconds specified for TCP). The tinestanp al gorithm
described in the followi ng section gives a way out of this dilemm
for high-speed networKks.

2. SEQUENCE NUMBER WRAP- AROUND
2.1 Background

Avoi di ng reuse of sequence nunbers within the sane connection is
simple in principle: enforce a segnment lifetine shorter than the
time it takes to cycle the sequence space, whose size is
effectively 2**31.
More specifically, if the nmaxi mum effective bandwi dth at which TCP
is able to transnmit over a particular path is B bytes per second,
then the following constraint must be satisfied for error-free
operati on:

2**31 /| B > MSL (secs) [ 1]

The following table shows the value for Twap = 2**31/B in
seconds, for some inportant values of the bandwi dth B
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Net wor k B*8 B Twr ap
bits/sec byt es/ sec secs
ARPANET 56kbps 7KBps 3*10**5 (~3.6 days)
DS1 1. 5Mops 190KBps 10**4 (~3 hours)
Et her net 10Mops 1. 25MBps 1700 (~30 m ns)
DS3 45Mops 5. 6MBps 380
FDDI 100Mops 12. 5MBps 170
G gabi t 1Ghps 125MBps 17

It is clear why wap-around of the sequence space was not a

probl em for 56kbps packet switching or even 10Mips Et hernets. On
the ot her hand, at DS3 and FDDI speeds, Twap is comparable to the
2 mnute MSL assuned by the TCP specification [Postel 81]. Mving
towards gigabit speeds, Twap becones too small for reliable
enforcenment by the Internet TTL nechani sm

The 16-bit window field of TCP limits the effective bandwidth B to
2**16/ RTT, where RTT is the round-trip tine in seconds

[ MKenzie89]. |If the RIT is large enough, this linmts Bto a

val ue that neets the constraint [1] for a |large MSL value. For
exanpl e, consider a transcontinental backbone with an RTT of 60ns
(set by the |laws of physics). Wth the bandw dt h*del ay product
limted to 64KB by the TCP wi ndow size, Bis then linmted to
1.1MBps, no matter how high the theoretical transfer rate of the
path. This corresponds to cycling the sequence nunmber space in
Twr ap= 2000 secs, which is safe in today’'s Internet.

Based on this reasoning, an earlier RFC [ McKenzi e89] has cauti oned
that expandi ng the TCP wi ndow space as proposed in RFC 1072 will

| ead to sequence w ap-around and hence to possible data
corruption. W believe that this is ms-identifying the culprit,
which is not the | arger wi ndow but rather the high bandwi dth.

For exanple, consider a (very large) FDDI LAN with a dianeter
of 10km Using the speed of light, we can conpute the RTT
across the ring as (2*10**4)/(3*10**8) = 67 m croseconds, and
the del ay*bandwi dth product is then 833 bytes. A TCP
connection across this LAN using a wi ndow of only 833 hytes
will run at the full 100nbps and can wrap the sequence space
in about 3 minutes, very close to the MsL of TCP. Thus, high
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speed al one can cause a reliability problemw th sequence
nunber wrap-around, even wi thout extended w ndows.

An "obvious" fix for the problemof cycling the sequence space is
to increase the size of the TCP sequence nunber field. For
exanpl e, the sequence nunber field (and al so the acknow edgnent
field) could be expanded to 64 bits. However, the proposals for
maki ng such a change while maintaining conpatibility with current
TCP have tended towards conpl exity and ugliness.

This meno proposes a sinple solution to the problem using the TCP
echo options defined in RFC-1072. Section 2.2 which follows
describes the original use of these options to carry tinmestanps in
order to neasure RTT accurately. Section 2.3 proposes a nethod of
usi ng these sanme tinmestanps to reject old duplicate segnents that
could corrupt an open TCP connection. Section 3 discusses the
application of this mechanismto avoiding old duplicates from
previ ous incarnations.

2.2 TCP Ti mest anps

RFC- 1072 defined two TCP options, Echo and Echo Reply. Echo
carries a 32-bit nunber, and the receiver of the option nust
return this same value to the source host in an Echo Reply option

RFC- 1072 furthernore describes the use of these options to contain
32-bit tinestanps, for measuring the RTT. A TCP sending data
woul d i ncl ude Echo options containing the current clock val ue.

The receiver would echo these tinestanps in returning segnents
(generally, ACK segnents). The difference between a tinestanp
froman Echo Reply option and the current tinme would then measure
the RTT at the sender.

Thi s nmechani sm was designed to solve the foll owing problem al nost
all TCP inplenentations base their RTT neasurenents on a sanpl e of
only one packet per window |If we ook at RTT estimation as a
signal processing problem (which it is), a data signal at sone
frequency (the packet rate) is being sanpled at a | ower frequency
(the window rate). Unfortunately, this |ower sanpling frequency
violates Nyquist’s criteria and nay introduce "aliasing" artifacts
into the estimated RTT [ Hammi ng77].

A good RTT estimator with a conservative retransm ssion timeout
calculation can tolerate the aliasing when the sampling frequency
is "close" to the data frequency. For exanple, with a w ndow of
8 packets, the sanple rate is 1/8 the data frequency -- |ess than
an order of magnitude different. However, when the windowis tens
or hundreds of packets, the RTT estinmator may be seriously in
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error, resulting in spurious retransm ssions.

A solution to the aliasing problemthat actually sinplifies the
sender substantially (since the RTT code is typically the single
bi ggest protocol cost for TCP) is as follows: the will sender

pl ace a tinestanp in each segnment and the receiver will reflect
these tinestanps back in ACK segnents. Then a single subtract

gi ves the sender an accurate RTT neasurenent for every ACK segnent
(which will correspond to every other data segnent, with a

sensi ble receiver). RFC 1072 defined a tinmestanp echo option for
this purpose.

It is vitally inportant to use the timestanp echo option with big
wi ndows; ot herw se, the door is opened to some dangerous
instabilities due to aliasing. Furthernmore, the optionis
probably useful for all TCP's, since it sinplifies the sender

2.3 Avoiding AOd Duplicate Segnents

Ti mestanps carried fromsender to receiver in TCP Echo options can
al so be used to prevent data corrupti on caused by sequence nunber
wrap-around, as this section describes.

2.3.1 Basic Algorithm

Assume that every received TCP segnent contains a timestanp.
The basic idea is that a segment received with a tinestanp that
is earlier than the tinestanp of the nost recently accepted
segnent can be discarded as an old duplicate. More
specifically, the follow ng processing is to be perforned on
normal incom ng segnents:

R1) If the timestanp in the arriving segnent timestanp is |ess
than the tinestanp of the nost recently received in-
sequence segnent, treat the arriving segnent as not
accept abl e:

If SEG LEN > 0, send an acknow edgenent in reply as
specified in RFC-793 page 69, and drop the segnent;
otherwi se, just silently drop the segnent.*

*Sendi ng an ACK segnent in reply is not strictly necessary, since the
case can only arise when a later in-order segment has al ready been
recei ved. However, for ~consistency and sinplicity, we suggest
treating a tinestanp failure the sane way TCP treats any other
unaccept abl e segnent.
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R2) If the segnent is outside the window, reject it (norm
TCP processi ng)

R3) If an arriving segnent is in-sequence (i.e, at the left
wi ndow edge), accept it normally and record its tinestanp.

R4) Oherw se, treat the segnment as a normal in-w ndow, out-
of - sequence TCP segnent (e.g., queue it for later delivery
to the user).

Steps R2-R4 are the nornmal TCP processing steps specified by
RFC- 793, except that in R3 the latest tinestanp is set from
each in-sequence segnment that is accepted. Thus, the | atest
timestanp recorded at the receiver corresponds to the left edge
of the wi ndow and only advances when the | eft edge noves

[ Jacobson88] .

It is inportant to note that the timestanp is checked only when
a segnment first arrives at the receiver, regardl ess of whether
it is in-sequence or is queued. Consider the follow ng
exanpl e.

Suppose the segnent sequence: A1, B.1, C1, ..., Z 1 has
been sent, where the letter indicates the sequence numnber
and the digit represents the timestanp. Suppose al so that
segnment B.1 has been lost. The highest in-sequence
timestanp is 1 (fromA. 1), so C1l, ..., Z 1 are considered
acceptabl e and are queued. Wen Bis retransmtted as
segnment B.2 (using the latest tinestanmp), it fills the
hol e and causes all the segnments through Z to be

acknow edged and passed to the user. The tinmestanps of
the queued segnents are *not* inspected again at this
time, since they have already been accepted. Wen B.2 is
accepted, the receivers's current tinmestanp is set to 2

This rule is vital to allow reasonabl e perfornmance under |o0ss.
A full w ndow of data is in transit at all tinmes, and after a
loss a full w ndow | ess one packet will show up out-of -sequence
to be queued at the receiver (e.g., up to ~2**30 bytes of

data); the tinmestanp option nmust not result in discarding this
dat a.

In certain unlikely circunmstances, the algorithmof rules R1-R4
could | ead to discarding sone segnments unnecessarily, as shown
in the foll owi ng exanpl e:

Suppose again that segnents: A1, B.1, C1, ..., Z 1 have
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been sent in sequence and that segment B.1 has been | ost.
Furt hernore, suppose delivery of some of C1, ... Z1is
del ayed until AFTER the retransmi ssion B.2 arrives at the
receiver. These del ayed segnents will be discarded
unnecessarily when they do arrive, since their tinestanps
are now out of date.

This case is very unlikely to occur. If the retransm ssion was
triggered by a timeout, sone of the segnents C 1, ... Z. 1 nust
have been del ayed | onger than the RTOtinme. This is presunmably
an unlikely event, or there would be many spurious tineouts and
retransm ssions. |If B's retransm ssion was triggered by the
"fast retransmit" algorithm i.e., by duplicate ACK' s, then the
queued segments that caused these ACK s nust have been received
al r eady.

Even if a segnent was del ayed past the RTO, the selective
acknow edgnent (SACK) facility of RFC-1072 will cause the
del ayed packets to be retransmitted at the sanme tinme as B. 2,
avoi ding an extra RTT and therefore causing a very smal
performance penalty.

We know of no case with a significant probability of occurrence
in which tinmestanps will cause performance degradati on by
unnecessarily discardi ng segnents.

2.3.2 Header Prediction

Jacobson,

"Header prediction" [Jacobson90] is a high-performance
transport protocol inplenentation technique that is is nost

i nportant for high-speed links. This technique optinizes the
code for the nost common case: receiving a segnent correctly
and in order. Using header prediction, the receiver asks the

question, "Is this segnent the next in sequence?" This
question can be answered in fewer machine instructions than the
question, "Is this segnent within the w ndow?"

Addi ng header prediction to our tinestanp procedure |leads to
the follow ng sequence for processing an arriving TCP segnent:

H1) Check tinestanp (sanme as step Rl above)

H2) Do header prediction: if segment is next in sequence and
if there are no special conditions requiring additiona
processi ng, accept the segnment, record its tinestanmp, and
skip H3.

H3) Process the segnent normally, as specified in RFC 793.
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Thi s includes dropping segnents that are outside the
wi ndow and possi bly sendi ng acknow edgments, and queuei ng
i n-wi ndow, out-of-sequence segnents.

However, the tinestanp check in step HL is very unlikely to
fail, and it is a relatively expensive operation since it
requires interval arithnetic on a finite field. To perform
this check on every single segnment seens |ike poor

i npl ement ati on engi neering, defeating the purpose of header
prediction. Therefore, we suggest that an inplenentor

i nterchange HL and H2, i.e., perform header prediction FlRST,
performng HL and H3 only if header prediction fails. W
believe that this change night gain 5-10%in perfornmance on
hi gh- speed net wor ks.

This reordering does raise a theoretical hazard: a segnment from
2**32 bytes in the past may arrive at exactly the wong tine
and be accepted mistakenly by the header-prediction step. W
make the followi ng argunent to show that the probability of
this failure is negligible.

If all segnents are equally likely to show up as old
duplicates, then the probability of an old duplicate
exactly matching the left w ndow edge is the maxi mum
segnment size (MSS) divided by the size of the sequence
space. This ratio nust be |l ess than 2**-16, since MsS
must be < 2**16; for exanple, it will be (2**12)/(2**32) =
2**-20 for an FDDI link. However, the older a segnent is,
the less likely it is to be retained in the Internet, and
under any reasonabl e nodel of segnent lifetinme the
probability of an old duplicate exactly at the |left w ndow
edge nmust be rmuch snmaller than 2**16.

The 16 bit TCP checksum also allows a basic unreliability
of one part in 2**16. A protocol mechani sm whose
reliability exceeds the reliability of the TCP checksum
shoul d be consi dered "good enough", i.e., it won't
contribute significantly to the overall error rate. W
therefore believe we can ignore the problemof an old
duplicate being accepted by doi ng header prediction before
checking the tinmestanp.

2.3.3 Tinestanp Frequency

Jacobson,

It is inportant to understand that the receiver algorithmfor
ti mestanps does not involve clock synchronization with the
sender. The sender’s clock is used to stanp the segnents, and
the sender uses this fact to neasure RTT's. However, the
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receiver treats the tinmestanp as sinply a nonotone-increasing
serial nunber, w thout any necessary connection to its clock
Fromthe receiver’s viewpoint, the tinmestanp is acting as a

| ogi cal extension of the high-order bits of the sequence
number .

However, the receiver algorithmdpes place sone requirenents on
the frequency of the timestanmp "cl ock"

(a) Tinestanp clock nust not be "too sl ow'

It must tick at |east once for each 2**31 bytes sent. In
fact, in order to be useful to the sender for round trip
timng, the clock should tick at |east once per w ndow s
worth of data, and even with the RFC 1072 w ndow
extension, 2**31 bytes nust be at |east two w ndows.

To make this nore quantitative, any clock faster than 1
tick/sec will reject old duplicate segments for |ink
speeds of ~2 CGbops; a 1ms clock will work up to link
speeds of 2 Thps (10**12 bps!).

(b) Tinestanp clock nmust not be "too fast".

Its cycling time nmust be greater than MSL seconds. Since
the clock (tinestanp) is 32 bits and the worst-case ML is
255 seconds, the maxi mum acceptabl e cl ock frequency is one
tick every 59 ns.

However, since the sender is using the timestanp for RTT
calculations, the timestanp doesn’'t need to have much nore
resolution than the granularity of the retransmt timer,
e.g., tens or hundreds of mlliseconds.

Thus, both limts are easily satisfied with a reasonabl e cl ock
rate in the range 1-100ns per tick.

Using the timestanp option relaxes the requirenments on MSL for
avoi di ng sequence nunber wrap-around. For exanple, with a 1 ns
timestanp clock, the 32-bit tinmestanp will wap its sign bit in
25 days. Thus, it will reject old duplicates on the sane
connection as long as ML is 25 days or less. This appears to
be a very safe figure. |If the tinestanp has 10 nms resol ution
the MSL requirenment is boosted to 250 days. An MSL of 25 days
or longer can probably be assuned by the gateway system w t hout
requiring precise MSL enforcenent by the TTL value in the IP

| ayer.
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3.

DUPLI CATES FROM EARLI ER | NCARNATI ONS OF CONNECTI ON

We turn now to the second potential cause of old duplicate packet
errors: packets froman earlier incarnation of the sane connection
The appendi x contains a review the nechanisns currently included in
TCP to handl e this problem These mechani snms depend upon the
enforcenment of a maxi mum segnment lifetime (MSL) by the Internet

| ayer.

The MSL required to prevent failures due to an earlier connection

i ncarnati on does not depend (directly) upon the transfer rate.
However, the tinestanp option used as described in Section 2 can
provi de additional security against old duplicates fromearlier
connections. Furthernore, we will see that with the universal use of
the timestanp option, enforcenent of a maxi mum segnent |ifetime woul d
no longer be required for reliable TCP operation

There are two cases to be considered (see the appendi x for nore
explanation): (1) a systemcrashing (and | osing connection state)
and restarting, and (2) the sane connection being closed and reopened
wi thout a |loss of host state. These will be described in the

foll owing two sections.

3.1 System Crash with Loss of State

TCP's quiet tine of one MSL upon system startup handl es the | oss
of connection state in a systemcrash/restart. For an

expl anation, see for exanple "Wen to Keep Quiet" in the TCP
protocol specification [Postel 81]. The MSL that is required here
does not depend upon the transfer speed. The current TCP MSL of 2
m nutes seens acceptable as an operational conpronise, as many
host systens take this long to boot after a crash.

However, the tinestanp option nmay be used to ease the MSL
requirenents (or to provide additional security against data

corruption). If tinestanps are being used and if the tinestanp
clock can be guaranteed to be nobnotonic over a system
crash/restart, i.e., if the first value of the sender’s tinestanp

clock after a crash/restart can be guaranteed to be greater than
the last value before the restart, then a quiet tine will be
unnecessary.

To dispense totally with the quiet time would seemto require that
the host clock be synchronized to a time source that is stable
over the crash/restart period, with an accuracy of one tinmestanp
clock tick or better. Fortunately, we can back off fromthis
strict requirenent. Suppose that the clock is always re-
synchronized to within N tinestanp clock ticks and that booting

Jacobson, Braden & Zhang [ Page 11]



RFC 1185 TCP over Hi gh-Speed Pat hs Cct ober 1990

(extended with a quiet tine, if necessary) takes nore than N

ticks. This will guarantee nonotonicity of the tinestanps, which
can then be used to reject old duplicates even without an enforced
IVBL.

3.2 dosing and Reopeni ng a Connection

When a TCP connection is closed, a delay of 2*MSL in TIME-WAIT
state ties up the socket pair for 4 mnutes (see Section 3.5 of
[ Postel 81]. Applications built upon TCP that close one connection
and open a new one (e.g., an FTP data transfer connection using
Stream node) must choose a new socket pair each tinme. This delay
serves two different purposes:

(a) Inplenment the full-duplex reliable close handshake of TCP

The proper tinme to delay the final close step is not really
related to the MSL; it depends instead upon the RTO for the
FI N segnents and therefore upon the RTT of the path.*

Al t hough there is no formal upper-bound on RTT, conmon

net wor k engi neering practice makes an RTT greater than 1

m nute very unlikely. Thus, the 4 minute delay in TIME-WAIT
state works satisfactorily to provide a reliable full-duplex
TCP close. Note again that this is independent of MSL
enforcenment and network speed.

The TIME-WAIT state coul d cause an indirect performance
problemif an application needed to repeatedly close one
connecti on and open another at a very high frequency, since
the nunber of available TCP ports on a host is |ess than
2**16. However, high network speeds are not the ngjor
contributor to this problem the RTT is the limting factor
i n how qui ckly connections can be opened and cl osed.
Therefore, this problemw Il no worse at high transfer
speeds.

(b) Alowold duplicate segenments to expire.
Suppose that a host keeps a cache of the last tinestanp

received fromeach renote host. This can be used to reject
ol d duplicate segnents fromearlier incarnations of the

*Note: It could be argued that the side that is sending a FIN knows
what degree of reliability it needs, and therefore it should be able
to determine the length of the TIME-WAIT delay for the FINSs
reci pi ent. This could be acconplished with an appropriate TCP option
in FIN segnents.
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connection, if the tinmestanp clock can be guaranteed to have
ticked at | east once since the old conennection was open
This requires that the TIME-WAIT del ay plus the RTT together
must be at least one tick of the sender’s tinestanp clock

Note that this is a variant on the mechani sm proposed by
Garlick, Rom and Postel (see the appendi x), which required
each host to maintain connection records containing the

hi ghest sequence numbers on every connection. Using
timestanps instead, it is only necessary to keep one quantity
per renote host, regardless of the nunber of sinultaneous
connections to that host.

We conclude that if all hosts used the TCP tinestanp al gorithm
described in Section 2, enforcement of a maxi num segnent lifetine
woul d be unnecessary and the quiet tine at systemstartup could be

shortened or renmobved. |n any case, the tinmestanp nechani sm can
provi de additional security against old duplicates fromearlier
connecti on incarnations. However, a 4 nminute TIME-WAIT del ay

(unrelated to MSL enforcenent or network speed) nust be retained
to provide the reliable close handshake of TCP

4. CONCLUSI ONS

We have presented a mechani sm based upon the TCP tinestanp echo
option of RFC-1072, that will allow very high TCP transfer rates
without reliability problens due to old duplicate segnents on the
same connection. This nmechani smal so provides additional security
against intrusion of old duplicates fromearlier incarnations of the
same connection. |f the tinestanp nechani smwere used by all hosts,
the quiet time at systemstartup could be elininated and enforcenent
of a maxi num segrment lifetinme (MSL) would no | onger be necessary.
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APPENDI X -- Protection against Od Duplicates in TCP

During the devel opnent of TCP, a great deal of effort was devoted to
the problem of protecting a TCP connection fromsegnents |left from
earlier incarnations of the sane connection. Several different
mechani sms were proposed for this purpose [Tom inson74] [Dal al 74]
[Cerf76] [Garlick77].

The connection paraneters that are required in this discussion are:

Tc Connection duration in seconds.

Nc

Total nunber of bytes sent on connection
B = Effective bandw dth of connection = Nc/ Tc.

Tom i nson proposed a schenme with two parts: a clock-driven selection
of 1SN (Initial Sequence Number) for a connection, and a
resynchroni zati on procedure [ Tonlinson74]. The cl ock-driven schene
chooses:

ISN = (integer(R*t)) nod 2**32 [ 2]

where t is the current tine relative to an arbitrary origin, and Ris
a constant. R was intended to be chosen so that ISN will advance
faster than sequence numbers will be used up on the connection.
However, at high speeds this will not be true; the consequences of
this will be discussed bel ow

The cl ock-driven choice of ISNin formula [2] guarantees freedom from
ol d duplicates matching a reopened connection if the origina
connection was "short-lived" and "slow'. By "short-lived", we nmean a
connection that stayed open for a time Tc less than the tine to cycle
the ISN, i.e., Tc < 2**32/R seconds. By "slow', we nean that the
effective transfer rate Bis less than R

This is illustrated in Figure 1, where sequence nunbers are plotted
against time. The asterisks showthe ISNlines fromfornula [2],

while the circles represent the trajectories of several short-lived
i ncarnations of the sane connection, each termnating at the "

X

Note: allowi ng rapid reuse of connections was believed to be an
i mportant goal during the early TCP devel opnent. This

requi renent was driven by the hope that TCP woul d serve as a
basis for user-level transaction protocols as well as
connection-oriented protocols. The paradi gmdi scussed was the
"Christmas Tree" or "Kami kazee" segnent that contained SYN and
FIN bits as well as data. Enthusiasmfor this was somewhat
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dampened when it was observed that the 3-way SYN handshake and
the FIN handshake nmean that 5 packets are required for a m ni mm
exchange. Furthernore, the TIME-WAIT state delay inplies that
the sane connection really cannot be reopened i mediately. No
further work has been done in this area, although existing
applications (especially SMIP) often generate very short TCP
sessions. The reuse problemis generally avoided by using a
different port pair for each connection

| - 2**32 I SN I SN
| * *
| * *
| * *
| *X *
| 0 '
VAN | * *
] - X -
| * O *
S | *O *
e | 0 *
* *
q I * *
# | * X *
| *O *
o -
" Time -->
4.55hrs

Figure 1. Cock-Driven I SN avoiding duplication on
short-Lived, slow connections.

However, clock-driven |ISN sel ection does not protect against old
duplicate packets for a long-lived or fast connection: the
connection may close (or crash) just as the I SN has cycl ed around and
reached the same value again. |If the connection is then reopened, a
datagramstill in transit fromthe old connection may fall into the
current window. This is illustrated by Figure 2 for a slow, |ong-
Iived connection, and by Figures 3 and 4 for fast connections. In
each case, the point "x" marks the place at which the origina
connection closes or crashes. The arrowin Figure 2 illustrates an
old duplicate segnent. Figure 3 shows a connection whose total byte
count Nc < 2**32, while Figure 4 concerns Nc >= 2**32

To prevent the duplication illustrated in Figure 2, Tomlinson
proposed to "resynchroni ze" the connection sequence nunbers if they
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Resynchroni zati on nmight take the form

of a delay (point "y") or the choice of a new sequence nunber (point
"z").
|- 2**32 | SN | SN
| * *
| * *
| * *
| * *
| * *
N | * *
o ' '
| * *
S | * *
e | * xX*y
q | * 0 ¥
| * 0 *Z
# | *o *
|* *
|* *
Time -->
4.55hrs
Figure 2. Resynchroni zation to Avoid Duplication
on Slow, Long-Lived Connection
|- 2**32 | SN | SN
| * *
| X o* *
| * *
| 0- - >0* *
| * *
AN | 0 0 *
o ' '
| O* *
S | * *
e | o * *
* *
q I 0* *
# | * *
| o -
|* *
" Time -->
4, 55hrs
Figure 3. Duplication on Fast Connection: Nc < 2**32 bytes
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| - 2**32 | SN | SN
| 0 * *
| X * *
| * *
| 0 * *
I 0 *
N | * *
| | o} * *
| * 0 *
S | *
e | o *
q | * 0 *
| * *
# | o *
| * 0 *
| * *
N Tinme -->
4.55hrs

Figure 4. Duplication on Fast Connection: Nc > 2**32 bytes

In sunmary, Figures 1-4 illustrated four possible failure nodes for
ol d duplicate packets froman earlier incarnation. W wll cal
these four nodes F1 , F2, F3, and F4:

F1: B < R Tc < 4.55 hrs. (Figure 1)
F2: B < R Tc >= 4.55 hrs. (Figure 2)
F3: B >= R Nc < 2**32 (Figure 3)

F4: B >= R Nc >= 2**32 (Figure 4)

Another limitation of clock-driven | SN sel ection should be nmentioned.
Tom i nson assuned that the current tine t in fornula [2] is obtained
froma clock that is persistent over a systemcrash. For his schene
to work correctly, the clock nust be restarted with an accuracy of
1/R seconds (e.g, 4 microseconds in the case of TCP). Wile this my
be possible for some hosts and sone crashes, in nost cases there wll
be an uncertainty in the clock after a crash that ranges froma
second to several m nutes.

As a result of this random clock offset after system
reinitialization, there is a possibility that old segnents sent
before the crash may fall into the wi ndow of a new connection
incarnation. The solution to this problemthat was adopted in the
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final TCP spec is a "quiet tine" of MSL seconds when the systemis
initialized [Postel 81, p. 28]. No TCP connection can be opened unti
the expiration of this quiet tine.

A different approach was suggested by Garlick, Rom and Postel
[Garlick77]. Rather than using clock-driven | SN sel ection, they
proposed to maintain connection records containing the last |SN used
on every connection. To imediately open a new incarnation of a
connection, the ISNis taken to be greater than the |ast sequence
nunber of the previous incarnation, so that the new incarnation wll
have uni que sequence nunbers. To handle a systemcrash, they
proposed a quiet tine, i.e., a delay at systemstartup tine to allow
old duplicates to expire. Note that the connection records need be
kept only for MSL seconds; after that, no collision is possible, and
a new connection can start with sequence nunber zero.

The schene finally adopted for TCP conbi nes features of both these
proposals. TCP uses three nmechani sns:

(A) 1SN selection is clock-driven to handle short-1lived connecti ons.
The paranmeter R = 250KBps, so that the I SN value cycles in
2**32/ R = 4.55 hours.

(B) (One end of) a closed connection is left in a "busy" state,
known as "TIME-WAI T state, for atinme of 2*MsL. TIME-VWAIT
state handl es the proper close of a long-lived connection
wi t hout resynchronization. It also allows reliable conpletion
of the full-dupl ex cl ose handshake.

(C There is a quiet tinme of one MSL at systemstartup. This
handl es a crash of a long-lived connection and avoids tinme
resynchroni zation problens in (A).

Notice that (B) and (C) together are logically sufficient to prevent
acci dental reuse of sequence nunbers froma different incarnation,
for any of the failure nodes F1-F4. (A) is not logically necessary
since the close delay (B) nmekes it inpossible to reopen the sane TCP
connection imredi ately. However, the use of (A) does give additiona
assurance in a conmon case, perhaps conpensating for a host that has
set its TIME-WAIT state delay too short.

Sone TCP inpl ementations have permtted a connection in the TIME-WAIT
state to be reopened inmediately by the other side, thus short-
circuiting nmechanism (B). Specifically, a new SYN for the sane
socket pair is accepted when the earlier incarnation is still in
TIME-WAIT state. O d duplicates in one direction can be avoi ded by
choosing the SN to be the next unused sequence nunber fromthe
precedi ng connection (i.e., FIN+1); this is essentially an
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application of the scheme of Garlick, Rom and Postel, using the
connection block in TIME-WAIT state as the connection record.

However, the connection is still vulnerable to old duplicates in the
other direction. Mechanism (A) prevents trouble in node F1, but
failures can arise in F2, F3, or F4; of these, F2, on short, fast
connections, is the nost dangerous.

Finally, we note TCP will operate reliably w thout any MSL-based
mechani sns in the following restricted domain:

* Total data sent is less then 2**32 octets, and
* Ef fective sustained rate | ess than 250KBps, and
* Connection duration |ess than 4.55 hours.

At the present time, the great mpjority of current TCP usage falls
into this restricted domain. The third conmponent, connection
duration, is the npbst conmmonly vi ol at ed.

Security Considerations
Security issues are not discussed in this nmeno.
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