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| AB Reconmended Policy on Distributing Internet ldentifier Assignnent
and
| AB Recommended Policy Change to Internet "Connected" Status

Status of this Meno

This informati onal RFC represents the official view of the Internet
Activities Board (I AB), and describes the recommended policies and
procedures on distributing Internet identifier assignments and

droppi ng the connected status requirenent. This RFC does not specify
a standard. Distribution of this neno is unlimted.
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This RFC includes two reconmendations fromthe 1AB to the FNC. The
first is a "Reconmended Policy on Distributing Internet ldentifier
Assignnent”, that is, a suggestion to distribute the function of
assi gni ng network and autononpbus system nunbers. The second is a
"Recommended Policy Change to Internet 'Connected’ Status", that is,
a suggestion to drop the notion of connected status in favor of
recording the acceptable use policy and traffic access policy for
each network. Included in this second reconmendation is the explict
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suggestion that any regi stered network may be entered into the DNS
dat abase wi thout regard to connected status.

1. Recommendation about Internet Identifiers

To: Chai rman, Federal Networki ng Counci

From Chairman, Internet Activities Board

CC. | AB, | ESG

Subj ect: Recommended Policy on Distributing Internet
Identifier Assignnent

1.1. Sunmmary

Thi s docunent recomends procedures for distributing assignnent of
Internet identifiers (network and autonompbus system numnbers).

1.2. Introduction

Throughout its entire history, the Internet system has enpl oyed a
central Internet Assigned Numbers Authority (I ANA) for the allocation
and assignment of various numeric identifiers needed for the
operation of the Internet. The I ANA function is perfornmed by USC
Information Sciences Institute. The I ANA has the discretionary
authority to del egate portions of this responsibility and, with
respect to numeric network and aut ononous systemidentifiers, has

| odged this responsibility with an Internet Registry (IR). This
function is performed by SRl International at its Network Information
Center (DDN-NIC).

Wth the rapid escal ati on of the nunber of networks in the Internet
and its concurrent internationalization, it is timely to consider
further del egation of assignment and registration authority on an
international basis. It is also essential to take into consideration
that such identifiers, particularly network identifiers of class A
and B type, will becone an increasingly scarce commodity whose

al l ocati on nmust be handl ed with thoughtful care.

1.3. Proposed Method of Operation
It is proposed to retain the centralized | ANA and IR functi ons.
The IR woul d continue to be the principal registry for all network
and aut onompus system nunbers. It would also continue to maintain
the list of root Domain Name System servers and a dat abase of

regi stered nets and aut ononmpbus systens.

In addition, however, the IR would al so allocate to organizations
approved by the Coordinating Cormttee for Intercontinental Research
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Net wor ki ng (CClI RN) bl ocks of network and autononous system nunbers,
as needed, and delegate to them further assignment authority.

It is recomended that, at least initially, the IR serve as the
default registry in cases where no del egated registration authority
has been identified.

Copi es of the aggregate Internet registration database(s) should be
mai ntai ned by the IR and copies provided to each del egated registry
to inprove redundancy and access to this information. Updates to the

dat abase, however, would still be centralized at the IR w th conplete
copies redistributed by file transfer or other nmeans on a tinely
basi s.

It is recomrended that candi date del egated registries neet with the
I ANA and IR to review operational procedures and requirenents and to
produce docunentation to be issued as RFCs describing the details of
the proposed distributed node of operation

It is recomrended that host Domain Nanme registration continue inits
present form which al ready accommodates distribution of this
functi on.

2. Recommendati on about Connected Status

To: Chai rman, Federal Networking Council (FNC)

From Chairman, Internet Activities Board

CC. 1 AB, | ESG

Subj ect: Recommended Policy Change to Internet "Connected" Status

2.1. Summary

Thi s menor andum recomends a change in the current policy for
associ ating "connected" status to a subset of networks which have
been assigned an Internet identifier

2.2. Introduction

In the following, the termlInternet Assigned Nunber Authority (1 ANA)
refers to the organi zation which has primary authority to allocate
and assign nuneric identifiers required for operation of the
Internet. This function is presently perfornmed by USC I nfornation
Sciences Institute. The termlinternet Registry (IR refers to the
organi zati on whi ch has the responsibility for gathering and
registering informati on about networks to which identifiers (network
nunbers, autononobus system nunbers) have been assigned by the IR At
present, SRl International serves as the IR
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Attachnments (1) and (2) outline the rationale for and inplications of
changing the current policy for associating "connected" status with
only a subset of networks which have been assigned Internet
identifiers.

2.3. Recomendati ons
The foll owi ng actions are reconmended:

1. The Internet Registry should be instructed to drop al
reference to "connected" status in its databases and in its forns
for Internet network and aut ononous systemregi stration

2. The Internet Registry should be instructed to request brief
statenments of acceptabl e network usage, access and transit policy
for external traffic (i.e., traffic entering fromor exiting to
ot her networks) from each applicant for a network or autononous
systemidentifier. For exanple, sone networks conformto the

Nati onal Sci ence Foundati on acceptabl e use gui delines; other
networks will carry any traffic (e.g., conmon carriers); others
may prohibit transit use. Retrospective statenents should be
gathered by the IR for networks al ready registered. Such
statenents shoul d be nmade avail abl e on-1ine and wi dely publicized.

3. The Internet Registry should be instructed to allow any
regi stered networks to be entered into the Domai n Nane Server
dat abase wi thout regard to "connected" status.

Attachnment: (1) Recommendation for replacenent of "Connected" Status
(2) Recommendation on DNS and Connectivity

2.a.1. Attachnent 1

Recomendati on for Replacenent of "Connected" Status

2.a.1.1. Summary
A revision of the current Internet procedures controlling connection
to the Internet is recormended to sol ve urgent probl ens caused by
Internet growth both in the US and internationally. The
recomendati on invol ves rel axati on of the present "connected" status
rule and the creation of a policy database to guide network
adm ni strators.

2.a.1.2. Background

Wth the denmise of the ARPANET and the growth of a global Internet,
the adninistration and registration of Internet network nunbers has
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outgrown its initially conceived client base: mlitary, governnent
and gover nment - sponsored research organi zations. Since the
international growth has extended the Internet conmunity to industry
and a broad range of academ c and research institutions, we nust re-
eval uate sone of the criteria for assignnent and use of Internet

net wor k numbers

In the early phases of the Internet research project, nunbers were
assigned only to networks of organizations that were participating in
the research effort. Later, as the system becane nore stable and
expanded into a wi despread infrastructure, other organi zations with
net wor ks were assi gned network nunbers and allowed to interconnect if
they were parts of the U S. Governnent or sponsored by a Governnent
organi zation. To ensure gl obal uniqueness, a single Internet
Registry (IR) was designated: the Defense Data Net Network
Information Center (DDN-NIC) at SRl International

As the Internet protocols became popular in the comrercial

mar ket pl ace, many organi zati ons purchased and installed private

net wor ks that needed network nunmber assignments but were not intended
to be connected to the federally-sponsored system The IR adopted a
policy of assigning network nunbers to all who requested them while
di stingui shing networks permitted to link to the global Internet by
assigning them "connected" status. Essentially, this neant that the
network to which the nunber was assigned had the sanction of a U S
CGovernment sponsoring organi zation to link to the Internet.

The present day Internet enconpasses networks that serve as
intermedi aries to access the federally-sponsored backbones. Many of
these internedi ate networks were initiated under the sponsorship of
the National Science Foundation. Sone have been founded wi thout
federal assistance as consortia of using organizations. The
CGovernment has expressed a desire that all such networks be self-
supporting, wthout the need for federal subsidy. To achieve this
goal, it has been essential for the internmedi ate networks to support
an increasingly varied range of users. A great nmany industrial
partici pants can be found on the internediate | evel networks. Their
use of the federally-sponsored backbones is prem sed on the basis
that the traffic is in support of academ c, scholarly or other
research work. The criteria for use of the internediate |eve
networks alone is sonmetinmes nore relaxed and, in the cases of the
new y-fornmed conmercial networks, there are no restrictions at all

In essence, each network needs to be able to determne, on the basis
of its own criteria, with which networks it will interconnect and for
which networks it will support transit service. There is no |onger a
sinple binary correl ation between "connected" status and acceptabl e
use policy. The nmatter becones even nore conplex as we contenpl ate
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the | arge and growi ng nunber of non-U S. networks joining the gl oba
Internet. It is inappropriate to require that all of these networks
adhere to U.S. access and use criteria; rather, it can only be
required that the traffic they send through the federally-sponsored
networ ks be consistent with the federal criteria.

2.a.1.3. Recommendati on

Since the concept of a single, global "connected" status is no |onger
meani ngful, it is recommended that it be retired and to define new
characteristics that could be used by networks within the Internet to
determine a specific network’s eligibility to communi cate with other
net wor ks.

Sone attributes which mght be useful to track and coul d be used as
criteria to deternmne the acceptability of Internet traffic for
routing purposes incl ude:

1) Country codes

2) Conformance to acceptabl e use policy for
NSFNET, M LNET, NSI, ESnet, NORDUnet,

To inplement this idea, the IR would update the current Internet-
Nunber - Tenpl ate to query applicants for the necessary information.
This informati on woul d then be collected in a database contai ni ng,
for instance, a matrix of network nunbers over policies. Note that
the policies mght be presented in narrative form [In addition, the
usage policies of the various networks nmust be publicly available so
that applicants and other interested parties can be advised of policy
i ssues as they relate to various networks.

Under this proposal, the IR would be charged with the registration
and adm nistration of the Internet nunber space but not with the
enforcement of policy. The IR should collect enough information to
permit network admi nistrators to nake intelligent decisions as to the
acceptability of traffic destined to or fromeach and every
legitimate I nternet number. Enforcenent of policies is discussed

bel ow.

At a later step, we anticipate that it will be desirable to
distribute the IR function anmong nmultiple centers, e.g., with centers
on different continents. This should be straight-forward once the IR
function is divorced from policy enforcenent.
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2.a.1.4. Discussion

It is already true in the current Internet that there are
restrictions on certain traffic on particular networks. For exanple,
two intermediate | evel networks that are willing to carry arbitrary
traffic can link with each other but are barred from passing
commercial traffic or any other traffic that is not for academ c or
schol arly purposes across the federally-sponsored backbones.

Routing of traffic based upon acceptabl e-use policies requires a
technical ability known as "policy-based routing”" (PBR). At the
present tine, the PBR nmechanismavailable in the Internet operates as
the level of an entire network; all users and hosts on a network are
subject to the sane routes for a given destination. Using this PBR
mechani sm a network maintains routes (and provides transit services)
only for networks with conpatible use policies. For an internediate
| evel network, for exanple, the routing decisions nust be nmade on the
basis of the network nunbers assigned to the organi zations; sone

m ght be considered to have traffic conformant with federal use
policies and sone m ght not.

Al though it is much nore fine-grained than the current "on or off"
rule of connected status, the use of PBR based on networks is still a
very coarse neasure of control. Since the decision on acceptability
is made at the network | evel, one has to assign a set of
characteristics to all traffic emanating fromor entering into a

gi ven network to nmake this access control strategy work. Strict
application of such controls could prevent a comercial organization
fromlegitinmately sending research or scholarly data across the
federal backbone (e.g., |IBMneeds to comunicate with MCl and MERI T
about NSFNET, but other parts of IBM may need to conmuni cate on
comrercial matters). Organizations with a variety of uses m ght have
to artificially define several networks with which to associate
different use policies.

The practical result is that in order to support desirable usage
patterns, government-sponsored networks will sometines have to depend
upon self-policing by traffic sources, rather than upon strict
mechani cal enforcenment of acceptable use policies. Hi gher certainty
on usage will have a cost in terns of Iimting desirable access.

An inportant project now underway in the Internet Engineering Task
Force (I ETF) is devel oping a nore general mechanismfor PBR that will
all ow control at the level of individual hosts and possibly even
user. It will give an end host or user the ability to select routes,
taking into consideration issues such as cost, performance and
reliability of the transit networks.
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2.a.2. Attachnent 2
| AB Policy Recommendati on on DNS and Connectivity

The Internet Domain Nane system (DNS) is an essential part of the

networking infrastructure. |t establishes a global distributed

dat abase for mappi ng host names into | P addresses and for delivering
electronic mail. |Its efficient and reliable functioning is vital to
nearly all Internet users.

Sone DNS operations depend upon the existence of a conplete database
at certain "root" servers, in particular at the Internet Registry
(I'P) located at the Defense Data Net Network Information Center at

SRl International (DDN-NIC). The past policy has been to tie
inclusion in this database to approval of Internet interconnection by
a U S. Governnent agency. This "connected" status restriction is no
| onger viable, and recommendations for its replacenent have been put
f orwar d.

In any case, we believe that the DNS database is not the proper
architectural |evel for enforcenment of adm nistrative access
restrictions, e.g., controls over the announcenent of networks in the
routing protocols.

The Internet Activities Board (1 AB) therefore strongly endorses the
foll owi ng recommendati on fromthe Federal Engineering Planning G oup
to the Federal Networking Council, to provide DNS service regardl ess
of access control policies:

"There has been a great deal of discussion about domain
nameservers, the | N-ADDR donmmin, and "connected" status as the
Internet has grown to include many nore nations than just the
United States. As we nove to a nore global Internet, it seens
like it would be a good idea to re-evaluate sone of the rules that
have governed the naming and registration policies that exist.

The nam ng and routing should be conpletely decoupled. In
particular, it should be possible to register both a name/domain,
as well as address servers within the I N-ADDR donai n, independent
of whether the client has "connected" status or not. This should
be inplenented i mediately by the IR at the DDNNNIC. No U. S
Gover nment sponsor should be required for domai n nane/ address
registration."

Security Considerations

Security issues are not addressed in this neno.
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