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Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
comuni ty.

Pl ease refer to the current edition of the "IAB Oficial Protocol
St andards” for the standardi zation state and status of this protocol.

This proposal is the product of the Point-to-Point Protocol Wrking
Group of the Internet Engineering Task Force (I ETF). Coments on
this meno should be submitted to the | ETF Point-to-Point Protocol
Wor ki ng Group chair.

Distribution of this nmenmo is unlimted.
Abst ract

The Point-to-Point Protocol (PPP) provides a nethod for transmitting
dat agranms over serial point-to-point links. PPP is conposed of

1) a nethod for encapsul ating datagrans over serial |inks,

2) an extensible Link Control Protocol (LCP), and

3) a famly of Network Control Protocols (NCP) for establishing
and configuring different network-|ayer protocols.

The PPP encapsul ati ng schene, the basic LCP, and an NCP for
controlling and establishing the Internet Protocol (IP) (called the

I P Control Protocol, IPCP) are defined in The Point-to-Point Protocol
(PPP) [1].

Thi s docunent defines the intial options used by the LCP and I PCP. It

al so defines a method of Link Quality Mnitoring and a sinple
aut henti cati on schene.
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1.

I nt roducti on

The Point-to-Point Protocol (PPP) [1] proposes a standard nethod of
encapsul ati ng | P datagrans, and other Network Layer protocol

i nformati on, over point-to-point |inks. PPP also proposes an
extensible Option Negotiation Protocol. [1] specifies only the
protocol itself; the initial set of Configuration Options are
described in this docunent. These Configuration Options allow MIUs
to be changed, |P addresses to be dynam cally assigned, header
conpression to be enabled, and nuch nore.

This menmo is divided into several sections. Section 2 describes
Configuration Options for the Link Control Protocol. Section 3
specifies the use of the Link Quality Mnitoring option. Section 4
defines a sinple Password Authentication Protocol. Finally, Section 5
specifies Configuration Options for the IP Control Protocol.

Li nk Control Protocol (LCP) Configuration Options

As described in [1], LCP Configuration Options allow nodifications to
the standard characteristics of a point-to-point link to be

negoti ated. Negotiabl e nodifications proposed in this docunent

i nclude such things as the maxi nrumreceive unit, async control
character mapping, the link authentication nethod, etc.

The initial proposed values for the LCP Configuration Option Type
field (see [1]) are assigned as foll ows:

Maxi mum Recei ve- Uni t

Async- Cont r ol - Char act er - Map

Aut hent i cati on- Type

NOT ASSI GNED

Magi c- Nunber

Li nk-Qual ity-Mnitoring

Pr ot ocol - Fi el d- Conpr essi on

Addr ess- and- Cont r ol - Fi el d- Conpr essi on

O~NO O WN B
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2.1. Maxi num Recei ve-Unit
Descri ption

This Configuration Option provides a way to negotiate the maxi num
packet size used across one direction of a link. By default, all

i npl eent ati ons must be able to receive franes with 1500 octets of
I nf or mati on.

This Configuration Option may be sent to informthe renpte end
that you can receive |larger franes, or to request that the renote
end send you snaller frames. |If smaller frames are requested, an
i mpl ementation MUST still be able to receive 1500 octet franes in
case link synchronization is |ost.

A summary of the Maxi mum Receive-Unit Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h | Maxi mum Recei ve- Uni t |
i i i T i I S i e s o o i i

Type
1

Length
4

Maxi mum Recei ve- Uni t
The Maxi mum Receive-Unit field is two octets and indicates the new
maxi mum receive unit. The Maxi num Receive-Unit covers only the
Data Link Layer Information field but not the header, trailer or
any transparency bits or bytes.

Def aul t

1500
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2.2. Async-Control -Character-Mp
Descri ption

This Configuration Option provides a way to negotiate the use of
control character mapping on asynchronous links. By default, PPP
maps all control characters into an appropriate two character
sequence. However, it is rarely necessary to map all contro
characters and often times it is unnecessary to nmap any
characters. A PPP inplenentation may use this Configuration
Option to informthe renote end which control characters nust
remai n mapped and which control characters need not renmain mapped
when the renote end sends them The renote end may still send
these control characters in mapped format if it is necessary
because of constraints at its (the renote) end. This option does
not solve problens for comrunications |links that can send only 7-
bit characters or that can not send all non-control characters.

There may be some use of synchronous-to-asynchronous converters
(some built into nodenms) in Point-to-point links resulting in a
synchronous PPP inpl ementati on on one end of a link and an
asynchronous inplenention on the other. It is the responsibility
of the converter to do all napping conversions during operation
To enable this functionality, synchronous PPP inpl enentati ons MJST
al ways accept a Async-Control - Character-Mp Configuration Option
(it MUST al ways respond to an LCP Confi gure- Request specifying
this Configuration Option with an LCP Confi gure-Ack). However
acceptance of this Configuration Option does not inply that the
synchronous inpl enentation will do any character nmapping, since
synchronous PPP uses bit-stuffing rather than character-stuffing.
Instead, all such character mapping will be performed by the
asynchronous-t o- synchronous converter.

A sunmary of the Async-Control - Character-Map Configuration Option
format is shown below. The fields are transmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Type | Length | Async-Control - Character-Mp

I S i o T s S S S e s s T
(cont) |

il s ST I S S I S T T S

Type
2
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Lengt h
6
Async- Cont r ol - Char act er - Map

The Async-Control -Character-Map field is four octets and indicates
the new async control character map. The nmap is encoded in big-
endi an fashi on where each numbered bit corresponds to the ASCII
control character of the same value. |If the bit is cleared to
zero, then that ASCI| control character need not be mapped. |If
the bit is set to one, then that ASCII control character nust
remain mapped. E.g., if bit 19 is set to zero, then the ASCl I
control character 19 (DC3, Control-S) may be sent in the clear.

Def aul t

Al'l ones (Oxffffffff).
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2.3. Authentication-Type
Descri ption

On sonme links it may be desirable to require a peer to
authenticate itself before allowi ng Network Layer protocol data to
be exchanged. This Configuration Qption provides a way to

negoti ate the use of a specific authentication protocol. By
default, authentication is not necessary. |If an inplementation
requires that the renpte end authenticate with sone specific

aut hentication protocol, then it should negotiate the use of that
aut hentication protocol with this Configuration Option.

Successful negotiation of the Authentication-Type option adds an
addi tional Authentication phase to the Link Control Protocol

This phase is after the Link Quality Determ nation phase, and
before the Network Layer Protocol Configuration Negotiation phase.
Advancenent fromthe Authentication phase to the Network Layer
Prot ocol Configuration Negotiation phase may not occur until the
peer is successfully authenticated using the negotiated

aut henti cati on protocol

An inplenentation may allow the renote end to pick fromnore than
one authentication protocol. To achieve this, it may include
mul ti pl e Aut henti cati on-Type Configuration Options in its
Confi gur e- Request packets. An inplenentation receiving a
Confi gur e- Request specifying multiple Authentication-Types nmay
accept at nobst one of the negotiable authentication protocols and
shoul d send a Configure-Reject specifying all of the other

speci fied authentication protocols.

It is recomrended that each PPP inpl enentation support
configuration of authentication parameters at |east on a per-
interface basis, if not a per peer entity basis. The paraneters
shoul d speci fy which authetication techniques are mninally
required as a prerequisite to establishment of a PPP connecti on,
either for the specified interface or for the specified peer
entity. Such configuration facilities are necessary to prevent an
attacker from negotiating a reduced security authentication
protocol, or no authentication at all, in an attenpt to circunvent
this authentication facility.

If an inplementation sends a Configure-Ack with this Configuration
Option, then it is agreeing to authenticate with the specified
protocol. An inplenentation receiving a Configure-Ack with this
Configuration Option should expect the renpte end to authenticate
with the acknow edged protocol
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There is no requirement that authentication be full duplex or that

the sane authentication protocol be used in both directions. It
is perfectly acceptable for different authentication protocols to
be used in each direction. This will, of course, depend on the

specific authentication protocols negoti at ed.

Thi s docunent defines a sinple Password Authentication Protocol in
Section 4. Devel opment of other nore secure protocols is
encour aged.

A sunmmary of the Authentication-Type Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length | Aut hent i cati on- Type |
I S i o T s S S S e s s T
| Data ..
+- - - -+
Type

3
Lengt h

>= 4

Aut hent i cati on- Type

The Authentication-Type field is two octets and indicates the type
of authentication protocol desired. Values for the
Aut henti cation-Type are always the sane as the PPP Data Link Layer

Protocol field values for that same authentication protocol. The
nmost up-to-date val ues of the Authentication-Type field are
specified in "Assigned Nunbers" [2]. Initial values are assigned
as foll ows:

Val ue (i n hex) Pr ot oco

c023 Passwor d Aut hentication Protoco

Dat a

The Data field is zero or nbre octets and contains additional data
as determined by the particul ar authentication protocol
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Def aul t

No aut hentication protocol necessary.

2.4. Magi c- Nunmber
Descri ption

This Configuration Option provides a way to detect |ooped-back
links and other Data Link Layer anomalies. This Configuration
Option may be required by some other Configuration Options such as
the Link-Quality-Mnitoring Configuration Option.

Before this Configuration Option is requested, an inplenmentation
must choose its Magic-Nunber. It is recommended that the Magic-
Nunber be chosen in the nbst random nmanner possible in order to
guarantee with very high probability that an inplenmentation wll
arrive at a unique nunmber. A good way to choose a uni que random
nunber is to start with an uni que seed. Suggested sources of

uni queness include machi ne serial nunbers, other network hardware
addresses, tinme-of-day clocks, etc. Particularly good random
nunber seeds are precise neasurenents of the inter-arrival tine of
physi cal events such as packet reception on other connected

net wor ks, server response time, or the typing rate of a human
user. It is also suggested that as many sources as possible be
used sinul t aneously.

When a Configure-Request is received with a Magi c- Nunber
Configuration Option, the received Mgic-Nunber shoul d be conpared
with the Magi c- Nunber of the |ast Configure-Request sent to the
peer. |If the two Magic-Nunbers are different, then the link is
not | ooped-back, and the Magi c- Nunber should be acknow edged. If
the two Magi c-Nunbers are equal, then it is possible, but not
certain, that the link is | ooped-back and that this Configure-
Request is actually the one last sent. To deternmine this, a
Confi gure-Nak shoul d be sent specifying a different Magi c- Nunber
val ue. A new Configure-Request should not be sent to the peer
until normal processing would cause it to be sent (i.e., until a
Configure-Nak is received or the Restart tinmer runs out).

Reception of a Configure-Nak with a Mgic-Nunber different from
that of the last Configure-Nak sent to the peer proves that a link
is not | ooped-back, and indicates a unique Mgic-Nunber. |f the
Magi c- Nunber is equal to the one sent in the | ast Configure-Nak,
the possibility of a |oop-back is increased, and a new Magic-
Nunber shoul d be chosen. In either case, a new Configure-Request
shoul d be sent with the new Magi c- Nunber.
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If the link is indeed | ooped-back, this sequence (transmnit
Confi gur e- Request, receive Configure-Request, transmt Configure-
Nak, receive Configure-Nak) will repeat over and over again. |If
the link is not |ooped-back, this sequence may occur a few tines,
but it is extrenely unlikely to occur repeatedly. Mre likely,
the Magi c- Nunbers chosen at either end will quickly diverge,

term nating the sequence. The follow ng table shows the
probability of collisions assum ng that both ends of the link

sel ect Magi c-Numbers with a perfectly uniformdistribution

Nunber of Colli sions Probability
1 1/ 2**32 = 2.3 E-10
2 1/2**32**2 = 5.4 E-20
3 1/2**32**3 = 1.3 E-29

CGood sources of uniqueness or randomess are required for this
di vergence to occur. |If a good source of uniqueness cannot be
found, it is recommended that this Configuration Option not be
enabl ed; Configure-Requests with the option should not be
transmtted and any Magi c- Nunber Configuration Options which the

peer sends shoul d be either acknow edged or rejected. 1In this
case, |oop-backs cannot be reliably detected by the
i mpl ementation, although they may still be detectable by the peer

If an inplementation does transmt a Configure-Request with a
Magi c- Nunber Configuration Option, then it MJST NOT respond with a
Configure-Reject if its peer also transmts a Configure-Request
with a Magi c- Nunber Configuration Option. That is, if an

i npl ementation desires to use Magi ¢ Nunmbers, then it MJST al so
allowits peer to do so. If an inplenentation does receive a
Configure-Reject in response to a Configure-Request, it can only
mean that the link is not |ooped-back, and that its peer will not
be using Magi c-Nunbers. In this case, an inplenmentation nay act
as if the negotiation had been successful (as if it had instead
recei ved a Confi gure- Ack).

The Magi c- Nunber al so nay be used to detect |ooped-back |inks
during normal operation as well as during Configuration Option
negotiation. All Echo-Request, Echo-Reply, D scard-Request, and
Li nk- Qual i ty- Report LCP packets have a Magi c-Nunber field which
MUST nornmally be transnmitted as zero, and MJST normally be ignored
on reception. However, once a Magi c- Nunber has been successfully
negoti ated, an LCP inplenmentation MJST begin transmitting these
packets with the Mgic-Nunber field set to its negotiated Magic-
Nunber. Additionally, the Magic-Nunber field of these packets may
be inspected on reception. Al received Mgic-Nunber fields should
be equal to either zero or the peer’s uni que Magi c- Nunber,
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dependi ng on whet her or not the peer negotiated one. Reception of
a Magi c- Nunmber field equal to the negotiated | ocal Magi c- Number

i ndi cates a | ooped-back link. Reception of a Mgic-Nunber other
than the negotiated | ocal Magi c-Nunber or or the peer’s negoti ated
Magi c- Nunber, or zero if the peer didn't negotiate one, indicates
a link which has been (m s)configured for comunications with a

di fferent peer.

Procedures for recovery fromeither case are unspecified and may
vary frominplenentation to inplenentation. A sonewhat

pessim stic procedure is to assunme an LCP Physi cal - Layer - Down
event and nake an immediate transition to the Cosed state. A
further Active-Qpen event will begin the process of re-
establishing the Iink, which can’t conplete until the | oop-back
condition is term nated and Magi c- Nunmbers are successfully
negotiated. A nore optimistic procedure (in the case of a | oop-
back) is to begin transnmtting LCP Echo- Request packets until an
appropriate Echo-Reply is received, indicating a termination of
the | oop-back condition.

A summary of the Magi c- Nunber Configuration Option format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B T I e R i i i T S S e e I e ik oI I S S e S S

| Type | Length | Magi c- Nunber

el i I e i it T e e e e i i T o S e e S e T R R
Magi c- Nunber (cont) |

R T i T i e s ik T e R T

Type
5

Lengt h
6

Magi c- Nunber
The Magi c-Nunber field is four octets and indicates a nunber which
is very likely to be unique to one end of the link. A Mgic-
Nunber of zero is illegal and nust not be sent.

Def aul t

None.
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2.5. Link-Quality-Mnitoring
Descri ption

On sonme links it may be desirable to deterni ne when, and how
often, the link is dropping data. This process is called Link
Quality Monitoring and is inplemented by periodically transnmitting
Li nk- Qual i ty- Report packets as described in Section 3. The Link-
Quality-Mnitoring Configuration Option provides a way to enabl e
the use of Link-Quality-Report packets, and also to negotiate the
rate at which they are transnmitted. By default, Link Quality

Moni toring and the use of Link-Quality-Report packets is disabled.

A summary of the Link-Quality-Mnitoring Configuration Option format
is shown below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S

| Type | Lengt h | Reporti ng- Peri od

B i s T T i i o S o T Ji I
Reporting-Period (cont) |

T S e i H SR N R S

Type
6

Length
6

Reporti ng- Peri od
The Reporting-Period field is four octets and indicates the
maxi mumtime in mcro-seconds that the renote end shoul d wait
bet ween transni ssion of LCP Link-Quality-Report packets. A value
of zero is illegal and should always be nak’d or rejected. An LCP
inplementation is always free to transmt LCP Link-Quality-Report
packets at a faster rate than that which was requested by, and
acknow edged to, the renpte end.

Def aul t

None
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2.6. Protocol -Fi el d- Conpression
Descri ption

This Configuration Option provides a way to negotiate the
conpression of the Data Link Layer Protocol field. By default,
all inplenmentations nust transmt standard PPP franes with two
octet Protocol fields. However, PPP Protocol field nunbers are
chosen such that sone values may be conpressed into a single octet
formwhich is clearly distinguishable fromthe two octet form
This Configuration Option may be sent to informthe renpte end
that you can receive conpressed single octet Protocol fields.
Conpressed Protocol fields may not be transmitted unless this
Configuration Option has been received.

As previously nentioned, the Protocol field uses an extension
mechani sm consi stent with the | SO 3309 extensi on nmechanismfor the
Address field; the Least Significant Bit (LSB) of each octet is
used to indicate extension of the Protocol field. A binary "0" as
the LSB indicates that the Protocol field continues with the
followi ng octet. The presence of a binary "1" as the LSB marks
the |l ast octet of the Protocol field. Notice that any nunber of
"0" octets may be prepended to the field, and will still indicate
the sane val ue (consider the two representations for 3, 00000011
and 00000000 00000011).

In the interest of sinplicity, the standard PPP frame uses this
fact and al ways sends Protocol fields with a two octet
representation. Protocol field values | ess than 256 (decinal) are
prepended with a single zero octet even though transm ssion of
this, the zero and nost significant octet, is unnecessary.

However, when using |low speed links, it is desirable to conserve
bandwi dth by sending as little redundant data as possible. The

Pr ot ocol Conpression Configuration Option allows a trade-off

bet ween i nplementation sinplicity and bandwi dth efficiency. |If
successfully negotiated, the | SO 3309 extensi on nechani sm may be
used to conpress the Protocol field to one octet instead of two.
The large majority of frames are conpressible since data protocols
are typically assigned with Protocol field values |ess than 256.

To guar ant ee unanbi guous recognition of LCP packets, the Protoco
field nmust never be conpressed when sending any LCP packet. In
addi tion, PPP inplenentations nust continue to be robust and MUST
accept PPP franes with doubl e-octet, as well as single-octet,
Protocol fields, and MJUST NOT distingui sh between them

When a Protocol field is conpressed, the Data Link Layer FCS field
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is calculated on the conpressed frane, not the origina
unconpr essed frane.

A sunmmary of the Protocol -Fiel d- Conpressi on Configuration Option

format is shown below. The fields are transmitted fromleft to

right.

0 1

0123456789012345

B i S S ik s S N S S

| Type | Length |
R T i T i e s ik T e R T

Type
7
Lengt h
2
Def aul t

Di sabl ed.
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2.7. Address-and- Control - Fi el d- Conpressi on
Descri ption

This Configuration Option provides a way to negotiate the
conpression of the Data Link Layer Address and Control fields. By
default all inplenmentations nust transmt frames with Address and
Control fields and rmust use the hexadeci mal values Oxff and 0x03
respectively. Since these fields have constant values, they are
easily conpressed. this Configuration Option nmay be used to
informthe renote end that you can receive conpressed Address and
Control fields.

Conpressed Address and Control fields are formed by sinply
omtting themin all non-anbi guous cases. Amnbi guous franes may
not be conpressed. Anbiguous cases result when the two octets
foll owi ng the Address and Control fields have values that could be
interpreted as valid Address and Control fields (i.e., Oxff,

0x03). This can happen when Protocol - Fi el d- Conpression is enabl ed
and the Protocol field is compressed to one octet. |If the
Protocol value is Oxff, and the first octet of the Information
field is 0x03, the result is anbiguous and the Address and Contro
fields nmust not be conpressed on transni ssion

On reception, the Address and Control fields are deconpressed by
examining the first two octets. |If they contain the values Oxff
and 0x03, they are assumed to be the Address and Control fields.
If not, it is assuned that the fields were conpressed and were not
transm tted.

One additional case in which the Address and Control fields nust
never be conpressed is when sending any LCP packet. This rule
guar ant ees unanbi guous recognition of LCP packets.

When the Address and Control fields are conpressed, the Data Link
Layer FCS field is calculated on the conpressed frame, not the
ori gi nal unconpressed frane.

A summary of the Address-and-Control -Fi el d- Conpressi on configuration
option format is shown below. The fields are transmtted fromleft
to right.

0 1
0123456789012345
B il s S S S S I S i
| Type | Length |
R T i i e R e e e s i i
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Type
8
Length
2
Def aul t

Not conpressed.
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3.

3.

3.

Link Quality Mnitoring

Data comuni cations links are rarely perfect. Packets can be dropped
or corrupted for various reasons (line noise, equipnent failure,
buffer overruns, etc.). Sonetines, it is desirable to determ ne
when, and how often, the link is dropping data. Routers, for
exanmple, may want to tenporarily allow another route to take
precedence. An inplenmentation may al so have the option of

di sconnecting and switching to an alternate |link. The process of
determning data loss is called "Link Quality Monitoring"

1. Design Mtivation

There are many different ways to neasure link quality, and even nore
ways to react to it. Rather than specifying a single schene, Link
Quality Monitoring is divided into a "nechanisnt and a "policy". PPP
fully specifies the "nechanisni for Link Quality Mnitoring by
defining the LCP Link-Quality-Report (LQR) packet and specifying a
procedure for its use. PPP does NOT specify a Link Qality

Monitoring "policy" -- howto judge link quality or what to do when
it is inadequate. That is left as an inplenentation decision, and
can be different at each end of the link. Inplenentations are

al | oned, and even encouraged, to experinment with various link quality
policies. The Link Quality Mnitoring mechani sm specification
insures that two inplenentations with different policies my
communi cat e and i nteroperate.

To allow flexible policies to be inplenented, the PPP Link Quality
Moni t ori ng mechani sm neasures data loss in units of packets, octets,
and Link-Quality-Reports. Each neasurement is made separately for
each half of the link, both inbound and outbound. All measurenents
are comruni cated to both ends of the |link so that each end of the
link can inplenment its own link quality policy for both its outbound
and i nbound Ii nks.

Finally, the Link Quality Mnitoring protocol is designed to be

i npl ement abl e on many different kinds of systens. Al though it may be
common to inplement PPP (and especially Link Quality Mnitoring) as a
single software process, nulti-process inplementations with hardware
support are al so envisioned. The PPP Link Quality Monitoring
mechani sm provides for this by careful definition of the Link-

Qual ity-Report packet format, and by specifiying reference points for
all data transm ssion and reception measurenents.

2. Design Overview

Each Link Quality Mnitoring inplenentation maintains counts of the
nunber of packets and octets transmitted and successfully received,
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and periodically transmts this information to its peer in a Link-
Quality-Report packet. These packets contain three sections: a
Header section, a Counters section, and a Measurenents section

The Header section of the packet consists of the nornmal LCP Link
Mai nt enance packet header including Code, ldentifier, Length and
Magi c- Nunber fi el ds.

The Counters section of the packet consists of four counters, and
provi des the informati on necessary to neasure the quality of the
link. The LQRtransmtter fills in two of these counters: Qut-Tx-
Packets-Ctr and Qut-Tx-Cctets-Ctr (described later). The LQR
receiver fills in the two remaining counters: In-Rx-Packets-Cr and
In-Rx-Cctets-Ctr (described later). These counters are simlar to
sequence nunbers; they are constantly increasing to give a "relative"
i ndi cation of the nunber of packets and octets conmuni cated across
the outbound link. By conparing the values in successive Link-
Quality-Reports, an LQR receiver can conpute the "absol ute" nunber of
packets and octets conmuni cated across its inbound |ink. Conparing
these absol ute numbers then gives an indication of an inbound link’s
quality. Relative nunbers, rather than absolute, are transnmitted
because they greatly sinplify link synchronization; an inplenmentation
merely waits to receive two LQR packets.

The Measurenents section of the packet consists of six state
variables: In-Tx-LQRs, Last-In-1d, In-Tx-Packets, In-Tx-Cctets, In-
Rx- Packets, and In-Rx-Cctets (described later). This section allows
an inplenmentation to report inbound link quality nmeasurenents to its
peer (for which the report will instead indicate outbound |ink
quality) by transnmitting the absolute, rather than relative, nunber
of LQRs, packets, and octets comunicated across the inbound |ink
These val ues are cal cul ated by observing the Counters section of the
Li nk- Qual ity- Report packets received on the inbound |ink. Absolute
nunbers may be used in this section w thout synchronization probl ens
because it is necessary to receive only one LQR packet to have valid
i nformation.

Link Quality Mnitoring is described in nmore detail in the foll ow ng
sections. First, a description of the processes conprising the Link
Quality Monitoring mechanismis presented. This is followed by the
packet and byte counters naintai ned; the neasurenents, cal cul ations,
and state variables used; the format of the Link-Quality-Report
packet; sone policy suggestions; and, finally, an exanple link
quality cal culation

3. 3. Processes

The PPP Link Quality Mnitoring mechanismis described using a
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"l ogi cal process" nodel. As shown below, there are five |ogica
processes duplicated at each end of the duplex |ink.

Foomao-- - L +  +----+ Qutbound
| | - - >| Mux | - - >| Tx | —=—=—======>
| Link- | Fom oo + F----+

| Manager |

| | Fo-em- - + +----+ I nbound

| | <-- | Denux | <-- | Rx | <=========
. + R + S

Li nk- Manager

The Li nk- Manager process transmts and receives Link-Quality-
Reports, and inplenents the desired link quality policy. LQR
packets are transmtted at a constant rate, which is negotiated by
the LCP Link-Quality-Mnitoring Configuration Option. The Link-
Manager process fills in only the Header and Measurenents sections
of the packet; the Counters section of the packet is filled in by
the Tx and Rx processes.

The Mux process multipl exes packets fromthe various protocols
(e.g., LCP, IP, XNS, etc.) into a single, sequential, and
prioritized stream of packets. Link-Quality-Report packets MJST
be given the highest possible priority to insure that Iink quality
information is communicated in a tinely manner.

Tx

The Tx process mmintains the counters Qut-Tx-Packets-Cr and Qut-
Tx-Cctets-Ctr which are used to neasure the anpbunt of data which
is transmtted on the outbound Iink. Wen Tx processes a Link-
Qual ity-Report packet, it inserts the values of these counters
into the Counters section of the packet. Because these counters
represent relative, rather than absol ute, val ues, the question of
when to update the counters, before or after they are inserted
into a Link-Quality-Report packet, is left as an inplenentation
deci si on. However, an inplenentation MJIST make this decision the
same way every tine. The Tx process MJST follow the Mix process
so that packets are counted in the order transnitted to the link.

The Rx process mmintains the counters |n-Rx-Packets-Ctr and In-
Rx-Cctets-Ctr which are used to neasure the amount of data which
is received by the inbound link. Wen Rx processes a Link-
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3. 4.

Per

Qual i ty-Report packet, it inserts the values of these counters
into the Counters section of the packet. Again, the question of
when to update the counters, before or after they are inserted
into a Link-Quality-Report packet, is left as an inplenentation
deci si on which MJST be nade consistently the sanme way.

Denux

The Denux process denul tipl exes packets for the various protocols.
The Demux process MJST follow the Rx process so that packets are
counted in the order received fromthe |ink.

Count ers

In order to fill in the Counters section of a Link-Quality-Report
packet, Link Quality Monitoring requires the inplenentation of one
8-bit unsigned, and four 32-bit unsigned, nonotonically increasing
counters. These counters nmay be reset to any initial value before
the first Link-Quality-Report is transmtted, but MJUST NOT be reset
again until LCP has left the Open state. Counters wap to zero when
their maxi mumvalue is reached (for 32 bit counters: Oxffffffff + 1 =
0).

Qut-ldentifier-Ctr

Qut-ldentifier-Ctr is an 8-bit counter maintained by the Link-
Manager process which increases by one for each transmitted Link-
Qual i ty- Report packet.

CQut - Tx- Packet s-Ctr

Qut - Tx- Packets-Ctr is a 32-bit counter mmintained by the Tx
process which increases by one for each transmtted Data Link
Layer packet.

Qut-Tx-Cctets-Ctr

Qut-Tx-Cctets-Ctr is a 32-bit counter nmaintained by the Tx process
whi ch increases by one for each octet in a transmtted Data Link
Layer packet. Al octets which are included in the FCS

cal cul ati on MJUST be counted, as should the FCS octets thensel ves.
Al'l other octets MJUST NOT be count ed.

I n- Rx- Packet s-Ctr
I n- Rx- Packets-Ctr is a 32-bit counter mmintained by the Rx process

whi ch increases by one for each successfully received Data Link
Layer packet. Packets with incorrect FCS fields or other problens
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3.5.

Per

MJUST not be count ed.
In-Rx-Cctets-Ctr

In-Rx-Cctets-Ctr is a 32-bit counter maintained by the Rx process
whi ch increases by one for each octet in a successfully received
Data Li nk Layer packet. Al octets which are included in an FCS
cal cul ati on MUST be counted, as should the FCS octets thensel ves.
Al'l other octets MJST NOT be count ed.

Measurenents, Cal cul ations, State Vari abl es

In order to fill in the Measurenents section of a Link-Quality-Report
packet, Link Quality Monitoring requires the Link-Mnager process to
make a nunber of cal cul ati ons and keep a nunber of state vari ables.
These cal cul ations are nade, and these state variabl es updated, each
time a Link-Quality-Report packet is received fromthe inbound |ink

I n- Tx- LOQRs

In-Tx-LQRs is an 8-bit state variable which indicates the nunber
of Link-Quality-Report packets which the peer had to transmit in

order for the local end to receive exactly one LQR I n-Tx-LQRs
defines the length of the "period" over which In-Tx-Packets, In-
Tx-COctets, |In-Rx-Packets, and In-Rx-Cctets were neasured. |n-Tx-

LQRs is calculated by subtracting Last-In-1d fromthe received
Identifier. |If nmore than 255 LQRs in a row are lost, In-Tx-LQRs
wi || be anbi guous since the lIdentifier field and all state

vari abl es based on it are only 8 bits. It is assuned that the
Link Quality Mnitoring policy will be robust enough to handle
this case (it should probably close down the link |ong before this
happens) .

Last-In-1d

Last-In-1d is an 8-bit state variable which stores the val ue of
the last received lIdentifier. Last-In-Id should be updated after
I n-Tx- LQRs has been cal cul at ed.

I n- Tx- Packet s

I n-Tx-Packets is a 32-bit state variable which indicates the
nunber of packets which were transmitted on the inbound |ink
during the last period. 1n-Tx-Packets is calcul ated by
subtracting Last-Qut-Tx-Packets-Cr fromthe received Qut-Tx-
Packets-Ctr.
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Last - Qut - Tx- Packets-Ctr

Last - Qut - Tx- Packets-Ctr is a 32-bit state variable which stores
the value of the | ast received Qut-Tx-Packets-Ctr. Last-Qut-Tx-
Packets-Ctr shoul d be updated after In-Tx-Packets has been

cal cul at ed.

In-Tx-Cctets

In-Tx-Cctets is a 32-bit state variable which indicates the nunber
of octets which were transmtted on the inbound |ink during the

| ast period. |[In-Tx-Cctets is calculated by subtracting Last-Qut-
Tx-Cctets-Ctr fromthe received Qut-Tx-Cctets-Ctr.

Last-Qut-Tx-Cctets-Cir

Last-Qut-Tx-Cctets-Ctr is a 32-bit state variable which stores the
value of the last received Qut-Tx-Cctets-Ctr. Last-Qut-Tx-
Cctets-Ctr should be updated after In-Tx-Cctets has been

cal cul at ed.

I n- Rx- Packet s

I n- Rx- Packets is a 32-bit state variable which indicates the
number of packets which were received on the inbound |ink during
the last period. |In-Rx-Packets is calculated by subtracting
Last -1 n- Rx- Packets-Ctr fromthe received I n-Rx-Packets-Ctr.

Last -1 n- Rx- Packets-Ctr

Last -1 n-Rx-Packets-Cir is a 32-bit state variable which stores the
val ue of the | ast received | n-Rx-Packets-Ctr. Last - | n- Rx-
Packets-Ctr shoul d be updated after In-Rx-Packets has been

cal cul at ed.

In-Rx-Cctets
In-Rx-Cctets is a 32-bit state vari able which indicates the nunber
of octets which were received on the inbound link during the |ast
period. In-Rx-Cctets is calculated by subtracting Last-In-Rx-
Cctets-Ctr fromthe received In-Rx-Cctets-Ctr.
Last-In-Rx-Cctets-Ctr
Last-In-Rx-Cctets-Ctr is a 32-bit state variable which stores the

value of the last received In-Rx-Octets-Ctr. Last-1n-Rx-Cctets-
Ctr should be updated after In-Rx-Cctets has been cal cul at ed.
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3.

6.

Measur enment s- Val i d

Measurenents-Valid is a 1-bit bool ean state vari abl e which

i ndi cates whet her or not the |In-Tx-Packets, In-Tx-Cctets, I|n-Rx-
Packets, and In-Rx-Cctets state variables contain valid
nmeasurenents. These nmeasurenents cannot be considered valid until
two or nore Link-Quality-Report packets have been received on the
i nbound link. This bit should be reset when LCP reaches the Open
state and should be set after the receipt of exactly two LQRs.

Li nk- Qual i ty- Report Packet For mat

A Summary of the Link-Quality-Report packet format is shown bel ow.
The fields are transmtted fromleft to right. The Code, Identifier,
Lengt h, and Magi c- Number fields make up the normal LCP Link

Mai nt enance packet header; the In-Tx-LQRS, Last-In-1d, V, In-Tx-
Packets, In-Tx-Cctets, In-Rx-Packets, In-Rx-Cctets fields contain
di gested absol ute neasurenents; and the Qut-Tx-Packets-Ctr, Qut-Tx-
Cctets-Ctr, In-Rx-Packets-Ctr, and In-Rx-Cctets-Cr fields contain
raw relative counts. Note that as transmtted over the link, this
packet format does not include the In-Rx-Packets-Cr and In-Rx-
Cctets-Ctr fields which are logically appended to the packet by the
Rx process after reception on the inbound Iink.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Code | Identifier | Lengt h |
e L o i T e ki R S S
| Magi c- Nunber |
i e e R e o o S e b i ol S SRR S S
|  1n-Tx-LQRs | Last-In-1d | Reserved | V|
B i s T T i i o S o T Ji I
| I n- Tx- Packet s |
e L o i e S  th o i R S
| In-Tx-Cctets |
i e e R e o o e i ol S N B S
| I n- Rx- Packet s |
B i s T T i i o S o T Ji I
| In-Rx-Cctets |
e L o i e S  th o i R S
| Qut - Tx- Packets-Ctr |
i e e R e o o e i ol S N B S
| Qut - Tx-Cctets-Ctr |
B i s T T i i o S o T Ji I
/
/
/
+-
L.
L.

T o e i e s S S R b Tk ok T NI S R
I n- Rx- Packets-Ctr |
i T o T i e S S S i S e S
In-Rx-Cctets-Ctr |
i i S S i T s i S

Code
12 for Link-Quality-Report.
I dentifier

The ldentifier field is one octet and indicates the sequence
nunber for this Link-Quality-Report. The Identifier field is
copied fromthe Qut-ldentifier-Ctr counter on transmission. On
reception, the Identifier field is used to calculate |In-Tx-LQRs
and is then stored in Last-1n-1d.

The Link-Quality-Report Identifier sequence nunber space MJST be
separate fromthat of all other LCP packets; for exanple,
transm ssion of an LCP Echo- Request nust not cause the Qut-
Identifier-Ctr counter to be increnmented.

[ Page 22]



RFC 1172 PPP Initial Options July 1990

Lengt h

The Length field is two octets and indicates the length of the LQMU
packet including the Code, Identifier, Length and all defined
fields. COctets outside the range of the length field should be
treated as Data Link Layer padding and shoul d be ignored on
reception. In order for the correct In-Tx-Cctets and In-Rx-Cctets
val ues to be cal cul ated, Link-Quality-Reports MJST be consistently
transmtted with the same anmount of paddi ng.

Magi c- Nunber

The Magi c- Nunber field is four octets and aids in detecting

| ooped-back links. Unless nodified by a Configuration Option, the
Magi c- Nunber MUST al ways be transmitted as zero and MJST al ways be
i gnored on reception. If Mgic-Nunbers have been negoti at ed,

i ncom ng LQM packets shoul d be checked to nake sure that the | ocal
end is not seeing its own Magi c- Number and thus a | ooped-back

I'i nk.

I n- Tx- LQRs

The In-Tx-LQRs field is one octet and indicates the nunber of
peri ods covered by the Measurenents section of this Link-Quality-
Report. The In-Tx-LQRs field is copied fromthe In-Tx-LQRs state
vari abl e on transm ssi on.

Last-In-1d

The Prev-In-1d field is one octet and indicates the age of the
Measurements section of this Link-Quality-Report. The Last-In-1d
field is copied fromthe Last-In-1d field on transnmission. On
reception, the Last-In-1d field may be conpared with the Qut-
Identifier-Ctr to determ ne how many, if any, outbound Link-
Qual ity-Reports have been | ost.

Y
The V field is 1 bit and indicates whether or not the Measurenents
section of this Link-Quality-Report is valid. The V field is
copied fromthe Measurenents-Valid state variable on transm ssion.
If the Vfieldis not set to 1, then the In-Tx-LQRs, Last-In-Id,
I n- Tx- Packets, In-Tx-Cctets, In-Rx-Packets and In-Rx-Cctets fields
shoul d be i gnored.

Reserved

The Reserved field is 15 bits and is intended to pad the remaining
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packet fields to even four-octet boundaries for the conveni ence of
hardware inpl ementati ons. The Reserved field should al ways be
transmtted as zero and ignored on reception

I n- Tx- Packet s

The I n-Tx-Packets field is four octets and indicates the nunber of
packets transmitted on the inbound |link of the Link-Quality-Report
transmitter during the |last measured period. The In-Tx-Packets
field is copied fromthe I n-Tx-Packets state variable on
transm ssi on.

In-Tx-Cctets

The In-Tx-Cctets field is four octets and indicates the nunmber of
octets transmtted on the inbound link of the Link-Quality-Report
transmtter during the last neasured period. The In-Tx-Cctets
field is copied fromthe In-Tx-Cctets state variable on
transm ssi on.

I n- Rx- Packet s

The I n-Rx-Packets field is four octets and indicates the nunber of
packets received on the inbound link of the Link-Quality-Report
transmitter during the |last measured period. The In-Rx-Packets
field is copied fromthe | n-Rx-Packets state variable on
transm ssi on.

In-Rx-Cctets

The In-Rx-Cctets field is four octets and indicates the nunber of
octets received on the inbound link of the Link-Quality-Report
transmitter during the last nmeasured period. The In-Rx-Cctets
field is copied fromthe In-Rx-Cctets state variable on
transm ssi on.

Qut - Tx- Packet s
The Qut-Tx-Packets field is four octets and is used to calcul ate
the nunber of packets transmitted on the outbound |ink of the
Li nk-Qual ity-Report transmitter during a period. The Qut-Tx-
Packets field is copied fromthe Qut-Tx-Packets-Ctr counter on
transm ssi on.

Qut - Tx-Cctets

The Qut-Tx-COctets field is four octets and is used to cal cul ate
the nunber of octets transmtted on the outbound |ink of the
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3.

3.

Li nk-Qual ity-Report transmitter during a period. The Qut-Tx-
Cctets field is copied fromthe Qut-Tx-Qctets-Ctr counter on
transm ssi on.

I n- Rx- Packet s

The I n-Rx-Packets field is four octets and is used to cal cul ate
the nunber of packets received on the inbound link of the Link-
Quality-Report receiver during a period. The In-Rx-Packets field
is copied fromthe I n-Rx-Packets-Ctr counter on reception. The

I n- Rx- Packets is not shown because it is not actually transmtted
over the link. Rather, it is logically appended (in an

i mpl ement ati on dependent nmanner) to the packet by the

i mpl ementation’s Rx process.

In-Rx-Cctets

The In-Rx-Cctets field is four octets and is used to calculate the
number of octets received on the inbound link of the Link-
Quality-Report receiver during a period. The In-Rx-Cctets field
is copied fromthe In-Rx-Cctets-Ctr counter on reception. The
In-Rx-Cctets is not shown because it is not actually transnmitted
over the link. Rather, it is logically appended (in an

i mpl ement ati on dependent nmanner) to the packet by the

i mpl erentation’s Rx process.

7. Policy Suggestions

Li nk- Qual i ty- Report packets provide a nmechanismto deternmine the |ink
quality, but it is up to each inplenentation to deci de when the Iink
is usable. It is recomended that this policy inplenment sone anount
of hysteresis so that the |link does not bounce up and down. A
particularly good policy is to use a Kout of Nalgorithm 1In such
an algorithm there nmust be K successes out of the |ast N periods for
the link to be considered of good quality.

Procedures for recovery frompoor quality Iinks are unspecified and
may vary frominplenmentation to inplenmentation. A suggested approach
is to inmediately close all other Network-Layer protocols (i.e.,
cause IPCP to transmt a Term nate-Req), but to continue transmitting
Li nk-Qual ity-Reports. Once the link quality again reaches an
acceptabl e | evel, Network-Layer protocols can be reconfigured.

8. Example
An exanpl e nay be hel pful. Assune that Link-Manager inplenentation A

transmts a Link-Quality-Report which is received by Link-Manager
inplementation B at tine tO with the foll owi ng val ues:
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CQut - Tx- Packet s 5
Qut-Tx-Cctets 100
I n- Rx- Packet s 3
In-Rx-Cctets 70

Assunme that A then transmits 20 | P packets with 200 octets, of which
15 packets and 150 octets are received by B. At time tl1, Atransnits
anot her LQR which is received by B as foll ows:

Qut - Tx- Packet s 26 (5 old, plus 20 IP, plus 1 LQR
Qut - Tx-Cctets 342 (42 for LQR

I n- Rx- Packet s 19

In-Rx-Cctets 262

I mpl enentati on B can now cal cul ate the nunber of packets and octets
transmtted, received and lost on its inbound Iink as foll ows:

| n- Tx- Packet s = 26 - 5= 21
I n-Tx-Cctets = 342 - 100 = 242
| n- Rx- Packet s = 10 - 3 = 16
I n-Rx-Cctets =262 - 70 = 192
I n-Lost-Packets = 21 - 16 = 5
In-Lost-Cctets = 242 - 192 = 50

After doing these cal cul ati ons, B evaluates the neasurenents in what
ever way its inplenmented policy specifies. Al so, the next tine that
B transmits an LQRto A it will report these values in the
Measurenents section, thereby allowing A to evaluate these sane
nmeasur enent s.
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4.

4.

Password Aut henticati on Protocol

The Password Aut hentication Protocol (PAP) may be used to
authenticate a peer by verifying the identity of the renote end of
the link. Use of the PAP nust first be negotiated using the LCP

Aut henti cati on- Type Configuration Option. Successful negotiation
adds an additional Authentication phase to the Link Control Protocol,
after the Link Quality Determ nation phase, and before the Network
Layer Protocol Configuration Negotiation phase. PAP packets received
before the Authentication phase is reached should be silently

di scarded. The Authentication phase is exited once an Authenticate-
Ack packet is sent or received.

PAP is intended for use primarily by hosts and routers that connect
via switched circuits or dial-up lines to a PPP network server. The
server can then use the identification of the connecting host or
router in the selection of options for network |ayer negotiations or
failing authentication, drop the connection

Note that PAP is not a strong authentication method. Passwords are
passed over the circuit in the clear and there is no protection from
repeated trial and error attacks. Wirk is currently underway on nore
secure authentication nethods for PPP and other protocols. It is
strongly recommended to switch to these nethods when they becone
avai | abl e.

1. Packet For mat

Exactly one Password Authentication Protocol packet is encapsul ated
inthe Information field of PPP Data Link Layer franes where the
protocol field indicates type hex c023 (Password Authentication
Protocol). A sumrary of the Password Authentication Protocol packet
format is shown below. The fields are transmtted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Code | Identifier | Lengt h |
i i i T i I S i e s o o i i
| Data ..

+- - -+
Code

The Code field is one octet and identifies the type of PAP packet.
PAP Codes are assigned as foll ows:
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1 Aut henticate

2 Aut hent i cat e- Ack

3 Aut hent i cat e- Nak
I dentifier

The ldentifier field is one octet and aids in matching requests
and replies.

Length

The Length field is two octets and indicates the |l ength of the PAP
packet including the Code, lIdentifier, Length and Data fi el ds.
Cctets outside the range of the Length field should be treated as
Dat a Li nk Layer paddi ng and shoul d be ignored on reception

Dat a

The Data field is zero or nore octets. The fornat of the Data
field is deternm ned by the Code field.
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4.2. Authenticate
Descri ption

The Authenticate packet is used to begin the Password

Aut hentication Protocol. An inplenentation having sent a LCP
Confi gure- Ack packet with an Authentication-Type Configuration
Option further specifying the Password Aut hentication Protoco
must send an Aut henticate packet during the Authentication phase.
An inplenentation receiving a Configure-Ack with said
Configuration Option should expect the renote end to send an

Aut henti cate packet during this phase.

An Aut henticate packet is sent with the Code field set to 1
(Aut henticate) and the Peer-1D and Password fields filled as
desi red.

Upon reception of an Authenticate, some type of Authenticate reply
MUST be transnitted.

A summary of the Authenticate packet format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Code | ldentifier | Length |
B T S i T s i i e e SEI S

| Peer-ID Length| Peer-1d ..

B T ik T T R TR S

| Passwd-Length | Password

i i S e o -

Code
1 for Authenticate.

Identifier
The ldentifier field is one octet and aids in matching requests
and replies. The ldentifier field should be changed each tine a
Authenticate is transmtted which is different fromthe preceding
request .

Peer -1 D-Length

The Peer-I1D-Length field is one octet and indicates the | ength of
the Peer-1D field
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Peer-1D

The Peer-1D field is zero or nore octets and indi cates the nane of
the peer to be authenti cat ed.

Passwd- Lengt h

The Passwd-Length field is one octet and indicates the | ength of
the Password field

Passwor d

The Password field is zero or nore octets and indicates the
password to be used for authentication.
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4.3. Authenticate-Ack
Descri ption

If the Peer-I D/ Password pair received in an Authenticate is both
recogni zabl e and acceptable, then a PAP inpl enentation should
transmt a PAP packet with the Code field set to 2 (Authenticate-
Ack), the lIdentifier field copied fromthe received Authenticate,
and the Message field optionally filled with an ASCIl1 message.

A sunmmary of the Authenticate-Ack packet format is shown bel ow. The
fields are transnmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Code | ldentifier | Length |
I S i o T s S S S e s s T
| Msg-Length | Message
i iy S S S S

Code
2 for Authenticate-Ack.

Identifier
The ldentifier field is one octet and aids in matching requests
and replies. The ldentifier field MJUST be copied fromthe
Identifier field of the Authenticate which caused this
Aut hent i cat e- Ack.

Msg- Lengt h

The Msg-Length field is one octet and indicates the length of the
Message field

Message

The Message field is zero or nore octets and indicates an ASCl |
nessage.
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4.4. Authenti cat e- Nak
Descri ption

If the Peer-I1D/ Password pair received in a Authenticate is not
recogni zabl e or acceptable, then a PAP inplenmentation should
transmt a PAP packet with the Code field set to 3 (Authenticate-
Nak), the Identifier field copied fromthe received Authenticate,
and the Message field optionally filled with an ASCIl1 message.

A summary of the Authenticate-Nak packet format is shown bel ow. The
fields are transnmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Code | ldentifier | Length |
I S i o T s S S S e s s T
| Msg-Length | Message
i iy S S S S

Code
3 for Authenticate- Nak.

Identifier
The ldentifier field is one octet and aids in matching requests
and replies. The ldentifier field MJUST be copied fromthe
Identifier field of the Authenticate which caused this
Aut hent i cat e- Nak.

Msg- Lengt h

The Msg-Length field is one octet and indicates the length of the
Message field

Message

The Message field is zero or nore octets and indicates an ASCl |
nessage.
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5. 1P Control Protocol (I1PCP) Configuration Options

| PCP Configuration Options allow negotiatiation of desirable Internet
Prot ocol paraneters. Negotiable nodifications proposed in this docunent
include | P addresses and conpressi on protocols.

The initial proposed values for the I PCP Configuration Option Type field
(see [1]) are assigned as follows:

1 | P- Addr esses
2 Conpr essi on- Type
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5.1. | P-Addresses
Descri ption

This Configuration Option provides a way to negotiate the IP
addresses to be used on each end of the link. By default, no IP
addresses are assigned to either end. An address specified as
zero shall be interpreted as requesting the renote end to specify
the address. |If an inplementation allows the assignment of
multiple IP addresses, then it may include nmultiple I P Address
Configuration Options in its Configure-Request packets. An

i mpl ementation receiving a Configure-Request specifying multiple
I P Address Configuration Options may send a Confi gure-Reject
specifying one or nore of the specified | P Addresses. An

i mpl ement ati on which desires that no | P addresses be assigned
(such as a "half-gateway") may reject all | P Address Configuration
Opt i ons.

A summary of the | P-Addresses Configuration Option format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Sour ce- | P- Addr ess
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Sour ce- | P- Address (cont) | Destination-IP-Address

B T S i T s i i e e SEI S
Destination-|P-Address (cont) |
R T i T i e s ik T e R T

Type
1
Lengt h
10
Sour ce- | P- Addr ess
The four octet Source-IP-Address is the desired | ocal address of
the sender of a Configure-Request. |In a Configure-Ack,
Confi gure-Nak or Configure-Reject, the Source-IP-Address is the

renpot e address of the sender, and is thus a |local address with
respect to the Configuration Option receiver

Per ki ns & Hobby [ Page 34]



RFC 1172 PPP Initial Options July 1990

Desti nati on- | P- Addr ess
The four octet Destination-IP-Address is the renpte address with
respect to the sender of a Configure-Request. 1In a Configure-Ack,
Configure-Nak or Configure-Reject, the Destination-IP-Address is
the | ocal address of the sender, and is thus a renote address with
respect to the Configuration Option receiver.

Def aul t

No | P addresses assi gned.

Per ki ns & Hobby [ Page 35]



RFC 1172 PPP Initial Options July 1990

5.2. Conpression-Type

Descri ption
This Configuration Option provides a way to negotiate the use of a
specific conpression protocol. By default, conpression is not
enabl ed.

A summary of the Conpression-Type Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Conpr essi on- Type |
el i I e i it T e e e e i i T o S e e S e T R R
| Data ..
R
Type

2
Lengt h

>= 4

Conpr essi on- Type

The Conpression-Type field is two octets and indicates the type of
conpressi on protocol desired. Values for the Conpression-Type are
al ways the sanme as the PPP Data Link Layer Protocol field values
for that sane conpression protocol. The nost up-to-date val ues of
the Conpression-Type field are specified in "Assigned Nunbers"

[2]. Initial values are assigned as follows:

Val ue (i n hex) Pr ot oco
0037 Van Jacobson Conpressed TCP/IP
Dat a
The Data field is zero or nore octets and contains additional data

as determned by the conpression protocol indicated in the
Conpr essi on- Type fi el d.
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Def aul t

No conpression protocol enabl ed.
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Security Considerations

Security issues are discussed in Section 2.3.
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