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Some Comments on the O ficial Protocol

[Categories B.1, C 1, C. 2, C3, C4, C5]

Docurment No. 1 and NWE RFC No. 107 gave a very detailed description of
connection establishment, connection term nation and fl ow control over
the Network. Throughout the inplenentation of the NCP it was
di scovered that the handling of ERR control conmands, nessages of
types other than 0 (regular), 4 (nop), and 5 (rfnm, and nessages with
the Frominp bit on are not well discussed so that problens arise when
they occur.

The Protocol is not conplete if the above situations are not handl ed
clearly, and the Host-Host Protocol ditch Ceaning Conmittee should
take this into consideration. |In this docunent, experience with these
unfavorabl e situations and suggestions for handling are given:

1. ERR Control Conmands
In Docunent No. 1, the following error conditions are descri bed:

Il egal Op. code.

End of nessage encountered before all expected paraneters.
Bad socket polarity wthin conmands.

Li nk nunber not in the range of 0 <= L < 32.

A request (other than RTS/ STR) on a non-existent socket.

A request (ALL, GvB, RET, INR, INS) on a non-existent |ink
number .

g. Transmit over non-existent |ink nunber.

Teeooe

QG her error conditions are:

h. A request (GVB, RET, INR [INS) on an existent link, but
connection is not established.
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i. Transmt over an existent |link, but connection is not
est abl i shed.
j. ALL or GVB on a send connection
k. RET on a receive connection
I. An attenpt to send nore than the all ocated nunber of bits or
messages.
m ECO, ERP, ERR commands do not have the defined nunber of bits
of dat a.

In Document No. 1, each site is supposed to docunment the information
on their ERR command. No one has done that so far, and the main
reason is we are not sure of what information is inmportant. In

NWGE RFC No. 107, the text portion of the ERR Commands is decided to
have a fixed | ength of 80 bits because 80 bits is |ong enough to hold
the 1 ongest non-ERR command. |In sonme of the above error conditions,
nmore information than the command itself is desirable. It was noted
that these error conditions arise very often in the experinental stage
of the NCP. |If every NCP is operating properly, none of them should
ever occur. The ERR commands are therefore, an excellent debuggi ng
tool for the protocol. So it is desirable to define a set of possible
error conditions, and for each condition, define a set of argunents in
the correspondi ng ERR command so that enough information is given to
tell what’'s wong. The suggested arguments for each situation (a - m
are listed bel ow

a. 1. Op. code in error.
2. Part of nessage followi ng op. code (A maxi num of 72
bits).

b, ¢, d, e, f.
1. The command in error

g. 1. Link nunber,
2. Beginning of nessage (A maximumof 72 bits),

h. 1. Command in error

2. Socket nunbers for the connection
3. Status of the connection
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Li nk nunber

Begi nni ng of nessage (A maxi mum of 72 bits),
Socket nunbers for the connection

Status of the connection

PwbpE

Command in error.
Socket nunbers for the connection

N

Li nk nunber.

Begi nni ng of nessage (A maxi num of 72 bits).
Nunber of bits sent.

Nunber of bits all ocated.

Nunber of nessages all ocat ed.

ghrwNE

m 1. The Command in error.

Each of the ERR commands shoul d have a special error code (8 bits) to
tell the error type, an 80-bits field to store the conmand in error,
and additional fields for socket numbers and other information.

2. I nmp-to-host messages of types other than 0, 4, and 5.

From the BBN report 1822, the foll ow ng message types will cause
difficulty in the inplenentation of the Protocol

a. Type 2 - Inp going down.
b. Type 7 - Destination host or inp dead.
c. Type 9 - Inconplete transm ssion

It was discovered that on sending a nessage to a site whose inp or
host is not running, a Type 7 or Type 9 nessage is returned. This
can happen in two situations:

a. The foreign host or inp is not up at all

b. Some connections have been established, and the foreign host
or inp goes down.
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The first situation does not cause nuch probl em because the NCP has no
entry inits table corresponding to this site.

The second situation is nore conplicated, because if the table entries
for the connections to the dead host are not cleared, by the tine this
host comes up again, the table entries still exist and the information
will be very msleading. One suggestion to solve this problemis

a. Wenever a NCP cones up, it send a RESET Control Comand to
every other site.

b. Associated with each site there is a bit called the up-bit.
If a RESET-reply command is received fromsone site, the
corresponding up-bit is set to 1. Race condition can be
avoi ded by ignoring all nessages from sites which have not
returned the RESET-reply command.

c. Messages can only be sent to sites with the up-bit on

d. If a RESET control command is received, the Table entries
corresponding to the site are cleared, a RESET-reply is
i Mmedi ately returned, and the up-bit for the site is set.

e. The up-bit is reset to 0 when a Type 7 or Type 9 nessage is
received froma particular site.

The above solution will handl e the Type 2 nmessages al so. When a host
receives a Type 2 nessage, there is no way for it to tell the other
NCP's that its inp is going dow. Subsequent nessages to this host
will return a Type 7 or 9 nessage. The solution above will then cone
into effect.
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Wth the introduction of the RESET and RESET-reply Control conmand,
the ECO and ERP control command are no |onger inportant and shoul d be
renoved.

3. Messages with the Frominp bit on.
These ki nds of nmessages are not discussed at all. Sone statistical

measur enent s have been nade on nmessages with the Frominp bit on. W
shoul d classify what these nessages represent.

[ This RFC was put into machine readable formfor entry ]
[ into the online RFC archives by Randy Dunl ap 4/97]
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