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I ncrenental Updating of the Internet Checksum
Status of this Meno

This meno correctly describes the increnmental update procedure for
use with the standard Internet checksum It is intended to replace
the description of Increnental Update in RFC 1071. This is not a
standard but rather, an inplenentation technique. Distribution of
this neno is unlimted.

Descri ption

In RFC 1071 on pages 4 and 5, there is a description of a method to
update the I P checksumin the | P header wi thout having to conpletely
reconpute the checksum In particular, the RFC recomends the

foll owi ng equation for conputing the update checksum C fromthe
original checksum C, and the old and new val ues of byte m

C =C+(-m) +m =C+(m - m

Wil e the equation above is correct, it is not very useful for

i ncremental updates since the equation above updates the checksum C
rather than the 1's conpl enment of the checksum ~C, which is the

val ue stored in the checksumfield. |In addition, it suffers because
the notation does not clearly specify that all arithmetic, including
the unary negation, nust be perforned one’'s conplenent, and so is
difficult to use to build working code. The useful calculation for
2’ s conpl enent nachines is:

~C = ~(C+ (-m +nm) =~C+ (m- n) = ~C+ m+ ~ni

In the oft-mentioned case of updating the IP TTL field, subtracting
one fromthe TTL neans ADDING 1 or 256 as appropriate to the checksum
field in the packet, using one's conplenent addition. One big-endian
non- portabl e inplenentation in C | ooks I|ike:

unsi gned | ong sum

ipptr->ttl--; [* decrenent ttl */

sum = i pptr->Checksum + 0x100; /* increnent checksum hi gh byte*/
i pptr->Checksum = (sum + (sun®>16)) /* add carry */

Thi s special case can be optimzed in many ways: for instance, you
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can bundl e updating and checking the ttl. Conpiler nileage may vary.
Here is a nore general and possibly nore hel pful exanple which
updates the ttl by n seconds:

Updat eTTL(i ph, n)
struct ip_hdr *ipptr;
unsi gned char n;

{
unsi gned | ong sum
unsi gned short ol d;
old = ntohs(*(unsigned short *)& pptr->ttl);
ipptr->ttl -= n;
sum = old + (~ntohs(*(unsigned short *)& pptr->ttl) & Oxffff);
sum += nt ohs(i pptr->Checksunj;
sum = (sum & Oxffff) + (sunp>16);
i pptr->Checksum = htons(sum + (sunk>16));
}

Security Considerations

Security issues are not addressed in this neno.
Aut hors’ Addresses

Tracy Mllory

BBN Communi cati ons Cor poration

50 Moulton Street

Canbri dge, MA 02238

Phone: (617) 873-3193

EMai | : tnmal | ory@CV. BBN. COM

A. Kull berg

BBN Communi cati ons Corporation

50 Moulton Street

Canbri dge, MA 02238

Phone: (617) 873-4000

EMai | :  akul | ber g@BN. COM

Mal | ory & Kull berg [ Page 2]






