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Status of this Meno

Thi s docunent describes the functional requirenents for a routing
protocol to be used between autonompous systemnms. This docunment is

i ntended as a necessary precursor to the design of a new inter-

aut ononous systemrouting protocol and specifies requirenents for the
Internet applicable for use with the current DoD IP, the ISOIP, and

future Internet Protocols. It is intended that these requirenents
will formthe basis for the future devel opnent of a new inter-
aut ononous systemnms routing architecture and protocol. This docunent

is being circulated to the | ETF and Internet community for coment.
Conmments shoul d be sent to: "open-rout-editor@bn.conf. This neno
does not specify a standard. Distribution of this nenop is unlimted.

1. Introduction

The devel opnent of an inter-autononmous systens routing protoco
proceeds fromthose goals and functions seen as both desirable and
obtainable for the Internet environment. This document descri bes
these goals and functional requirenents. The goals and functiona
requi renents addressed by this docunent are intended to provide a
context within which an inter-autononmus systemrouting architecture
can be devel oped which will meet both current and future Internet
routing needs. The goals presented indicate properties and genera
capabilities desired of the Internet routing environment and what the
i nt er-aut ononbus systemrouting architecture is to acconplish as a
whol e.

The goals are followed by functional requirements, which address
either detailed objectives or specific functionality to be achieved
by the architecture and resulting protocol (s). These functiona
requirenents are enunerated for clarity and grouped so as to map
directly to areas of architectural consideration. This is followed
by a listing and description of general objectives, such as

robust ness, which are applicable in a broad sense. Specific
functions which are not reasonably attainable or best left to future
efforts are identified as non-requirenents.

The intent of this document is to provide both the goals and
functional requirements in a concise fashion. Supporting argunents,
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tradeoff considerations and the |ike have been purposefully onitted
in support of this. An appendi x has been included whi ch addresses

this omssion to alimted extent and the reader is directed there

for a nore detail ed discussion of the issues involved.

The goal s and functional requirements contained in this document are
the result of work done by the nenbers of the Open Routing Wrking
Goup. It is our intention that these goals and requirenments reflect
not only those foreseen in the Internet community but are al so
simlar to those encountered in environnents proposed by ANSI, ECVA
and 1SO. It is expected that there will be sonme interaction and

rel ati onship between this work and the product of these groups.

2. Overall Goals

In order to derive a set functional requirenents there nust be one or
nmore principals or overall goals for the routing environnent to
satisfy. These high level goals provide the basis for each of the
functional requirements we have derived and will guide the design

phi | osophy for achieving an inter-autononmous systemrouting solution
The overall goals we are utilizing are described in the follow ng
secti ons.

2.1 Route to Destination

The routing architecture will provide for the routing of datagrans
froma single source to one or nore destinations in a timely manner
The larger goal is to provide datagramdelivery to an identifiable
destination, one which is not necessarily immedi ately reachabl e by
the source. In particular, routing is to address the needs of a
singl e source requiring datagramdelivery to one or nore
destinations. The concepts of multi-homed hosts and nulticasting
routing services are enconpassed by this goal. Datagramdelivery is
to be provided to all interconnected systens when not otherw se
constrai ned by aut ononous consi derati ons.

2.2 Routing is Assured

Routing services are to be provided with assurance, where the
inability to provide a service is communi cated under best effort to
the requester within an acceptable | evel of error. This assurance is
not to be nmisconstrued to nmean guaranteed datagram delivery nor does
it inmply error notification for every |ost datagram | nstead,
attenpts to utilize network routing services when such service cannot
be provided will result in requester notification within a reasonable
period given persistent attenpts.
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2.3 Large System

The design of the architecture, and the protocols within this
architecture, should accommpdate a | arge nunber of routing entities.
The exact order of magnitude is a relative guess and the best designs
woul d provide for a practical |evel of unbounded grow h.

Nevert hel ess, the routing architecture is expected to accommpdate the
grow h of the Internet environnent for the next 10 years.

2.4 Autononous Qperation

The routing architecture is to allow for stable operation when
significant portions of the internetworking environment are
controlled by disjoint entities. The future Internet environnent is
envi sioned as consisting of a | arge nunber of internetworking
facilities owed and operated by a variety of funding sources and
adm ni strative concerns. Although cooperation between these
facilities is necessary to provide interconnectivity, it is viewed
that both the degree and type of cooperation will vary wi dely.

Addi tionally, each of these internetworking facilities desires to
operate as independently as possible fromthe concerns and activities
of other facilities individually and the interconnection environnent
as a whole. Those resources used by (and available for) routing are
to be all owed autononous control by those administrative entities
whi ch own or operate them Specifically, each controlling

adm ni stration should be allowed to establish and maintain policies
regarding the use of a given routing resource.

2.5 Distributed System

The routing environnent devel oped shoul d not depend upon a data
repository or topological entity which is either centralized or
ubi qui tous. The growth pattern of the Internet, coupled with the
need for autononobus operation, dictates an i ndependence fromthe
topol ogi cal and administrative centralization of both data and
control flows. Past experience with a centralized topol ogy has shown
that it is both inpractical for the needs of the comunity and
restrictive of adm nistrative freedons. A distributed routing
envi ronment shoul d not be restrictive of either redundancy or
diversity. Any new routing environnent nust allow for arbitrary
i nterconnection between internetworks.

2.6 Provide A Credibl e Environnent
The routing environnent and services shoul d be based upon nechani sns
and information that exhibit both integrity and security. The

routing nmechani sns should operate in a sound and reliabl e fashion
while the routing information base should provide credi ble data upon
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whi ch to base routing decisions. The environnent can be unreliable
to the extent that the resulting effect on routing services is
negligible. The architecture and protocol designs should be such
that the routing environnent is reasonably secure from unwanted
nodi fication or influence.

2.7 Be A Managed Entity

Provi de a manger insight into the operation of the inter-autononous
systemrouting environnent to support resource nanagenent, problem
solving, and fault isolation. Allow for managenent control of the
routing system and coll ect useful information for the internetwork
management environment. Datagram events as well as the content and
distribution characteristics of relevant databases are of particul ar
i mport ance.

2.8 Mnimze Required Resources

Any feasible design should restrain the demand for resources required
to provide inter-autonomous systens routing. O particular interest
are those resources required for data storage, transm ssion, and
processing. The design nust be practical in ternms of today's

technol ogy. Specifically, do not assune significant upgrades to the
existing level of technology in use today for data comruni cation

syst ens.

3. Functional Requirenents

The functional requirenents we have identified have been derived from
the overall goals and describe the critical features expected of

i nt er-autononobus systemrouting. To an extent, these functions are
vague in terms of detail. W do not, for instance, specify the
quantity or types for quality-of-service paraneters. This is

pur poseful, as the functional requirenents specified here are
intended to define the features required of the inter-autononous
systemrouting environnent rather than the exact nature of this
environment. The functional requirements identified have been

| oosely grouped according to areas of architectural inpact.

3.1 Route Synthesis Requirenents

Route synthesis is that functional area concerned with both route
sel ection and path determination (identification of a sequence of
intermedi ate systens) froma source to a destination. The functiona
requirenents identified here provide for path determ nation which is
adaptive to topol ogy changes, responsive to adnministrative policy,
cogni zant of quality-of-service concerns, and sensitive to an

i nterconnected environnent of autononpusly nanaged systens.
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Route around failures dynanically

Route synthesis will provide a best effort attenpt to detect
failures in those routing resources which are currently being
utilized. Upon detection of a failed resource, route synthesis
will provide a best effort to utilize other available routing
resources in an attenpt to provide the necessary routing

servi ce.

Provi de | oop free paths

The path provided for a datagram from source to destination
will be free of circuits or |loops nost of the tinme. At those
times a circuit or loop exists, it occurs with both negligible
probability and duration.

Know when a path or destination is unavail abl e

Route synthesis will be capable of determi ning when a path
cannot be constructed to reach a known destinati on.
Additionally, route synthesis will be capable of determning
when a given destination cannot be determ ned because the
requested destination is unknown (or this know edge is
unavai | abl e).

Provi de paths sensitive to adm nistrative policies

Route synthesis will accommbdate the resource utilization
policies of those adm nistrative entities which manage the
resources identified by the resulting path. However, it is

i nconcei vabl e to accommpdate all policies which can be defined
by a managi ng administrative entity. Specifically, policies
dependent upon volatile events of great celerity or those which
are non-deterministic in nature cannot be accommmdat ed.

Provi de paths sensitive to user policies

Pat hs produced by route synthesis nust be sensitive to policies
expressed by the user. These user policies are expressed in
terns relevant to known characteristics of the topol ogy. The
pat h achieved will neet the requirenents stated by the user

pol i cy.

Provi de paths which characterize user quality-of-service
requirenents

The characteristics of the path provided should match those
i ndi cated by the quality-of-service requested. Wen
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appropriate, utilize only those resources which can support the
desired quality-of-service (e.g., bandw dth).

Provi de autonony between inter- and intra-autononous system
route synthesis

The inter- and intra-autononpbus systemrouting environments
shoul d operate i ndependent of one another. The architecture
and design should be such that route synthesis of either
routing environnent does not depend upon information fromthe
other for successful functioning. Specifically, the inter-
aut ononous systemroute synthesis design should mninize the
constraints on the intra-autononpbus systemroute synthesis
deci sions when transiting (or delivering to) the autononous
system

3.2 Forwardi ng Requirenents

The foll owi ng requirenments specifically address the functionality of
the dat agram forwardi ng process. The forwarding process transfers
datagranms to intermediate or final destinations based upon datagram
characteristics, environnental characteristics, and route synthesis
deci si ons.

Little

a)

b)

Decoupl e inter- and intra-autonomus system forwardi ng
deci si ons

The requirenent is to provide a degree of independence between
the inter-autononous system forwardi ng decision and the intra-
aut ononous system forwardi ng decision within the forwarding
process. Though the forwarding decisions are to be independent
of each other, the inter-autononmous system delivery process may
necessarily be dependent upon intra-autonomus systemroute
synt hesi s and forwardi ng.

Do not forward datagrans deened adninistratively inappropriate

Forward datagrans according to the route synthesis decision if
it does not conflict with known policy. Policy sensitive route
synthesis will prevent nornmally routed datagrans fromutilizing
i nappropriate resources. However, a datagramrouted abnornally
due to unknown events or actions can al ways occur and the only
way to prohibit unwanted traffic fromentering or |eaving an
aut ononous systemis to provide policy enforcenent within the
forwardi ng function.
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c) Do not forward datagrans to failed resources

A datagramis not to be forwarded to a resource known to be
unavail abl e, notably an internedi ate system such as a gat eway.
This inplies sonme ability to detect and react to resource
failures.

d) Forward datagram according to its characteristics

The datagram forwarding function is to be sensitive to the
characteristics of the datagramin order to execute the
appropriate route synthesis decision. Characteristics to
consi der are the destination, quality-of-service, precedence,
datagram (or user) policy, and security. Note that some
characteristics, precedence for exanple, affect the forwarding
service provi ded whereas others affect the path chosen

3.3 Information Requirenents

This functional area addresses the general information requirements
of the routing environnent. This enconpasses both the nature and

di sbursal of routing information. The characteristics of the routing
information and its disbursal are given by the follow ng functiona
requirenents.

a) Provide a distributed and descriptive information base

The infornmati on base nmust not depend upon either centralization
or exact replication. The content of the information base nust
be sufficient to support all provided routing functionality,
specifically that of route synthesis and forwarding.

I nformation of particular inmportance includes resource
characteristics and resource utilization policies.

b) Determine resource availability

Provi de a nmeans of determining the availability of any utilized
resource in a tinmely manner. The tineliness of this

determ nation i s dependent upon the routing service(s) to be
support ed.

c) Restrain transnission utilization

The dynamics of routing information flow should be such that a
significant portion of transm ssion resources are not consuned.
Routing information flow should adjust to the demands of the
environment, the capacities of the distribution facilities
utilized, and the desires of the resource manager
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d) Allow linmted informati on exchange

Information distribution is to be sensitive to adm nistrative
policies. An admnistrative policy nay affect the content or
conpl eteness of the information distributed. Additionally,
adm nistrative policy nay determnmine the extent of information
di stri but ed.

3.4 Environnental Requirements

The following itens identify those requirenents directly related to
the nature of the environnment within which routing is to occur

a) Support a packet-switching environnent

The routing environnment shoul d be capable of supporting
datagramtransfer within a packet-sw tched oriented networking
envi ronnent.

b) Acconmpbdate a connection-less oriented user transport service

The routing environnment shoul d be designed such that it
accommodat es the nodel for connection-less oriented user
transport service

c) Accommodat e 10K aut ononpbus systens and 100K networ ks

This requirenment identifies the scale of the internetwork
environment we view as appearing in the future. A routing
desi gn which does not acconmodate this order of magnitude is
vi ewed as being inappropriate.

d) Allow for arbitrary interconnection of autononbus systens

The routing environnent should accommodate interconnectivity
bet ween aut ononmous systens whi ch nmay occur in an arbitrary
manner. It is recognized that a practical solution is likely
to favor a given structure of interconnectivity for reasons of
efficiency. However, a design which does not allow for and
utilize interconnectivity of an arbitrary nature woul d not be
consi dered a feasible design.

3.5 GCeneral bjectives

The following are overall objectives to be achieved by the inter-
aut ononous routing architecture and its protocols.

a) Provide routing services in a tinely nmanner
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4.

Those routing services provided, encapsul ated by the
requirenents stated herein, are to be provided in a tinely
manner. The tinme scale for this provision nust be reasonabl e
to support those services provided by the internetwork

envi ronment as a whol e.

b) Mnimze constraints on systems with linmited resources

Al | ow aut ononmous systens, or gateways, of limted resources to
participate in the inter-autononous systemrouting
architecture. This limted participation is not necessarily
wi t hout cost, either in terns of responsiveness, path
optinization, or other factor(s).

c) Mnimze inpact of dissimlarities between autononmous systens

Attenpt to achieve a design in which the dissinmlarities
bet ween aut ononmous systens do not inpinge upon the routing
services provided to any autononous system

d) Accommodat e the addressing schenmes and protocol nechani sns of
t he aut ononopus systens

The routing environment shoul d acconmpdat e t he addressing
schenes and protocol mechani sms of autononmpbus systens, where
these schemes and nmechani sns nay di ffer anong aut ononous
systens.

e) Must be inplenentable by network vendors

This is to say that the algorithns and conplexities of the
desi gn must be such that they can be understood outside of the
research comunity and i npl enent abl e by peopl e other than the
desi gners thensel ves. Any feasible design nust be capabl e of
bei ng put into practice.

Non- Goal s

In view of the conflicting nature of many of the stated goals and the
careful considerations and tradeoffs necessary to achieve a
successful design, it is inportant to also identify those goals or
functions which we are not attenpting to achieve. The follow ng
items are not considered to be reasonabl e goals or functiona
requirenents at this tinme and are best left to future efforts. These
are non-goals, or non-requirenments, within the context of the goals
and requirenents previously stated by this docunent as well as our
interpretation of what can be practically achieved.
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Ubi quity

It is not a goal to design a routing environnent in which any
partici pating autononbus system can obtain a routing service to
any other participating autononbus systemin a ubiquitous
fashion. Wthin a policy sensitive routing environnment, the
cooperation of internediate resources will be necessary and
cannot be guaranteed to all participants. The concept of

ubi qui tous connectivity will not be a valid one.

Congestion contro

The ability for inter-autononmous systemrouting to perform
congestion control is a non-requirenent. Additional study is
necessary to determ ne what nechani sns are nost appropriate and
if congestion control is best realized within the inter-AS

and/ or intra-AS environnents, and if both, what the dynam cs of
the interacti ons between the two are.

Load splitting

The functional capability to distribute the flow of datagrans,
froma source to a destination, across two or nmore distinct
pat hs through route synthesis and/or forwarding is a non-
requirenent.

Maxi mi zing the utilization of resources

There is no goal or requirenent for the inter-autononous system
routing environnent to be designed such that it attenpts to
maxi m ze the utilization of avail able resources.

Schedul e to deadl i ne service

The ability to support a schedule to deadline routing service
is a non-requirement for the inter-autononous routing
environment at this point in tinme.

Non-interference policies of resource utilization

The ability to support routing policies based upon the concept
of non-interference is a not a requirenent. An exanple of such
a policy is one where an autononmous system all ows the
utilization of excess bandwi dth by external users as |long as
this does not interfere with | ocal usage of the link
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5. Consi derations

Al t hough neither a specific goal nor a functional requirenent,

consi deration nust be given to the transition which will occur from
the current operational routing environment to a new routing
environment. A coordinated effort anong all participants of the
Internet would be inpractical considering the magnitude of such an
undertaking. Particularly, the issues of transitional coexistence,
as opposed to phased upgradi ng between disjoint systens, should be
addressed as a neans to minimze the disruption of service. Carefu
consi deration should also be given to any required changes to hosts.
It is very unlikely that all hosts could be changed, given historica
precedence, their diversity and their |arge nunbers.

Appendi x - Issues in Inter-Autononmous Systens Routing
A.0 Acknow edgenent

This appendix is an edited version of the now defunct docunent
entitled "Requirenents for Inter-Autononmous Systems Routing", witten
by Ross Callon in conjunction with the menbers of the Open Routing
Wor ki ng G oup.

A.1 Introduction

The informati on and di scussion contai ned here historically precedes
that of the main docunent body and was a major influence on its
content. It is included here as a matter of reference and to provide
insight into sone of the nmany issues involved in inter-autononous
systenms routing.

The followi ng definitions are utilized:
Boundary Gat eway

A boundary gateway is any autononous system gateway which
has a network interface directly reachabl e from anot her
aut ononmous system As a nmenber of an autononpus system a
boundary gateway participates in the Interior Gateway

Prot ocol and other protocols used for routing (and other
pur poses) between other gateways of this same autononous
system and between those networks directly reachable by this
aut ononous system A boundary gateway may al so
participate in an |Inter-Autononous System Routing Protocol
As a participant in the inter-autononous systemrouting
protocol, a boundary gateway interacts with other boundary
gateways in other autononous systens, either directly or
indirectly, in support of the operation of the
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I nt er - Aut ononmous System Routi ng Protocol .
or Gat eway

An interior gateway is any autononopus system gateway which
is not a boundary gateway. As such, an interior gateway
does not have any network interfaces which are directly
reachabl e by any ot her autonompus system An interior
gateway is part of an autonompbus system and, as such,
takes part in the Interior Gateway Protocol and other
protocol s used in that autononous system However, an
interior gateway does not directly exchange routing
informati on with gateways in other autononpbus systens via
the | nter-Autononous System Routing Protocol

The foll owi ng acronyns are used:

AS --

Aut ononpbus System

Thi s docunent uses the current definition of "Autononous
Systent: a collection of cooperating gateways running a
common interior routing protocol. This inplies that networks
and hosts nmay be reachabl e through one or nore Autononous
Syst ens.

NOTE: The current notion of "Autononous System inplicitly
assunes that each gateway will belong to exactly one AS.
Extensi ons to all ow gateways which belong to no AS s
and/ or gat eways which belong to nultiple AS's, are beyond
the scope of this discussion. However, we do not preclude
the possibility of considering such extensions in the
future

| ARP -- Inter-Autononmous System Routing Protocol

IGP --

This is the protocol used between boundary gateways for
the purpose of routing between autononbus systens.

Interior Gateway Protoco

This is the protocol used wi thin an autononous system for
routing within that autononous system

A.2 Architectural |ssues

The architecture of an inter-autononbus systemrouting environment is

mut ual 'y
general ,

Little
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internals of an AS fromthe internals of other AS's, as well as from
the inter-autononous systemrouting protocols (IARP). This

i ndependence shoul d all ow technol ogi cal and adm nistrative
differences anong AS's as well as protection agai nst propagation of
m sbehavi or. The foll owi ng i ssues address ways to achieve

i nteroperation and protection, and to neet certain performance
criteria. W also put forth a set of mininmal constraints to be

i nposed anong Aut ononbus Systens, and between inter- and intra-AS
functi ons.

A 2.1 | GP Behavi or

The |1 ARP shoul d be capabl e of tolerating an Aut ononmous Systemin
which its IGP is unable to route packets, provides incorrect

i nformati on, and exhibits unstable behavior. Interfacing to such an
ill-behaved AS should not produce global instabilities within the

| ARP and the | ARP should localize any effects. On the other hand,
the 1 GP should provide a routing environnent where the information
and connectivity provided to the 1ARP fromthe | GP does not exhibit
rapid and continual changes. An Autonompous System therefore shoul d
appear as a relatively stable environnent.

A. 2.2 | ndependence of Autononbus Systens

The | ARP shoul d not constrain any AS to require the use any one
specific IGP. This applies both to I1Gs and potentially to any other
internal protocols. The architecture should also allowintra-AS
routing and organi zati onal structures to be hidden frominter-AS use.
An Aut ononmpbus System shoul d not be required to use any one specific
type of |inkage between boundary gateways within the AS. However,
there are some mninmal constraints that gateways and the associ ated
interior routing protocol within an AS must nmeet in order to be able
to route Inter-AS traffic, as discussed in Section A 2.6.

A. 2.3 Ceneral Topol ogy

The routing architecture should provide significant flexibility
regarding the interconnection of AS's. The specification of |ARP
shoul d i npose no inherent restriction on either interconnection
configuration or information passing anbng autononous systens. There
may be administrative and policy limtations on the interconnection
of AS's, and on the extent to which routing informati on and data
traffic may be passed between AS' s. However, there should be no

i nherent restrictions inposed by limtations in the design of the
routing architecture. The architecture should allow arbitrary

t opol ogi cal interconnection of Autononbus Systens. Propagation of
routing informati on should not be restricted by the specification of
the 1ARP. For exanple, the restrictions inposed by the "core nodel"
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used by EGP are not acceptabl e.
A 2.4 Routing Firewalls

We expect AS's to have a certain anmount of insulation from other
AS's. This protection should apply to both the adequacy and
stability of routes produced by the routing schene, and also to the
anount of overhead traffic and other costs necessary to run the
routing schene. There are several forns which these "routing
firewal | s" may take:

- An AS nust be able to successfully route its own interna
traffic in the face of arbitrary failures of other 1GPs and the
I ARP. In other words, the AS should be able to effectively
shutout the rest of the world.

- The 1 ARP should be able to operate correctly in the face of | GP
failures. In this case, correct operation is defined as
recogni zing that an AS has failed, and routing around it if
possible (traffic to or fromthat AS may of course fail).

- In addition, problens in Inter-AS Routing should, as nuch as
possible, be limted in the extent of their effect.

Routing firewalls nay be explicit, or may be inherent in the design
of the algorithms. W expect that both explicit and inherent
firewalls will be utilized. Exanples of firewalls include:

- Separating Intra- and Inter-AS Routing to sone extent
i sol ates each of these fromproblens with the other. dearly
defined interfaces between different nodul es/protocols provides
some degree of protection.

- Access control restrictions nmay provide sone degree of
firewalls. For exanple, sone AS's may be non-transit (won't
forward transit traffic). Failures within such AS's may be
prevented fromaffecting traffic not associated with that AS.

- Protocol design can help. For exanple, with link state routing
you can require that both ends nust report a link before is may
be regarded as up, thereby elimnating the possibility of a
singl e node causing fictitious |inks.

- Finally, explicit firewalls may be enpl oyed using explicit
configuration information.
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A. 2.5 Boundary Gateways

Boundary gateways wi ||l exchange Inter-AS Routing information with

ot her boundary gateways using the ARP. Each AS which is to take
part in Inter-AS Routing will have one or nore boundary gateways, of
whi ch one or nore of these boundary gateways exchanges information
wi th peer boundary gateways in other AS s.

Information related to Inter-AS Routing may be passed between
connected boundary gateways in different AS's. Specific designated
boundary gateways will therefore be required to understand the | ARP
The external |ink between the boundary gateways nay be acconplished
by any kind of connectivity that can be nodeled as a direct |ink
between two gateways -- a LAN, an ARPANET, a satellite link, a

dedi cated line, and so on

A.2.6 Mninal Constraints on the Autononpbus System

The architectural issues discussed here for inter-AS routing inply
certain minimal functional constraints that an AS nmust satisfy in
order to take part in the Inter-AS Routing schenme. These m nim
requirenents are described in greater detail in this section. This
list of functional constraints is not necessarily conplete.

A.2.6.1 Internal Links between Boundary Gateways

In those cases where an AS may act as a transit AS (i.e., may pass
traffic for which neither the source nor the destination is in that
AS), the gateways internal to that AS will need to know which
boundary gateway is to serve as the exit gateway fromthat AS. There
are several ways in which this may be acconplished

1. Boundary gateways are directly connected
2. "Tunneling" (i) using source routing (ii) using encapsulation

3. Interior gateways participate (i) limted participation (ii)
fully general participation

Wth solution (1), the boundary gateways in an AS are directly
connected. This elimnates the need for other gateways in the AS to
have any knowl edge of Inter-AS Routing. Transit traffic is passed
directly anong the boundary gateways of the AS.

Wth solution (2), transit traffic may traverse interior gateways,

but these interior gateways are protected fromany need to have

know edge about Inter-AS routes by nmeans such as source routing or
encapsul ati on. The boundary gateway by which the packet enters an AS
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determi nes the boundary gateway which will serve as the exit gateway.
This may require that the entrance boundary gateway add a source
route to the packet, or encapsul ate the packet in another |level of IP
or gateway-to-gateway header. This allows boundary gateways to
forward data traffic using the appropriate tunnelling technique.

Finally, with solution (3), the interior gateways have sone know edge
of Inter-AS Routing. At a mninmum the interior gateways woul d need
to know the identity of each boundary gateway, the address(es) that
can be reached by that gateway, and the Inter-AS netric associated
with the route to that address(es). |If the ARP allows for separate
routing for multiple TOS classes, then the information that the
interior gateways need to know includes a separate Inter-AS netric
for each TOS class. The Inter-AS netrics are necessary to allow

gat eways to choose anong nultiple possible exit boundary gateways.

In general, it is not necessary for the Inter-AS netrics to have any
relationship with the netric used within an AS for interior routing.
The interior gateways do not need to know how to interpret the
exterior netrics, except to know that each netric is to be
interpreted as an unsigned integer and a | esser value is preferable
to a greater value. It would be possible, but not necessary, for the
interior gateways to have full know edge of the | ARP

It is not necessary for the Inter-AS Routing architecture to specify
whi ch of these solutions are to be used for any particul ar AS.
Rather, it is possible for individual AS s to choose which scheme or
combi nation of schenes to use. Independence of the I ARP fromthe
internal operation of each AS inplies that this decision be left up
to the internal protocols used in each AS. The | ARP nust be able to
operate as if the boundary gateways were directly connected.

A.2.6.2 Forwarding of Data fromthe AS

The schene used for forwarding transit traffic across an AS al so has
inplications for the forwarding of traffic which originates within an

AS, but whose destination is reachable only fromother AS's. |If
either of solutions (1) or (2) in Section A .2.6.1 is followed, then
it wll be sufficient for an interior gateway to forward such traffic

to any boundary gateway. G eater efficiency may optionally be
achi eved in sone cases by providing interior gateways with additiona
informati on which will allow themto choose the "best" boundary

gateway in sonme sense. |f solution (3) is followed, then the
i nformati on passed to interior gateways to allow themto forward
transit traffic will also be sufficient to forward traffic

originating within that AS.
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A.2.6.3 Forwarding of Data to a Destination in the AS

If a packet whose destination is reachable froman AS arrives at that
AS, then it is desired that the interior routing protocol used in
that AS be able to successfully deliver the packet w thout reliance
on Inter-AS Routing. This does not preclude that the Inter-AS
Routing protocol will deal with partitioned AS s.

An AS may have access control, security, and policy restrictions that
restrict which data packets nmay enter or |eave the AS. However, for
any data packet which is allowed access to the AS, the AS is expected
to deliver the packet to its destination without further restrictions
bet ween parts of the AS. In this sense, the internal structure of
the AS should not be visible to the | ARP

A.3 Policy |ssues

The interconnection of nmultiple heterogeneous networks and nultiple
het er ogeneous aut ononmous systens owned and operated by nultiple

adm nistrations into a single conbined internet is a very conpl ex
task. It is expected that the adm nistrations associated wi th such
an internet will wish to inpose a variety of constraints on the
operation of the internet. Specifically, externally inposed routing
constraints may include a variety of transit access control,

adm nistrative policy, and security constraints.

Transit access control refers to those access control restrictions
which an AS nmay inpose to restrict which traffic the ASis willing to
forward. There are a | arge nunber of access control restrictions

whi ch one coul d envision being used. For exanple, sonme AS' s may Wi sh
to operate only as "non-transit" AS's, that is, they will only
forward data traffic which either originates or term nates within
that AS. Oher AS's may restrict transit traffic to datagrams which
originate within a specified set of source hosts. Restrictions may
require that datagrans be associated with specific applications (such
as electronic mail traffic only), or that datagramnms be associ ated
with specific classes of users.

Policy restrictions may allow either the source of datagrams, or the
organi zation that is paying for transm ssion of a datagram to limt
which AS's the datagrans may transit. For exanple, an organi zation

may wi sh to specify that certain traffic originating within their AS
should not transit any AS administered by its main conpetitor.

Security restrictions on traffic relates to the official security

classification level of traffic. As an exanple, an AS may specify
that all classified traffic is not allowed to | eave its AS.
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The main problemwi th producing a routing schene which is sensitive
to transit access control, adm nistrative policy, and security
constraints is the associated potential for exponential growth of
routes. For exanple, suppose that there are 20 packets arriving at a
particul ar gateway, each for the sane destination, but subject to a
di fferent conbination of access control, policy, and security
constraints. It is possible that all 20 packets would need to foll ow
different routes to the destination

Thi s expl osive gromh of routes |eads to the question: "Is it
practically feasible to deal with conplete general external routing
constraints?" One approach would allow only a smaller subset of
constraints, chosen to provide sonme useful |evel of control while
all owing mninmal inmpact on the routing protocol. Further work is
needed to deternmine the feasibility of this approach

There is another problemw th dealing with transit access control,
policy, and security restrictions in a fully general way.
Specifically, it is not clear just what the total set of possible
restrictions should be. Efforts to study this issue are currently
underway, but are not expected to produce definitive results within a
short to nediumtine frame. It is therefore not practical to wait
for this effort to be finished before defining the next generation of
I nter-AS Routing.

A.4 Service Features

The foll owi ng paragraphs di scuss issues concerning the services an

Inter-AS Routing Protocol nay provide. This is not a conplete |ist
of service issues but does address nmany of those services which are
of concern to a significant portion of the comunity.

A.4.1 Cost on Toll Networks

Consi deration nmust be given to the use of routing protocols with tol
(i.e., charge) networks. Although uncommon in the Internet at the
monment, they will beconme nore common in the future, and thought needs
to be given to allowing their inclusion in an efficient and effective
manner .

There are two areas in which concerns of cost intrude. First,

provi sion nmust be made to include in the routing infornation

di stributed throughout the systemthe information that certain |inks
cost noney, so that traffic patterns may account for the cost.
Second, the actual operation of the algorithm in terms of the
messages that nmust be exchanged to operate the algorithm nust
recogni ze that fact that on certain |inks, the exchange may have an
associ ated cost which nust be taken into account. These areas often
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i nvol ve policy questions on the part of the user. It is a
requirenent of the algorithmthat facilities be available to allow
different groups to answer these questions in different ways. The
first area is related to type-of-service routing, and is discussed in
Section A 4.2. The second area is discussed bel ow

Previous attenpts at providing these sorts of controls were

i nconpl ete because they were not thought through fully; a new effort

must avoid these pitfalls. For instance, even though the Hello rate

in EGP nay be adjusted, turning the rate down too low (to control the
costs) could cause the route to be dropped from databases through

ti meout.

In a large internet, changes will be occurring constantly; a
simplistic nmechanism m ght nean that a site which is only connected
by toll networks has to either accept having an old picture of the
network, or spend nore to keep a nore current picture of things.
However, that is not necessarily the case if inconplete know edge and
cache-based techni ques are used nore. For instance, if a site
connected only by toll links keeps an inconplete or |ess up-to-date
map of the situation, an agreenent with a nei ghbor which does not

| abor under these restrictions mght allowit to get up-to-date

i nformati on only when needed.

A. 4.2 Type-of-Service Routing

The need for type-of-service (TOS) has been increasing as networks
becone nore heterogeneous in physical channel conponents, high-Ieve
applications, and adm ni strative nmanagenent. For instance, sone
recently installed fiber cables provide abundant comruni cati on
bandwi dt hs, while old narrow band channels will still be with us for
along tine period. Electronic mail traffic tolerates delivery

del ays and | ow t hroughput. New i mage transm ssions are com ng up;
these require high bandwi dths but are not effected by a few bit
errors. Furthernore, sone networks may soon install accounting
functions to charge users, while others nay still provide free
servi ces

Considering the long life span of a new routing architecture, it is
mandatory that it be built with nmechanisnms to provide TOS routing.
Unfortunately, we have had very little experience with TOS routi ng,
even with a single network. No TGOS routing system has ever been
field-tested on a | arge-scal e basis.

We foresee the need for TOS routing and recogni ze the possible
complexities and difficulties in design and inplenmentation. W also
consi der that new applications comng along nmay require novel
services that are unforeseeable today. W feel a practical approach
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is to provide a small set of TOS routing functions as a first step
whil e the design of the architecture should be such that new cl asses
of TGOS can be easily added | ater and increnmentally depl oyed. The
Inter-AS Routing Architecture should allow both globally and | ocally
defined TOS cl asses.

We intend to address TOS routing based on the follow ng nmetrics:
- Del ay
- Throughput
- Cost

Del ay and throughput are the main network performance concerns.

Consi dering that some networks may soon start charging users for the
transm ssi on services provided, the cost should al so be added as a
factor in route selection.

Reliability is not included in the above list. Different
applications with different reliability requirements will differ in
terns of what Transport Protocol they use. However, IP offers only a
"noderate" level of reliability, suitable to applications such as

voi ce, or possibly even | ess than that required by voice. The |eve

of reliability offered by IP will not differ substantially based on
the application. Thus the requested |level of reliability will not

af fect Inter-AS Routing.

Del ay and throughput will be neasured fromthe physica
characteristics of comunication channels, w thout considering

i nstant aneous load. This is necessary in order to provide stable
routes, and to minimze the overhead caused by the Inter-AS Routing
schene.

A nunber of TOS service classes nay be defined according to these
metrics. Each class will present defined requirenents for each of
the TOS netrics. For exanmple, one class may require | ow del ay,
require only | ow throughput, and require | ow cost.

A 4.3 Miltipath Routing

There are two types of multipath routing which are useful for Inter-
AS Routing: (1) there may be nultiple gateways between any two

nei ghboring AS's; (2) there may be nultiple AS-to-AS paths between
any pair of source and destination AS's. Both forns of nultipath are
useful in order to allow for loadsplitting. Provision for nmultipath
routing in the 1 ARP is desirable, but not an absol ute requirenent.
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A.5 Performance |ssues
The foll owi ng paragraphs discuss issues related to the perfornmance of
an Inter-AS Routing Protocol. This discussion addresses size as wel
as efficiency considerations.

A.5.1 Adaptive Routing

It is necessary that the Inter-AS Routing schene respond in a tinely
fashi on to najor network problens, such as the failure of specific

network resources. In this sense, Inter-AS Routing needs to use
adaptive routing nechanisns sinlar to those cormmonly used within
i ndi vi dual networks and AS's. It is inportant that the adaptive

routing mechani sm chosen for Inter-AS Routing achieve rapid
convergence following internet topol ogical changes, with little or
none of the serious convergence problens (such as "counting to
infinity") that have been experienced in sone existing dynamc
routing protocols.

The Inter-AS Routing schene must provide stability of routes. It is
totally unacceptable for routes to vary on a frequent basis. This
requirenent is not nmeant to limt the ability of the routing
algorithmto react rapidly to ngajor topol ogical changes, such as the
| oss of connectivity between two AS's. The need for adaptive routing
does not inply any desire for |oad-based routing.

A.5.2 Large Internets

One key question in terns of the targets is the nmaxi num size of the
Internet this algorithmis supposed to support. To sone degree, this
is tied to the tineline for which this protocol is expected to be
active. However, it is necessary to have sone size targets.

Techni ques that work at one order of size may be inpractical in a
systemten or twenty tines |arger

Over the past five years there has been an approxi mate doubling of
the Internet each year. |n January 1988, there were nore than 330
operational networks and nore than 700 network assigned nunbers.
Exact figures for the future growmh rate of the Internet are
difficult to predict accurately. However, if this doubling trend
continues, we would reach 10,000 nets sonetinme near January 1993.

Taking a projection purely on the nunmber of networks (the top | eve
routing entity) may be overly conservative since the introduction and
wi de use of subnets has absorbed some growth, but will not continue
to be able to do so. In addition, there are plans being discussed
that will continue or accelerate the current rate of growh.
Nonet hel ess, the nunber of networks is very inportant because
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networ ks constitute the "top level entities" in the current
addr essi ng structure.

The inplications of the size paranmeter are fairly serious. The
current systemhas only one | evel of addressing above subnets. Wile
it is possible to adjust certain paraneters (for exanple, the
unsolicited or unnecessary retransm ssion rate) to produce a |arger
but | ess robust system other parameters (for exanple, the rate of
change in the systen) cannot be so adjusted. This will provide
eventual limts on the size of a systemthat can be dealt with in a
flat address space.

The exact size that necessitates noving fromthe current single-

| evel systemto a multi-level systemis not clear. Anmong the
paraneters which affect it are the assumed m ni mum speed of links in
the system (faster links can allocate nore bandwi dth to routing
traffic before it becomes obtrusive), speed and nenory capacity of
routing nodes (needed to store and process routing data), rate at

whi ch topol ogy changes, etc. The maxi mum size which can be handl ed
in a single layer is generally thought to be somewhere on the order
of 10 thousand objects. The | ARP nust be designed to deal wth
internets bigger than this.

A.5.3 Addressing Inplications

G ven the current rate of gromh of the Internet, we can expect that
the current addressing structure will becone unworkable early wthin

the lifetime of the new IARP. It is therefore essential that any new
| ARP be able to use a new addressing format which allows for
addr essi ng hierarchies beyond the network level. Any new | ARP shoul d

allow for graceful migration fromthe current routing protocols, and
shoul d al so allow for graceful migration froma routing scheme based
on the current addressing, to a scheme based on a new multi-|eve
addressing format such as that described by OSI 8473.

A.5.4 Menory, CPU, and Bandwi dth Costs

Routing costs can be neasured in terns of the menory needed to store
routing information, the CPU costs of cal cul ating routes and
forwardi ng packets, and the bandw dth costs of exchanging routing

i nformati on and of forwardi ng packets. These significant factors
shoul d provide the basis for conparison between conpeting proposals
in | ARP design.
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The routing architecture will be driven by the expected size of the
Internet, the expected nenory capacity of the gateways, capacity of
the Inter-AS links, and the computing speed of the gateways. G ven
our experience with the current Internet, it is clearly necessary for
the schene to function adequately even if the Internet grows nore

qui ckly than we predict and its capacity grows nore slowy. Menory,
CPU, and bandw dth costs should be in line with what is econonically
practical at any point in tine given the size of the Internet at that
time.

A.6 Oher |ssues

The following are issues of a general nature and includes discussion
of itens which have been considered to be best left for future
efforts.

A.6.1 Inplenentation

The specification of | ARP should allow interoperation among nulti-
vendor inplementations. This requires that multiple vendors be able
to i nmpl enent the sane protocol, and that equipnment frommnultiple
vendors be able to interoperate successfully.

There are potential practical difficulties of realizing multi-vendor

i nteroperation. Any such difficulty should not be inherent to the
protocol specifications. Towards this end, we should produce a
protocol specification that is precise and unanbi guous. This inplies
that the specification should include a detailed specification using
Pseudo- Code or a Formal Description Techni que.

A. 6.2 Configuration

It is expected that any 1ARP will require a certain amount of
configuration information to be maintai ned by gateways. However, in
practice it is often difficult to maintain configuration infornmation
ina fully correct and up-to-date form Problens in configuration
have been known to cause significant problens in existing operationa
networks and internets. The design of an Inter-AS Routing
architecture nust therefore sinplify the maintenance of configuration
information, consistent with other requirenents. Sinplification of
configuration information nmay require mnimzing the anmount of
configuration information, and using autonated or semi -automated
configuration nechani sns.

A.6.3 Mgration

In any event, whether the address format changes or not, a viable
transition plan which allows for interoperability must be arranged.
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In a systemof this nagnitude, which is in operational use, a
coordi nated change is not possible. Were possible, changes shoul d
not affect the hosts, since deploying such a change is probably
several orders of magnitude nore difficult than changing only the
gat eways, due to the larger nunber of host inplenentations as well as
hosts. There are two inportant questions that need to be addressed:

(1) migration fromthe existing EGP to a new | ARP; (2) migration from

the current DD IP to future protocols (including the 1SOIP, and
ot her future protocols).

A. 6.4 Load-Based Routing

Sone existing networks are able to route packets based on current
load in the network. For exanple, one approach to congestion

i nvol ves adjusting the routes in real time to send as nuch traffic as
possible on lightly | oaded network |inks.

This sort of |oad-based routing is a relatively delicate procedure
which is prone to instability. It is particularly difficult to
achieve stability in multi-vendor environnments, in large internets,
and in environnents characterized by a large variation in network
characteristics. For these reasons, we believe that it would be a
m stake to attenpt to achieve effective | oad-based routing in an

I nter-AS Routing schene.

A.6.5 Non-Interference Policies

There are policies which are in effect, or desired to be in effect,
whi ch are based upon the concept of non-interference. These policies
state that the utilization of a given resource is permssible by one
party as long as that utilization does not disrupt the current or
future utilization of another party. These policies are often of the
kind "you may use the excess capacity of ny link" wthout
guar ant eei ng any capacity will be available. The expectation is to
be able to utilize the Iink as needed, perhaps to the exclusion of
the other party. The problemw th supporting such a policy is the
need to be cognizant of highly dynamic state information and the
inmplicit requirement to adapt to these changes. Rapid, persistent,
and non-determnistic state changes would lead to routing
oscillations and | ooping. W do not believe it is feasible to
support policies based on these considerations in a |large

i nt ernet wor ki ng envi ronnent based on the current design of IP

Security Considerations

Security issues are not addressed in this neno.
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