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Status of This Meno

This menmo summari zes techni ques and al gorithnms for efficiently
conputing the Internet checksum It is not a standard, but a set of
useful inplenentation techniques. Distribution of this meno is
unlimted.

1. I nt roducti on

This nmeno di scusses nethods for efficiently conputing the Internet
checksumthat is used by the standard Internet protocols |IP, UDP, and
TCP.

An efficient checksuminplenmentation is critical to good perfornance.
As advances in inplenmentation techniques streamine the rest of the
protocol processing, the checksum conputati on becones one of the
limting factors on TCP performance, for exanple. It is usually
appropriate to carefully hand-craft the checksumroutine, exploiting
every nachi ne-dependent trick possible; a fraction of a mnicrosecond
per TCP data byte can add up to a significant CPU tinme savings
overal |

In outline, the Internet checksumalgorithmis very sinple:

(1) Adjacent octets to be checksumred are paired to form 16-bit
integers, and the 1's conpl enent sum of these 16-bit integers is
f or med.

(2) To generate a checksum the checksumfield itself is cleared,
the 16-bit 1's conplenent sumis conputed over the octets
concerned, and the 1's conplenment of this sumis placed in the
checksum fi el d.

(3) To check a checksum the 1's conplenment sumis conputed over the

sanme set of octets, including the checksumfield. |If the result
is all 1 bits (-0 in 1's conplenent arithnetic), the check
succeeds.

Suppose a checksumis to be conputed over the sequence of octets
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A B C D ..., Y Z Using the notation [a,b] for the 16-bit
i nt eger a*256+b, where a and b are bytes, then the 16-bit 1's
compl enent sum of these bytes is given by one of the foll ow ng:

[AB + [CD + ... + [Y,Z [ 1]
[AB + [CD + ... + [Z0] [ 2]

where + indicates 1's conpl enent addition. These cases
correspond to an even or odd count of bytes, respectively.

On a 2’s conpl enent machine, the 1's conpl enent sum nmust be
conputed by neans of an "end around carry", i.e., any overflows
fromthe nmost significant bits are added into the | east
significant bits. See the exanpl es bel ow.

Section 2 explores the properties of this checksumthat may be
exploited to speed its calculation. Section 3 contains sone
nunerical exanples of the npbst inportant inplenentation
techniques. Finally, Section 4 includes exanples of specific
algorithms for a variety of conmon CPU types. W are grateful
to Van Jacobson and Charley Kline for their contribution of
algorithnms to this section

The properties of the Internet checksumwere originally
di scussed by Bill Plumer in |EN-45, entitled "Checksum Functi on
Design". Since |IEN-45 has not been wi dely avail able, we include
it as an extended appendix to this RFC

Cal cul ati ng the Checksum
Thi s sinple checksum has a nunber of wonderful mathematica
properties that may be exploited to speed its calculation, as we
wi | I now di scuss
Commut ati ve and Associ ative
As long as the even/odd assignment of bytes is respected, the
sum can be done in any order, and it can be arbitrarily split
i nto groups.

For exanple, the sum[1] could be split into:

( [AB + [CD + ... + [J,0])

+ ( [0,K + ... + [Y,Z] ) [3]
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(B) Byte Order |ndependence

The sum of 16-bit integers can be conputed in either byte order
Thus, if we calculate the swapped sum

[B,A] + [DC + ... + [ZV] [ 4]
the result is the same as [1l], except the bytes are swapped in

the sum To see why this is so, observe that in both orders the
carries are the sane: frombit 15 to bit 0 and frombit 7 to bit

8. In other words, consistently swapping bytes sinply rotates
the bits within the sum but does not affect their interna
orderi ng.

Therefore, the summy be calculated in exactly the sane way
regardl ess of the byte order ("big-endian" or "little-endian")
of the underlaying hardware. For exanple, assune a "little-

endi an" machi ne summing data that is stored in nmenory in network
("bi g-endi an") order. Fetching each 16-bit word will swap
bytes, resulting in the sum[4]; however, storing the result
back into menory will swap the sum back into network byte order

Byt e swapping may al so be used explicitly to handl e boundary
al i gnment problenms. For exanple, the second group in [3] can be
cal cul ated wi thout concern to its odd/even origin, as:

[K, L] + ... + [Z0]

if this sumis byte-swapped before it is added to the first
group. See the exanpl e bel ow.

(C Parallel Summation

On nmachines that have word-sizes that are nultiples of 16 bits,
it is possible to devel op even nore efficient inplenentations.
Because addition is associative, we do not have to sumthe
integers in the order they appear in the nessage. Instead we
can add themin "parallel" by exploiting the larger word size

To conpute the checksumin parallel, sinply do a 1's conpl enent
addition of the nessage using the native word size of the

machi ne. For exanple, on a 32-bit nachine we can add 4 bytes at
atinm: [ABCD+ ... Wen the sum has been computed, we "fold"
the long suminto 16 bits by adding the 16-bit segnents. Each
16-bit addition may produce new end-around carries that nust be
added.

Furthernore, again the byte order does not matter; we could

i nstead sum 32-bit words: [D,C B A+ ... or [BADCC+ ... and
then swap the bytes of the final 16-bit sum as necessary. See
the exanpl es below. Any pernutation is allowed that collects
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all the even-nunbered data bytes into one sum byte and the odd-
nunbered data bytes into the other sum byte.

There are further coding techniques that can be exploited to speed up
t he checksum cal cul ati on

(1) Deferred Carries

Dependi ng upon the machine, it nay be nore efficient to defer
addi ng end-around carries until the main summation loop is
fini shed.

One approach is to sum 16-bit words in a 32-bit accumul ator, so
the overflows build up in the high-order 16 bits. This approach
typically avoids a carry-sensing instruction but requires tw ce
as many additions as would addi ng 32-bit segnents; which is
faster depends upon the detail ed hardware architecture.

(2) Unwi nding Loops

To reduce the | oop overhead, it is often useful to "unw nd" the
inner sum |l oop, replicating a series of addition commands wthin
one |l oop traversal. This technique often provides significant
savings, although it may conplicate the |ogic of the program
consi der abl y.

(3) Conbine with Data Copying

Li ke checksumi ng, copying data fromone nenory |location to

anot her involves per-byte overhead. |In both cases, the
bottleneck is essentially the menory bus, i.e., how fast the
data can be fetched. On some machines (especially relatively

sl ow and sinple mcro-conputers), overhead can be significantly
reduced by conbi ni ng nmenory-to-nmenory copy and the checksumm ng,
fetching the data only once for both.

(4) Increnmental Update

Finally, one can sonetines avoid reconputing the entire checksum
when one header field is updated. The best-known exanple is a
gateway changing the TTL field in the I P header, but there are
ot her exanpl es (for exanple, when updating a source route). In
these cases it is possible to update the checksum wi t hout
scanni ng the nessage or datagram

To update the checksum sinply add the differences of the
sixteen bit integers that have been changed. To see why this
wor ks, observe that every 16-bit integer has an additive inverse
and that addition is associative. Fromthis it follows that
given the original value m the new value m, and the old
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3. Nuner

We now present explicit exanples of calculating a sinple 1's
compl enent sumon a 2’ s conpl enent nachi ne.
same sum cal cul ated byte by bye,

swapp

Conputing the Internet Checksum

checksum C,

CcC =

i cal Exanpl es

ed order,

t he new checksum C

C+ (-m + mi

nunbers are in hex.

Br aden,

Byt e- by- byt e
Byte 0/1: 00 01
Byte 2/ 3: f2 03
Byte 4/5: f4 f5
Byte 6/7: f6 f7
Sunt: 2dc  1fO0
dc fo
Carrys: 1 2
Sun: dd f2
Fi nal Swap: dd f2
Byte 0/1/2/3: 0001f 203
Byte 4/5/6/7: f4f5f6f7
Sunt: Of 4f 7e8f a
Carries: 0
Top hal f: faf7
Bott om hal f: e8f a
Sun: 1ddf 1
ddf 1
Carrys: 1
SunB: ddf 2
Fi nal Swap: ddf 2
Borman, & Partridge

is:

:C+(m

" Nor mal "
Or der

0001
f 203
f4f5
fef7

010003f 2
f5f4f 7f 6

- m

Swappe
Or der

0100
03f 2
f5f4
f7f6

d

03f 20100
f7f 6f 5f 4

Sept enber

1988

The exanpl es show t he
by 16-bits words in nornal
and 32 bits at atine in 3 different orders.

and
Al
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Iy, here an exanple of breaking the suminto two groups, wth
the second group starting on a odd boundary:

Byt e- by- byt e Nor nal

O der
Byte 0/ 1: 00 01 0001
Byte 2/ f2 (00) f 200
Sunt: f2 01 f201
Byte 4/5: 03 fa 03f4
Byte 6/7: f5 f6 f5f6
Byte 8/: f7 (00) f 700
Sung: 1f Oea
Sun: f Oea
Carry: 1
Sun8: f Oeb
Sum.: f201
SunB byte swapped: ebf 0
Sumid: lddf 1
Sumi: ddf 1
Carry: 1
Sunb: ddf 2
Borman, & Partridge
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4. | npl ementati on Exanpl es

In this section we show exanples of Internet checksuminpl ementation
al gorithms that have been found to be efficient on a variety of

CPU s. |In each case, we show the core of the algorithm wthout
i ncludi ng environnental code (e.g., subroutine |inkages) or special-
case code.

4.1 "C

The followi ng "C' code al gorithm conputes the checksumw th an inner
| oop that sums 16-bits at a tine in a 32-bit accunul ator.

in6
{
[* Conpute Internet Checksum for "count" bytes
* begi nning at | ocation "addr".
*/

regi ster long sum = 0;

while( count > 1) {
[* This is the inner |oop */
sum += * (unsigned short) addr++;
count -= 2;

/[* Add |l eft-over byte, if any */
if( count > 0 )
sum += * (unsigned char *) addr;

/* Fold 32-bit sumto 16 bits */
whil e (sum>16)
sum = (sum & Oxffff) + (sum>> 16);

checksum = ~sum
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4.2 NMotorola 68020

The following algorithmis given in assenbler | anguage for a Mtorola
68020 chip. This algorithmperforns the sum32 bits at a tine, and
unrolls the loop with 16 replications. For clarity, we have onitted
the logic to add the last fullword when the length is not a multiple
of 4. The result is left in register do.

Wth a 20MHz clock, this routine was neasured at 134 usec/ kB sunm ng
random data. This algorithmwas devel oped by Van Jacobson

movl di, d2
I srl #6, d1 | count/64 = # | oop traversals
and| #0x3c, d2 | Then find fractions of a chunk
negl d2
andb #0xf , cc | Cdear X (extended carry flag)
j mp pc@2%-.-2:b,d2) | Junp into |oop
1$: | Begin inner I|oop..
nmov| a0@, d2 Fetch 32-bit word

I
addxl d2, do | Add word + previous carry
movl a0@, d2 | Fetch 32-bit word
addxl d2, do | Add word + previous carry

| ... 14 nore replications

2$:
dbra di, 1% | (NB- dbra doesn't affect X)
movl do, d1 | Fold 32 bit sumto 16 bits
swap dl | (NB- swap doesn’t affect X)
addxw  di, dO
jcc 3%
addw #1, dO

3%:

andl #Oxffff, do
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4.3 Cray

The foll owi ng exanple, in assenbler |anguage for a Cray CPU, was
contributed by Charley Kline. It inplenents the checksum cal cul ation
as a vector operation, sunming up to 512 bytes at a time with a basic
summation unit of 32 bits. This exanple omits many details having to
do with short blocks, for clarity.

Regi ster Al holds the address of a 512-byte bl ock of menory to
checksum First two copies of the data are | oaded into two vector
registers. One is vector-shifted right 32 bits, while the other is
vector-ANDed with a 32 bit mask. Then the two vectors are added
together. Since all these operations chain, it produces one result
per clock cycle. Then it collapses the result vector in a | oop that
adds each elenment to a scalar register. Finally, the end-around
carry is perfornmed and the result is folded to 16-bits.

EBM
A0 Al
VL 64 use full vectors
S1 <32 form32-bit mask fromthe right.
A2 32
V1 , A0, 1 | oad packet into V1
V2 S1&V1 Formright-hand 32-bits in V2
V3 V1>A2 Form | eft-hand 32-bits in V3
V1 V2+V3 Add the two together.
A2 63 Prepare to collapse into a scal ar
S1 0
S4 <16 Form 16-bit mask fromthe right.
A4 16

CK$LOOP S2 V1, A2
A2 A2-1
A0 A2
S1 S1+S2
JAN CK$LOOP
S2 S1&54 Formright-hand 16-bits in S2
S1 S1>A4 Form | eft-hand 16-bits in S1
S1 S1+S2
S2 S1&S4 Formright-hand 16-bits in S2
S1 S1>A4 Formleft-hand 16-bits in Sl
S1 S1+S2
S1 #S1 Take one’ s conpl enent
CVR At this point, Sl contains the checksum
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4.4

Br a

| BM 370

The foll owi ng exanple, in assenbler |anguage for an | BM 370 CPU, suns
the data 4 bytes at a tine. For clarity, we have onmitted the logic
to add the last fullword when the length is not a nultiple of 4, and
to reverse the bytes when necessary. The result is left in register
RCARRY.

This code has been timed on an | BM 3090 CPU at 27 usec/ KB when
sunmming all one bits. This tine is reduced to 24.3 usec/KB if the
trouble is taken to word-align the addends (requiring special cases
at both the beginning and the end, and byte-swappi hg when necessary
to conpensate for starting on an odd byte).

* Regi sters RADDR and RCOUNT contain the address and | ength of
* the block to be checksumed.
*
* (RCARRY, RSUM nust be an even/odd register pair.
* (RCOUNT, RMOD) nust be an even/odd register pair.
*
CHECKSUM SR RSUM RSUM Cl ear working registers.
SR RCARRY, RCARRY
LA RONE, 1 Set up constant 1.
*
SRDA RCOUNT, 6 Count/ 64 to RCOUNT.
AR RCOUNT, RONE +1 = # tinmes in |oop.
SRL RMOD, 26 Size of partial chunk to RMOD.
AR RADDR, R3 Adj ust addr to conpensate for
S RADDR, =F( 64) junping into the | oop.
SRL RMOD, 1 (RMOD/ 4)*2 is hal fword index.
LH RMOD, DOPEVEC9( RMOD) Use mmgi ¢ dope-vector for offset,
B L OOP( RMOD) and junp into the I oop...
*
* I nner | oop:
*
LOOP AL RSUM 0(, RADDR) Add Logi cal fullword
BC 12, *+6 Branch if no carry
AR RCARRY, RONE Add 1 end-around
AL RSUM 4(, RADDR) Add Logi cal fullword
BC 12, *+6 Branch if no carry
AR RCARRY, RONE Add 1 end-around
14 nore replications ...
A RADDR, =F' 64’ I ncrenent address ptr
BCT  RCOUNT, LOOP Branch on Count
Add Carries into sum and fold to 16 bits
ALR  RCARRY, RSUM Add SUM and CARRY words
BC 12, *+6 and take care of carry
den, Borman, & Partridge [ Page 10]
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AR RCARRY, RONE

SRDL RCARRY, 16 Fold 32-bit suminto
SRL RSUM 16 16-bits
ALR  RCARRY, RSUM
C RCARRY, =X’ 0000FFFF and take care of any
BNH  DONE | ast carry
S RCARRY, =X' 0000FFFF’

DONE X RCARRY, =X 0000FFFF 1’ s conpl enent
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| EN 45
Section 2.4.4.5

TCP Checksum Function Design

WIlliamW Pl umer

Bol t Ber anek and Newman, | nc.
50 Moulton Street
Canbri dge MA 02138

5 June 1978
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Internet Experinent Note 45 5 June 1978
TCP Checksum Functi on Design WIlliamW Pl umrer
1. I ntroduction

Checksuns are included in packets in or der t hat errors
encountered during transmission nay be detected. For Internet
protocols such as TCP [1,9] this is especially inmportant because
packets may have to cross wreless networks such as the Packet
Radio Network [2] and Atlantic Satellite Network [3] where
packets may be corrupted. Internet protocols (e.g., those for
real tine speech transmi ssion) can tolerate a certain |evel of
transm ssion errors and forward error correction techni ques or
possi bly no checksum at all night be better. The focus in this
paper is on checksumfunctions for protocols such as TCP where
the required reliable delivery is achieved by retransni ssion

Even if the checksum appears good on a nessage which has been
received, the message may still contain an undetected error. The
probability of this is bounded by 2**(-C) where C is the nunber
of checksumbits. FErrors can arise from hardware (and software)
mal functions as well as transmission errors. Har dware i nduced
errors are wusually manifested in certain well known ways and it
is desirable to account for this in the design of the checksum
function. ldeally no error of the "common hardware failure" type
woul d go undet ect ed.

An exanple of a failure that the current checksum function
handl es successfully is picking up a bit in the network interface
(or I/0O buss, nmenory channel, etc.). This will always render the
checksum bad. For an exanple of how the current function is
i nadequat e, assume that a control signal stops functioning in the
network interface and the interface stores zeros in place of the
real data. These "all zero" nessages appear to have valid
checksuns. Noi se on the "There's Your Bit" line of the ARPANET
Interface [4] may go undetected because the extra bits input nmay
cause the checksum to be perturbed (i.e., shifted) in the sane
way as the data was.

Al t hough messages containing undetected errors will occasionally
be passed to higher levels of protocol, it is likely that they
will not nake sense at that level. |In the case of TCP nbst such
messages will be ignored, but some could cause a connection to be
abort ed. Garbled data could be viewed as a problemfor a | ayer
of protocol above TCP which itself nmay have a checksum ng schene.

This paper is the first step in design of a new checksum function

for TCP and sone other |Internet protocols. Several usefu
properties of the current function are identified. |If possible
-1 -
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these should be retained in any new function. A nunber of

pl ausi bl e checksum schenes are investigated. O these only the
"product code" seens to be sinple enough for consideration.

2. The Current TCP Checksum Functi on

The current function is oriented towards sixteen-bit nmachines
such as the PDP-11 but can be conputed easily on other nmachi nes
(e.g., PDP-10). A packet is thought of as a string of 16-bit
bytes and the checksum function is the one’s conpl enent sum (add
with end-around carry) of those bytes. It is the one’s
complenent of this sumwhich is stored in the checksumfield of
the TCP header. Before conputing the checksum val ue, the sender
places a zero in the checksum field of the packet. |If the
checksum val ue conputed by a receiver of the packet is zero, the
packet is assumed to be valid. This is a consequence of the
"negative" nunber in the checksumfield exactly cancelling the
contribution of the rest of the packet.

Ignoring the difficulty of actually evaluating the checksum
function for a given packet, the way of wusing the checksum
described above is quite sinple, but it assunes some properties
of the checksum operator (one’s conpl enent addition, "+" in what
foll ows):

(PL) + is commutative. Thus, the order in which
t he 16-bit byt es are "added" together is
uni nport ant .

(P2) + has at least one identity elenment (The
current function has twd: +0 and -0). This
allows the sender to conpute the checksum
function by placing a zero in the packet checksum
field before conmputing the val ue.

(P3) + has an inverse. Thus, the receiver nmay
eval uate the checksum function and expect a zero.

(P4) + 1is associative, allowing the checksum field
to be anywhere in the packet and the 16-bit bytes
to be scanned sequentially.

Mat hematical ly, these properties of the binary operation "+" over
the set of 16-bit nunbers forns an Abelian group [5]. O course,
there are nmany Abelian groups but not all would be satisfactory
for use as checksum operators. (Anot her operator readily

-2 -
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available in the PDP-11 instruction set that has all of these
properties is exclusive-OR but XOR is unsatisfactory for other
reasons.)

Al beit inprecise, another property which nust be preserved in any
future checksum schene is:

(P5) + is fast to conpute on a variety of machines
with linmted storage requirenents.

The current function is quite good in this respect. On the
PDP-11 the inner |oop |ooks |ike:

L OOP: ADD (R1)+, RO ; Add the next 16-bit byte
ADC RO ; Make carry be end-around
SOB R2, LOCP ; Loop over entire packet.

( 4 nenory cycles per 16-bit byte )

On the PDP-10 properties Pl-4 are exploited further and two
16-bit bytes per | oop are processed:

LOOP: ILDB THIS,PTR ; Get 2 16-bit bytes
ADD SUM THI S ; Add into current sum
JUMPGE SUM CHKSU2 ; Junp if fewer than 8 carries
LDB THI S, [ PO NT 20, SUM 19] ; Get left 16 and carries
ANDI SUM 177777 ; Save just |low 16 here
ADD SUM THI S ; Fold in carries

CHKSU2: SQJG COUNT, LOOP ; Loop over entire packet

( 3.1 menory cycles per 16-bit byte )

The "extra" instruction in the |oops above are required to
convert the two's conplenment ADD instruction(s) into a one's
complenent add by making the carries be end-around. One’'s
compl enent arithnmetic is better than two’ s conpl ement because it
is equally sensitive to errors in all bit positions. If tw's
conpl enent addition were used, an even nunber of 1's could be
dropped (or picked wup) in the nost significant bit channe

wi t hout affecting the value of the checksum It is just this
property that nakes sone sort of addition preferable to a sinple
excl usive-OR which is frequently used but permts an even nunber
of drops (pick ups) in any bit channel. RIMLOB paper tape format
used on PDP-10s [10] uses two’'s conpl enment add because space for
the | oader programis extrenely |imted.

-3 -
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Anot her property of the current checksum schene is:

(P6) Addi ng the checksumto a packet does not change
the informati on bytes. Peterson [6] calls this a
"systematic" code.

This property allows internmediate conputers such as gateway
machines to act on fields (i.e., the Internet Destination
Address) without having to first decode the packet. Cyclica
Redundancy Checks wused for error correction are not systematic
either. However, nost applications of CRCs tend to enphasize
error detection rather than correcti on and consequently can send
the nmessage unchanged, with the CRC check bits being appended to
the end. The 24-bit CRC used by ARPANET | MPs and Very Di stant
Host Interfaces [4] and the ANSI standards for 800 and 6250 bits
per inch magnetic tapes (described in [11]) use this node.

Note that the operation of higher level protocols are not (by
design) affected by anything that may be done by a gateway acting
on possibly invalid packets. It is pernmissible for gateways to
validate the checksum on incoming packets, but in genera
gateways will not know howto do this if the checksum is a
prot ocol -specific feature

A final property of the current checksum schene which is actually
a consequence of P1 and P4 is:

(P7) The checksum may be incrementally nodified.

This property permts an intermedi ate gateway to add information
to a packet, for instance a tinestanp, and "add" an appropriate
change to the checksum field of +the packet. Note that the
checksum will still be end-to-end since it was not fully
reconput ed.

3. Pr oduct Codes

Certain "product codes" are potentially useful for checksum ng
purposes. The following is a brief description of product codes
in the context of TCP. More general treatnment can be found in
Avi zienis [7] and probably other nore recent works.

The basic concept of this coding is that the nessage (packet) to
be sent is formed by transform ng the original source nessage and
adding sonme "check"  bits. By reading this and applying a
(possibly different) transformation, a receiver can reconstruct

-4 -
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the original nessage and determine if it has been corrupted
during transm ssion.

Mo Vs M

| A| code | 7| decode | A |

| B ==> | 1] ==> | B

| C| I 4 I | C|
| . 2 | check plus "valid" flag
————— info

Ori gi nal Sent Reconstruct ed

Wth product codes the transformation is Ms = K* My . That is,
the message sent is sinmply the product of the original nessage
Mo and some well known constant K . To decode, the received
Ms is divided by K which will yield M as the quotient and
0 as the remainder if M is to be considered the sane as M .

The first problemis selecting a "good" value for K, the "check

factor". K must be relatively prine to the base chosen to
express the nessage. (Exanpl e: Binary messages with K
incorrectly chosen to be 8 This neans that M |ooks exactly
like M except that three zeros have been appended. The only

way the nessage could |look bad to a receiver dividing by 8 is if
the error occurred in one of those three bits.)

For TCP the base R wll be chosen to be 2**16. That is, every
16-bit byte (word on the PDP-11) will be considered as a digit of
a big nunmber and that nunber is the nessage. Thus,

M= SIGMA[ Bi * (R*i)] ) Bi isi-th byte
i=0 to N

M = K* M
Corrupting a single digit of Vs will vyield Ms' = Ms +or-
C(R*j) for some radix position j . The receiver will conpute
Ms’ /K = M +or- C(R**j)/K Since R and K are relatively prine,
C*(R**j) cannot be any exact nmultiple of K. Therefore, the
division will result in a non-zero renai nder which indicates that
V'’ is a corrupted version of M. As will be seen, a good

choice for K is (R**b - 1), for some b which is the "check
I ength” which controls the degree of detection to be had for
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burst errors which affect a string of digits (i.e., 16-bit bytes)
in the nessage. In fact b wll be chosen to be 1, so K wll
be 2**16 - 1 so that arithnetic operations will be sinple. This
means that all bursts of 15 or fewer bits will be detected.

According to [7] this choice for b results in the follow ng
expression for the fraction of undetected weight 2 errors:

f = 16(k-1)/[32(16k-3) + (6/k)] where k is the nessage | ength.

For |arge nmessages f approaches 3.125 per cent as k goes to
infinity.

Multiple precision multiplication and division are normally quite
conpl ex operations, especially on small nmachines which typically
lack even single precision nultiply and divide operations. The
exception to this is exactly the case being dealt wth here --
the factor is 2**16 - 1 on machines with a word I ength of 16
bits. The reason for this is due to the following identity:

Q(R*j) = Q nod (R1) 0 <= Q<R
That is, any digit Q in the selected radix (0, 1, ... R1)
multiplied by any power of the radix will have a remainder of Q

when divided by the radi x mnus 1.

Example: In decimal R = 10. Pick Q = 6.

6 = 0*9 + 6 = 6, nod 9
60 = 6*9 + 6 = 6, nod 9
600 = 66 *9 + 6 = 6, nod 9 etc.

More to the point, ren(31415/9) = ren((30000+1000+400+10+5)/9)
(3 md 9) + (1 nod 9) + (4 mod 9) + (1 nod 9) + (5 nmod 9)
(3+1+4+1+45) nod 9

14 nmod 9

5

So, the renmainder of a nunber divided by the radi x mnus one can
be found by sinply sunming the digits of the nunber. Since the
radix in the TCP case has been chosen to be 2**16 and the check
factor is 2**16 - 1, a nessage can qui ckly be checked by sumnm ng
all of the 16-bit words (on a PDP-11), wth carries being
end-around. If zero is the result, the nessage can be consi dered
valid. Thus, checking a product coded nessage is exactly the
sanme conmplexity as with the current TCP checksum
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In order to form M, the sender nust nultiply the multiple
precision "nunber" M by 2**16 - 1. O, M = (2**16)M - M.
This is perforned by shifting Mo one whole word s worth of
precision and subtracting M. Since carries nust propagate
between digits, but it is only the current digit which is of
interest, one’'s conplenent arithmetic is used.

(2**16)Mb = MO + Mbl + M2 + ... + MOX + 0
- M= - ( MO+ ML+ ......... + MoX)
Ms = MO + Msl + - MoX

A loop which inplenents this function on a PDP-11 m ght | ook
I'ike:

L OOP: MV -2(R2), RO Next byte of (2**16) M

SBC RO ; Propagate carries fromlast SUB
SUB (R2) +, RO ; Subtract byte of M

MOV RO, (R3) + ; Store in Ms

SOB R1, LOOP ; Loop over entire nessage

8 nmenory cycles per 16-bit byte

Note that the coding procedure is not done in-place since it is

not systematic. In general the original copy, M, wll have to
be retained by the sender for retransm ssion purposes and
therefore nust renain readable. Thus the MWV RO,(R3)+ is

requi red which accounts for 2 of the 8 nenory cycles per | oop.

The coding procedure wll add exactly one 16-bit word to the
message since Ms < (2**16)Mb . This additional 16 bits will be
at the tail of the nessage, but may be noved into the defined
|l ocation in the TCP header i medi ately before transm ssion. The
receiver will have to undo this to put M back into standard
format before decodi ng the nmessage.

The <code in the receiver for fully decoding the nessage may be
inferred by observing that any word in Vs contains the
di fference between two successive words of M minus the carries
fromthe previous word, and the | ow order word contains mnus the
|l ow word of Mb. So the low order (i.e., rightnost) word of M is
just the negative of the | ow order byte of Ms. The next word of
M is the next word of M plus the just conputed word of M
plus the carry fromthat previous conputation.

A slight refinement of the procedure is required in order to
protect against an all-zero nessage passing to the destination.
This will appear to have a valid checksum because Ms’/K = 0/K
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= 0 with O remainder. The refinenent is to nake the coding be
M = KMo + Cwhere C is sone arbitrary, well-known constant.
Addi ng this constant requires a second pass over the nessage, but
this will typically be very short since it can stop as soon as
carries stop propagating. Chosing C =1 1is sufficient in nost
cases.

The product code checksum nust be evaluated in ternms of the
desired properties Pl - P7. It has been shown that a factor of
two nore nmachine cycles are consuned in conputing or verifying a
product code checksum (P5 satisfied?).

Al t hough the code is not systematic, the checksum can be verified
qui ckly wi t hout decodi ng the nmessage. If the Internet
Destination Address is located at the least significant end of
the packet (where the product code conputation begins) then it is
possible for a gateway to decode only enough of the message to
see this field without having to decode the entire message.

Thus, P6 is at least partially satisfied. The al gebraic
properties Pl through P4 are not satisfied, but only a snall
anmount of conputation is needed to account for this -- the

message needs to be reformatted as previously nentioned.

P7 is satisfied since the product code checksum can be
incrementally updated to account for an added word, although the
procedure is sonmewhat involved. Imagine that the origina
message has two halves, HL and H2. Thus, M = H1*(R**j) + H2.
The tinmestanp word is to be inserted between these halves to form
a modified M = HI*(R**(j+1)) + T*(R**j) + H2. Since K has

been chosen to be R-1, the transmtted nessage M’ = M’ (R 1)
Then,
Ms® = Ms*R + T(R1)(R*j) + P2((R1)**2)

= M*R + T*(R*(j+1)) + T*(R*j) + P2*(R-*2) - 2¢P2*R - P2

Recalling that R is 2**16, the word size on the PDP-11,
mul tiplying by R means copyi ng down one word in nenory. So,
the first termof M’ is sinply the wunnodified nessage copied
down one word. The next termis the newdata T added into the
Ms' being forned beginning at the (j+1)th word. The addition is
fairly easy here since after adding in T all that is left is
propagating the carry, and that can stop as soon as no carry is
produced. The other terns can be handle simlarly.
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4. More Conplicated Codes

There exists a wealth of theory on error detecting and correcting
codes. Peterson [6] is an excellent reference. Mst of these
"CRC' schemes are designed to be inplemented using a shift
register with a feedback network conposed of exclusive-ORs.
Sinmul ating such a logic circuit with a programwould be too slow
to be useful unless sonme programming trick is discovered.

One such trick has been proposed by Kirstein [8]. Basically, a
few bits (four or eight) of the current shift register state are
conmbined with bits fromthe input stream (from M) and the result
is used as an index to a table which yields the new shift
register state and, if the code is not systematic, bits for the
output stream (Ms). A trial coding of an especially "good" CRC
function using four-bit bytes showed showed this technique to be
about four tines as slow as the current checksum function. This
was true for both the PDP-10 and PDP-11 rmachi nes. O  the
desirable properties listed above, CRC schenes satisfy only P3
(I't has an inverse.), and P6 (It is systenmatic.). Pl acenent of
the checksum field in the packet is critical and the CRC cannot
be incremental |y nodifi ed.

Al t hough the bul k of coding theory deals with binary codes, nopst
of the theory works if the al phabet contains q synbols, where
qis a power of a prime nunber. For instance q taken as 2**16
should nmake a great deal of the theory useful on a word-by-word
basi s.

5. Qut board Processing

When a function such as conputing an involved checksum requires
ext ensi ve processing, one solution is to put that processing into
an outboard processor. 1In this way "encode nessage" and "decode
message"” become single instructions which do not tax the rmain
host processor. The Digital Equipnent Corporation VAX/ 780
conmputer is equipped with special hardware for generating and
checking CRCs [13]. 1In general this is not a very good solution
since such a processor nust be constructed for every different
host nachi ne which uses TCP nessages.

It is conceivable that the gateway functions for a | arge host may
be performed entirely in an "Internet Frontend Machine". This
machi ne woul d be responsible for forwarding packets received
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either fromthe network(s) or fromthe Internet protocol nodul es
in the connected host, and for reassenbling Internet fragnments
into segnents and passing these to the host. Another capability
of this machine would be to check the checksum so that the
segnments given to the host are known to be valid at the tinme they
| eave the frontend. Since computer cycles are assunmed to be both
i nexpensive and available in the frontend, this seens reasonabl e.

The problemwith attenpting to validate checksuns in the frontend
is that it destroys the end-to-end character of the checksum |f
anything, this is the nmost powerful feature of the TCP checksum
There is a way to make the host-to-frontend link be covered by
the end-to-end checksum A separate, snmall protocol nust be
devel oped to cover this link. After having validated an i ncom ng
packet fromthe network, the frontend would pass it to the host
saying "here is an Internet segnment for you. Call it #123". The
host would save this segnment, and send a copy back to the
frontend saying, "Here is what you gave ne as #123. Is it OK?".
The frontend would then do a word-by-word conparison with the
first transnmission, and tell the host either "Here is #123
again", or "You did indeed receive #123 properly. Release it to
the appropriate nodule for further processing."

The headers on the nessages crossing the host-frontend |ink woul d
nmost |ikely be covered by a fairly strong checksum so that
information Ilike which function is being performed and the
message reference nunbers are reliable. These headers would be
quite short, maybe only sixteen bits, so the checksum coul d be
quite strong. The bulk of the message woul d not be checksuned of
cour se.

The reason this scheme reduces the conputing burden on the host
is that all that is required in order to validate the nessage
usi ng the end-to-end checksumis to send it back to the frontend
machi ne. In the case of the PDP-10, this requires only 0.5
menory cycles per 16-bit byte of Internet nmessage, and only a few
processor cycles to setup the required transfers.

6. Concl usi ons

There is an ordering of checksum functions: first and sinplest is
none at all which provides no error detection or correction

Second, is sending a constant which is checked by the receiver

This also is extrenely weak. Third, the exclusive-OR of the data
may be sent. XOR takes the mininmal anount of conputer tine to
generate and check, but is not a good checksum Atwo's
conmpl enent sum of the data is sonewhat better and takes no nore

- 10 -

Braden, Borman, & Partridge [ Page 22]



RFC 1071 Conputing the Internet Checksum Sept enber 1988

Internet Experinent Note 45 5 June 1978
TCP Checksum Functi on Design WIlliamW Pl umrer
conputer time to conpute. Fifth, is the one’s conpl enent sum
which is what is currently used by TCP. It is slightly nore

expensive in terns of conputer tinme. The next step is a product
code. The product code is strongly related to one’'s conpl enent
sum takes still nore conputer tine to use, provides a bit nore
protection against comon hardware failures, but has some
obj ectionabl e properties. Next is a genuine CRC pol ynom al code,
used for checking purposes only. This is very expensive for a
programto inplement. Finally, a full CRC error correcting and
detecting schene may be used.

For TCP and Internet applications the product code schene is
viable. It suffers mainly in that messages nust be (at |east
partially) decoded by internediate gateways in order that they
can be forwarded. Should product codes not be chosen as an
i mproved checksum sone slight nodification to the existing
schene m ght be possible. For instance the "add and rotate"
function used for paper tape by the PDP-6/10 group at the
Artificial Intelligence Laboratory at MI.T. Project MAC [12]
could be wuseful if it can be proved that it is better than the
current schenme and that it can be conmputed efficiently on a
vari ety of machines
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