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HEMS VARI ABLE DEFI NI TI ONS
STATUS OF TH S MEMO

This menmo assigns instruction codes, defines object formats and
obj ect semantics for use with the Hi gh-Level Mnitoring and Control
Language, defined in RFC 1023.

This menmo is provisional and the definitions are subject to change.
Readers should confirmthat they have the nobst recent version of the
neno.

The aut hors assunme a wor ki ng knowl edge of the |ISO data encodi ng
standard, ASN. 1, and a general understanding of the |IP protoco
sui te.

Distribution of this menp is unlimted.
| NTRODUCTI ON

In other menos [ RFC- 1021, RFC-1022] the authors have described a
general systemfor nonitoring and controlling network entities; this
systemis called the Hi gh-Level Entity Managenent System ( HEMS)

This systempermts applications to read and wite values in renote
entities which support a sinple query processor

In this neno we standardi ze the | anguage i nstruction codes, the

obj ects which can be read or witten, and the neanings of any
constants stored in the objects. There are three parts to this
standardi zation: (1) the assignment of an ASN.1 tag to each val ue,
(2) the definition of the external representation of the value (e.g.,
| NTECER, OCTETSTRING etc.), and (3) the definition of the neaning,
or semantics of a value (e.g., what types of packets a particular
packet counter actually tracks).

This definition is provisional, and the authors hope that it will be
expanded and inproved as the comunity becones nore experienced with
HEMS. Readers with suggestions for additional object definitions, or
i nproved definitions are encouraged to contact the authors.
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MESSAGE FORVATS

Al'l HEMS val ues are conveyed between applications and entities using
the Hi gh-Level Entity Managenent Protocol (HEWMP) specified in RFC
1022. Al values specified in this neno are passed in the data
sections of HEMP nessages. For all nessage types, the data section
is a SEQUENCE of objects. For requests, these objects are operations
and their operands. Replies contain a sequence of objects retrieved
by a request. Events contain an initial event object foll owed by an
optional nunber of objects related to the event.

Messages conforming to this meno should set the link field in the
HEMP CommonHeader to 1, to indicate version 1 of HEMS. The
resourceld field should be set to NULL.

CONTROL LANGUACE | NSTRUCTI ONS

The HEMS Monitoring and Control Language defines a suite of
operations which the query processor nmust be able to perform These
operations and their operands are ASN. 1 objects which are passed to
the query processor over a network connection. The operations and
operands are sent in postfix form (the operation follows the
operands). Operands are pushed onto a stack and are processed when
the operation i s encountered.

To ensure that operations are easily recognized in the input stream
they are all encoded in a single application-specific type. This
type i s shown bel ow.

Operation ::= [ APPLI CATION 1] IMPLICIT | NTEGER {
reserved(0), get(1) begin(2), end(3),
get-match(4), get-attributes(5),
get-attributes-match(6), get-range(7),
set(8), set-match(9)

}

When the query processor encounters an Operation object it consults
the value to determ ne which operation is to be done (e.g., GCET).

GENERAL COMVENTS ON OBJECTS STORED I N ENTI TI ES

The Hi gh-Level Monitoring and Control Language requires the object
space to have a tree-shaped type space. Locating a particul ar object
requires identifying that section of the tree in which the object
resides. (A nore detailed explanation of the schene is given in
RFC-1023) .
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This meno defines a universal type space. A subset of this type
space is expected to be an appropriate type space for any entity
(e.g., a gateway or a nulti-user host). The type space is divided
into required and optional portions. Inplenentors should inplenent
the required portion of the type space plus that part of the optiona
type space which is appropriate for their particular entity.

One problemw th defining a universal type space is that certain
interesting objects are not universal, but are instead very machine
specific (for exanple, status registers on specialized hardware). To
all ow i mpl enentors to retrieve such inplenmentation-specific objects
usi ng the HEMS system a special APPLI CATION type is reserved for
non- st andard val ues.

Putting objects in ASN.1 forminplies an ability to map to and from
ASN. 1 format. One of the design goals of this systemhas been to

m nimze the ambunt of ASN. 1 conpilation required by the query
processor to reduce the expense of processing queries at entities.
(This inplies a certain willingness to force the applications
querying entities to be nore powerful). W expect that nost of the
compl ex mapping will be done when objects are read; nost witable
objects have a sinple format (e.g., an I NTEGER, or OCTETSTRING. As
a result, we have nade a heavy use of the ASN. 1 SET type, which

all ows values to be presented in any order. Applications which
require particular fields in an object may use the tenplate structure
to specify particular fields to be retrieved, but this still permts
the query processor to return the fields in whatever order is
conveni ent.

In addition to ease the problens of ASN. 1 conpilation, query
processors are not required to reduce an I NTEGER to the m ni mum
nunber of octets as specified in ASN. 1. Applications should be
prepared to receive | NTEGERs whi ch have | eading octets with all zeros
or ones.

More generally, a design goal of HEM5S was to try to limt the data
processing done at the entity, and to place the burden of data
reduction on the querying application. As a result, the objects
presented here are typically counters, or values which the entity has
to conpute already. Object definitions which require the entity to
do data reduction are not supported, although consideration might be
given to making them optionally avail abl e.

Finally, HEMS is required to support access by nultiple network
managenent centers or applications. This constraint has sone

i mportant consequences. First, the SET operation cannot be applied
to any Counter, since changing the value of a Counter may inpair data
acquisition by other centers. More generally, there are questions
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about conpeting or clashing SET requests from nanagenment centers
Currently HEMS does not provide any facilities for protecting against
such requests. |If such facilities become necessary, the authors
envi si on the enhancenment of the object definitions to incorporate the
i dea of "owned" objects.

READI NG THE OBJECT DEFI NI TI ONS

Most of the rest of this menp is devoted to ennunerating the objects
managed by the query processor. Mny of these objects are
dictionaries, objects which reference other objects. Defining
dictionaries requires that we specify the class of objects they

ref erence

Most significant objects, such as packet counts, reside at the | eaves
of the object data tree. They need to be carefully defined to ensure
that their nmeaning is consistent across all HEMS inpl enentati ons.
These val ues are defined using the followi ng format:

OBJECT: This is the name of the object.
Type: This is the ASN.1 type of the object.

Definition: The meaning of the data the object contains.
I mpl enent ati ons shoul d ensure that their instance of
the object fulfills this definition since an inportant
feature of HEMS is that objects have consistent neaning
across all machines. It is better not to inplenent
an object than to abuse its definition.

Notes: An optional section of the definition which is used
to discuss issues not covered in other sections of
this specification.

hj ect Status: An optional section of the definition which
is used to indicate whether the object is required of all
HEMS i mpl enent ati ons, encouraged of HEMS i npl enent ati ons
or sinply considered useful. Currently, there are four
| evel s of status:

Required: The object is felt to provide critica
i nformati on and nmust be included in a fully
conform ng HEMS i npl erent ati on

Required On Condition: The object is felt to
provide critical information about an optiona
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feature of an IP entity (for exanple, support of
the Transm ssion Control Protocol). The object
is required if the feature is inplenented in the
entity.

Encouraged: The object is felt to provide very
useful nanagement information and inplementors
are encouraged to inplement it.

Defined: The object may be useful and has been
defined so that all inplenentations of the object
are consi stent.

If the object status is not specified, the object should

be considered required. |If the parent dictionary is optional,
then the object should be considered required if the parent
dictionary is supported.

Qperations on Cbject: The definition of how each nonitoring
and control operation acts on the object. Many operations
have the same effect on alnost all val ues, so some
default definitions are presented here. 1In the absence
of an operation specification, inplenmentors should use
the default operations defined here.

BEA N. The default is for BEG N to be defined for
dictionaries, and an error if performed on | eaf
objects in the tree.

CREATE: The default is that CREATE is undefined.
DELETE: The default is that DELETE is undefi ned.

END: END is a stack operation and is defined for all objects.
Note that END may fail if there is no object on the
st ack.

GET- ATTRI BUTES: The default is that CGET-ATTRIBUTES is
defined on the contents of all dictionaries specified
in this meno. The text description attributes
are optional for values defined in this neno, but
are required for inplenentation-specific objects.

Any descriptions of object listed in this neno shoul d
cite this menn. GET-ATTRI BUTES nust be supported on
all entity-specific values. GET-ATTRI BUTES

returns a Attributes object, which is defined in

the wel |l -known types section bel ow.
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GET- ATTRI BUTES- MATCH:  The default is that

GET- ATTRI BUTES- MATCH i s optionally defined on any
obj ect which supports GET-MATCH, and is an error

otherwise. The rules for attributes returned by

GET- ATTRI BUTES- MATCH are the sane as those for

GET- ATTRI BUTES.

Cct ober 1987

GET: The default definition of GET is to emt the operand
and if the operand is a
dictionary, to recursively GET the entire dictionary and

specified is a | eaf object,

its subdictionaries.

GET- MATCH:  Unl ess ot herw se specified, CGET-MATCH is not

supported on an object.

GET- RANGE: Unl ess ot herw se specified, CGET-RANGE is not

supported on an object.

SET: Unl ess otherw se specified, SET is not supported on an

obj ect .

SET- MATCH:  Unl ess ot herw se specified, SET-MATCH i s not

supported on an object.

ATTRI BUTES

HEMS requires that renote applications be able to discover the

meani ng of an object by querying the entity in which the object is
stored. This is done through use of the GET- ATTRI BUTES oper at or,
whi ch causes an Attributes object to be returned to the application.
The Attributes object is described bel ow

Attributes ::= [ APPLI CATI ON 2]
t agASNL [0] IMPLICT
val ueFor nat [1] IMPLIAT
| ongDesc [2] IMPLICIT
short Desc [3] IMPLICIT
uni t sDesc [4] IMPLICIT
preci sion [5] IMPLICIT
properties [6] IMPLICIT

}

The neani ngs of the various attributes

tagASNl: The ASN. 1 tag for thi
This attribute is required.
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I MPLI CI T SEQUENCE {
| NTEGER,

| NTEGER,

| A5String OPTI ONAL,
| A5String OPTI ONAL,
| A5String OPTI ONAL,
| NTEGER OPTI ONAL,
Bl TSTRI NG OPTI ONAL,

are given bel ow

s object.
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val ueFormat: The underlying ASN. 1 type of the object
(e.g., SEQUENCE, or OCTETSTRING. This attribute
is required

|l ongDesc: A potentially |lengthy text description which
fully defines the object. This attribute is optiona
for objects defined in this nmenmo and required for
entity-specific objects.

shortDesc: A short mmenopnic string of |ess than 15 octets
which is suitable for |abelling the value on a display.
This attribute is optional

unitsDesc: A short string used for integer values to
indicate the units in which the value is neasured
(e.g. "ns", "sec", "packets", etc). This attribute
i s optional

preci sion: For Counter objects, the value at which the
Counter will roll-over. Required for all Counter
obj ect s.

properties: A bitstring of bool ean properties of the
object. If the bit is on, it has the given property.
This attribute is optional. The bits currently
defined are:

0 -- If true, the difference between two val ues
of this object is significant. For exanple,
the changes in a packet count is always
significant, it always conveys information.
In this case, the O bit would be set. On the
ot her hand, the difference between two readings
of a queue |length may be neani ngl ess.

| MPLEMENTATI ON SPECI FI C TYPES
Each vendor or inplenentation specific value nmust be contained within
an Vendor Specific object. The format of the VendorSpecific object is
shown bel ow.

Type: Vendor Specific

Vendor Specific ::= [APPLICATION 3] IMPLICIT SET of ANY
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For a detailed discussion of the need for this type, see RFC 1023.
VELL- KNOMWN TYPES
There are sone generally useful types which are defined across the

system and are consi dered wel |l -known. These types support abstract
notions that are frequently used in other definitions.

TYPE: Error
Error ::= [APPLI CATION 0] I MPLICI T SEQUENCE {
error Code | NTEGER,
errorOf fset | NTEGER
errorDescription | A5String,
}

The Error type is returned within reply nessages when an error is
countered. The errorCode is a nunber specifying a general class of
error. The errorOfset is the octet in the query where the error was
di scovered. Note that the query starts at the first octet (octet 0)
of the HEMP data section. The errorDescription is a text nessage
explaining the error. Note that the definition of this section is
the sane (except for the start of the offset) as that of the HEMP
protocol error structure and the error codes have been selected to
keep the code spaces distinct. This is intended to ease the
processing of error nessages. The defined errorCodes are:

100 -- Any error not |isted bel ow.

101 -- Systemerror. The query processor has failed
in some way.

102 -- Format error. An error has been detected in
the i nput stream

103 -- Stack error. A stack overfl ow or underfl ow has
occurred.
104 -- Instruction error. The instruction is either

unknown, or not supported on the object to which
it has been appli ed.

105 -- Operand error. The wong nunber of operands or

i nappropri ate operands have been given to an
i nstruction.

Partridge & Trewi tt [ Page 8]



RFC 1024 HEMS Definitions Cct ober 1987

TYPE: Count er
Counter ::= [APPLICATION 4] IMPLICI T | NTEGER

The Counter type is an unsigned integer which is defined to roll-over
to 0 when increnented past a certain value. (The roll-over point may
be found by exanmining the attributes for the particular counter.)
Counter sizes should be chosen such that the counters will not roll
over nore than once every 24 hours.

TYPE: InstructionG oup

InstructionGoup ::= [APPLI CATION 5] I MPLICI T SEQUENCE
of ANY

An InstructionGoup is an encapsul ated sequence of operands and
operations. It allows applications to encode queries as objects.

TYPE: Hi stogram

Hi stogram::= SET of Hi stEntry
Hi stEntry ::= SEQUENCE {

hi st Val ue | NTEGER,

hi st Count Count er

}

A Hi st ogram associ ates a count, histCount, with a nuneric val ue,

hi st Value. No neaning is placed on the count or value by this
definition. Each H stEntry may represent a sinple map (e.qg.,

hi st Count instances of histValue), or a nore conplex rel ationship
(e.g., a count of all values between this histValue and the next

| owest histValue in the Histogram. The neaning of the particul ar
Hi stogramis given in the object definition.

TYPE: TrafficMatrix
TrafficMatrix ::= SET of TrafficEntry

TrafficEntry ::= SEQUENCE {
src | pAddress,
dst | pAddress,
count Counter

}

A TrafficMatrix neasures traffic observed between two | P addresses.
Typically it is used to count packets flow ng through a gateway.
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TYPE: | pAddress

| pAddress ::= OCTETSTRI NG
The 4 octet IP address. |If the length of the string is |less than 4
then the mssing octets are wildcarded. A zero length string is a
default address (e.g., for indicating default routes).
TYPE: Fraction

Fraction ::= | NTEGER
A Fraction is an integer representation of a fractional value. It
contains the numerator of a value as expressed over 256. (For
exanpl e dividing the Fraction by 256 gives the fractional value.)
TYPE: Boot C ock

Boot Gl ock ::= | NTEGER

The tine in mlliseconds since the nachine was | ast booted or reset.
This value is always defi ned.

TYPE: | ocal O ock

Local d ock ::= I NTEGER
The | ocal system clock, neasured in nmilliseconds since 00:00 1
January 1900 UTC. Assuned to be only a local estimate of the tine.
The value 0 is reserved for an uninitialized clock (For example, an
uninitialized time-of-day chip.)
TYPE: Netd ock

Net C ock ::= | NTEGER
A network synchroni zed cl ock, which is assumed to be synchronized
across sone part of a network. The clock value is nmeasured in
m | liseconds since 00:00 1 January 1900 UTC. Specific information
about the synchronization protocol is found in the systemvariabl e
dictionary. The value 0 is used to indicate an uninitialized clock

TYPE: Ti meStanp

TimeStanp ::= CHO CE {
[ 0] Boot d ock
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[1] Il ocal dock
[2] Netd ock

}

A TimeStanp, which was taken fromthe boot clock, systemclock or the
synchroni zed clock. |In general, atine of day is preferred to the
time since boot, and a synchronized clock is preferred to an
unsynchroni zed clock. 1t is nmore useful to know that an event
occurred at a particular tine, than that it happened so nmany
m|liseconds after the nachine boot ed.

OBJECT DEFI NI TI ONS
The Root Dictionary

In HEMS, all data is stored in dictionaries, where a dictionary is
thought to represent a conceptual grouping of values. The top-I|eve
dictionary is the root dictionary. The formof the root dictionary
for is shown bel ow.

Root Di ctionary ::= [ APPLI CATION 32] IMPLICI T SET {
Syst enVari abl es,
Event Cont rol s OPTI ONAL,
I nterfaces,
| pNet wor kLayer
| pRout i ngTabl e,
| pTransport Layer,
| pAppl i cations OPTI ONAL

}

The root dictionary is split into seven general dictionaries:

- SystenVari abl es, which stores general systemval ues such
as the system cl ock, machi ne nenory and system up/ down
st at us.

- EventControls, which stores all objects necessary to
observe and control the event generating nmechanismin
entities which support events.

- interfaces, which contains all infornmation on al
the network interfaces and I P to physical address
maps (ARP tables, X 25 Standard mappi ngs, etc).

- | pNet wor kLayer, which contains infornmation about the

wor ki ngs of the IP layer. This includes information such
as routing tables, general packet counts, and host-traffic
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matrices.

- I pRoutingTabl e, which contains information on how the
machi ne routes packets. It proved nore useful to segregate
routing information than to keep it stored with the network
| ayer data.

- IpTransportlLayer, which stores information on the transport
protocols that the entity supports.

- I pApplications, which may store information about various
i nternet applications such as the donmain system This
section is not required of HEMS entities.

The next several sections define the values stored in the five
di ctionari es.

The Systenvariables Dictionary

The SystenVariabl es dictionary stores objects which are not strictly
protocol, network, or application specific. Such objects include
val ues such as the nachine | oad, clocks and the processor status.
The formof the dictionary is shown bel ow.

SystenVariables ::= [ APPLI CATION 33] IMPLICIT SET {
ref erenced ock [0] IMPLICIT TinmeStanp,

net C ockl nfo [1] IMPLICIT SET OPTI ONAL,
pr ocessor Load [2] IMPLICIT | NTECER,
entityState [3] I'MPLICIT | NTECER,
ker nel Menory [4] I MPLICIT OCTETSTRI NG OPTI ONAL,
pkt Buf fers [5] IMPLICIT | NTEGER OPTI ONAL,
pktCctets [6] IMPLICIT | NTEGER OPTI ONAL,
pkt Buf f er sFree [7] IMPLICI T | NTEGER OPTI ONAL,
pkt Cct et sFree [8] I'MPLICIT | NTEGER OPTI ONAL
system D [9] IMPLICIT | ASSTRI NG,

}

OBJECT: SystenVari abl es

Type: SET

Definition: see above

The objects in the dictionary are defined bel ow.

OBJECT:

ref erenced ock
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Type: Ti neStanp

Definition: The systemclock used for placing tinestanps on
information. Use of a NetC ock is encouraged.

Qperations on Chject: Defaults.

Notes: Cross-network clock adjustnent is best handl ed by a proper
time synchronization protocol, not through the use of SET.

OBJECT: netd ocklnfo
Type: SET

Definition: Detailed information on the referenceC ock if the
referenceC ock is a Netd ock. The format of this
information is shown bel ow.

netd ocklnfo ::=[1] IMPLICIT SET {
est Error | NTECER,
ref d ockType | NTEGER {
unspecified(0), primary-reference(l),
nt p- secondary-reference(2), secondary-reference(3),
wri stwat ch(4)
}
}

The estError is the estimated error in mlliseconds. The
ref G ockType is a value indicating the type of reference
clock consulted for network tine (the values are taken
directly fromthe Network Time Protocol specification,
RFC- 958) .

oject Status: Required if the referenceC ock is a Netd ock.

OBJECT: processorLoad
Type: Fraction

Definition: A value, expressed as a Fraction, which indicates
the current processing load on the entity. A value of
256 (= 1.0) is defined to be running at capacity. It
is recognized that this is an inprecise definition since
capacity can be neasured in several ways. For exanple,
a multiprocessor nay still have plenty of capacity
even if one processor is running at capacity,
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or it may be at capacity because that processor is the
mast er processor and handl es all context swi tching.

The idea is for renote applications to be able to get sone
sense of the current workload on the entity. Also note
that the tinme scale of the nmeasurement should be small.

A |l oad neasure that averages over the past 10 seconds

is acceptable but a | oad neasure that averages over the
past 10 minutes is not. Inplenentors should chose sone
mappi ng between systemload and this scale such that 256
represents a machine under severe strain. (Note that this
suggests that values greater than 256 nmay be returned in
rare cases.)

OBJECT: entityState
Type: | NTEGCER

Definition: An object which indicates the systemstate. There are
several defined object values. Sone values are read-only and
can only be read fromthe object. Over values are wite-only
and will never be read fromthe object. Over values are
wite-only and will never be read fromthe object. The val ues
are:

The read-only val ues are:

(0) -- reserved

(1) -- running. The entity is up and running.

(2) -- testing. The entity is running sone sort of
di agnostics which may affect its network
operati on.

The write-only val ues are:

(0) -- reserved
(1) -- reset the entity.
(2) -- reboot the entity. This value is assuned to

cause a nore aggressive recycling of the system
than reset, though this need not be the case.

(3) -- halt the entity. This value stops the
entity. It assumed to prevent the entity from
operating until it is nanually restarted. (I.e.

the halt takes the machine of f the network).
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Note: The ability to change an entity' s state requires very strong
access controls.
Qperations on Cbject: The defaults except as noted bel ow

SET: Optionally wites the value into the object.
The nessage requesting the SET must be authenti cat ed.

SET- MATCH.  Optionally wites the value into the object
if the current value is natched.

OBJECT: ker nel Menory

Type: OCTETSTRI NG

Definition: A sequence of octets which represents the inmage of the
kernel software running on the entity. This facility is

provided to allow renote network debuggi ng.

By kernel software, we nean that software which controls the

operations and access to the hardware. In particular, the kerne
is expected to contain all network software up through the IP
| ayer.

I mpl enent ati ons whi ch use |ightwei ght processes or segnented
i mages shoul d consider providing some way to map their interna
representation into a single contiguous stream of octets.

Note: Access control is required to read this object.

hj ect Status: Useful

Qperations on Cbject: The defaults except as noted bel ow

GET-RANGE: Enits the section of nmenory specified.

GET: Enmits all of menory, but note that a GET on the system
dictionary should *not* emt this object.

OBJECT: pktBuffers
Type: | NTEGER
Definition: The total nunber of packet buffers in the entity.

ohject Status: Required if the entity has a maxi num nunber of
buffers. Note that nost entities do have a limt (even if it
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is for practical purposes, near infinite) and should return
that limt.
OBJECT: pktCctets
Type: | NTEGER

Definition: The maxi mum nunber of octets that can be buffered in the
entity at any one tine.

ohject Status: Required if the entity has a maxi num nunber of octets
it can buffer. Note that nost entities do have a linit and
should return that limt.

OBJECT: pktBuffersFree

Type: | NTEGER

Definition: The number of packet buffers currently avail able.
Subtracti ng pktBuffersFree from pktBuffers should give the
nunber of buffers in use

oject Status: Required if thereis alinmt on the nunber of
buffers.

OBJECT: pkt CctetsFree

Type: | NTEGER

Definition: The nunmber of octets currently avail able including those
not used in allocated buffers. Subtracting this value from

pkt Cctets should give the nunber of octets in use.

This object can be used to track how well the entity buffers its
dat a.

hject Status: Required if thereis alimt on the nunber of
octets that can be buffered.

OBJECT: system D

Type: | A5STRI NG

Definition: The text identification of the entity. This value
shoul d include the full nanme of the vendor, the type of system
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and the version nunber of the hardware and software running on
the entity.
The Event Controls Dictionary
The Event Control s dictionary contains objects to control and

moni tor the delivery of event nessages to operations centers.
The format of this dictionary is shown bel ow

Event Controls ::= [ APPLI CATION 34] I MPLICIT SET OPTI ONAL {
| ast Event [0] IMPLICIT OCTETSTRI NG OPTI ONAL,
event Messagel D [1] IMPLICI T Counter,
event Centers [2] IMPLICIT SET of | pAddress,
event Li st [3] IMPLICIT SET of eventEntry,

OBJECT: eventControls

Type: SET

Definition: See above.

hject Status: This object will be required in entities which
support events, after the event definitions have been
properly specified. See discussion of the event formats
at the end of this meno.

A description of the fields in this dictionary are given bel ow

OBJECT: | ast Event

Type: OCTETSTRI NG

Definition: The |ast event nessage sent.

oj ect Status: Inplenentation of this object is encouraged if the
transport protocol used for events is unreliable (e.g., UDP).

OBJECT: event Messagel D

Type: Counter
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Definition: The HEMP Messageld to be used in the next event
message. Equal s the nunber of events sent.
OBJECT: eventCenters
Type: SET of | pAddress
Definition: The list of | P addresses to which events are sent.
This list receives all events. For nore sel ective event

The
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centers should |ist thensel ves under the
i nterest.

nmoni t ori ng,
particul ar events of

Not e:
access control

If the SET operator is defined then use of some form of
i s reconmended.

Qperations on Cbject: The defaults except as |isted bel ow

CREATE: Adds an address to the list. The new address may
not be a broadcast address (it may be a multicast
addr ess).

DELETE: Deletes an address fromthe |ist.

SET- MATCH: Defined on the | P address.
address with a new val ue.

Repl aces the

EM T- MATCH: Defined on the | P address.

OBJECT: eventlLi st

Type: SET of eventEntry
Definition:

managenment centers to control how and when events are sent.

1987

An array of entries which contain objects which allow

(The contents of the eventEntry structure are expl ai ned bel ow.)

event Controls Dictionary: eventlList/eventEntry

The eventEntry provi des the necessary contro

obj ects to manage how

a particular event is sent. The format of the eventEntry is shown
bel ow.
eventEntry ::=[0] IMPLICT SET {
event| D [0] IMPLICIT | NTEGER
event Mode [1] IMPLIC T | NTEGER
event Count [2] IMPLICIT Counter,
threshol d [3] IMPLICIT Counter,
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NTECER,
nstructi onG oup

threshol dlncr [4] I
I
SET of | pAddress

IMPLICT

event Execution [5] IMPLICIT
event Centers [6] IMPLICIT

OBJECT: eventEntry

Type: SET

Definition: See Above.

OBJECT: eventlD
Type: | NTEGER

Definition: The particular event ID.

OBJECT: event Mode

Type: | NTEGER

Cct ober 1987

OPTI ONAL,

Definition: A control object which determ nes how and whether this

event is sent. The three npdes are:

0 -- unused.

1 -- off. The event is not sent.

2 -- on. The event is sent every time it occurs.
3 -- threshold. The event is sent every tinme the

event count reaches the threshol d.

OBJECT: event Count

Type: Counter

Definition: The nunber of times this event has occurred.

OBJECT: threshold

Type: Counter

Partridge & Trewi tt
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Definition: The event threshold. |If the eventMde is "threshold"
then a event is sent every tine the eventCount equals this
val ue.

Qperations on Cbject: The defaults except as noted bel ow

SET: Changes the threshol d.

OBJECT: threshol dl ncr

Type: | NTEGER

Definition: The threshold increment. Every tine a event threshold
is reached, the threshold value is incremented by this val ue
(rmodul o the precision of the Counter) to find the new
t hr eshol d.

Qperations on Cbject: The defaults except as noted bel ow

SET: Changes the increnent.

OBJECT: event Executi on

Type: InstructionG oup

Definition: A query to be executed whenever the event is actually
sent. Any data retrieved by this query is appended to the
event nessage.

oj ect Status: Encouraged.

Operations on Cbject: The defaults except as noted bel ow

SET: Changes the buffer

OBJECT: eventCenters

Type: SET

Definition: The |P addresses of the nmonitoring centers which w sh
to listen to this particular event. Note that events should be
sent to both these centers and the gl obal |ist of event centers.

Qperations on Cbject: The defaults except as noted bel ow.

CREATE: Adds an address to the |list of centers.
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DELETE: Deletes an address fromthe |i st.

SET- MATCH: Defined on the I P address. Replaces the
entry with a new val ue.

EM T- MATCH: Defined on the | P address.

The Interfaces Dictionary

The Interfaces dictionary a |list of per-interface objects. Since
one of the fundanmental goals of HEMS is to use generic interfaces
across differing hardwares, all hardware interfaces are described by
the sane data structure, the InterfaceData.

Interfaces ::= [APPLI CATION 35] IMPLICIT SET OF InterfaceData
OBJECT: Interfaces
Type: SET

Definition: see above.

The Interfaces Dictionary: The InterfaceData structure.

The InterfaceData structure contains all information on a particul ar
interface. The formof the structure is shown bel ow

InterfacebData ::= [0] IMPLICIT SET {

addr esses [0] IMPLICIT SET of | pAddress,
nt u [1] I MPLICI T | NTEGER,

net Mask [2] IMPLICIT | pAddress,

pktsin [3] IMPLICIT Counter,

pkt sQut [4] IMPLICIT Counter,

i nput Pkt sDropped [5] IMPLICIT Counter,

out put Pkt sDropped [6] | MPLICI T Counter,

bcast Pkt sl n [7] IMPLICIT Counter OPTI ONAL,
bcast Pkt sQut [8] IMPLICIT Counter OPTI ONAL,
ncast Pkt sl n [9] IMPLICIT Counter OPTI ONAL,
ncast Pkt sQut [10] IMPLICIT Counter OPTI ONAL,
i nputErrors [11] IMPLICIT Counter,
outputErrors [12] IMPLICI T Counter,

out put QLen [13] IMPLICIT | NTEGER,

nane [14] IMPLICIT I A5String,

status [15] I MPLICIT | NTEGER,

i f Type [16] I MPLICIT | NTEGER,

medi aErrors [17] IMPLICIT Counter OPTI ONAL,
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upTi me [18] IMPLICIT Ti neStanp,

br oadcast [19] IMPLICIT BI TSTRI NG

mul ti cast [20] IMPLICIT SET of BITSTRI NG
addr esslLi st [21] IMPLICIT SET OPTI ONAL,

OBJECT: InterfaceData
Type: SET
Definition: see above.
Qperations on Cbject: The defaults except as noted bel ow.
SET- MATCH: This operation is optionally defined on the
address field of the structure. Only certain fields
in this structure may be changed. The fields which

may be SET are indicated in the descriptions bel ow.

GET-MATCH: Defined to emt information on the interface
whi ch mat ches t he address given.

The fields in the structure are defined bel ow.

OBJECT: addresses

Type: SET of | pAddress

Definition: The |IP addresses that the interface accepts. Note that
addi tional information on nulticast addresses may be found in
the | gnpVal ues dictionary.

OBJECT: ntu

Type: | NTEGER

Definition: The maxi mum transm ssion unit of the device.

OBJECT: net Mask
Type: | pAddress
Definition: The subnet mask, which is an address with all the

network bits set to 1 and all the hosts bits set to 0. Used to
i dentify subnets.
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OBJECT: pktsln

Type: Counter

Definition: The total nunber of packets received on this interface
including those in error.

OBJECT: pktsQut

Type: Counter

Definition: The total nunber of packets that higher |evels have
attenpted to send, including those that were not sent.

OBJECT: i nput Pkt sDr opped

Type: Counter

Definition: The nunber of good inbound packets dropped (presumably
to free up buffer space).

OBJECT:  out put Pkt sDr opped
Type: Counter

Definition: The nunber of good out bound packets dropped (presunably
to free up buffer space).

OBJECT: bcastPktsln
Type: Counter

Definition: The nunber of broadcast packets received including
those in error.

hj ect Status: Encouraged on interfaces that support broadcast.

OBJECT: bcast Pkt sQut
Type: Counter

Definition: The nunmber of broadcast packets that higher |evels
attenpted to send, including those that were not sent.

oj ect Status: Encouraged on interfaces that support broadcast.
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OBJECT: ntastPktsln
Type: Counter

Definition: The nunber of nulticast packets received including
those in error.

hj ect Status: Encouraged on interfaces that support nulticast.

OBJECT: nrtast Pkt sCut
Type: Counter

Definition: The nunber of nulticast packets sent, including those
that were not sent.

oj ect Status: Encouraged on interfaces that support nulticast.

OBJECT: inputErrors

Type: Counter

Definition: The nunber of inbound packets that could not be
delivered. The nunmber of inbound packets delivered
shoul d equal inputPkts |less this value and i nput Pkt sDropped.

OBJECT: outputErrors

Type: Counter

Definition: The nunber of outbound packets that could not be
transm tted because of errors. The number of outbound
packets placed on the network shoul d equal outputPkts
| ess this val ue and out put Pkt sDr opped.

OBJECT: out put QLen

Type: | NTEGER

Definition: The length of the output packet queue (in packets).

OBJECT: name

Type: |1A5String
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Definition: A text string conpletely identifying the interface.
This string should include the nane of the nmanufacturer, the
product name and the version of the hardware.

OBJECT: status

Type: | NTEGER

Definition: The status of the object. The status val ues are:

1987

0 -- reserved

1 -- testing (the interface is in sone test node)

2 -- down (the interface is down)

3 -- up (the interface is up ready to pass packets)
Note: |If set operations are defined, access control is required.

Qperations on Cbject: The defaults except as noted bel ow

SET: Optionally defined to change the state of the interface.

OBJECT: ifType
Type: | NTEGER

Definition: A flag which indicates the type of interface in use.
currently defined types are:

-- reserved
-- 1822 HDH
-- 1822
-- FDDI
DDN X. 25
-- RFC-877 X. 25
-- StarlLan
-- Proteon 10Moit
-- Proteon 80Mit
-- Et hernet
10 -- 802. 3 Et hernet
11 -- 802.4 Token Bus
12 -- 802.5 Token Ring
13 -- Point-to-Point Serial

ooo~NOOUIT~hWNEO
1
1

OBJECT: nediaErrors

Type: Counter
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Definition: A counter of nedia errors, such as collisions on
Et hernets, token regeneration on token passing rings, or |ost
RFNMs on PSNs.

bj ect Status: Encouraged for interfaces to nmedia which have such
errors.

OBJECT:  upTime

Type: TineStanp

Definition: Wen the interface was put in its current state.

OBJECT: broadcast
Type: BI TSTRI NG

Definition: Wether this interface has a physical broadcast
addr ess.

ohject Status: Required if the interface has a broadcast adddress.

OBJECT: nulticast
Type: SET of BI TSTRI NG

Definition: The set of hardware multicast addresses currently
enabl ed on the devi ce.

hj ect Status: Encouraged in interfaces which support mnulticast.

OBJECT: addresslLi st

Definition: SET of addressMap

addressMap ::=[0] IMPLICIT SET {
i pAddr [0] IMPLICIT | pAddress
physAddr [1] IMPLICIT BI TSTRI NG

}

Definition: Mst interfaces nmaintain tables mappi ng physica
network address to | P address. An exanple is an ARP tabl e.
This table stores that map as a series of entries which nap
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| P addresses to the physical address.

hject Status: Required if the interface has to map | P addresses to
physi cal addresses.

The | pNet wor kLayer Dictionary

The | pNet wor kLayer dictionary contains all information about the IP
Layer. The format of the dictionary is shown bel ow

| pNet wor kLayer ::= [ APPLI CATION 36] IMPLICIT SET {
gat eway [0] I'MPLICIT BOOLEAN,
i nput Pkt s [1] IMPLIC T Counter,
i nput Errors [2] IMPLICIT Counter,
i nput Pkt sDropped [3] IMPLICIT Counter,
i nput QLen [4] IMPLICIT | NTEGER OPTI ONAL,
out put Pkts [5] IMPLICIT Counter,
outputErrors [6] IMPLICIT Counter,
out put Pkt sDropped [7] I MPLICI T Counter,
out put Q.en [8] IMPLICIT | NTEGER OPTI ONAL,
iplD [9] IMPLICIT Counter,
fragCreat ed [10] IMPLICIT Counter OPTI ONAL,
fragRcvd [11] IMPLICIT Counter OPTI ONAL,
fragDr opped [12] IMPLICIT Counter OPTI ONAL,
pkt sReassenbl ed [13] IMPLICIT Counter OPTI ONAL,
pkt sFragment ed [14] IMPLICIT Counter OPTI ONAL,
ht m [15] IMPLICIT TrafficMatrix OPTI ONAL,
itm [16] IMPLICIT TrafficMatrix OPTI ONAL

OBJECT: | pNetworkLayer
Type: SET

Definition: See above.

The fields of the dictionary are defined bel ow

OBJECT: gat eway
Type: BOOLEAN

Definition: A boolean value which is true if the entity gateways
packets.
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OBJECT: i nput Pkts

Type: Counter

Definition: The total nunmber of input packets received including
those in error.

OBJECT: inputErrors

Type: Counter

Definition: The nunmber of input packets discarded due to errors
(unknown protocols, format errors, etc).

OBJECT: i nput Pkt sDr opped

Type: Counter

Definition: The nunber of input packets dropped for |ack of buffer
space.

OBJECT: inputQLen

Type: | NTEGER

Definition: The nunber of inbound packets currently waiting to be
processed by the I P | ayer.

hj ect Status: Encouraged.

OBJECT: out put Pkts

Type: Counter

Definition: The total number of outbound packets including both
those packets presented to the IP layer by higher |ayers and
packets which are gatewayed.

OBJECT: outputErrors

Type: Counter

Definition: The nunmber of output packets discarded because of
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errors (unable to route, format errors, etc).

OBJECT: out put Pkt sDr opped

Type: Counter

Definition: The number of output packets dropped for |ack of
buf f er space.

OBJECT: out put QLen

Type: | NTEGER

Definition: The nunber of outbound packets waiting to be processed
by the I P | ayer.

Obj ect Status: Encouraged.

OBJECT: iplD

Type: Counter

Definition: The next |IP packet IDidentifier to be used. Note
that in some inplenmentations the transport |ayer may set the
IPidentifier, in which case this value is used if the IP
identifier has not been set by the transport |ayer

OBJECT: fragCreated

Type: Counter

Definition: The nunber of |IP fragnents created at this entity.
(e.g., if an IPis split into three fragments at this entity,
then this counter is incremented by three).

hj ect Status: Encouraged.

OBJECT: fragRcvd
Type: Counter
Definition: The nunber of I P fragnments received at this entity.

Obj ect Status: Encouraged.
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OBJECT: fragDropped
Type: Counter

Definition: The nunber of IP fragnents discarded at this entity
for whatever reason (tinmed out, errors, etc).

hj ect Status: Encouraged.

OBJECT: pktsReassenbl ed
Type: Counter

Definition: The nunber of |P datagranms that have been reassenbl ed
at this entity.

oj ect Status: Encouraged

OBJECT: pkt sFragnent ed
Type: Counter

Definition: The nunber of | P datagramnms that have been fragnented
at this entity.

oj ect Status: Encouraged.

OBJECT: htm

Type: TrafficMatrix

Definition: A host traffic matrix, mapping all traffic switched any
pair of sources and destinations. The count in each trafficEntry
routeDst is expressed in packets. Source routed |IP packets
shoul d be | ogged as being between their source and the
destination (i.e., they should not be treated as destined for
this entity).

Notes: This information may be considered sensitive.

hj ect Status: Encouraged in gateways.

OBJECT: itm
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Type: TrafficMatrix

Definition: An interface traffic matrix showing traffic sw tched
between interfaces in an entity. The source and destinations
fields are the | P addresses of the interfaces between which
t he packet was switched. The count in each trafficEntry is
expressed i n packets.

hj ect Status: Useful.

| pRout i ngTabl e Dictionary

The | pRoutingTabl e dictionary contains all routing information.

Note that information about any routing protocols used to maintain
the routing table is found under the entry for the routing protocol.
The format of the routing dictionary is shown bel ow.

| pRout i ngTabl e ::= [ APPLI CATION 37] IMPLICI T SET {
routingProtocols [0] IMPLICIT OCTETSTRI NG
cor eRout er [1] I'MPLICI T BOOLEAN,
aut oSys [2] IMPLICIT | NTEGER,
met ri cUsed [3] IMPLICIT OCTET,

[4] RoutingEntries,
}

OBJECT: | pRoutingTabl e
Type: SET

Definition: See above.

The objects contained in the dictionary are described bel ow

OBJECT: routingProtocols

Type: COCTETSTRI NG

Definition: A sparse list of the routing protocols used to update
the routing table (e.g., EGP and ICMP). Each octet contains one
of the foll ow ng val ues:

0 -- anything not specified bel ow

1 -- local (non-protocol) information. (E. g.
routing tables can be changed by hand).
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2 -- HEM5S (was changed/ set by a HEMS operati on)

3 -- Internet Control Message Protocols, (i.e.
| CVP redirects).

4 -- Exterior Gateway Protocol (EGP).
5 -- Gateway-to-CGateway Protocol (GGP)
6 -- Dissimlar Gateway Protocol (DGP).
7 -- HELO
8 -- RP
9 -- Proprietary IGP
OBJECT: coreRouter
Type: BOOLEAN
Definition: This value is set to true if this entity is a reference
router for any other router (i.e., if it distributes any of its
routes to other machines).
OBJECT: autoSys
Type: | NTEGER
Definition: The autononous system number of the autononobus systemin
which this entity resides.
OBJECT: netricUsed
Type: OCTET
Definition: Classifies the routing nmetric used in the routing table
entries. The value should be chosen fromthe |ist of values for
routi ngProtocols above, and indicates the netric definition used
(e.g., this entity uses an EGP netric internally).

OBJECT: RoutingEntries

Type: SET of RoutingEntry
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Definition: The set of all routing entries. The RoutingEntry is
defi ned bel ow.
The | pRoutingTabl e Dictionary: The RoutingEntry

The RoutingEntry contains all information on a particular route.
The format of the structure is shown bel ow.

RoutingEntry ::=[0] IMPLICIT SET {
routeMetric [0] I'MPLICIT | NTECER,
r out eDst [1] IMPLICIT | pAddress,
next Hop [2] IMPLICIT | pAddress,
r out eAut hor [3] IMPLICIT | pAddress OPTI ONAL,
rout eproto [4] IMPLICIT Cctet OPTI ONAL,
rout eTi ne [5] TinmeStanp,
routeTOS [6] IMPLICIT | NTEGER OPTI ONAL,
val i d [7] I MPLICI T BOOLEAN

OBJECT: RoutingEntry

Type: SET

Definition: See above.

Qperations on Cbject: Defaults except as specified bel ow

CREATE: Adds a new routing entry. It should be confirned
that the entry is new

DELETE: Deletes a routing entry.

GET- MATCH.  The match operator is defined on the routeDst
field. A match on an |IpAddress is defined to be a
search to find the route or routes which would be
used to reach the | pAddress. Mre than one route
may be applicable, in which case all possible routes
shoul d be returned.

SET- MATCH. |s optionally defined on the object. A SET
on an entire RoutingEntry replaces the entire entry
with a new value. Certain fields (indicated bel ow)
can al so be changed using a SET- MATCH.

The match operator is defined on the routebDst and

routeTCS fields. To SET a value, the match nust be
exact on the | P address (this is different fromthe
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search definition for GET- MATCH)

Not e that support of the operator on an entity
whi ch uses a dynam c routing protocol such as
GGP or EGP will require close coordination with
the routing protocol to ensure consistent data.
(Arguably, this facility should not be supported
on such machi nes).

The definitions of the fields in the RoutingEntry are given bel ow.

OBJECT: routeMetric

Type: | NTEGER

Definition: The routing metric on this route. Note that the type of
metric is defined in the netricUsed field of the |pRoutingTable
dictionary.

OBJECT: routeDst

Type: | pAddress

Definition: The final destination that can be reached via this
rout e.

OBJECT: next Hop

Type: | pAddress

Definition: The next hop to the final destination

OBJECT: rout eAut hor

Type: | pAddress

Definition: The IP address of the entity fromwhich this route was
*first* received. That is, the first entity which stated that
was reached via nextHop. The default | pAddress should be used
to indicate routes which originated on the entity.

hj ect Status: Encouraged.

OBJECT: routeProto

Partridge & Trewi tt [ Page 34]



RFC 1024 HEMS Definitions Cct ober 1987

Type: Cctet

Definition: The routing protocol fromwhich this route was | earned.
The value is taken fromthe list of values for routingProtocols
above.

Obj ect Status: Encouraged.

OBJECT: routeTi me
Type: TineStanp
Definition: Wen this route was first received.

oj ect Status: Encouraged.

OBJECT: routeTOS
Type: | NTEGER
Definition: The IP Type of Service which this routing entry serves.

hject Status: Required if type of service routing is supported.

OBJECT: wvalid
Type: BOOLEAN

Definition: Wether the route is active. (Sone nmachines retain
routes which are no |onger valid for various reasons.)

The | pTransportLayer Dictionary

The | pTransportLayer Dictionary contains any information which
pertains to transport protocols which use the IP protocol as the
networ k protocol. For ease of reference, the ASN.1 tag of each
transport protocol’s dictionary is the sane as the assigned IP
Prot ocol nunber. The definition of the |pTransportLayer
dictionary is shown below. Note that dictionaries for many
protocol s are not yet defined.

| pTransport Layer = [ APPLI CATI ON 38] IMPLICIT SET {
[0] IMPLICIT Protocol sSupported,

[1] IMPLICIT I cnpVal ues,

[2] IMPLICIT | gnpVal ues OPTI ONAL,
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[3] IMPLICT GgpVal ues OPTI ONAL,
[7] IMPLICIT TcpVal ues OPTI ONAL,
[8] IMPLICIT EgpVal ues OPTI ONAL,

I
|
I
L
L
L
L

[17] IMPLICI T UdpVal ues OPTI ONAL,
[20] IMPLICIT HnpVal ues OPTI ONAL,
[27] IMPLICI T RdpVal ues OPTI ONAL,
[30] IMPLICIT NetbltValues OPTI ONAL,

}

OBJECT: | pTransportLayer

Type: SET

Definition: see above.

The objects in the dictionary are defined bel ow.

| pTransportLayer Dictionary: Protocol sSupported

OBJECT: protocol sSupported

Type: OCTETSTRI NG

Definition: Sparse list of transport protocols supported. Each
octet in the OCTETSTRI NG contains the | P protocol nunber of
supported protocol. For the purposes of this definition, an
entity supports a protocol if it both contains software to
makes it possible for the protocol to be used in
conmuni cations with the entity, AND the entity keeps the
required values (if any) defined in this nenmo for that proto

| pTransportLayer Dictionary: |cnpVal ues

The I cnpVal ues dictionary is a subdictionary of the |IpTransportlL
di ctionary which tracks the workings of the Internet Control Mes

1987

a

col .

ayer
sage

Protocol, defined in RFC-792. The formof the dictionary is shown

bel ow.
I cnpVal ues ::= SET {
i nput Pkt Count [0] IMPLICIT Counter,
i nput Pkt Errors [1] IMPLICI T Counter,
i nput Pkt Deliver [2] IMPLICIT Counter,
i nput Pkt Types [3] I'MPLICIT Hi stogram OPTI ONAL,
out put Pkt Count [4] IMPLICIT Counter,
out put Pkt Errors [5] IMPLICI T Counter,
out put Pkt Types [6] IMPLICI T Hi st ogram OPTI ONAL,
icnpTraffic [7] IMPLICIT TraffichMatrix OPTI ONAL,
i plD [8 IMPLICIT Counter OPTI ONAL
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OBJECT: IcnpVal ues
Type: SET
Definition: see above.

The objects in the dictionary are defined bel ow

OBJECT: i nput Pkt Count
Type: Counter

Definition: The total nunmber of | CMP packets received (including
those in error).

OBJECT: inputPktErrors

Type: Counter

Definition: The nunmber of | CWVP packets received which proved to
have errors (bad checksuns, bad length etc). Subtracting this

val ue fromthe input Pkt Count field should give the nunber of
valid | CMP packets received

OBJECT: i nput Pkt Del i ver

Type: Counter

Definition: The nunber of valid | CMP packets which were
successfully processed (e.g., delivered to the higher
prot ocol ).

OBJECT: i nput Pkt Types

Type: Hi stogram

Definition: A histogram of |CVMP nessages types and codes received,
not including those nessages that proved to contain errors.
The hi stogram histValue field contains a 16-bit value which is

the the (1 QW type * 256) + | CMP code, and the histCount field
contai ns the nunmber of valid nessages containing this
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typel/ code pair whi ch have been received

The nessage type and code val ues are those defined in RFC 792
(e.g., the Time Exceeded Message with a code of "fragnent
reassenbly time exceeded" is (11 * 256) + 1 = 2817).

oj ect Status: Useful.
Operations on Cbject: The defaults except as |isted bel ow

CET- MATCH: Match is defined on the value of the histVal ue
field.

OBJECT:  out put Pkt Count
Type: Counter

Definition: The total nunber of |CMP packets that the entity
attenpted to send (including those that failed due to | ack of
buffers, a missing route or other transient transni ssion
pr obl ens) .

OBJECT: output Pkt Errors
Type: Counter

Definition: The nunber of | CVMP packets which the entity could not
send due to transnission problens such as the |ack of buffers, a
m ssing route or other transient transm ssion problems. This
value is not required to include errors which the | CVWP | ayer
coul d not reasonably be expected to detect such as danage to the
packet in transit. Subtracting this value fromthe Pkt Count
field should give the nunber of | CMP packets the entity believes
it successfully sent.

OBJECT: out put Pkt Types
Type: Hi stogram

Definition: A histogram of |CVMP nessages types and codes sent,
i ncludi ng those nessages that later failed to be transmtted.
The hi stogram histValue field contains a 16-bit value which is
the the (1CVW type * 256) + | CMP code, and the histCount field
contains the nunber of valid nessages containing this type/code
pai r which have been sent.
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The nessage type and code val ues are those defined in RFC 792
(e.g., the Time Exceeded Message with a code of "fragment
reassenbly time exceeded" is (11 * 256) + 1 = 2817).

oj ect Status: Useful.

Qperations on Cbject: The defaults except as |isted bel ow

CGET- MATCH: Match is defined on the val ue of the histVal ue
field.

OBJECT: icnpTraffic

Type: TrafficMatrix

Definition: Al ICW traffic which has originated on this machine.
The source address in the traffic matrix should be the interface
fromwhi ch the packet was sent. The destination is the address
to which the packet is to finally be delivered (not an
i nt ermedi at e hop).

oj ect Status: Useful.

OBJECT: iplD
Type: Counter

Definition: The next |IP packet IDidentifier to be used by the |ICW
code.

hject Status: Required if the ICMP code generates its own IP
identifiers.

| pTransportLayer Dictionary: |gnpVal ues

| gnpVal ues ::= SET {

conf or mance [0] I'MPLICIT | NTECER,

i nput Pkt Count [1] IMPLICIT Counter,

i nput Pkt Errors [2] IMPLICIT Counter,

i nput Pkt Types [3] IMPLICIT Hi stogram OPTI ONAL,

out put Pkt Count [4] IMPLICIT Counter,

output PktErrors [5] IMPLICIT Counter,

out put Pkt Types [6] I MPLICI T Hi st ogram OPTI ONAL,

i gmpTraffic [7] IMPLICIT TrafficMatrix OPTI ONAL
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i ghpG oups [8] IMPLICIT SET of |gnmpG oupEntry,
iplD [9] IMPLICIT Counter OPTI ONAL,
}

OBJECT: | gmpVal ues
Type: SET

Definition: The dictionary of information on the Internet G oup
Managenent Protocol (RFC-988).

Obj ect Status: Required in hosts which support | GW.

The objects stored in this dictionary are defined bel ow.

OBJECT: conformance
Type: | NTEGER

Definition: The |evel of conformance with RFC-988. The confornmance
| evel s are:

0 -- Level 0. No support for IP nmulticasting

1 -- Level 1. Support for sending but not receiving
mul ti cast dat agrans.

2 -- Level 2. Full support for IP multicasting.

These val ues are taken directly from RFC- 988.

OBJECT: i nput Pkt Count
Type: Counter

Definition: The number of | GW packets received including those
that proved to be in error.

OBJECT: inputPktErrors
Type: Counter
Definition: The number of |GV packets received which proved to

be in error. This value subtracted from i nput Pkt Count shoul d
gi ve the nunber of valid | GWw packets received.
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OBJECT: i nput Pkt Types
Type: Hi stogram

Definition: A histogram of | GW nessages types and codes sent,
i ncludi ng those messages that later failed to be transnitted.
The hi stogram hi stValue field contains a 16-bit val ue which
is the the (IGW type * 256) + | GW code, and the histCount
field contains the nunber of valid nmessages containing this
type/ code pair whi ch have been sent.

The type and code val ues are taken from RFC- 988.

OBJECT:  out put Pkt Count
Type: Counter

Definition: The total nunber of | GW packets that the entity
attenpted to send (including those that failed due to | ack
of buffers, a mssing route or other transient transm ssion
probl ens) .

OBJECT: output Pkt Errors
Type: Counter

Definition: The nunber of | GW packets which the entity could not
send due to transnission problens such as the | ack of buffers,
a mssing route or other transient transm ssion problens.
This value is not required to include errors which the | GW
| ayer could not reasonably be expected to detect such as danage
to the packet in transit. Subtracting this value fromthe
out put Pkt Count field should give the nunber of | GW packets
the entity believes it successfully sent.

OBJECT: out put Pkt Types

Type: Hi stogram

Definition: A histogram of | GW nessages types and codes sent,
i ncludi ng those messages that later failed to be transnitted.
The hi stogram histValue field contains a 16-bit value which is
the the (1GW type * 256) + | GW code, and the histCount field
contains the number of valid nmessages containing this type/code
pai r which have been sent.

The type and code val ues are taken from RFC- 988.
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OBJECT: ignmpTraffic

Type: TrafficMatrix

Definition: Al 1GwW traffic which has originated on this machine.
The source address in the traffic matrix should be the interface
fromwhi ch the packet was sent. The destination is the address
to which the packet is to finally be delivered (not an
i nt ermedi at e hop).

oj ect Status: Useful.

OBJECT: i gnmpG oups
Type: SET
Definition: The various ignmpG oups of which this host is aware.

This is stored as a set of IgnmpG oupEntry. The format of an
| gnpG oupEntry i s shown bel ow

I gnpGoupEntry ::= [0] SET {
gr oupAddr ess [0] IMPLICIT | pAddress,
gr oupAccessKey [1] I MPLICIT OCTETSTRI NG,
gr oupAgent [2] IMPLICIT BOOLEAN,

The groupAddress is the nulticast |P address. The
groupAccessKey is the 8 octet key -- this key may be
confidential and should only be available to authorized querying
entities. The groupAgent field is true if this entity is an
agent for the nulticast group.

OBJECT: iplD
Type: Counter

Definition: The next |IP packet IDidentifier to be used by the | GW
code.

ohject Status: Required if the |GW code generates its own IP
i dentifiers.
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The

The

The

| pTransportLayer Dictionary: CgpVal ues

The definition of the GgpValues dictionary is left for further
st udy.

| pTransportLayer Dictionary: TcpVal ues

The TcpVal ues dictionary is a subdictionary of the |pTransportLayer
di ctionary which tracks the workings of the Transm ssion Control
Protocol, defined in RFC-793. The definitions of several objects in
this dictionary refer to definitions in RFC-793. The formof the
dictionary is shown bel ow.

TcpVal ues ::= SET {
[0] IMPLICIT TcpParam
[1] IMPLICT TcpStats OPTI ONAL,
tcpConnData [2] IMPLICIT SET of TcpConn,

}
OBJECT: TcpVal ues

Type: |IMPLICIT SET
Definition: see above.
hject Status: Required if the entity supports TCP.

The objects in the dictionary are defined in the next few sections.

| pTransportLayer Dictionary: TcpVal ues/ TcpParam

The TcpParam di ctionary contains information about certain
paraneters such as round-trip tinmer estinmation constants which are
managed on a per-nmachi ne basis. The formof the dictionary is shown
bel ow.

TcpParam :: = SET {
t cpRt 0A [0] IMPLICIT | ASStri ng,
tcpRtoParam [1] IMPLICI T SET of RtoParam
i pl D [2] IMPLICIT Counter,
tcpRtoM n [3] IMPLICIT | NTEGER OPTI ONAL,
t cpRt oMax [4] IMPLICIT | NTEGER OPTI ONAL,
tcpMaxSegSiz [5] I MPLICIT | NTEGER,
t cpMaxConn [6] IMPLICIT | NTEGER OPTI ONAL,
tcpMaxW ndow [7] IMPLICIT | NTEGER OPTI ONAL,
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OBJECT: tcpParam
Type: SET

Definition: see above.

The definition of the objects in the tcpParamdictionary are given
bel ow.

OBJECT: tcpRtOA
Type: |1A5String

Definition: The TCP retransm ssion timeout algorithmused. The
algorithmis expressed as one or nore equations to generate
a target value, "RTOQ N ", which is the retransm ssion tineout
for packet "N'. Expressions should use well understood
synmbol s such as * for nultiplication and / for division, and
parent heses to indicate precedence. Variables should begin
wi th an upper case character. Miltiple equations should be
separated by sem -colons. Coments should be in braces (i.e.,
{}). Constants should begin with a | ower case character. In
addition to "RTN]" the synbol "S[N" is defined to nean the
round-trip sample for packet N. Using this syntax, the
algorithmin RFC-793 woul d be expressed as:

RTON] = SRTT[N * beta :
SRTT[N] = ( SIN-1] * alpha) + (SRTT[N-1] * (1 - al pha))

Note: The syntax probably needs to be refined so that it can be

parsed and interpreted by a program This is left for future
st udy.

OBJECT: tcpRtoParam

Type: SET of RtoParam

Definition: The list of the values of the constants used by the
retransm ssion tineout algorithm The format of the RtoParam
structure is shown bel ow.
Rt oPar am : : = SEQUENCE {

name | A5String,
val ue Fraction
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The nane is the nanme of the constant as expressed in the
tcpRtoA (e.g., "beta").

OBJECT: iplD
Type: Counter

Definition: The next |IP packet IDidentifier to be used by the TCP
code.

ohject Status: Required if the TCP code generates its own | P
i dentifiers.

OBJECT: tcpRtoMn
Type: | NTEGCER

Definition: The mninumvalue the TCP inplenentation permts for
the retransmission tineout (RTO, neasured in milliseconds.

Note: |If the SET operation is optionally defined, access control
nmust be exerci sed.

ohject Status: Required if the inplenmentation uses the suggested
algorithmin RFC-793 or if the inplementation sets any linmits
on the m ni mum RTO

Qperations on Cbject: The defaults except as |isted bel ow
SET: Optionally defined to change the value. |Inplenmentations

should confirmthat the new value is | ess than tcpRt oMax.
OBJECT: tcpRtoMax
Type: | NTEGER

Definition: The maxi num val ue the TCP inplenentation permts for
the retransm ssion tineout (RTO, neasured in mlliseconds.

Note: |If the SET operation is optionally defined, access control
must be exerci sed.

hject Status: Required if the inplementation uses the suggested
algorithmin RFC-793 or if the inplementation sets any limts
on the maxi mum RTO

Qperations on Cbject: The defaults except as |isted bel ow
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SET: Optionally defined to change the value. |Inplenmentations
shoul d confirmthat the new value is greater than tcpRtoMax,
and that the value is large (i.e., several seconds).

OBJECT: tcpMaxSegSiz

Type: | NTEGER

Definition: The maxi num segnent size used by this inplenentation

ohject Status: Required if the entity sets an upper limt on the

MIU. (Some inpl ementati ons have no constraints, but chose an
MIU from external constraints such as the maxi mum MU of the
network interface in use.)

OBJECT: tcpMaxConn

Type: | NTEGER

Definition: An optional value, which nmust be present if the entity
has a linmt on the total nunber of TCP connections it can support.

hject Status: Required if the entity sets limts.

Note: |If the SET operation is defined, access control nust be
exerci sed.

Qperations on (bject: The defaults except as |isted bel ow
SET: Optionally defined to change the value. If the
new val ue is |l ess than the nunber of currently
open connections, inplenentations are *not* required
to cl ose existing connections, but nmay not open
any additional ones.
OBJECT: tcpMaxW ndow
Type: | NTEGER
Definition: An optional value, which nmust be present if the entity
pl aces a fixed upper linmt on the size of any connection’s TCP
wi ndow (i.e., if the maxi mum wi ndow size is not per connection
confi gurable).

ohject Status: Required if the entity sets limts.
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Note: |If the SET operation is defined, access control nust be

exer ci sed.

Qperations on Cbject: The defaults except as |isted bel ow

SET: Optionally defined to change the value. The new
| east the size of one maxi num

val ue nust be at
TCP segment .

The | pTransportLayer Dictionary: TcpVal ues/ TcpStats

The TcpStats dictionary stores general

wor ki ngs of the TCP | ayer.
bel ow.

TcpStats ::= SET {
connAttenpts
connQpened
connAccept ed
connd osed
connAborted
connAbort edl nfo
octetsln
oct et sQut
oct et sl nDup
oct et sRetrans
i nput Pkt s
retransPkts
out put Pkt s
dupPkt s

OBJECT: TcpStats
Type: SET
Definition: See above.

oj ect Status: Encouraged.

[ O]
[ 1]
[2]
[ 3]
[ 4]
[ 5]
[ 6]
[7]
[ 8]
[9]
[ 10]
[11]
[12]
[13]

$5555555%55555

e
Q0000000000000
e e e e e B e R R R

i nformation about the
The formof the dictionary is shown

Count er
Count er
Count er
Count er
Count er

OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,

Hi st ogram OPTI ONAL,

Count er
Count er
Count er
Count er
Count er
Count er
Count er
Count er

OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,

The definition of the fields in the dictionary are given bel ow

OBJECT: connAttenpts

Type: Counter
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Definition: The nunmber of connection attenpts that have been nade
fromthis host. This includes pending attenpts.

oj ect Status: Encouraged.

OBJECT: connQpened

Type: Counter

Definition: The nunber of connection attenpts fromthis host which
successfully generated an open connection. This includes

currently open connecti ons.

hj ect Status: Encouraged.

OBJECT: connAccept ed
Type: Counter

Definition: The nunber of connections accepted by |istening peers
on this entity. This includes currently open connections.

Obj ect Status: Encouraged.

OBJECT: connd osed
Type: Counter
Definition: The number of connections which were properly closed.

oj ect Status: Encouraged.

OBJECT: connAborted

Type: Counter

Definition: The nunber of connections which were aborted. Note
that if inplenentations trace how the connection was aborted,
they are encouraged to use the connAbortedl nfo histogram

hj ect Status: Encouraged.

OBJECT: connAbortedl nfo
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Type: Histogram
Definition: The number of connections which were aborted by type of
abort. The histValue is one of the codes listed below. The
hi st Count is the nunber of connections aborted for this reason.
The hi st Val ues codes are:
0 -- an abort condition not specified bel ow
1 -- renote abort
2 -- local application abort
3 -- local protocol |evel abort

oj ect Status: Useful

OBJECT: octetsln
Type: Counter

Definition: The total number of TCP octets (not including
duplicates) received at this entity.

hject Status: Required if TcpStats is inplenented.

OBJECT: octetsQut
Type: Counter

Definition: The total number of TCP octets (not including
retransm ssions) sent fromthis entity.

hject Status: Required if TcpStats is inplenmented.

OBJECT: octetslnDup
Type: Counter

Definition: The total nunmber of TCP octets received which were
dupl i cat es.

hject Status: Required if TcpStats is inplenmented.
OBJECT: octetsReTrans

Type: Counter
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Definition: The total nunber of TCP octets whi ch have been
retransm tted.

ohject Status: Required if TcpStats is inplenented.

OBJECT: inputPkts
Type: Counter

Definition: The total number of valid packets received, including
those on current connecti ons.

oj ect Status: Useful.

OBJECT: retransPkts
Type: Counter
Definition: The total nunber of packets retransmtted.

oj ect Status: Useful.

OBJECT: out put Pkts
Type: Counter
Definition: The total nunmber of packets sent.

oj ect Status: Useful.

OBJECT: dupPkts
Type: Counter

Definition: The nunmber of packets received which contained only
data al ready received.

oj ect Status: Useful.
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The | pTransport Layer Dictionary: TcpVal ues/ TcpConn

The tcpConnData field in the TcpVal ues dictionary is a set of
TcpConn, where each TcpConn contains information on a particular TCP
connection. The definition of TcpConn is shown bel ow.

TcpConn ::= SET {
| ocal Port [0] IMPLICIT | NTEGER,
| ocal Addr ess [1] IMPLICIT | pAddress,
forei gnPort [2] IMPLICIT | NTECER,
forei gnAddress [3] I MPLICIT | pAddress,
state [4] IMPLICIT | NTECER,
snduna [5] IMPLICIT | NTEGER,
sndnxt [6] IMPLICIT | NTEGER,
sndwnd [7] IMPLICIT | NTEGER,
congwnd [8] I'MPLICIT | NTECER,
rcvnxt [9] IMPLICIT | NTECER,
rcvwnd [10] I MPLICIT | NTECER,
srtt [11] IMPLICI T | NTEGER OPTI ONAL,
lastrtt [12] IMPLICIT | NTEGER OPTI ONAL,
maxSegSi ze [13] IMPLICIT | NTEGER,
oct et sSent [14] IMPLICIT Counter OPTI ONAL,
oct et sRXmi t [15] IMPLICIT Counter OPTI ONAL,
oct et sRevd [16] I MPLICIT Counter OPTI ONAL,
oct et Dups [17] IMPLICIT Counter OPTI ONAL,
oct et Past W n [18] IMPLICIT Counter OPTI ONAL,
segSi zes [19] IMPLICIT Hi stogram OPTI ONAL,

}

The set of TCP connections can be searched in a nunber of ways based
on the local and foreign addresses (including the port nunber).

I ndi vi dual val ues of a connection cannot be retrieved without a
search.

OBJECT: TcpConn

Type: SET

Definition: The per TCP connection data.

Qperations on Cbject: The defaults except as |isted bel ow

GET- MATCH:  Defined on any comnbi nati on of val ues of

| ocal Address, |ocal Port, foreignAddress and
foreignPort. Returns all connections which match
the tenplate. (For exanple, GET-MATCH on a

particul ar foreignAddress returns all connections
to that address.)
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The definitions of the fields of the tcpConn structure are given

bel ow.

OBJECT: | ocal Port

Type: | NTEGER

Definition: The local port nunber of this connection.

Qperations on Object: Defaults. Note that MATCH operators may be
applied to this object to locate information on a particular TCP
connecti on.

OBJECT: | ocal Address

Type: | pAddress

Definition: The local IP address of this connection. My be the
default | P address defined above. This value may not be valid
in certain states.

Qperations on Object: Defaults. Note that MATCH operators may be
applied to this object to locate information on a particul ar
TCP connecti on.

OBJECT: foreignPort

Type: | NTEGER

Definition: The foreign port nunber of this connection. This value
may be neaningless if the local peer is in certain states (e.g.,
LI STEN).

Qperations on Cbject: Defaults. Note that MATCH operators may be
applied to this object to locate information on a particular TCP
connecti on.

OBJECT: forei gnAddress

Type: | pAddress

Definition: The foreign |IP address of this connection. This value
may be neaningless if the local peer is in certain states (e.g.,

LI STEN).

Qperations on Cbject: Defaults. Note that MATCH operators nmay be
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applied to this object to locate information on a particul ar
TCP connecti on.

OBJECT: state

Type: | NTEGER

Definition: The current state of the local peer. The val ues
corresponding to the different states are: close(0), listen(1),
syn-sent(2), syn-received(3), established(4), close-wait(5),
fin-wait-1(6), closing(7), last-ack(8), fin-wait-2(9),
tinme-wait(10). Inplenentations nust nap internal
representations of the state into these val ues.

OBJECT: snduna

Type: | NTEGER

Definition: The SND. UNA val ue as defined in RFC 793.

OBJECT: sndnxt
Type: | NTEGER

Definition: The SND. NXT val ue as defined in RFC 793.

OBJECT: sndwnd
Type: | NTEGER

Definition: The SND. WND val ue as defined in RFC 793.

OBJECT: congwnd

Type: | NTEGER

Definition: The congestion window. This value is |ess than or
equal to sndwnd. |If less than sndwnd, then congestion
control is in effect and congwnd is the reduced send w ndow
size in use.

OBJECT: rcvnxt

Type: | NTEGER
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Definition: The RCV.NXT value as defined in RFC 793.

OBJECT: rcvwnd
Type: | NTEGER

Definition: The RCV.W\D val ue as defined in RFC 793.

OBJECT: srtt

Type: | NTEGER

Definition: The snoothed round-trip tinme in mlliseconds.

oject Status: Required if the inplenentation nmaintains a snoothed
round-trip tinmne.

OBJECT: lastrtt

Type: | NTEGER

Definition: The last round-trip tine sanple taken in milliseconds.

hj ect Status: Encouraged.

OBJECT: nmaxSegSi ze

Type: | NTEGER

Definition: The maxi num segnent size that can be used on this
connecti on.

OBJECT: oct et sSent

Type: Counter

Definition: The total number of octets transmitted since the
connection was opened, not including retransnissions. Can
alternatively be thought of as the current length of the

stream

oj ect Status: Encouraged.
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OBJECT: octetsRXmt

Type: Counter

Definition: The total nunber of octets retransmtted since the
connecti on was opened. This plus octetsSent should give the
total nunber of octets sent.

hj ect Status: Encouraged.

OBJECT: octetsRcvd

Type: Counter

Definition: The nunber of octets received since the connection was
opened, not including duplicates received. The receiver’'s
versi on of octetsSent.

hj ect Status: Encouraged.

OBJECT: oct et Dups

Type: Counter

Definition: The total nunber of octets received since the
connecti on was opened which were redundant (i.e., they had been
previously received).

Obj ect Status: Encouraged.

OBJECT: octetPastWn
Type: Counter

Definition: The number of segnments which contained data beyond
the upper edge of the receive w ndow.

oj ect Status: Encouraged

OBJECT: segSi zes
Type: Hi stogram

Definition: A histogramof the sizes of the packets sent on the
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The

connection (useful for catching cases of silly-w ndow syndrone).
This histogramis an range hi stogram neasuring the number of
segnents whose size fell into a give range. The histogram

hi st Value field contains a segnent size, and the hi st Count
field contains the nunber of segnents between this size and

the next |argest size.

oj ect Status: Useful.
| pTransport Layer Dictionary: EgpVal ues
The EgpVal ues dictionary stores information about the workings of
the Exterior Gateway Protocol, defined in RFC-904. The format of
the dictionary is shown bel ow.
EgpVal ues ::= SET {
egpState [0] IMPLICIT | NTEGER,
[1] IMPLICI T EgpParam

[2] IMPLICIT EgpStats OPTI ONAL,
egpPeerData [3] IMPLICIT SET of EgpPeer

}
OBJECT: EgpVal ues
Type: SET
Definition: See above.
Obj ect Status: Required in entities which support EGP.
The definitions of the subdictionaries of this dictionary are given
bel ow.
OBJECT: egpState
Type: | NTEGER
Definition: The state of the EGP system The state val ues are:
Idle
-- Acquisition

Down
- Up

-- Cease

APOWONEFELO
1
1

These values are taken directly from RFC 904.
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The | pTransportLayer Dictionary: EgpVal ues/ EgpParam

The EgpParam di ctionary stores the various EGP paraneters. The
format of the dictionary is shown bel ow.

EgpParam :: = SET {
pl [0] IMPLICIT | NTEGER,
p2 [1] IMPLICIT | NTEGER,
p3 [2] IMPLICIT | NTEGER,
p4 [3] IMPLICIT | NTEGER,
p5 [4] IMPLICIT | NTEGER,
iplD [5] IMPLICIT Counter OPTI ONAL

OBJECT: EgpParam

Type: SET

Definition: See above.

The definition of the fields of the dictionary are given below. All
the definitions are taken from RFC 904.

OBJECT: pl

Type: | NTEGER

Definition: Mnimuminterval acceptable between successive Hello
commands received.

Qperations on Cbject: The defaults except as noted bel ow.

SET: The set command is optionally defined on this object.
OBJECT: p2
Type: | NTEGER

Definition: Mnimuminterval acceptable between successive Poll
commands recei ved.

Qperations on Cbject: The defaults except as noted bel ow

SET: The set command is optionally defined on this object.

OBJECT: p3
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Type: | NTEGER

Definition: Interval between Request or Cease command
retransm ssi ons.

Qperations on Cbject: The defaults except as noted bel ow

SET: The set command is optionally defined on this object.

OBJECT: p4
Type: | NTEGER

Definition: Interval during which state variables are maintained in
the absence of conmmands or response in the Down and Up states.

Qperations on Cbject: The defaults except as noted bel ow

SET: The set command is optionally defined on this object.

OBJECT: p5

Type: | NTEGER

Definition: Interval during which state variables are maintained in
the absence of commands or response in the Acquisition and Cease
states.

Operations on Cbject: The defaults except as noted bel ow

SET: The set command is optionally defined on this object.

OBJECT: iplD
Type: Counter

Definition: The next |IP packet IDidentifier to be used by the EGP
code.

hject Status: Required if the EGP code generates its own |IP

identifiers.

The | pTransportlLayer Dictionary: EgpVal ues/ EgpStats
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The EgpStats dictionary keeps statistics about the use of EGP on
this entity. The formof the dictionary is shown bel ow

EgpStats ::= SET {

i nput Pkt Count [1] IMPLICIT Counter,

i nput Pkt Errors [2] IMPLICIT Counter,

i nput Pkt Types [3] IMPLICIT Hi stogram OPTI ONAL,

out put Pkt Count [4] IMPLICIT Counter,

out put Pkt Errors [5] IMPLICI T Counter,

out put Pkt Types [6] I MPLICI T Hi st ogram OPTI ONAL,
egpTraffic [7] IMPLICIT TraffichMatrix OPTI ONAL

OBJECT: EgpStats
Type: SET

Definition: See above.

The definitions of the objects in this dictionary are given bel ow

OBJECT: i nput Pkt Count

Type: Counter

Definition: The nunber of EGP packets received including those that
proved to be in error.

OBJECT: inputPktErrors

Type: Counter

Definition: The nunmber of EGP packets received which proved to be
in error. This value subtracted frominput Pkt Count should give
the nunber of valid EGP packets received.

OBJECT: i nput Pkt Types

Type: Histogram

Definition: A histogram of types of valid EGP nessages received.

The hi stogram hi stValue field contains the nessage type nunber,
and the histCount field contains the nunber of nessages of
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this type which have been received.

hj ect Status: Useful

OBJECT:  out put Pkt Count
Type: Counter

Definition: The total nunmber of EGP packets that the entity
attenpted to send (including those that failed due to | ack of
buffers, a missing route or other transient transnission
probl ens) .

OBJECT: output Pkt Errors
Type: Counter

Definition: The nunmber of EGP packets which the entity could not
send due to transnission problens such as the | ack of buffers,
a mssing route or other transient transm ssion problens.
This value is not required to include errors which the EGP
| ayer could not reasonably be expected to detect such as
damage to the packet in transit. Subtracting this value from
t he out put Pkt Count field should give the nunmber of EGP packets
the entity believes it successfully sent.

OBJECT: out put Pkt Types

Type: Hi stogram

Definition: A histogram of EGP messages types sent, including those
that later failed to be transmtted. The histogram histVal ue
field contains the nessage type nunber, and the histCount field

contai ns the nunber of nmessages of this type which have been sent.

hj ect Status: Useful

OBJECT: egpTraffic
Type: TrafficMatrix
Definition: Al EGP traffic which has originated on this machine.

The source address in the traffic matrix should be the interface
fromwhi ch the packet was sent. The destination is the address
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to which the packet is to finally be delivered (not an
i nt ermedi at e hop).

oj ect Status: Useful.

The | pTransportLayer Dictionary: EgpVal ues/ EgpPeer

The egpPeerData field of the EgpVal ues dictionary is a set of
EgpPeer structures which contain the state variables for a
particul ar EGP nei ghbor. The form of the EgpPeer structure is shown

bel ow.

EgpPeer ::= SET {
r [0] IMPLICIT Counter,
S [1] IMPLICIT Counter,
tl [2] IMPLICIT | NTEGER,
t2 [3] IMPLICIT | NTEGER,
t3 [4] IMPLICIT | NTEGER,
m [5] I MPLICI T BOOLEAN,
timerl [6] IMPLICIT | NTEGER,
timer2 [7] IMPLICIT | NTEGER,
timer3 [8] IMPLICIT | NTEGER,
addr [9] IMPLICIT | pAddress

}

OBJECT: EgpPeer
Type: SET
Definition: The state information for a given EGP nei ghbor.

The definition of each field is given bel ow

OBJECT: r
Type: Counter

Definition: The receive sequence nunber as defined in RFC 904.

OBJECT: s
Type: Counter

Definition: The send sequence nunber as defined in RFC 904.
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OBJECT: t1
Type: | NTEGER

Definition: The interval between Hello command retransm ssions as
defined in RFCG 904.

OBJECT: t2
Type: | NTEGER

Definition: The interval between Poll conmand retransm ssions as
defined in RFC 904.

OBJECT: t3
Type: | NTEGER

Definition: The interval during which nei ghbor-reachability
i ndi cations are counted, as defined in RFC 904.

OBJECT: m
Type: BOOLEAN

Definition: The Hello Polling node. True if in active node, false
if in passive node.

Qperations on CObject: The defaults except as noted bel ow.
SET: Optionally defined to change the Hell o Polling node.

OBJECT: tinerl

Type: | NTEGER

Definition: The value of tinmer 1 as defined in RFC 904.

OBJECT: tiner2
Type: | NTEGER

Definition: The value of tinmer 2 as defined in RFC 904.

OBJECT: tiner3
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The

The

Type: | NTEGER

Definition: The value of tinmer 3 as defined in RFC 904.

OBJECT: addr
Type: | pAddress
Definition: The |IP address of the nei ghbor.
| pTransportLayer Dictionary: UdpVal ues
The UdpVal ues dictionary stores all information on the User Datagram
Protocol, defined in RFC-768. The format of the dictionary is shown
bel ow.

UdpVal ues ::= [17] IMPLICIT SET OPTI ONAL {

ipl D [0] IMPLICIT Counter OPTI ONAL,

[1] IMPLICIT UdpSt ats,
udpPortData [2] I MPLICIT SET of udpPort

}
OBJECT: UdpVal ues

Type: SET
Definition: See above.

Obj ect Status: Inplenmentation of this dictionary is required if
the entity supports UDP.

The fields of this dictionary are given bel ow
OBJECT: iplD
Type: Counter

Definition: The next |IP packet IDidentifier to be used by the UDP
code.

hject Status: Required if the UDP code generates its own | P
i dentifiers.
| pTransportLayer Dictionary: UdpVal ues/ UdpSt ats

The UdpStats dictionary stores general information about the
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behavi or of the UDP protocol on the entity. The format of the
dictionary is shown bel ow.

UdpStats ::= SET {
i nput Pkt s [0] IMPLICIT Counter,
i nput Pkt Errors [1] IMPLICI T Counter,
out put Pkt s [2] IMPLICIT Counter,
}

OBJECT: UdpStats

Type: SET

Definition: See above.

oj ect Status: Encouraged.

The fields in this dictionary are defined bel ow.

OBJECT: inputPkts
Type: Counter

Definition: The total nunber of UDP packets received at this entity
i ncluding any errors.

object Status: Required if the UdpStats dictionary is inplenented.

OBJECT: inputPktsErrors

Type: Counter

Definition: The nunber of UDP packets which could not be delivered
because of format errors, data corruption or because there was no
application at the destination port.

hject Status: Required if the UdpStats dictionary is inplemented.

OBJECT: out put Pkts
Type: Counter
Definition: The total nunmber of UDP segnents sent fromthis entity.

hject Status: Required if the UdpStats dictionary is inplenented.
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The | pTransport Layer Dictionary: UdpVal ues/ udpPort Dat a

The udpPortData structure stores information about individual UDP

applications. The udpPortData is represented as a set of records,

udpPorts, which track the behavior of individual ports. The fornat
of both structures are shown bel ow.

udpPor t Dat a [1] IMPLICIT SET of UdpPort

UdpPort ::= [0] IMPLICIT SET {
| ocal Addr ess [0] IMPLICIT | pAddress,
| ocal Port [1] IMPLIC T | NTEGER,
f orei gnAddr ess [2] IMPLICIT | pAddress OPTI ONAL,
forei gnPort [3] IMPLICIT | NTEGER OPTI ONAL,
maxPkt Si ze [4] IMPLICIT | NTEGER,
pkt sRevd [5] IMPLICIT Counter,
oct et Revd [6] IMPLICIT Counter OPTI ONAL,
pkt sSent [7] IMPLICIT Counter,
oct et Sent [8] IMPLICIT Counter OPTI ONAL,
}

OBJECT: udpPort Dat a
Type: SET of udpPort

Definition: See above.

OBJECT: UdpPort
Type: SET
Definition: See above.
Qperations on Object: The defaults except as noted bel ow.
GET- MATCH. Defined on any comnbi nati on of the val ues of
| ocal Address, |ocal Port, foreignAddress and foreignPort.
Returns all ports which match the tenplate.
The neaning of the individual fields of the udpPort record are given
bel ow.

OBJECT: | ocal Address

Type: | pAddress
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Definition: The local |IP address of the port. My be the default
I P address if records are accepted fromany interface.

OBJECT: | ocal Port

Type: | NTEGER

Definition: The |ocal port nunber.

OBJECT: forei gnAddress
Type: | pAddress

Definition: Sone UDP inplenentations permt applications to specify

the renote address from which packets will be accepted. In such
i npl ementations, this field may be used to return the remote IP
address. If this value is set to the default |IP address, then

packets from any host are accepted. The default |IP address
indicates that the application has not specified the renmote
address (but could if it chose).

ohject Status: Required in entities which permt applications to
specify the renote address.

OBJECT: foreignPort

Type: | NTEGER

Definition: Sonme UDP inplementations permt applications to specify

the renote address from which packets will be accepted. In such
i npl ementations, this field nmay be used to return the renote
port. If this value is set to 0, packets fromany renote port

are accept ed.

hject Status: Required in entities which permt applications to
specify the renote port.

OBJECT: maxPkt Si ze
Type: | NTEGER

Definition: The maxi num UDP packet size, if any, supported by this
host .

hject Status: Required if thereis alinmt on the UDP packet size.
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OBJECT: pktsRcvd

Type: Counter

Definition: The total nunber of packets received on this port during
the lifetime of this application (i.e., application which opened
this port).

OBJECT: octetsRcvd

Type: Counter

Definition: The total nunmber of octets received at this port.

OBJECT: pktsSent
Type: Counter
Definition: The total nunmber of packets sent on this port during the
lifetime of this application (i.e., the application which opened
this port).
OBJECT: oct et sSent
Type: Counter
Definition: The total nunmber of octets sent on this port during the
lifetime of this application (i.e., the application which opened
this port).
The | pTransportLayer Dictionary: HnpVal ues
The HmpVal ues dictionary stores all information on the Host
Moni toring Protocol, defined in RFC-869. Since HEMS is designed to
replace HW, the definition of this dictionary has been deferred
until a clear need for it is denpnstrated.
The | pTransport Layer Dictionary: RdpVal ues
The RdpVal ues dictionary stores all information on the Reliable
Data Protocol (RDP). Since RDP is currently being tested and

revised, the definition of this dictionary is left for further
st udy.
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The | pTransportLayer Dictionary: NetbltVal ues

The NetbltValues dictionary stores all information on the Network
Bl ock Transfer protocol. Since Nethlt is currently being tested
and revised, the definition of this dictionary is left for further
st udy.

The 1 pApplications Dictionary

The | pApplications dictionary stores information about networking
appl i cati ons whose operations nay affect the proper operation of
the network. Exanples of such applications mght be domain
naneservers or distributed routing agents (such as gated or
routed). The definition of this dictionary is left for further
st udy.

NOTES ON RETRI EVAL OF OBJECTS

It is assuned in this systemthat the query processor is only one
of many concurrently running processes on an entity, and that the
operations of the other processes may affect the val ues of the

obj ects managed by the query processor. To permt this
concurrency, the query processor is not required to keep the val ues
frozen during the execution of a query. As a result, related

val ues may change during the course of the query’s execution
Applications should be prepared for this possibility.

In several places, specific mathematical relations between objects
have been specified, for exanple, that object X minus object Y
shoul d yield some well-defined value. Note that in many cases,
objects X and Y are roll-over counters, in which case these
relations are only valid nodulo the precision of the counter. This
is acceptable. The relationships are only intended to clarify the
associ ati on between objects.

EVENTS

In the renmai nder of this meno we present the format and definition
of event messages which are unsolicited updates sent fromentities
t o managenent centers.

This section needs nuch further work. The authors provide this
section to illustrate how the trap nechani smworks. However, mnuch
nore research nmust be done into the questions of what events need
to be reported, and what information they nust carry with them
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before this section can be conpleted. The authors wel cone any
advice fromthe community on this subject.

Format of Event Messages

Event messages have the sane format as replies; they are a sequence
of objects. The only difference between a event message and a
regular reply to a query is that the event nessage is |abelled as a
event in the HEMP nessage header and the first object in the event
nmessage i s a special event |eader describing the event. Al

objects after the event nessage are standard objects stored by the
entity which mght be useful to a nonitoring center in
under st andi ng the machi ne state whi ch caused the event. Each event
has a certain nunber of objects that it nmust return. Additiona

obj ects may be returned by |oading instructions into the

event Execution buffer of the relevant eventEntry.

The format of the event | eader is shown bel ow

Event Leader ::= [ APPLI CATI ON 1024] | MPLICI T SEQUENCE ({
event Code | NTEGER
event | ndex | NTEGER
event Threshol d | NTEGER
event Ti me Ti meSt anp,
event Descr | A5STRI NG

The event Code is a nunmber which indicates the type of event. The
event Codes are defined bel ow

The eventindex is an inplenmentation specific value. It is
consi dered good practice to make sure that a particular event is
only generated in one place. It may be the case that certain HEVS

generic events (for exanple, "no buffer space") nay be generated by
more than one place in an entity's code. To allow inplenentors and
net wor k managers to determ ne where the event is actually being
generated, inplenmentors should make sure that a distinct eventlndex
is assigned to each location in the code that generates a
particul ar event.

The event Threshold is the value of the event threshold when the
event was sent.

The eventTi ne indicates when the trap was generated.

The eventDescr is a text string which describes the event. This
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description should explain the general problem (e.g., "no buffer
space") and may al so, optionally, include additional informtion
about why this particular event was generated (e.g., "could not

send ICVWP redirect").

Event Definitions
The remai nder of this nenp presents a few generic events, which are
presented for illustration only. |Inplenmentors interested in
supporting events should contact the authors to help work out a
nmore conprehensive set of definitions.
The format of the event definitions is:
EVENT CODE: The event code nunber.
Definition: Defines the event.
Rel ated Objects: The list of related objects which *nust* be
returned followi ng the event header. Al objects should be
returned as fully qualified objects (with ASN. 1 codes tracing
a conplete path fromthe root object dictionary). If no
obj ects are specified, then no rel ated objects are required.
Event Status: Events are either required of all conformn ng
i npl ementations, required if the entity supports a
particular feature (e.g., TCP events) or optional

Not es: Any additional notes about the event.

Li st of Events

The next few event codes are for system (as opposed to nore
network oriented) events.
EVENT CODE: O

Definition: Unused

EVENT CODE: 1
Definition: The entity has rebooted.

Rel at ed Obj ect s: An | NTEGER whi ch is the highest HEMP
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messagel D reached by the trap system before the system
crashed.
EVENT CODE: 2

Definition: The entity is about to go into test node.

EVENT CODE: 3

Definition: The entity is about to reset.

EVENT CODE: 4

Definition: The entity is about to reboot.

EVENT CODE: 5

Definition: The entity is about to halt.

EVENT CODE: 6

Definition: The systemis close to depleting its packet buffer
space.

Event Status: optiona

EVENT CODE: 7

Definition: The systemhas depleted its packet buffer space.

EVENT CCDE: 8
Definition: The system has depl eted a non-packet buffer space.

Note: The two trap codes above do not deal neatly with
systens which have nmultiple buffer pools, each of which
may be depl eted separately, with very different effects
on the entity.

The next set of event codes apply to events related to network
i nterfaces.
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EVENT CCODE: 1024
Definition: The given interface has just cone up.

Rel ated Objects: The InterfaceData structure for the
i nterface.

EVENT CODE: 1025
Definition: The given interface has just been taken down.

Rel ated Objects: The InterfaceData structure for the
i nterface.

EVENT CODE: 1026
Definition: The given interface has just gone into test node.

Rel ated Objects: The InterfaceData structure for the
interface.

The next set of event codes are used to report |P-level errors.

EVENT CODE: 2048

Definition: Unable to route |IP packet.

EVENT CODE: 2049

Definition: Bad | P checksum

EVENT CCODE: 2050

Definition: An IP packet with a bad header was received (for
exanple, with a broadcast or nmulticast |IP address as the
source, or the wong IP version nunber, or a header |ength
which is too short).

Rel ated Objects: Should return the I P header of the packet.
Note that an | P header type has not yet been defi ned.

EVENT CODE: 2051

Definition: Packet for unsupported IP transport protocol.
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Rel ated Objects: Should return the I P header of the packet.
Note that an | P header type has not yet been defi ned.
EVENT CCODE: 2052

Definition: A stunted |IP packet was received (smaller than
the IP length says it should be).

Rel ated Objects: Should return the |IP header of the packet.
Note that an | P header type has not yet been defi ned.
EVENT CODE: 2053

Definition: An oversize |P packet was received (larger than
the IP length says it should be).

Rel ated Objects: Should return the I P header of the packet.
Note that an | P header type has not yet been defi ned.
EVENT CODE: 2054

Definition: A good |IP packet was discarded (usually to free
up buffer space).

Rel ated Objects: Should return the | P header of the packet.
Note that an | P header type has not yet been defi ned.

EVENT CODE: 2055

Definition: An IP packet’s tinme-to-live as expired.

Rel ated Objects: Should return the I P header of the packet.
Note that an | P header type has not yet been defi ned.

EVENT CODE: 2056

Definition: This IP fragnment has tined out.

Rel ated Objects: Should return the header of the fragnent.
Note that an | P header type has not yet been defi ned.
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AREAS FOR FURTHER STUDY

There are several parts of this docunment that could use additiona
study. Comments fromreaders are wel cone.

The whol e event system needs thorough examination. It is not clear
that the event control mechani smstrikes the proper bal ance between
sufficient flexibility to allow nonitoring centers to custom ze
their event stream and keeping the basic nechani sm sinple.

Further, the problem of defining generic events for all entities is
an inmmense task. Finally, the system of appendi ng required val ues
after traps, followed by optional values read fromthe data tree
feels a bit cunbersome. It would be nice if all values were in the
same data space

Several readers have suggested it might make nore sense to keep TCP
connection paranmeters on a per-connection basis rather than
gl obal I y.

The nethod for specifying the TCP round-trip time al gorithm needs
to be refined. The expression syntax should be sufficiently
general that all round-trip-tine-related algorithns (e.g., those
for tinme or routing protocols) can be expressed in it.

Miuch nore research could be done into what informati on needs to be
gathered to effectively nonitor a network.
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