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Abst ract

Thi s docunent specifies a microTap segnent that can be used to
instruct a transit node to make a copy of a segment-routed packet and
deliver it to a specified node for the purpose of network nonitoring,
troubl e shooting, or lawful intercept.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 August 2026.
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1. Introduction

Net wor k operators may for various reasons benefit fromthe ability to
tap packets at strategic |locations within their respective networks.
Segment routing [ RFC8402] technology offers the ability to both
simplify and inprove the operational experience of deploying targeted
packet tapping.

The tapping can be only for sone random packets for nonitoring
pur poses, so we use the termmicroTap and tap interchangeably in this
docunent .

The introduction and strategic placement within a SID-list of one or
nmore mcroTap SIDs can signal the desire to tap traffic at targeted
points within the network w thout the need for explicit configuration
on those nodes.

Consi der an SR network in the followi ng exanple diagram where traffic
is steered along sone paths by using a SID-list in the packets. For
net wor k debuggi ng/ noni tori ng purposes, the operator nmay at any tine
want for a certain node (e.g., R2 or R3) in the network to tap a copy
of a packet to a nonitor (e.g. connected to R6), while continue to
forward the original packet along its path to the destination

--R5---R6---noni tor

/ /
/ /
src---Rl---R2---R3---R4---dst
N N
m croTap node 1 m croTap node 2
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To make it very flexible and precise on specifying which packets to
tap on what node and avoid the need to configure filters on the

m croTap node, a mcroTap SID can be inserted to the SID-list after a
Node-SID (for the m croTap node) or an Adjacency-SID (that leads to
the microTap node). Wien the mcroTap SID becones the current active
SI D, the node does the follow ng:

* Replicate the packet, and send the copy to the renote nonitor

* Pop the microTap SID off the original packet and continue
forwar di ng

There could be multiple nonitors. A microTap SIDis associated with
a particular nonitor (vs. a mcroTap node). In the above exanpl e,
there could be another nonitor attached to R5. 1In that case, there
woul d be two microTap SIDs - one for the nonitor attached at R5 (say
m croTap SID S5) and one for the nonitor attached at R6 (say microTap
SID S6).

The nonitor could be a separate server attached to an interface on RS
or R6, or could be an internal service entity on R5 or R6 (which can

be viewed as connected via an internal interface). How that is done

is outside the scope of this docunent.

If S5 becones the active SIDin a packet arriving at R2, R2 will tap
the packet to R5, by imposing R5's node SID | abel on top of S5. When
the tapped copy arrives at R5, R5 knows that the packet should be
sent to the internal or external nonitor (because S5, which R5
advertises, becones the active SID). Simlarly, if S6 becones the
active SIDin a packet arriving at R3, R3 will tap the packet to R6,
by inmposing R6’s node SID | abel on top of S6. In case of SRv6, a
separate | Pv6 header is used to send the packet to the router to
which the nmonitor is attached.

It is possible that a nonitor node itself nmay be on the path of a
packet and need to do a tap. This is referred to as |ocal tapping
and a separate | ocal microTapping SID is needed - a packet with that
m croTapping SID active is tapped to a local nonitor. For

compari son, when a packet was tapped by anot her node and the tapped
copy arrives on the nontior node, it is sinply forwarded but not
tapped to the nonitor.

A mcroTap SID is advertised by the router that hosts the nonitor

It should only become the active SID in a packet arriving at the
desired mcroTap node or the advertising/ owni ng node. A node
supporting mcroTap functionality advertises its ability to do so, so
that incapable nodes will never see a microTap SID as the active SID
in a packet.
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The SID-list may contain nultiple mcroTap SIDs that nay or may not
be adjacent in the list. For nonadjacent microTap SIDs, different
nodes will tap to the same or different nonitors (depending on the
val ue of mcroTap SIDs). For adjacent microTap SIDs in the |ist,
they are likely for different nonitors - for the "continue
forwardi ng" part of the first mcroTap SID, the second microTap SID
becomes active segnent, |eading to the second microTap operation

Speci fication
1. SR-MPLS Signaling

A node (e.g. R2/R3) supporting nmicroTap function advertise its
capability to other nodes.

A node (e.g. R5/R6) hosting a nonitor is provisioned with a mcroTap
SID allocated fromthe SRG. The microTap SID is advertised to other
nodes.

A mcroTap SID MIST be associated with only one specific nonitor.

If the sanme microTap SID value is advertised by nore than one node,
it MJST be treated by a receiving node as an error and ignored, and
MUST NOT be used in the SIDList of a packet.

SRv6 rel ated signaling details will be added in future revisions.
1.1. GCSPF Signaling

Thi s docunent defines a new TLV for the advertisenment of a nicroTap
SID (froma node hosting a nmonitor) and an existing TLV is | everged
for the advertisement of tapping capability (froma mcroTap node).
1.1.1. MecroTap-SID TLV

The nmicroTap SID is advertised in a newWly defined McroTap-SI D Sub-

TLV that mmcs the Prefix SID Sub-TLV as defined in Section 5 of
[ RFC8665] :
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
e s o i T e e ik ik I R SR S S
| FI ags | Reserved | MT- 1 D | Al gorithm |
i e e e e T o i e o it N N R S S R S
| SI DY | ndex/ Label |
B i s T T i i o S o T Ji I

wher e:
Type: To be assigned by | ANA
Length: 7 or 8 octets depending on the size of SID (see bel ow).
Flags: Single-octet field. Currently no flags are defined.

Reserved: SHOULD be set to O on transm ssion and MJST be ignored
on reception

MI-1D:  Multi-Topology ID (as defined in [ RFC4915])

Algorithm Single octet identifying the algorithmthe Prefix-SID
is associated with as defined in Section 3.1

A router receiving a Prefix-SID froma renote node and with an
al gorithmval ue that the renote node has not advertised in the
SR- Al gorithm TLV (Section 3.1) MJST ignhore the Prefix-SID Sub-
TLV.

SI DI ndex/ Label :  Currently a 4-octet index defining the offset
in the Segnent Routing d obal Block (SRGB) advertised by
this router. In the future the flags field may change
the definition of this definition of this field.

The M croTap-SI D Sub-TLV MAY appear where a Prefix-SID Sub-TLV is
i ncluded to advertises a node SID.

2.1.1.2. McroTap Capability
Anewflag T in the Flags field of the Prefix/Adjacency-SID Sub-TLV

indicates that a McroTap SIDis allowed to foll ow the prefix/
adj acency SID in a packet:

Zhang, et al. Expi res 11 August 2026 [ Page 6]



I nternet-Draft m croTap segnent February 2026

0 1 2 3 4 5 6 7
e

N e e

e S S e e

2.1.2. 1SIS Signaling

ISIS signaling is simlar to OSPF, as specified in the foll ow ng
sections.

2.1.2.1. McroTap-SID

The nmicroTap SID is advertised in a newWy defined McroTap-SI D Sub-
TLV that mmcs the Prefix SID Sub-TLV as defined in Section 2.1 of

[ RFC8667] :
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | Al gorithm |
i i i T i I S i e s o o i i
| SI Y | ndex/ Label (vari abl e) |
R et e s i o e s i i

wher e:
Type: To be assigned by | ANA
Length: 5 or 6 depending on the size of the SID (described bel ow)
Fl ags: l-octet field. Currently no flags are defined.

Algorithm the router may use various algorithns when cal cul ating
reachability to other nodes or to prefixes attached to these
nodes. Algorithmidentifiers are defined in Section 3. 2.

Exanmpl es of these algorithns are nmetric-based Shortest Path
First (SPF), various sorts of Constrained SPF, etc. The
Algorithmfield of the Prefix-SID contains the identifier of
the algorithmthe router uses to conpute the reachability of
the prefix to which the Prefix-SID is associated.

At origination, the Prefix-SID Algorithmfield MIST be set to O
or any value advertised in the SR-Al gorithm sub-TLV.

A router receiving a Prefix-SID froma renote node and with an
al gorithm value that such renote node has not advertised in the
SR- Al gori thm sub-TLV MJST ignore the Prefix-SID

sub- TLV.

SID I ndex/Label : : Currently a 4-octet index defining the offset
in the Segnent Routing d obal Block (SRGB) advertised by
his router. In the future the flags field may change
the definition of this definition of this field.

The M croTap-SI D Sub- TLV MAY appear where a Prefix-SID Sub-TLV is
included to advertises a node SID

2.1.2.2. Tapping Capability
Simlar to OSPF, a newflag T in the Flags field of the Prefix/

Adj acency- SI D Sub-TLV indicates that a McroTap SIDis allowed to
follow the prefix/adjacency SID in a packet:
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0 1 2 3 4 5 6 7
e

N e e

T T i S S
2.1.3. BGP Signaling
2.1.3.1. McroTap-SID

A new McroTap-SID TLV is defined to advertise a mcroTap SID. It
has the sane encoding as the Label -1 ndex TLV except with a different
type. The following is copied verbatimfrom [ RFC8669]:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | RESERVED |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Fl ags | Label | ndex |
i T s i o S i i S R I S I S S S M
| Label | ndex |
B i S S ik s S N S S

wher e:
Type: To be assigned by | ANA

Length: 7, the total length in octets of the value portion of the
TLV.

RESERVED: 8-bit field. |t MJST be clear on transm ssion and MJST
be ignored on reception.

Flags: 16 bits of flags. None are defined by this docunment. The
Flags field MUST be clear on transnission and MJST be ignored
on reception.

Label 1ndex: 32-bit value representing the index value in the
SRGB space.

A McroTap-SID TLV MAY be included in the BGP Prefix-SID attribute.

Zhang, et al. Expi res 11 August 2026 [ Page 9]



I nternet-Draft m croTap segnent February 2026

2.1.3.2. Tapping Capability

A’'T flag is defined for the existing Originator SRGB TLV' s Fl ags
field to indicate that the originator supports m croTappi ng
functionality. Exact bit position for the flag is to be assigned by
| ANA and registered in the "BGP Prefix-SID Originator SRGB TLV Fl ags"
registry

2.2. Controller Signaling

A controller needs to know about the nodes (e.g. R2/R3) that support
tappi ng function, and the nodes (e.g. R5/R6) hosting a nonitor &
relavant microTap SID. This information is advertised to the
controller by the link-state routing protocols (I1SI'S and OSPF) or
BGP-LS. The signaling for OSPF and | SIS has been covered in the
previ ous sections of this docunent. This section covers signaling
for BGP-LS and PCEP.

2.2.1. BGP-LS
Thi s docunent defines a new TLV for the advertisement of a microTap
SID (froma node hosting a nonitor) and an existing TLV is | everged
for the advertisenment of tapping capability (froma mcroTap node).
2.2.1.1. McroTap SID
The microTap SIDis advertised in a newWy defined McroTap-SID TLV

that mmecs the Prefix SID TLV as defined in Section 2.3.1 of
[ RFCO085] :
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
i I i S s S i S S it e
| Fl ags | Algorithm | Reserved |
I i i I S i i i S S S
| SI DY I ndex/ Label (vari abl e) /1
B i s T T i i o S o T Ji I

Wher e:
Type: To be assigned by | ANA

Length: Variable. 7 or 8 octets depending on the | abel or index
encodi ng of the SID.

Fl ags: 1l-octet value that should be set as:
* 1S 1S McroTap-SID flags as defined in Section 2.1.2. 1.
* OSPFv2 McroTap-SID flags as defined in Section 2.1.1. 1.
*  OSPFv3 McroTap-SID flags as defined in Section 2.1.1. 1.

Algorithm 1-octet value identifies the algorithm The semantics of
the algorithmare described in Section 3.1.1 of {{RFC8402}}.

Reserved: 2 octets that MJST be set to 0 and ignored on receipt.
SI DY | ndex/ Label :
IS-1S: Label or index value as defined in Section 2.1.2.1.
OSPFv2: Label or index value as defined in Section 2.1.1.1.
OSPFv3: Label or index value as defined in Section 2.1.1.1.
The Flags and, as an extension, the SID/Index/Label fields of this
TLV are interpreted according to the respective underlying IS-1S,
OSPFv2, or OSPFv3 protocol. The Protocol-1D of the BGP-LS Prefix
NLRI is used to deternine the underlying protocol specification for

parsing these fields.

The M croTap-SI D TLV MAY appear where a Prefix-SID TLV advertises a
node SI D.
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2.2.1.2. Tapping Capability

The Flags of Prefix/Adjacency-SID TLV are interpreted according to
the respective underlying | GP specification. The newflag T in the
Flags field of the Prefix/Adjacency-SID TLV indicates that a McroTap
SIDis allowed to foll ow the prefix/adjacency SIDin a packet.

2.2.2. PCEP

An SR-TE path consists of one or nore SIDs and nmay contain one or
nmore mcroTap SIDs. The SR-TE path information is exchanged between
the PCE and PCC in ERO and RRO subobjects. The SR-ERO subobject and
SR- RRO subobj ect defined in [ RFC8664] are used to carry a SI D which
can be a microTap SID

2.3. Procedures

The node hosting a nmonitor treats a nmicroTap SID that it advertises
as an adjacency SID. In other words, it sets up its forwarding state
for the mcroTap SID such that packets with the mcroTap SID as
current active SIDw Il be sent to the nonitor (after popping the
mcroTap SID). It is the responsibility of the nonitor to parse the
packet (including the remaining SIDIlist).

A node supporting mcroTap functionality sets up its forwarding state
for each mcroTap SID that it receives, such that packets with the
m croTap SID as current active SID are processed as foll ow ng:

* NMake a copy and send it to the advertising node of the microTap
SID. In case of SR-MPLS, this is done by inposing the advertising
node’s node SID (optionally after inposing the node SID of the
m croTap node so that the nmonitor knows the nicroTap node). In
case of SRv6, this is done by inmposing an outer |Pv6 encapsul ation
with the destination address being the advertising node’'s address.

* Forward the original packet after popping the nmicroTap SID

If a node does not support microtapping but does recognize the

m crotap SID signaling, the forwardi ng behavior for the SIDis sinply
pop on that node. This is to safeguard the situation in case the
node recei ved a packet with the active SID being a mcrotap SID.

The ingress node may add microTap SIDs to the SID-list of a packet

based on its nonitoring/debuggi ng needs or based on SR policies
programed froma controller.
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A microTap SID MJUST not be placed in the SID-list after a node or

adj acency SID that is for or leads to a node that does not advertise
m croTap capability. Oherw se, the packet with that SID-list wll
be di scarded by the node.

In case of SRv6, the nmicroTap SID and its precedi ng node SID MAY be
merged into a single IPv6 address in SRH the locator part identifies
the mcroTap SID and the function part is the 3-octet or 4-octet

m croTap SID.

2.3.1. Optional |OM header

As replicated packets traverse the network fromthe mcrotap node to
the monitor nodes, packet |oss, packet reordering and buffering can
occur. To allow packet anal ysis equi pnment that receives these
replicated packets to accurately analyze the replicated packet fl ow,
additional information is needed in the replicated packet header to
recreate the original conditions of the flow

RFC9197] defines a header with data fields well suited for this
purpose. |1QAMincludes timestanp data, indicating the arrival time
the replicated packet was received at the mcrotap node. This

ti mestanp can be used to reproduce accurate inter-packet gaps during
packet analysis. |QOAM al so includes a sequence nunber, indicating
the order of replicated packets received by the mcrotap node. This
sequence nunber can be used by the packet anal ysis equi pnent to
reorder packets, renove duplicated packets, and to alarmon the
condition that replicated packets were lost in transit.

The nicroTap node MAY include an | OAM header in the replicated packet
with follow ng fields:

* Timestanp Seconds
*  Tinmestanp Fraction
* 64-bit sequence nunber

It is RECOWENDED that all nodes that perform m crotap packet
replication be Tine of Day (ToD) synchronized via Precision Tine
Protocol (PTP) for the npbst accurate recreation of packet conditions
during anal ysis.

The added | OAM header is Edge-to-Edge Option-Type, and in addition to
possi bl e | OAM header al ready present when the packet arrives at the
m crotap node. |In case of MPLS, the added | OAM header is an MPLS

ext ensi on header [I|-D.song-npls-extension-header] that follows the
Node SID of the node that originated the microtap SID. The extension
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header is followed by the original |abel stack and its OUL field
(Original Upper Layer protocol type) MJST be set to MPLS. In other
words, there may be two | abel stacks in the packet arriving at the
node hosting the nonitoring station.

If MIUis a concern, the original |abel stack (except the microTap
SI D) and extension headers MAY be renpved.

2.4. McroTapping with SRv6

[ RFC9800] introduced the concepts of G obal Identifiers Block (G B)
for the pool of Conpressed SID (C SID) val ues avail abl e for gl obal
al l ocation and Local Identifiers Block (LIB) for the pool of C SID
val ues available for |ocal allocation.

Thi s docunent extends the G B/LIB concepts to traditional non-
conpressed full SRv6 SID as well. A dobal ID can be allocated from
the the A B and used as C-SID or to construct non-conpressed SRv6

Sl Ds.

Each nonitor node MJST advertise a G B ID for other nicroTapping
nodes to tap traffic to this nonitor node. |If the nonitor node may
be on the normal forwarding path of packets and need to tap |locally,
it MUST also advertises a LIBID. This GDIDor LIBIDis referred
to as the Tapping ID (TID), and is used by rel evant nodes to
construct an unconpressed full mcroTapping SID or as a CSID for

m cr oTappi ng purposes, as expl ai ned bel ow.

2.4.1. 1SIS Signaling

A new flag bit, the T-flag, is defined for the Flags field of the
| ocator entry in the SRv6 Locator TLV [ RFC9352]:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Metric |
i I i S e S it SN DU DU SRS
| Fl ags | Algorithm | Loc Size |

R e e et i T e e S i S S S e e s
Flags: 1 octet. The follow ng flags are defined:

0

01234567

R e i i i

| D] T| Reserved |

i ok ST S R TR

D-flag: "up/down bit" as described in Section 4.1 of [RFC5305].

T-flag: Indicates the advertising node supports microTapping for
this locator (hence this |ocator can be used together with
the G B TIDs advertised by nonitor nodes).

For the SRv6 End SID sub-TLV, two new Endpoi nt Behaviors are defined
for global mcroTapping End. TAP (by a tapping node to a nonitor via a
nmoni t nor node) or |ocal mcroTapping End. TAP. X (by a nonitor node to
its local nonitor) respectively. Each is advertised by the nonitor
node with a 128-bit End SID in the LB: LN FUNC. ARG format where the
FUNC bits encode the G B/LIB TID respectively. An SRv6 SID Structure
sub- sub- TLV MJST be included to identify the FUNC bits.

The nonitor node Minstalls an | Pv6 route LB:LN: G B-

TID: :/prefixLength with the End. TAP endpoi nt behavior for a nonitor
node and an | Pv6 route LB:LN: LIB-TID::/prefixLength with the

End. TAP. X endpoi nt behavi or for a nonitor node.

When a node N supporting microTapping receives an End. TAP SID
advertised by a nonitor node M for each | ocator that N advertises
with the T-flag, Ninstalls an I Pv6 route locator:TID::/prefixLength
with the End. TAP behavi or for a nicroTappi hg node, where the
prefixLength is (LBL+LNL+FL). . In the unconpressed SID case, the
locator: TID:: is a SID that an ingress node can insert to instruct N
to mcroTapto M 1Inthe CGSIDcase, the TIDis a CSID that can
follow any locator C-SID that is advertised with the T-fl ag.

When a node N receives an End. TAP. X SID advertised by a nonitor node
M it does not install any correspondi ng forwarding state, except
that it notes that the LIB TID in the End. TAP. X SI D can be used as
C-SID or to construct non-conpressed SRv6 SIDs that can be inserted
intothe SIDIlist of a packet to instruct Mto do | ocal

m croTappi ng.
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If the End. TAP or End. TAP. X SID is advertised with FlexAlgo 0, it MAY
be used together with locators of any FlexAlgo if the |ocator has the
T-flag set. Oherwise, it MIST only be used together with | ocators
of corresponding Fl exAl go that has the T-flag set.

2.4.2. OSPFv3 Signaling
To be added.
2.4.3. End. TAP (Full SID) Endpoi nt Behavi or

If a node N receives a packet whose | Pv6 DA D matches a route with
the End. TAP endpoi nt behavi or, N does:

S01. If (IPv6 Hop Limt <= 1) {
S02. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S03. }
S04. Decrenent |1Pv6 Hop Limt by 1.
S05. If Nis a mcroTappi hg node:
Replicate the packet.
S06. For the replicated packet,
Push the microTapping End SID fromthe nonitor node M
to the packet using H encap behavior specified in
{{ RFC8986}}
Submit the packet to the egress | Pv6 FIB | ookup for
transm ssion to the new destination
S07. For the original packet,
Decrenent Segnent Left
Copy the Segnent Left SID to outer |Pv6 DA
Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination
S08. If Nis the nonitor node:
Pop the SRH that was inserted by the mcroTappi ng node.
Transmit the packet to the nonitor associated with
t he End. TAP SID.

2.4.4. End. TAP.X (Full SID) Endpoint Behavi or
This is for a nonitor node to tap a packet to its local nonitor.

If a node N receives a packet whose | Pv6 DA D matches a route with
the End. TAP. X endpoi nt behavi or, N does:
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S01. If (IPv6 Hop Limt <= 1) {
S02. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S03. }
S04. Decrement |Pv6 Hop Limt by 1.
Replicate the packet.
S05. For the replicated packet,
Transmit it to the nonitor associated with
t he End. TAP. X SI D.
S06. For the original packet,
Decrenent Segnent Left
Copy the Segnent Left SID to outer |Pv6 DA
Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination

2.4.5. End. TAP (C- SID) Endpoi nt Behavi or

When the microTap node N receives a packet whose | Pv6 DA natches a
route with the End. TAP endpoi nt behavi or, N does:

S01. If (IPv6 Hop Limt <= 1) {
S02. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S03. }
S04. Decrenent |1Pv6 Hop Limt by 1.
S05. If Nis a mcroTappi ng node:
Replicate the packet.
S06. For the replicated packet,
Push the microTapping End SID fromthe nonitor node M
to the packet using H encap behavior specified in
{{ RFC8986}}
Subnmit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination
S07. For the original packet,
Shift the I1Pv6é DA for two C SIDs
Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination
S08. If Nis the nonitoring node:
Shift the IPv6 DA for two C Sl Ds
Transmit the packet to the nonitor associated with
the End. TAP C- SI D.

2.4.6. End. TAP.X (C SID) Endpoi nt Behavi or

This is for a nonitor node to tap a packet to its local nonitor.
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If a node N receives a packet whose | Pv6 DA D matches a route with
the End. TAP. X endpoi nt behavi or, N does:

S01. If (IPv6 Hop Limt <= 1) {
S02. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S03. }
S04. Decrenent |1Pv6 Hop Limt by 1.
Replicate the packet,
S05. For the replicated packet,
Transmit it to the nonitor associated with
t he End. TAP. X SI D.
For the original packet,
Shift the 1Pv6 DA for two C Sl Ds
Subnmit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination

3. Security Considerations
To be added.
4. 1 ANA Assignnents
To be added.
5. Contributors
The followi ng also contributed to this docunent:
Peter Van Cene
Juni per Net wor ks
pvanoene@ uni per. net
Abhi shek Chakraborty
Juni per Net wor ks
cabhi @ uni per. net
6. Appendix A- McroTap Use Cases
Thi s appendi x provi des exanpl e use cases for McroTap with SRv6 uSID
using the F3216 format (32-bit uSID Block + 16-bit uSID). In this

format, the Locator length L=48, leaving 16 bits for the first uSlD,
and up to 6 x 16-bit uSIDs per container (one |IPv6 DA).
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*Normative Note on SID Structure Advertisement:* Per RFC 9352 §9 (IS
I'S), RFC 9513 §10 (OSPFv3), and RFC 9514 88 (BGP-LS), every SRv6 SID
adverti senent SHOULD include the SID Structure sub-TLV (or sub-sub-
TLV) to indicate the exact split of LB/LN FUNC/ ARG bits. For donains
usi ng F3216, the val ues are:

* LB Length 32 bits

* LN Length = 16 bits
* Function Length = 16 bits

0 bits

* Argunent Length

This ensures that receivers parse each 16-bit uSID correctly as one
CSID, and that addresses |ike ---:200:050c: 300: 050c: 4:: are
unanbi guous.

6.1. A 1 Use Case 1: Miltiple Tappi ng Nodes with Single Monitor
6.1.1. A 1.1 Scenario Description

In this use case, nmultiple tapping nodes (R2 and R3) are configured
to tap traffic to the sane nonitor node (R5/Monitor-1) using the sane
Tapping ID (TID). This scenario is useful when network operators
want to collect traffic sanples fromnultiple strategic points in the
network for centralized anal ysis.

6.1.2. A 1.2 Network Topol ogy

Sr¢ ---- Rl ---- R ---- RB---- R4 ----Dst | ||| R ---- R6
Monitor-1

6.1.3. A 1.3 Configuration Details

*Moni tor Node (R5) Configuration:* - Allocates Tapping ID (TID):
0x050c - Advertises End. TAP behavior with @ B-TID 0x050c (Include the
*SRv6 SID Structure* so sources can conpress this SID;, see RFC 9800
§9.1/810.) - Installs route: 2001:cafe:500:050c::/64 with End. TAP
behavi or

*Tappi ng Nodes (R2 & R3) Configuration:* - Both nodes advertise
locators with T-flag set - R2: 2001:cafe:200::/48 with T-flag - R3:
2001: cafe: 300::/48 with T-flag - Both nodes install routes for the
same TID: - R2: 2001:cafe: 200: 050c::/64 with End. TAP behavior - R3:
2001: caf e: 300: 050c: : /64 with End. TAP behavi or
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6.1.4. A 1.4 Packet Flow Analysis

*Initial Packet fromRLl:* | Pv6 Header: SA: 2001::1 DA:
&l t; LB&gt; : 200: 050c: 300: 050c: 4:: Payl oad: |Pv4d SA=A.A. A A, DA=B.B.B.B

*At R2 (First Tapping Node):* 1. R2 processes the End. TAP C SID
(050c) 2. Duplicates the packet for nmonitoring 3. For the
replicated packet: - Performs H encap behavior (RFC 8986) - Creates
new | Pv6 header with nonitor destination - Encapsul ates origi nal
packet with full context - Sends to nonitor: DA=<LB>:500:050c 4. For
the original packet: - Advance to the next 16-bit uSID per RFC 9800
NEXT- uSI D procedure (advance to next uSID) - Continues forwarding: DA
becomes <LB>: 300: 060c: 4: :

*At R3 (Second Tapping Node):* 1. R3 processes the End. TAP CSID
(060c) 2. Duplicates the packet for nonitoring 3. For the
replicated packet: - Performs H encap behavior (RFC 8986) - Creates
new | Pv6 header with nonitor destination - Encapsul ates origi nal
packet with full context - Sends to nonitor: DA=<LB>:500: 050c 4. For
the original packet: - Advance to the next 16-bit uSID per RFC 9800
NEXT- uSI D procedure (advance to next uSID) - Continues forwarding:
DA=<LB>: 4: :

*At Monitor Node (R5):* - Receives tapped packets fromboth R2 and R3
- Processes End. TAP behavior, the outer |Pv6 header is renoved,
| eaving the original inner |IPv6/SRH stack intact, and forwards the
original packet (or nmetadata) to the local nonitor.

6.2. A 2 Use Case 2: Local Mnitor with End. TAP. X

6.2.1. A 2.1 Scenario Description
In this use case, a node (R2) perforns |ocal tapping using the
End. TAP. X behavior. The tapped traffic is sent directly to a | ocal
moni tor without traversing the network to a renpte nonitoring node.
This is ideal for real-tine analysis or when network bandwi dth to
remote nonitors is limted.

6.2.2. A 2.2 Network Topol ogy

Src ---- Rl ---- R ---- RB---- R4 ---- Dst | Local Monitor
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6.2.3. A 2.3 Configuration Details

*Local Monitor Node (R2) Configuration:* - Allocates Local Tapping ID
(TID): 0x0d (fromLIB) - Advertises End. TAP. X behavior with LIB-TID
0x0d - Locator: 2001:cafe:200::/48 with T-flag - Local nonitor
address: 2001:1:1:1::1 - Installs route: 2001:cafe:200:0d::/64 with
End. TAP. X behavi or

6.2.4. A 2.4 Packet Flow Analysis

*Initial Packet fromRl:* | Pv6 Header: SA: 2001::1 DA:
&l t; LB&gt;:200:0d: 4:: Payload: |1Pv4 SA=A. A A A DA=B.B.B.B

*At R2 (Local Tapping and Monitor Node):* 1. R2 processes the

End. TAP. X C-SID (0x0d) 2. Duplicates the packet for |ocal nonitoring
3. For the replicated packet: - Transnmits directly to |local nonitor
(no Hlnsert) - No network traversal required 4. For the origina
packet: - Advance to the next 16-bit uSID per RFC 9800 NEXT-uSID
procedure (advance to next uSID) - Continues forwardi ng: DA=<LB>: 4:

6.3. A 3 Use Case 3: Single Tapping Node with Miultiple Mnitors
6.3.1. A 3.1 Scenario Description

In this use case, a single tapping node (R2) is configured to tap
traffic to nultiple nmonitor nodes (R5 and R6) simultaneously. This
scenario is particularly useful when different types of analysis are
required or when traffic needs to be distributed across nmultiple
nmoni toring systens for |oad bal ancing or specialized processing.

6.3.2. A 3.2 Network Topol ogy

Src¢ ---- Rl ---- R2 ---- R3 ---- R4 ---- Dst | |---- RS ----
Monitor-1 | |---- R6 ---- Monitor-2

6.3.3. A 3.3 Configuration Details

*Moni tor Node R5 Configuration:* - Allocates Tapping ID (TID): 0x050c
- Advertises End. TAP behavior with G B-TI D 0x050c (Include the *SRv6
SID Structure* so sources can conpress this SID, see RFC 9800
§9.1/810.) - Locator: 2001:cafe:500::/48 - Installs route

2001: caf e: 500: 050c: : /64 with End. TAP behavi or - Monitor address:
2001:1:1:1::1
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*Moni t or Node R6 Configuration:* - Allocates Tapping ID (TID): 0x060c
- Advertises End. TAP behavior with G B-TID 0x060c (Include the *SRv6
SID Structure* so sources can conpress this SID, see RFC 9800
§9.1/810.) - Locator: 2001:cafe:600::/48 - Installs route:
2001: caf e: 600: 060c: : /64 with End. TAP behavi or - Monitor address:
2001:1:1:2::1
*Tappi ng Node R2 Configuration:* - Advertises locator with T-flag
set: 2001:cafe:200::/48 - Installs routes for both TIDs: -
2001: caf e: 200: 050c:: /64 with End. TAP behavior (for R5) -
2001: caf e: 200: 060c: : /64 with End. TAP behavi or (for R6)

6.3.4. A 3.4 Packet Flow Analysis

Because the two McroTap CSIDs are *adjacent*, R2 will execute *two*
replicate-and-forward actions before advancing the original.

*Initial Packet fromRLl:* | Pv6 Header: SA: 2001::1 DA:
&l t; LB&gt;:200: 050c: 060c: 4:: Payl oad: 1Pv4d SA=A. A. A A DA=B.B.B.B

*At R2 (Tapping Node with Multiple Monitors):* 1. R2 processes the
first End. TAP C-SID (050c) 2. Creates first duplicated packet (Dup-
P1) for R5: - Performs H encap behavior (RFC 8986) with (500:050c) -
Creates new | Pv6 header with nonitor destination - Encapsul ates
original packet with full context - Sends to R5: DA=<LB>:500: 050c
1. Creates second duplicated packet (Dup-P2) for R6:

* Perforns H encap behavior (RFC 8986) with (600: 060c)

* Creates new | Pv6 header with nonitor destination

* Encapsul ates original packet with full context

* Sends to R6: DA=<LB>: 600: 060c

2. For the original packet:

* Advance to the next 16-bit uSID per RFC 9800 NEXT-uSID
procedure (advance to next uSl D)

* Continues forwardi ng: DA=<LB>:4::
*At R5 (Monitor Node 1):* - Receives tapped packet fromR2 -
Processes End. TAP behavi or, renoves the outer encapsul ation

(H. encap), and forwards the original packet (or nmetadata) to the
| ocal nmonitoring process at 2001:1:1:1::1
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6.

6.

7.

7.

*At R6 (Monitor Node 2):* - Receives tapped packet fromR2 -
Processes End. TAP behavi or, renoves the outer encapsul ation

(H. encap), and forwards the original packet (or nmetadata) to the
| ocal nmonitoring process at 2001:1:1:2::1

4. A 4 Use Case Conbinations and Real -World Depl oynents
4.1. A 4.1 Conbining Miultiple Use Cases

The three use cases described above can be conbined in real-world
net wor k depl oynments to create conprehensive nonitoring sol utions:

*Hybri d Depl oyment Example:* Src ---- RL ---- R ---- R3 ---- R4 ----
Dst | | | |---- R6 ---- Monitor-2 | |---- RS ---- Mnitor-1 | Local
Moni t or

In this scenario: - R2 perforns | ocal tapping (Use Case 2) to its

|l ocal nmonitor - R2 also taps to R5 (Use Case 3 - nultiple nonitors) -
R3 taps to R6 (Use Case 1 - single nonitor) - R5 can receive traffic
frommltiple sources (Use Case 1)
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