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Abstract

Segnent Routing (SR) policy enables instantiation of an ordered |i st
of segnents with a specific intent for traffic steering. Wen using
SR policy in a a network with time-variant characterics or requires

hi gh resources utilization efficiency, delivering the time-variant

i nformati on associated with paths is necessary.

Thi s docunent proposes extensions to BG® SR Policy to deliver the
schedul e time information of candi date paths and segnent |ists.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC9657] introduces a set of time-variant network use cases where
the topol ogy of the network changes predictably. Wen the networks
uses traditional routing protocols, it takes these topol ogy changes
as unexpected events and nay cause and packet | oss. However, the

t opol ogy changes of these networks can be predicted in advance,
therefore some nmeasures can be taken in advance to prevent the packet
loss. Wth this idea, [I-D.ietf-tvr-requirenents] describes the
requirenents of using the tine-variant information in a network. In
Section 3.4.1 of [I-D.ietf-tvr-requirenents], it describes the
centralized routing scenarios with tine-variant information, in which
the network entities receive the tinme variable information and
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traffic forwarding rules directly froma logically centralized
source(an Orchestrator or network controller). The time-variant
information is especially essential when there is a risk that a
logically centralized source may | oses connectivity with the network
entities.

[ RFC8934] provides a set of extensions to PCEP to enable LSP
scheduling for LSP creation/del etion under the stateful control of a
PCE and according to traffic service requests from customers, so as
to inprove the usage of network resources.

Segnment Routing (SR) policy [ RFC9256] is a set of candidate SR paths
consisting of one or nore segnment |ists and necessary path
attributes. It describes the traffic forwarding rules for specific
flows. [I-D.ietf-idr-sr-policy-safi] introduces how BGP may be used
to distribute SR Policy candidate paths. It introduces a BGP SAFI
with new NLRI to advertise the candidate paths and specific
attributes of a SR Policy froma controller or path conputation
engine (PCE) to the network entities. However, when using BGP SR
Policy in a network with time-variant characterics or requires high
resources utilization efficiency, it can't advertise the schedul e
time informati on associated with paths.

Thi s docunent proposes extensions to BGP SR Policy to carry the
schedul e time information of candi date paths/segnment |ists.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Mdtivation
Most of the tinme-variant network use cases using BGP SR Policy could
be benefit fromthis work. In sone cases, carrying the time-variant

information with SR Policy is essenti al

This section describes the cases that requires extending SR Policy
with schedule tine infornation.
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2.1. Networks with Discontinuous Links

In sone tine-variant network cases, the |inks between the network
entities and network controller may very weak or intermttent, this
is very typical in Resource Preservation and Dynam ¢ Reachability

net wor k[ RFC9657]. I n these cases, Real-time SR policy advertising
(before changes occur) may not be tinely. For exanple, when a link
of an old path is about to be disconnected, the network controller is
going to advertise a new path to the headend. However, the |ink

bet ween the headend and the network controller is not available. As
a result, the new path cannot be advertised in tinme, causing packet

| oss.

Therefore, in these cases, once the |links between the headend and
network controller are available, the controller need to advertise
the paths with schedule tine information for a period in the future
to the headend. Then the headend could determine valid paths in the
future based on the schedule tinme information of SR policy.

2.2. Networks with Frequent Topol ogy Changes

There are al so sone tine-variant network cases that topol ogy changes
frequently. This is very typical when the nunber of network entities
is very large (For exanple, a Dynamic Reachability network with
hundreds or thousands of nodes). In this kind of tine-variant
network, a path formone network entity to anot her changes
frequently, sonmetinmes it can only be maintained for a few m nutes or
seconds.

Considering that there are multiple paths in a network that conputed
by the controller, the SR Policies with candi date paths may be
advertised to the headend every few seconds. |t poses great
changeling to the network controller. However, using schedule time
informati on could advertise several paths once, which greatly
mtigate the pressure of network controllers.

2.3. Networks Require H gh Resource Uilization Efficiency

Traditionally, the usage and all ocation of network resources,

especi ally bandw dth, can be supported by a Network Managenent System
(NVB) operation such as path pre-establishnent. However, this may
not provide efficient usage of network resources. The established
pat hs may reserve the resources for a long time. During this period,
the resources cannot be used by other services even when they are not
used for transporting any service.
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Usi ng SR-policy-based TE path in networks also facing this probl em
Sone flows just last for a short period of time, but the TE paths
resources for the flows are usually reserved for a long time and
cannot be used by ot her services.

In this scenario, the controller (originator of the SR policy) can
calculate a path with schedule time information based on the flow
duration. When the TE path is invalid, the ingress node does not
steer any packets to the path and rel eases the resources. The

rel eased resources then can be used by other flows , which can
effectively inprove the utilization of network resources.

3. Schedule Time Information in SR Policy

The NLRI defined in [RFC9830] contains the SR Policy candi date path.
The content of the SR Policy Candidate Path is encoded in the Tunnel
Encapsul ation Attribute defined in [ RFCO012] using the Tunnel - Type
called SR Policy Type with codepoint 15. The SR Policy encoding
structure is as foll ows:

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (23)
Tunnel Type: SR Policy (15)
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Nane
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Segment Li st
Wei ght
Segnent
Segnent

A candidate path includes nultiple SR paths, each of which is
specified by a segnent list. The schedule tine information can be
applied to a candidate path, indicating the valid tinme for each
candi date path and its associated attributes. The new SR Policy
encodi ng structure is expressed as bel ow
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Attri butes:

Tunnel
Tunnel Type: SR Policy (15)

Encapsul ation Attribute (23)

Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Schedul e Tinme Information
Segnent Li st

Wi ght

Segnment

Segnent
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Endpoi nt >

The schedule time information also can be applied to a segnent |ist

to indicate the valid tine for a segnent
attributes

bel ow:

SR Pol i cy SAFI

NLRI : <Di sti ngui sher, Policy-Col or,

Attri butes:

Tunnel
Tunnel Type: SR Policy (15)

Encapsul ation Attribute (23)

Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Nane
Explicit NULL Label Policy (ENLP)
Segnent Li st
Schedul e Tinme Information
Wi ght
Segnment
Segnent

list and its associ ated
The new SR Policy encoding structure is expressed as

Endpoi nt >

The Schedule Time Information TLV is either encapsul ated at the
candi date path level or at the segnment list |evel
encapsul ated at both |evels sinultaneously.
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4. Schedule Tine Information Sub-TLV

The Schedul e Time Information sub-TLV defined in this docunment is
used in the SR policy Tunnel TLV, it nmay be extened to other type of
Tunnel TLVs, but it is out of scope of this docunent. The Schedul e
Time Information sub-TLV indicates one or nore valid tinme slot for
one or nmore paths. It is OPTIONAL and MAY appear nore than once in
the SR Policy encoding.

The format of schedule tinme information sub-TLV is shown as fol |l ows:
0 1 2 3
01234567890123456789012345678901

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Type | Length | Schedul e Number | Reserved

B T S i T s i i e e SEI S

I I

/ Schedul es /

I I

B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 1: Scheduling Tinme Information Sub-TL

Type: TBD1

Length: the size of the value field in octets.

Schedul e Nunber: indicates the nunber of schedul es.

Schedul es: one or nmore schedul es, each schedul e i ndicates the

duration when the candidate path (segnent list) is active. The
format of each schedule is shown as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Schedul e-i d |
e L o i e S  th o i R S
| Flags |S| PR Length | Reserved |
i e e e i e e L i i S R T R R S S s
| Start Time |
B i s T T i i o S o T Ji I
| Start Time(Continue) |
e s i i T e i R SR S
| End Ti e/ Duration |
i e e R e o o e i ol S N B S
| End Ti me/ Dur ati on( Cont i nue) |
B i s T T i i o S o T Ji I
| Recurrence count/Bound(Opti onal) |
e L o i T o o i R S
| Recurrence count/ Bound(Opti onal) |
i e e R e o o e e ik i o S R S S
| Frequency (Optional) |
B i s T T i i o S o T Ji I

Figure 2: Format of Schedul es

Schedul e-id: 32-bit value, the unique identifier to distinguish each
schedule within a SR Policy, this value is allocated by the SR Policy
gener at or.

Flags: 8 bits, currently only 2 bits are used, the other bits are
reserved.

Length: 8 bits, indicates the length of this schedule in octets.

S (Schedul e type): one-bit flag to indicate the type of a schedul e.
If S=0, it indicates the schedule only has one instance, the
Recurrence Count/Bound, Frequency and Interval field should not be
included in the sub-TLV; If S=1, it indicates the schedul e has

mul tiple instances, the Recurrence Count/Bound, Frequency and
Interval field should be included.

P (Period type): one-bit flag to indicate the description type of a
period. if P=1, then the period is described by a start tinme filed
and an end tinme field; If P =0, then the period is described by a
start tinme field and a duration tinme field.
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R (Recurrence bound type): one-bit flag to indicate the howto
determ ne whether the recurrence is end. if R=1, then the end of
recurrence is determned by a detail timepoint; If R= 0, then the
end of the recurrence is determ ned by the nunber of occurrences.

Start Time: 64-bit value, the nunber of seconds since the epoch, it
i ndi cates when the candidate path (segnent list) and its associated
attributes start to take effect. The epoch is 1 January 1970 at

00: 00 UTC.

End Tinme (Duration): 64-bit value, if the flag P=1, then it is the
nunber of seconds since the epoch, it indicates when the candidate
path (segnment list) and its associated attributes becones
ineffective. |If the flag P=0, then it is the nunber of seconds since
the Start Time, it indicates how |l ong the candi date path (segnent
list) and its associated attributes are effective.

Recurrence Count/Bound(optional): 64-bit value, this field SHOULD be
i ncluded when the flag Pis set to 1. When the flag R=0, then this
field indicates the max nunber of occurrences. For exanple, if it is
set to 2, then the schedule will repeat twice with the specified
Frequency and Interval. Wen the flag R=1, then tis field indicates
t he bounded timepoint of recurrence, it is descripted by the nunber
of seconds since the epoch

Frequency(optional): 32-bit value, this field should be included when
the flag Sis set to 1. It is the nunbers of seconds since the Start
Tinme of an instance to the Start Time of next instance. This field

i ndi cates the recurrence frequency for all the instance of this
schedul e.

5. Operations
5.1. Advertisenment of SR Policies with Schedule Tinme Information

As described in Section 4.1 of [I-D.ietf-idr-sr-policy-safi],
typically, an SR Policy is conputed by a controller or a path
comput ati on engine (PCE) and originated by a BGP speaker on its
behal f. The schedule tinme information is also conputed by a
controller or a PCE which can access to all the predicted topol ogy
changes. The predicted topol ogy changes could be got from nmanagenent
i nterfaces or other means.

The controller or PCE SHOULD maintain a time-variant event database
as described in Section 6 of [I-D.zdmtvr-applicability] to store all
the predicted information, and conpute SR Policies with schedule tine
i nformati on based on the database.
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Each Candi date Path or Segnent List may have multiple schedul es, each
schedule is identified by schedule-id, the controller or PCE MUST
make the schedul e-id unique within a specific SR Policy.

if no schedule is included in the Schedule Tinme Information sub-TLV,
then it is assunmed that the candidate path or segnment list is not
time-varing.

5.2. Reception of an SR Policy with Schedule Tinme Information

As described in [I-D.ietf-idr-sr-policy-safi], the BG SR Policy is
di stingui shed by <di stinguisher, color, endpoint> tuple. Wenever a
headend receives a SR Policy that it has received before, the SR
Policy is considered as the fully replacenment of the old one.

The headend MUST NOT use the SR Policy with schedule tinme information
when it does not have the capability to deal with the schedule tine
i nformation.

5.2.1. Validation of Schedule Time Infornmmation

On reception of an SR Policy, a BGP speaker first determnes if it is
valid as described in Section 4.2.1 of [I-D.ietf-idr-sr-policy-safi].
When a headend receives a SR Policy with Schedule Tinme Information
fromit neighbors or controller, it SHOULD perform schedule time

i nformati on validation based on the foll ow ng rules:

* \When multiple schedul es are present within one SR Policy, the
schedul e-id of each schedul es MUST be different. |If there are
mul ti ple schedules with the same schedule-id, then the first
i nstance of that schedule is used, and the ot her instances MJST be
i gnor ed.

* |f a SR Policy encapsul ates Schedule Tinme Information sub-TLVs at
bot h candi date path | evel and segnent |ist |evel sinultaneously,
then the sub-TLVs at segnent list level is used, and the sub-TLVs
at candi date path [ evel MJST be ignored.

* The Start Tinme of Schedule Tine Information sub-TLV MJST be | ater
than the tinme it be received, if not, the sub-TLV MJUST be
consi dered as nal f or ned.

* |f the End Tinme/Duration field is used to indicated the end tine,

then it MJUST be |ater than the Start Tine, if not, the sub-TLV
MUST be consi dered as nal f or ned.
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5.

2

* |f the Frequency field is present in the Schedule Tinme Information
sub-TLV, then it MJST be greater than the difference between the
End Time and Start Tine(P=1), or greater than the Duration(P=0),
if not, the sub-TLV MJUST be considered as mal f or ned.

* |f the Recurrence Count/Bound field is present and used to
i ndi cate the boundary time point, then it MJST be greater than the
End Time(P=1), or greater than the sumof Start Tine and
Duration(P=0), if not, the sub-TLV MJST be considered as
mal f or ned.

2. Enabl e/ Di sabl e Candi dat e Pat hs/ Segnent Lists

When a headend receives a SR Policy with schedule tinme informtion,
it SHOULD parse the SR Policy and save the schedule tine information
locally. Wen a data packet arrives, it will steer it to a specific
SR Policy by color or other neans.

Wthin a specific SR Policy, the headend dynanically enabl e/ desabl e
di fferent Candi date Pat hs/ Segment Lists based on the schedule tine
i nformation.

Error Handling and Fault Managenent

The error handling actions defined in Section 5 of
[I-D.ietf-idr-sr-policy-safi] are also applicable in this docunent.

If a BGP speaker receives a SR Policy with Schedule Tine Information
but it does not have the capability to deal with the schedule tine
informati on, then the SR Policy SHOULD NOT be consi dered usabl e as
described in {Section 4.2.2 of !!l-D.ietf-idr-sr-policy-safi}.

The validation rules defined in Section 5.2.1 also SHOULD be
performed by SRPMto determne if the Schedule Tine Information sub-
TLV is malformed or invalid. |If the Schedule Tinme Information sub-
TLV is invalid or nmal forned, then the inplenentati on SHOULD | og
errors, and the corresponding SR Policy MJST NOT be used and MJUST be
handl ed by the "treat-as-w thdraw' strategy.

Manageabi |l ity Consi derations

The specification of BGP nodels is an ongoi ng work based on
[I-D.ietf-idr-bgp-nodel] and its future extensions are expected to
cover the SR Policy SAFI and its extensions. Existing BGP
operational procedures also apply to the extension specified in this
docunent .
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10.

10.

The YANG nodel for the operation and managenent of SR Policies with
Schedule Tine Information will be defined in the future.

Security Considerations

The security considerations described in the
[I-Dietf-idr-sr-policy-safi] apply to the extensions described in
this docunment as well.

The Schedule Time Information TLV defined in this docunent could
provi de details about the network operations thant could be
sensitive. Attacker can obtain these sensitive data by snoopi ng BGP
messages and select the optinmal attack tine. Thus suital be BGP
security nechanisns |ike TLS i s necessary.

Ti me sychroni zation is essential for schedules, the attackers can
attack the network by generating incorrect tine synchronization
messages or bl ock the tinme synchroni zati on process. Therefore,
redundant tine synchronization nmechani sns and secure tine
synchroni zati on mechani sms(such as NTS (Network Time Security)) are
al so necessary.

| ANA Consi der ati ons

Thi s docunent defines a sub-TLV in the registry "BGP Tunne
Encapsul ation Attribute sub-TLVs" to be assigned by | ANA

[§ bbb e e s s s sty s o
| Value | Description | Reference |
| TBDL | Schedule Tine Information (STI) | This document |
N St o m e e e oo - +

Table 1

The type value of this sub-TLV is reconmended to be token fromthe
range of 64-125(First Come First Served).
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