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Abst ract

Thi s docunent defines the framework of Al agent networks based on
Agent Network Protocol (ANP) protocol. [ANP] It provides the basic
functions that needs to support Al agent communication in the Al
agent networks within the trust donmin.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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I ntroduction
1. Overview

Wth the devel opnent of Al agent technology, its application
scenari os have been continuously expanding. Frominitial sinple task
execution to conplex collaborative tasks anmong multiple agents,
agents have denonstrated great potential in various fields. This

mul ti-agent coll aboration nmodel can fully | everage the strengths of

i ndi vi dual agents, inproving the quality and efficiency of task
execution. However, as the denand for nulti-agent coll aboration
grows, defining standardi zed conmuni cati on protocols anbng agents to
achi eve wi de-area interconnection, cross-domain interoperability, and
secure col |l aboration has beconme an urgent issue to address.

To nmeet the conmmuni cation needs of Al agents and pronote the

wi despread services of multi-agent coll aboration

[1-D. stephan-ai-agent-6g], it is inperative to define standardized
agent comuni cation protocols that support interconnection,
interoperability, and secure scalability between agents in trust
domai n.

In this draft we propose to use Agent Network Protocol (ANP) as a
baseline for further description.

2. Scope

From t he perspective of network service domain division, future
agents can be sinply categorized into 3 types based on their

depl oynent | ocations: term nal -side agents, network-side agents, and
agents outside the network. This draft mainly focuses on the
communi cati on between agents directly nmanaged within the operator’s
network, i.e. the communication between the first two types of
agents:

* Communi cation between different term nal -side agents registered in
the sane network service donain.
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*  Conmuni cati on between termnal -side agents and network-si de agents
registered in the sane network service domain.

* Communi cati on between network-side agents registered in the sane
net work servi ce dormai n.

Furt hernmore, the communicati on between agents registered in different
network domains is not within the scope of this draft.

3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ternms and Definitions

Task: Task is actions required to achieve a specific goal. These
actions can be physical or cognitive.

Task chain: A Task chain defines an ordered set of tasks and ordering
constraints that is to be applied to, e.g., packets, franes, or
flows. The inplied order may not be a linear progression as the
architecture allows for task chain of nore than one branch, and al so
all ows for cases where there is flexibility in the order in which
tasks need to be applied.

Coordi nator Agent: An agent that receives tasks and deconposes or
distributes tasks to other agents.

Executi on Agent: An agent responsible for executing tasks distributed
by the Coordinator Agent.

Overvi ew of the operation
1. Roles
The Agent conmuni cation network defines three roles:

* Al Agent: An automated intelligent entity that achieves a specific
goal (autononmpusly or not) on behal f of another entity, by e.g.
interacting with its environnent, acquiring contextua
i nformati on, reasoning, self-Ilearning, decision-nmaking, and
executing tasks (independently or in collaboration with other Al
Agent s) .
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* Agent Registration Server: The server enables Agents to register
their capabilities, and di scover each other’ s capabilities based
on intent, task or other information.

* Agent Communi cation Server The server enables Agents to
conmmuni cate and col | aborate with each other, which provides
sessi on managenent and routing function.

3. 2. Pr ot ocol Fl ow

I
>|

Femmm o - + Fom e o - +
| | | | <-(A)-Capability Register---|
I I I
| | | Agent |-(B)------- Response--------
| | -(C)-Capability Discover--> Registration]|
| | | Server |
| | <-(D)----Matched Agents----| |
| A I I
| Agent| R +
| A |
| | S +
| | - (E) Communi cati on Request - >|
| | | Agent | - (F) Comuni cati on Request-->
| | | Communi cati on|
| | | Server | <- (G Conmuni cati on Response-
| | <- (H) Conmruni cati on Response| |
| | S +
I I
| R (E ) Communi cation Request---------------------
I I
| B L (F ) Conmuni cati on Response------------------
Fom e e - - +
Figure 1: Abstract Protocol Flow
The abstract flow illustrated in Figure 1 describes the interaction

between the three roles and includes the foll owi ng steps:

(A) The Al Agent B requests to register its capabilities and rel ated
attributes to Agent Registration Server.

(B) The Agent Registration Server authenticates the Al Agent B s
capabilities and then stores them e.g., in its |local database.

(G Al Agent Ainitiates a capability discover request to the Agent

Regi stration Server, the request includes the intent, task or other
i nformation.
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(D) The Agent Registration Server matches the intent or task with the
capabilities stored in its |ocal database, and responses wth matched
Al Agents list to the Al Agent A

Optionl:

(E) The Al Agent A selects Al Agent B fromthe |ist and sends a
communi cati on request to Al Agent B via Agent Conmunication Server.

(F) The Agent Communication Server establishes the session and routes
the nessage to Al Agent B

(G The Al Agent B receives the comunication request and sends a
response to the Agent Communication Server.

(H) The Agent Communication Server transfers the response to the Al
Agent A

Opti on2:

(E') The Al Agent A selects Al Agent B fromthe |list and sends a
conmuni cati on request to Al Agent B directly.

(F) The Al Agent B receives the conmunication request and sends a
response to the Al Agent A

4. Digital ldentifier

The digital identity nmechanismis used for the registration,
di scovery and comuni cation fl ows.

* Registration: digital identity contains a global unique identifier
of Al agent as a basis for authentication and addressing during
communi cation flow. Several agent-related attributes
(capabilities/skills/services) are contained in the digita
identity and registered with the identifier at the sane tinme. The
related credentials in the digital identity can be used for the
verification.

* Discovery: the registered Al agent can then be discovered by other
agents based on either identifier or capabilities. The agent can
be di scovered across different donains.

* Communi cation: one Al agent can conmunicate with the other Al
agent, by sending an initial nmessage with the identifier obtained
fromthe discovered digital identity. The network can use this
identifier for addressing and routing the nessage to the target Al
agent.
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* Authentication: during the conmunication establishnent, both Al
agents can use the credentials for the identifier for
aut hentication. Attributes can be negotiated after the
aut henti cati on.

* Authorization: conpared to human conmuni cation, Al agent
communi cati on needs to be explicitly authorized at all time. The
attribut e-based aut horizati on nechani smcan support both direct
agent - agent aut horization and del egated authori zati on, even for
the user authorization.

In order to fulfill the requirenents nentioned above, it is suggested
to introduce the WBC Decentralized lIdentifier (DID)[D D and
Verifiable Credential (VC) [VC Card]standards as the basic digita
identity conponents.

* DID: The core DI D specification does not require inplenmenters to
use specific conputational infrastructure to build decentralized
identifiers, allowing us to fully | everage existing mature
technol ogi es and wel | -established network infrastructure to build
Dl Ds.

* VC. The VC can be used as container of attributes of an Al agent.
The attributes of an Al agent nay cone fromdifferent sources
whi ch can be verified by the VC. This will help increase the
interoperability of cross-donmain comuni cations.

5. Agent Description

Agent Description (AD) exists in docunent form The AD docunent
serves as the entry point to access an agent, functioning simlarly
to a website honmepage. O her agents can obtain information such as
the agent’s name, affiliated entity, functionalities, and interaction
APl's or protocols fromthis AD docunment. Wth this information, data
conmuni cati on and col | aborati on between agents can be achi eved.

5.1. Agent Description Docunent Format
The Agent Description (AD) document serves as the external entry
poi nt for an agent and can be provided in either of the follow ng
formats:

5.1.1. Natural Language For nat

Lever agi ng advancenents in Al capabilities, the AD docunent can be
entirely described using natural |anguage.
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5.1.2. Structured Fornat
Since different agents may utilize varying nodels with distinct
capabilities, a structured approach is reconmended for ensuring
consi stent and accurate interpretation of the sane data across
di verse nodels. Structured Format supports multiple docunent types:
*  JSON
*  JSON-LD
* Oher structured docunment formats

5.2. Agent Information Interaction Mechani sm

Agent description docunments include the following two types of
resour ces

5.2.1. Information

Agents may provide the follow ng types of data:

* Textual files (e.g.: .txt, .csv, .json)

* |mage files (e.g.: .jpg, .png, .svg)

* Video files (e.g.: .nmp4, .nov, .webn

* Audio files (e.g.: .nmp3, .wav, .aac)

* Oher files

5.2.2. Interface

Agent interfaces are categorized into two types:

* Natural Language Interface: Enables agents to deliver personalized
services through natural |anguage interaction, supports human-I|ike
communi cati on and adaptive responses.

* Structured Interface: Facilitates efficient and standardized

service delivery via predefined protocols, ensures
i nteroperability and machi ne-to-nmachi ne automati on.
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3. Security Mechani sm

Security configuration in Agent Description (AD) docunents is
mandatory. The security definition nust be activated through the
security nenber at the agent level. This configuration constitutes
the required security mechani smfor agent interactions.

* d obal Scope: Wen security is declared at the root |evel of an AD
docunent, all resources within the docunment nust enforce this
security nechani smfor access

* Resource-Specific Scope: If security is defined within an
i ndi vi dual resource, access to that resource is granted only when
the specified security conditions are net.

* Precedence Rule: In cases where resource-level security conflicts
with root-level security, the resource-|level definition takes
pr ecedence.

4. Integrity Verification

To prevent nmalicious tanpering, inpersonation, or reuse of Agent
Description (AD) docunents, a verification nmechanism Proof is
incorporated into the AD docunment structure. The definition of Proof
shall conmply with the specification [VC Card].

Agent Regi stration
Agent Registration Includes the Foll owi ng Two Modes:
1. Self-Declaration Mde

In this node, intelligent agents interconnect externally provided
resources (including information, interfaces, etc.) using Linked-Data
technol ogi es, formi ng a networked ecosystemthrough agent description
docunents. O her agents can selectively retrieve appropriate
resources via nmetadata described in these agent profile documents.
Advant ages of the Self-Declaration Mde

* Conpatibility with Existing Internet Architecture: Facilitates
search engi ne indexi ng of agent-publicized information, enabling
the creation of an efficient agent data network.

* Enhanced Privacy Protection: Pulling renote data to | ocal systens
for contextual processing mtigates user privacy |eakage risks
i nherent in task-del egati on nodels.
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6. 2.

I nherent Hierarchical Structure: Supports scal able interactions
anong a | arge number of agents

Centralized Registration Mde

In this node, the Al Agents register their attributes to a
centralized Agent Registration Server. The paraneters that an Agent
needs to register in a trust domain (step Ain Figure 1) may include:

*

Zhou,

Nane: The nanme of the Agent, which nmay not be unique and typically
represented as a string.

Digital ldentifier: The global unique ID of the Agent configured
by the network provider.

Description: provide a nore concise summary of the Agent’ s
rel evant details based on natural |anguage.

Address: The access address of the Agent, which might be an URL
FQDN, etc.

Version: The current version of the Agent.

Capabilities: The capabilities supported by the Agent, including
the conmuni cation capabilities, interaction nodes and mul ti nodal
capabilities, etc. The comunication capabilities refer to the
communi cati on protocols supported by the Agent, such as http/2,
http/ 3, A2A, ANP, MCP, etc. The interaction nodes may include
request-response and subscription-notification and others. The
mul ti nodal capabilities refer to the data nodalities that the
agent can process, such as text, images, video, real-time audio,
etc.

Servi ces: The services that the agent can provide. E.g., Al
service, sensing service, conputing service

Skills: Alist of detailed description of the skills supported by
the Agent. The content of each skill includes the nane, |D
correspondi ng services, brief abstract, required input, etc.
Interfaces: The APIs interfaces that the agent can provide.

Security related informati on: For exanple, the |licenses,
aut hentication credentials, keys of the Agent.
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7. Agent Discovery

Correspondi ng to Agent Registration, Agent Discovery |ncludes the
Fol | owi ng Two Modes:

7.1. Proactive Discovery Mdde (Corresponding to Sel f-Declaration Mde)

In this operational node, Al agents dynam cally acquire Agent
Description (AD) docunents from peer agents through standardized

di scovery protocols (e.g., search engine). These AD docunments serve
as structured entry points for targeted crawling operations within
Li nked Data networks. The crawl i ng nechani sminpl ements sel ective
resource retrieval, enconpassing both semantic information and
service interfaces, while adhering to ethical crawing policies.

7.2. Centralized Query Mdde (Corresponding to Centralized Registration
Mode)

In the node, the discovery of Al agents depends on the Agent
Regi stration Server, and the discovery process consists of two
phases: "query matching" and "result feedback":

1) Query Matching Phase:

The initiating Al Agent A send a Capability Discovery request to the
Regi stration Server, and the server screens and matches the target
agents based on the capability database. The request paraneters
shoul d be structured (to avoi d anbi guous descriptions). Exanples are
as foll ows:

Requi rement description: "Medical inmge analysis"

Location range: "Wthin 1 kilonmeter of base station BS-001"

- Real-tine requirenent: "Latency 100ns"

- Security level: "Medical qualification VCis required"

The Agent Registration Server matches the requirement with | oca

regi stered Agent description. After the matching is conpleted, a
"target agent list" is generated, which includes Digital ldentifier,
Address, and Capabilities, etc.

2) Result Feedback Phase:

The Agent Registration Server feeds back the matched results to the

initiator Al agent, and the initiator selects a Agent based on the
results and starts the session establishment with that Agent.
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8. Tasks
8.1. Overview

The core function of a task is to enable the Al agents involved in
t he communi cation to agree on "what to do", thereby avoiding
col l aboration failures due to m sunderstandi ngs.

Tasks can be used in capability discovery and conmmuni cati on
procedur es:

* Capability Discovery: Cbtaining Al agents with nmatching
capabilities based on the task descriptions.

*  Communi cation: When a Coordinator Agent initiates a comunication
request to an Execution Agent, the request nessage may carry a
task description. 1In addition, other auxiliary information such
as i mages, videos, files, can also be sent along with the task
description to hel p acconplish the task

An exanple as shown in Figure 2, a task can be executed by an Al

agent (e.g., taskO sent to Agent B). Wen a conplex task is received
by an Al agent, this task can be broken down into a series of

subt asks (e.g., taskO broken down to sub-taskl and sub-task2) with a
cl ear execution sequence, known as a task chain, and executed by a
group of Al agents (e.g., sub-taskl sent to Agent B, sub-task2 sent
to Agent C). Task chain allows nultiple Al agents to execute
different tasks in a specific sequence based on policy, and enable
multiple Al agents collaboratively to acconplish a conplex task. The
Agent conmmuni cation protocol should support to encapsul ate the task
chain information, e.g., independent with the underlying network
transport (e.g., |IP, MPLS)

R + R +
| |------------ send task0----------- >| |
| Agent A | | Agent B |
| <-task status/result notification-|

B + B +
R + R +
| [----------- send sub-taskl-------- >| Agent

| | <-task status/result notification-| B |
| | \REEEEEEE +
| Agent A | e +
| [----------- send sub-task2-------- >|  Agent

| | <-task status/result notification-| C |
S + S +
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Fi gure 2: Task and Sub-task Assignnent

Tasks can be sent along with the nmessage that establish conmmunication
session between Al agents, or separately using the established
sessi on between Al agents. |In the comruni cation session between Al
agents, one or nore tasks can be included, which may be independent
of each other or associated through context.

A task is identified by a global unique task ID. The task IDis
generated by the agent that creates or assigns the task and are sent
along with the task to the agent responsible for executing it.

8.2. Task States

Based on the length of time to conplete the tasks, the task can be
categori zed into:

* Short-termtasks: These tasks can be quickly executed and
conpl eted, often used for sinple tasks such as query the weather

* Long-termtasks: These tasks require a |onger period of time or
involve nmulti-round interaction or extended waiting periods, such
as witing an article. During the execution of |ong-termtasks,
Al agents can synchroni ze task states or internediate results
anmong t hem as needed.

The task states are mamintained by the execution Al agent, and the
task status can be synchroni zed anong Agents as needed.

8.3. Task coordination

The Al Agent commrunication protocol design MJST consider support for
Agent Conmuni cation Server to facilitate task message forwardi ng.
Agent Communi cation Server SHOULD prioritize nessage scheduling and
forwardi ng based on task requirenents to ensure efficient agent

col  aboration and neet transni ssion QoS objectives.

This prioritization scheme ensures that critical messages receive
preferential treatment during congestion or resource contention
scenari os.

When del egating tasks to Execution Agents, the Coordi nator Agent may
i nclude task-rel evant contextual about the contact information of the
end user, the task itself, the historical preference informtion
known by the Coordinator Agent, and other necessary conversation
data, to facilitate the task execution. For exanple, in trip

pl anni ng case, this nay enconpass historically booked flight/hotel
preferences or dynamically perceived context |ike recent user dial og.
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The Al agent protocol should consequently support context sharing
mechani sms t hrough st andardi zed definitions of context types, length
constraints, and encoding formats to enhance the effectiveness of
task execution.

9. Message node

This section defines the nessage node of Al agents fromtwo

di mensi ons. One dinension is the nunber of conmmunication
participants, which is divided into Point-to-Point Comunication (2
Al agents) and Group Comuni cation (3 or nore Al agents), and the
section is divided into two sub-sections based on this dinension.

The ot her dinmension is whether the comunicati on between Al agents
requires the participation of an internediate node, which divides
communi cation into Direct Communi cation and I ndirect Comunication,
and this dimension is further elaborated in the classification within
each sub-section.

9.1. Point-to-Point Comruni cation

Direct Communication: Al agents directly send and recei ve protoco
messages without the need for internediate nodes for processing, or
Al agents are unaware of these internedi ate nodes. |[|ndirect

Comuni cation: Conmuni cati on between Al agents requires processing/
relaying by the Agent Communi cati on server, and the Al agent nust be
aware of and interact with the Agent Comunication server. The
function of the Agent Conmunication server includes but is not
limted to:

* Al agent access control (allow ng or blocking an Al agent’s
messages based on its identity or permi ssions).

* Application Layer Proxy (to facilitate nonitoring/auditing of Al
agent comuni cation behavior, or to hide Al agent identity, etc.).

* Relay (to forward conmmuni cati on nessages, naking cross-donain
conmuni cation easier, etc.).

* Traffic aggregation (to provide a tree-structured traffic
regul ation, inproving comunication efficiency).

* handl e aut hentication and nessage rel ayi ng between the two
conmuni cating parti es.
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2. Goup Conmmuni cation

To better acconplish comruni cation col |l aboration, agents can
dynamcally formgroups. Information sent by an agent within a group
can be received sinmultaneously by other agents in the sane group

3. PUB/ SUB Conmmuni cati on

In this node, the Al agent sending the information does not know
which Al agents need to receive it. It first Publishes the
informati on to Agent Conmunication Server, and this Agent

Conmruni cati on Server then distributes the information to the

subscri bing Agents based on their Subscribe status. Pub/Sub

comruni cation is a comon and efficient method of information
distribution, especially suitable for |arge-scale group conmuni cation
scenari os.

Mul tinodality

I nteractions between Al agents nust support nultinmodality, e.g.,

text, file, docunent, image, structured data, real-tine audio stream
video streanming. The data size of different nultinodality as well as
the transm ssion nodes (e.g., real-tine steam ng, or push
notification) may be different.

G ven these traffic characteristics above, the Agent communication
protocol shoul d support mnultinodal data transm ssion which nentioned
above. At the sane tine, the Agent conmmuni cation protocol and
possi bl e protocols of other l|ayers should be designed with the
principle that the nultinodal data can be distinguished and aware,
based on which they can be handled with differentiated policies for
better performance assurance and resource efficiency. For exanple,
different multinmodal data can be transmitted with different transport
streans of different quality guarantee. O, they can be transnmitted
within a sane transport streambut with different policies (e.g.,
transm ssion priority).

Sessi on managenent

After discovering the peer Agent (e.g., Agent B), the local Agent
(e.g., Agent A) needs to establish a session with it to comunicate.
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11.1. Session Establishnent and Contro

Bef ore comunicating with Agent B, Agent A should first establish a
secure connection with the Agent Conmunication Server. Prior to
this, Agent A nust undergo authentication by the Agent Comunication
Server. Simlarly, Agent B al so needs to be authenticated by the
Agent Conmmuni cation Server to establish a secure connection

Therefore, the Agent Communication Server needs to support the states
mai nt enance of the registered Agents, such as the states of Agent A
and Agent B.

In order to communicate with Agent B, Agent A initiates a session

est abli shnent request to the Agent Communi cation Server. After
verifying its perm ssions, the Agent Comuni cation Server proceeds to
establish the session, for exanple, by assigning a globally unique
Session IDto the new session. This IDwll be used throughout the
entire session lifecycle to correlate all activities and dat a.
Correspondi ngly, the Agent Communication Server needs to maintain a
session table, which includes information about all Agents invol ved
in the session, especially information about the session initiator

Alternately, after authentication and authorization, the Agent A can
also initial a connection directly to the Agent B. In this
situation, the control plane and data pl ane can be separat ed.

11.2. Differentiated QS Guarant ees

During the session establishnent, Agent A can provide the rel evant
Q@S requirenents for the session. Consequently, the Agent

Communi cation Server can prioritize the processing and forwardi ng of
messages according to these requirenments to ensure the session’s QoS.

12. Routing

12.1. Agent |D based Route | ook-up
The scenario described in this section is when an Agent sends a
message to anot her Agent (or a group of Agents), and the sending
Agent knows the recipient Agent’s ID or Goup ID. According to the
two major types of communication nodes in Section 6, the situations
can be classified as foll ows:

*  Poi nt-to-Point Communication (P2P):

- In the direct comunication node, the Agent | ooks up the corresponding | P address us
ng the recipient’s ID, thus allow ng the nessage to be sent to the recipient.

- In the indirect comruni cati on node, the Agent can delegate the I D | ookup task to the

Agent Conmuni cation Server, which is then responsible for sending the nmessage to the rec
pi ent Agent based on the ID
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* Group Conmuni cati on:

- The Agent del egates the Group ID | ookup task to the Agent Communi cation Server, which
is then responsible for sending the nessage to the recipient Agent in the sane group

12.2. Semanti c-based Route resol ution

The scenario described in this section is when an Agent wants to
communi cate with other Agents that possess a certain capability or
attribute, but does not yet knowtheir IDs. In this case, a semantic
search systemis needed to search for the Agent IDs that neet the
criteria based on the capabilities or attributes described by the
Agent. The message is then routed according to the retrieved |ID.

13. Prot ocol Stack Considerations

The protocol stack of an Al agent is divided into three functiona

| ayers: the Al Agent conmunication protocol |ayer, the application

| ayer, and the transm ssion layer. Al Agent applications communicate
with each other through the interfaces provided by the Al Agent
communi cati on protocol layer. The Al Agent communi cation protoco
operates above the application |layer and has requirenents for both
the application |ayer and transport |ayer protocols.

o m oot o e e e e eea—ooo +
| Al Agent Application
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmma oo +
ot o o oo +
| Al Agent Comm Protocol Layer (e.g.,JSON-RPC, JSON-LD) |
Fo m ot o e oo oo +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmma oo +
Application Layer (e.g.,HTTP, SIP)
o m o o e +
o m oot o e e e e eea—ooo +
Transm ssion Layer (e.g.,UDP, TCP, QU O |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmma oo +

Figure 3: Al Agent protocol stack Layer
Al Agent Conmuni cation Layer: This |ayer provides the basic
communi cati on function between Agents, including all the functions
menti oned above in this draft.

Application layer: This |ayer SHALL support the foll ow ng functions:
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14.

* Support bidirectional full-duplex comunication between Al agents,
meani ng that an Al agent can both initiate and receive
communi cati on requests. In the same comunication session, an
Agent can send multinodal data as well as receive nmultinodal data.

* Be decoupled fromthe presentation |ayer. For exanple, after the
presentation | ayer chooses to use JSON- RPC protocol, JSON- RPC
messages MUST support being carried over different application
| ayer protocols such as HITP and WebTransport, etc.

* Support a flexible routing nechanismat the application |ayer,
including direct routing based on URL querying DNS and segnent -
based routing according to DI D.

* Support a flexible extension nechanismfor protocols to better
meet the increasingly diverse functional requirenments of Agent
communi cati on

Transmi ssion Layer: This |ayer SHALL provide the follow ng functions:

* In nobile scenarios, transport |ayer should dynam cally optim ze
and update QoS paraneters according to revised QS rules.

* To achieve nultinodal data streammultiplexing, nulti-path
transm ssion capabilities (i.e., MPTCP, MPQUI C) shoul d be adopted
to support flexible transm ssion managenment of nulti-source data
from agents.

* the transport layer should either transmit unfinished data packets
to the newlink or switch data to a backup |ink, thereby enabling
mobi | ity managenent for agent communication

Security Considerations

Security of Al agent conmunication is not detailed in this draft.
Considering its independence, we suggest that it could be discussed
separately through other proposals fromthe foll ow ng aspects:

* ldentity: Al agents vary from enbodi ed robots to virtualized
assi stant, which introduces different identity and credenti al
storage approach. The protocol should consider a unified and
conmpatibility nmechanismto neet these requirenents, e.g., SIM
based robots, certificate-based Al assistant.

* Authentication: Al agents can reuse the authentication nechani sm
provided by the single trusted donain e.g., prinmary authentication
bet ween the agent and the core network. So that the agents may
sinplify the direct authentication process.
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16.

17.

18.

18.

* Authorization: Current practices of agent commruni cation nostly
rely on existing QAuth 2.0 rel ated mechanism It should be
considered that there will be different authorization nmechani sns
for direct authorization, del egated authorization and user
aut hori zati on.

* Cross-donmain Security: This draft focused on the comunication
within one trust domain. However, the cross-domain trust and
security of Al agents should also be considered in next steps

* Discovery Privacy: The publication of an Al agent shoul d get
owner’ s approval. Not all agent cards/descriptions/identities
shoul d be published considering the possible sensitive information
associated with its owner who nay be a natural person

* Task Privacy: Agents involved in task execution should follow the
principle of task description mnimzation, meaning that each
agent should only receive the ninimum and necessary information
required to conplete its task, in order to prevent unauthorized
access to sensitive information. |In addition, context sharing may
i mpact user privacy, so it is inmportant to consider linmtations on
the scope of context sharing, especially for sensitive informtion
such as the user’s nanme, age, and address.

I ANA Consi derations
TBD.

Concl usi ons
This framework focuses on Al agent comuni cation within a single
trust domain, introducing the conmunication framework, basic
processes, and key mechani snms. Considering that nultiple trust
domai ns may exist in practical deploynents, the nechani sns such as
digital identity format, capability registration and di scovery, and
routing involved in cross-donain scenarios may differ fromthose
within a single trust domain. Therefore, further research on cross-
domai n agent commruni cation is needed in the future.
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