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Abst r act

Thi s docunent defines an inplenentation profile for the System for
Cross-domain ldentity Managenment (SCIM 2.0. |In the typical

depl oynent nodel, an identity provider acting as a SCIM C i ent

provi sions and manages identities at multiple downstream service
provi ders, while each service provider (commonly a nulti-tenant
application serving many custoners) accepts provisioning connections
frommultiple different identity providers. This nany-to-nany

i ntegration nodel conpounds the interoperability challenges arising
fromthe wi de range of optional features and inplenentation
variations pernmitted by the base specification. This profile
addresses those chall enges by restricting the optional features and
protocol variations pernmtted under the base specification and by
establishing normative requirenents for a common inplenmentation
basel i ne.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Discussion Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. conl Zol | nerd/sci minterop-profile.

Zol | ner Expires 17 October 2026 [ Page 2]



I nternet-Draft SCIM Interop Profile April 2026

2

I nt roducti on

The SCIM 2.0 standard RFC7643 [ RFC7644] provides a framework for
automating identity provisioning across organi zati onal boundari es.
Wil e the base specification's flexibility enabl es broad
applicability, it also pernmits a wide range of inplenentation choices
— 1in areas such as PATCH syntax, pagination, filtering, case
sensitivity, and error handling — that have proven to be comon
sources of interoperability failure in practice. Were

i mpl ement ati ons diverge on these points, the result is integrations
that require bespoke configuration and mai ntenance for each pairing.

Thi s docunment specifies a profile for SCIM 2.0 that addresses these
chal | enges by establishing required capabilities and restricting
protocol variations that have proven problematic. |Inplenentations
conformng to this profile can be expected to interoperate w thout

i ntegration-specific custom zation

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Scope and Conf or mance
This profile applies to SCIM 2.0 Service Providers and dients.

Requirements in this docunment, expressed using the normative termns
"MJST", "SHALL", and "REQUI RED' as defined in the Notationa
Conventions section above, are addressed to Service Providers,
Clients, or both. A Service Provider is conformant with this profile
if it satisfies all such requirenents addressed to Service Providers
and all such requirements addressed to both roles. A Cdient is
conformant with this profile if it satisfies all such requirenents
addressed to Cients and all such requirements addressed to both

rol es.

Service Providers claimng conformance with this profile MJST include
an interopProfil eConformant attribute with a value of true in their
Servi ceProvi derConfig response. This attribute is defined as
fol | ows:

* Nane: interopProfileConfornmant

*  Type: Bool ean

Zol | ner Expires 17 October 2026 [ Page 3]



I nternet-Draft SCIM Interop Profile April 2026

5.

5

5

* Multi-Valued: false
* Required: false

* Mitability: readOnly
* Returned: default

A Service Provider that does not conformto this profile MJIST either
omit this attribute or set its value to false.

Dat a Mbdel Requirenents
1. Discovery Endpoints

Service Providers MJST inplenent the follow ng configuration
di scovery endpoi nts:

* ServiceProviderConfig ([ RFC7643], Section 4)
* Schema ([ RFC7643], Section 7)
* ResourceType ([ RFC7643], Section 6)

Servi ce Providers MJST publish an accurate list of schemas and
attributes via the /Schemas endpoi nt, matching exactly what is

i mpl ement ed and supported by the service. Al schemas referenced in
resource type definitions returned by the /ResourceTypes endpoi nt
MUST be avail able at the /Schenmas endpoint.

The scherma and resource type definitions for ServiceProviderConfig,
Schema, and ResourceType MAY be onmitted fromthe /Schemas and

/ Resour ceTypes endpoints respectively, as these are configuration
resources rather than provisioning targets.

For every ResourceType resource returned by the /ResourceTypes
endpoi nt, Service Providers MJST populate the id attribute and its
val ue MJST equal the value of the name attribute.

2. Case Sensitivity

To ensure predictable and interoperabl e behavior, Service Providers
*MUST* i npl ement case sensitivity consistently across both filtering
operations and uni queness constraint enforcement. For any given
attribute, the case sensitivity rules applied during a filter query
(e.g., userName eq "User.A") *MJST* be identical to the rules used to
detect a uni queness conflict during a POST or PATCH operation
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This profile requires adherence to the case sensitivity definitions
specified in [RFC7643] for the followi ng attributes:

Conmon Attributes ([RFC7643], Section 3.1): * id: caseExact is true.
Service Providers *MJST* treat abc-123 and ABC- 123 as distinct
values. * externalld (optional): caseExact is true. Service

Provi ders *MJST* treat ABC-123 and abc-123 as distinct values, if
externalld is supported.

User Schema Attributes ([ RFC7643], Section 4.1.1) -- applicable only
if the User resource type is inplenmented: * userNane: caseExact is
false. Service Providers *MJST* treat JSnmith and jsmith as
equi val ent .

5.3. Attribute and Schema Handl i ng

To ensure strict conformance and prevent unintended data | oss or
corruption, Service Providers *MJST* adhere to a strict handling
nmodel for attributes and schema extensions. Wen a SCI M request
(e.g., PCST, PATCH) contains attributes or schema URIs that are not
defined in the Service Provider’s ResourceType or Schema definitions,
the request *MJUST* be rejected.

The Service Provider *MJUST* return an HTTP 400 Bad Request with a
sci miype error of invalidSyntax for such requests.

5.4. Canonical Values for Typed Attributes

For multi-valued conplex attributes that include a type sub-attribute
(e.g., emails, phoneNunbers, inms, addresses), Service Providers MJST
decl are the acceptable type values for each such attribute in that
attribute’s canonical Val ues property, as returned by /Schenas.
Clients MJST only use type values listed in the canonical Val ues
property for that attribute.

6. Protocol and Endpoi nt Requirenents
6.1. Endpoint Structure

Service Providers MJST offer a unique endpoint for each inplenented
resource type (e.g., /Users, /Goups). Resources of different types
MUST NOT share an endpoint. This requirenent applies only to
resource-type endpoints; the root endpoint (e.g.,

https://exampl e.conlscimv2/) is not subject to this requirenent and
MAY return resources of multiple types if querying at the root |eve
i s supported.
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Service Providers MJST use /{endpoint}/{id} as the canonical URl for
addressi ng any resource and MJST NOT address resources via other
attribute values in the URl path (e.g., /{userNane}). dients MJST
use /{id} when retrieving a known resource, and MJST use the filter
query paraneter to |locate a resource by any other attribute val ue.

6.2. Data Fornmat and HTTP Headers

Al'l data exchange MJST use the JSON format as defined in [ RFC7643].
Al'l requests and responses containing SCI M data MJST include a
Cont ent - Type header with the val ue application/sci m+json, as defined
in [ RFC7644], Section 8.1

To aid in troubl eshooting and client identification, dients MJST
include a User-Agent header in all HITP requests. The header’s val ue
shoul d be neaningful, for exanple, identifying the nanme of the client
sof twar e

6.3. Filtering
The filter query paranmeter MJST be supported. Service Providers MJST
support the eq and and operators. To pronpte interoperability,
Clients MJST NOT use operators other than eq and and.

The use of filters in the URI for any HITP nethod ot her than GET
(e.g., PATCH /Users?filter=...) *MJST NOT* be used.

When a filter expression is applied to a resource-type endpoint
(e.g., /Users, /Goups) and references an attribute not defined in
any of that resource type's schenas, Service Providers MJST return an
HTTP 400 error with a scinlype of invalidFilter, as defined in
[ RFC7644], Section 3.12

6.4. Pagination
To ensure the reliable handling of |arge data sets, Service Providers
MUST i npl enrent at | east one of the follow ng pagination nethods for
all list operations:
* | ndex-based pagination as defined in [ RFC7644], Section 3.4.2.4.

* Cursor-based pagination, as defined in [ RFC9865].
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If the count paraneter is omtted froma request, Service Providers
SHOULD return at |east 100 results by default. Service Providers
MUST support a client-requested count value of at |east 100. Service
Provi ders SHOULD enforce a server-specified nmaxi mum nunber of results
per page and MJST return fewer results than requested when the client
specifies a count value that exceeds that linmt.

6.5. Updating Resources

Servi ce Providers MJST support the PATCH operation ([ RFC7644],
Section 3.5.2) for resource updates. Cdients MJST use the PATCH
operation for updates and SHALL NOT use the PUT operation

This profile defines a restricted subset of the SCIM 2.0 PATCH net hod
to ensure predictable behavior and high interoperability.

6.5.1. General PATCH Constraints
6.5.1.1. Mandatory Use of the 'path’ Attribute

Every operation object within the Operations array *MJST* contain a
path attribute. dients *MJST NOT* issue "path-1less" PATCH
operations where the target attribute is inplied by the keys within
t he val ue object.

Servi ce Providers *MJST* reject PATCH requests contai ning operations
that lack a path attribute with an HITP 400 Bad Request and a
sci miype error of invalidSyntax.

6.5.1.2. Milti-Attribute Updates

Wen a Cient needs to update multiple attributes in a single HITP

request, it *MJST* provide a separate operation entry within the

Qperations array for each unique attribute path.

6.5.2. Attribute-Specific Requirenments
6.5.2.1. Singular Attributes (Sinple and Conpl ex)

1. *Sinple Attribute Operation Equival ence:* For singular sinple
attributes (e.g., userNane, active), Service Providers *MJST*
treat add and replace as functionally equival ent.

2. *Conplex Sub-attribute Targeting:* Wen only intending to nodify
the value of a specific sub-attribute of a conplex attribute,

Clients *SHOULD* target that sub-attribute using dot-notation
(e.g., path: "name.gi venNane").
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3.

*Conpl ex Attribute Operations:*

*

6.5.2. 2.

*Replace:* If a Cient targets a singular conplex attribute in
its entirety (e.g., path: "nane") using the replace operation,
the val ue *MJUST* be a JSON object containing all sub-
attributes the Client intends to persist. The Service

Provi der *MUST* replace the entire conplex attribute with the
provi ded obj ect.

*Add:* If a Client targets a singular conplex attribute inits
entirety using the add operation, the value *MJST* be a JSON
object. The Service Provider *MJST* performa partial nerge,
updating only the provided sub-attributes and preserving

exi sting values for omtted sub-attributes.

Mul ti-valued Attributes (Sinple and Conpl ex)

This section applies to both rmulti-valued sinple attributes (e.g.,
the schemas attribute) and nulti-valued complex attributes (e.g.,

email s,

1.

Zol | ner

addr esses) .

*Col | ection-Level QOperations:*

*

*Replace:* If a Cient targets a nulti-valued attribute path
without a filter (e.g., path: "emails" or path: "roles") using
the replace operation, the value *MJST* be an array of

obj ects/values. The Service Provider *MJST* replace the
entire collection with the provided array.

*Add:* If a Client targets a nmulti-valued attribute path
without a filter using the add operation, the value *MJST* be
an array of objects/values. The Service Provider *MJST*
append the provided values to the existing collection.

*Filtering Constraints:* Wen using a filter to target an el enent
within a multi-val ued conplex attribute:

*

*Sub-attribute Requirement:* The path *MJST* target a specific
sub-attribute of the matched elenent (e.g., path: "email s[type
eq \"work\"].value"). Targeting the elenent object itself
(e.g., path: "emnils[type eq \"work\"]") is *PRCH Bl TED*.
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6.5.3. Error Handling

Service Providers *MAY* return an HTTP 400 Bad Request for any PATCH
operation that violates these constraints. Specific scinflType val ues
shoul d be used as follows: * invalidSyntax: M ssing path or use of
prohi bited operators. * invalidFilter: Filter natches nore than one
element in a multi-valued attribute. * invalidPath: Filter fails to
target a specific sub-attribute.

6.6. Resource Lifecycle

Service Providers *MJST NOT* treat a PATCH request as a del etion of
the resource. A resource nodified via PATCH *MJST* be retai ned by
the Service Provider. Deletion of a resource can only be performnmed
via an HITP DELETE request.

Service Providers MJST return 404 Not Found in response to any
operation targeting a deleted resource and MJUST onit del eted
resources fromall query results.

After a resource is successfully deleted, its unique identifiers
(such as userNane) MJUST NOT be considered in uniqueness conflict
cal cul ations and MJUST be avail able for reassignment to a new
resource.

Servi ce Providers MJST NOT respond to an HITP DELETE request by
nmodi fying resource attributes rather than deleting the resource
(e.g., setting a User’'s active attribute to false). A successfu
DELETE request MUST result in the resource bei ng del et ed.

6.7. Concurrency and Versioning
Clients *MJST NOT* include HTTP headers related to conditiona
requests or entity tags (ETags), such as If-Match, |f-None-Match, If-
Modi fi ed- Si nce, or If-Unnodified-Since. Service Providers are not
expected to support these headers and *MAY* ignore themor reject the
request .

6.8. Bulk Operations
Support for the /Bul k endpoint ([RFC7644], Section 3.7) is OPTI ONAL.

6.9. FError Handling
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6.9.1. Uniqueness Conflicts

When a POST or PATCH request attenpts to create or nmodify a resource
in a way that violates a uni queness constraint (e.g., for attributes
i ke userNane or emmils), the Service Provider *MJST* return an HTTP
409 Conflict response. The response body *MJST* al so include a SCIM
error detail with the scinlfype set to uniqueness, as defined in

[ RFC7644], Section 3.12.

7. Security Considerations
7.1. Transport Security
Al'l conmuni cation between a Cient and Service Provider MJST be
secured using Transport Layer Security (TLS) [ RFC8446].
I mpl enent ati ons MUST support TLS 1.3 and MAY support TLS 1. 2.
7.2. Authentication
The use of HITP Basic Authentication over TLS is NOT RECOMVENDED.
8. | ANA Consi derati ons
Prior to being published as an RFC, this document requests that the
I ANA SCI M Server-Rel ated Schema URIs registry entry for
urn:ietf:params:sci mschenmas: core: 2. 0: Servi ceProvi der Confi g be
updated to include or reference the interopProfil eConformant
attribute defined in Section 4 of this document.
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