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Abst r act

Thi s docunent extends the System for Cross-donmain |dentity Managenent
(SCIM 2.0 standard by defining a new "G oupMenber” top-Ievel
resource. Under the existing nodel defined in [RFC7643], group
menber ships are represented as values in a nmulti-valued attribute
within a Goup resource. This architecture |acks native support for
server-side pagination, filtering, or sorting of individual nenbers.
I n depl oynents nanagi ng | arge-scale groups (e.g., 100,000 to

1, 000, 000 nenbers or nore), retrieving a G oup resource results in
massi ve HTTP response payl oads that can exceed 100MB in size. This
can lead to service tineouts, nenory exhaustion, and network
instability, and has led to nany najor SCI M i npl enentati ons choosi ng
to not support returning the value of the "nenbers" attribute for
Group resources. This extension introduces a flattened resource
nmodel that enabl es group nenmberships to benefit from pagination and
other SCI M protocol features, ensuring interoperability and
performance at scale.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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1. Discussion Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com Zol | nerd/ sci m gr oup- nenber shi p.

2. I nt roducti on

The System for Cross-donmin ldentity Managenent (SCIM 2.0 protocol
RFC7643 [ RFC7644] is widely used for automating the provisioning of
identities across disparate systens. \Wiile SCIM excels at nanagi ng

i ndi vi dual User and G oup resources, its design for representing

rel ati onshi ps, specifically group menberships, encounters significant
performance bottl enecks in | arge-scale enterprise environnents.

Currently, the "nenbers" attribute of a Group resource is a nulti-
val ued attribute. Because SCIMonly supports pagi nating resources, a
client requesting a Goup resource nust receive the entire list of
group nenbers in a single HITP response. For a group with one
mllion menbers, an HITP response can reach approxi mately 200MB in
size. These |arge payloads create several critical failure points

i ncluding menory pressure and network tinmeouts.

Thi s docunent proposes the "G oupMenber" resource type. By treating
a menbership as a first-class, top-level resource, Service Providers
can | everage existing SCIM query paraneters including filter, count,
and nultiple pagination nethods, allowing themto inplenment a

scal eabl e and reliable interface for managi ng groups of any size.

3. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

4. The G oupMenber Resource

Thi s section defines the G oupMenber resource, which represents a
singl e menbership relati onship between a SCIM Goup and a nenber. By
representi ng each nmenbership as a distinct, top-level resource,

Servi ce Providers can manage group menbershi ps individually, allow ng
for pagination, filtering, and other operations at scale.
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4.1. Resource Properties
The G oupMenber resource is defined by the foll ow ng properties:

schemas
A multi-valued attribute that contains the SCIM schema URNs for
this resource. The URN for the G oupMenber resource’s core schema
is urn:ietf:paranms: scimschemas: core: 2.0: GoupMenber. This is a
*REQUI RED* attri bute.

A unique identifier for the GroupMenber resource, generated by the
Service Provider. This is a *REQU RED*, read-only attribute.
Clients MJUST treat this val ue as opaque.

group
A conplex attribute that provides a reference to the parent G oup
resource. This attribute contains the foll owi ng sub-attributes:

val ue
The id of the referenced G oup resource. *REQU RED*.

$r ef
The URI of the referenced G oup resource. Read-only.

menber
A complex attribute that provides a reference to the nmenber
resource, which can be a User, another G oup, or any other
resource type that can be a nenber of a group. This attribute
contains the follow ng sub-attributes:

val ue
The id of the referenced nmenber resource. *REQUI RED*.

$r ef
The URI of the referenced nenber resource. Read-only.

type
A string that specifies the resource type of the nenber, e.g.,
"User" or "Group". Read-only.

met a
A conmplex attribute containing metadata about the resource. This
i ncl udes the resourceType (which MJUST be "G oupMenber"), created,
| ast Modi fied, and location attributes. This is a REQU RED, read-
only attribute.
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4.2. JSON Representation

The following is an exanple of a G oupMenber resource in JSON format.
Thi s exanpl e represents the nmenbership of a User in a Goup. ($ref
val ues truncated for formatting purposes):

{

"schemas": ["urn:ietf:parans: scimschemas: core: 2. 0: G oupMenber"],
"id": "gml2345",
"group": {
"val ue": "e9e30dba-f 08f-4139-944c- 2e6949b80b05",
"$ref": "https://exanple.conlscinmv2/ Goups/e9e3xxx

},
"menber " :
"val ue": "2819c223-7f 76- 453a- 919d- 413861904646" ,
"$ref": "https://exanple.conm scimv2/ Users/2819xxx",
"type": "User"
},
"meta": {
"resourceType": "G oupMenber",
"created": "2026-02-24T20: 26: 447",
"l ast Modi fied": "2026-02-24T20: 26: 447",
"l ocation": "https://exanple.confscinv2/ GoupMenbers/gml2345"

}
}

4.3. Resource Type Representation

The Service Provider’'s ResourceType schenmmn, available at the
/ Resour ceTypes endpoint, MJST include an entry for "G oupMenber".

*Exanpl e Resour ceType entry:*

{
"schenmas": ["urn:ietf:parans: sci mschenas: core: 2.0: ResourceType"],
"id": "G oupMenber",
"name": "G oupMenber",
"endpoint": "/ G oupMenbers”,
"description": "Resource representing a single group nenbership.",
"schema": "urn:ietf:parans:scimschemas: core: 2.0: G oupMenber"”

}
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5. nenbersMetadata G oup Schema Extension

To prevent anbiguity and provide a clear path for clients, this
specification also defines an extension schema for the G oup
resource. This extension introduces a new conplex attribute,

menber sMet adat a, whi ch signals how group nenbershi ps are nanaged and
provi des netadata about those nenberships.

VWhen a Service Provider supports the /G oupMenbers endpoint, it
SHOULD i ncl ude the nmenbersMetadata attribute on Group resources to
declare its nmenbershi p managenent policy for that group. The schema
URN for the nenbersMetadata schena extension is

urn:ietf:params: sci mschenas: ext ensi on: groupMenbers: 2. 0: G oup

5.1. The nenbersMetadata Attribute

The nenbersMetadata attribute is a conplex attribute with the
follow ng sub-attributes:

policy
A REQUI RED string that specifies how nenbership for this group is
represented. It MJST have one of the follow ng val ues:
inline

Indicates that this group’'s nenbers are fully represented in
the menbers attribute. Cients SHOULD NOT use the
/ G oupMenbers endpoint for this group.

ext er nal
Indicates that this group’s nenbers are nmanaged exclusively via
the / G oupMenbers endpoint. The nmenbers attribute MJST be
omtted fromthis Group resource representation.

hybrid
I ndi cates that the Service Provider MAY return nmenbers in the
menbers attribute, but the canonical method for managi ng
menberships is via /G oupMenbers. dients SHOULD prefer using
the / G oupMenbers endpoint for reliability and scal e.

r ef
A REQU RED URI that a client can use to query for the group’s
menbers. It MJST be the URI of the /G oupMenmbers endpoint with a
pre-popul ated filter for the current group’s ID. Its format is
[ G oupMenbers_Endpoi nt] ?filter=group.value eq "[Goup_ID".

menber Count

An OPTI ONAL non-negative integer indicating the total nunber of
menbers in the group.
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al | onedMenber Types
An OPTIONAL multi-valued attribute containing a list of strings

that specify the resource types (resourceType) of nenbers all owed
in this group.

5.2. Exanple G oup Resources
5.2.1. Exanple of an "External" Policy

The following is a Goup with a | arge nunber of nenbers. The policy
is "external", the nenbers attribute is absent, and the client is
directed to use the ref UR.

{

"schemas": ["urn:ietf:parans:scimschemas:core:2.0: Goup"],

"id": "e9e30dba-f 08f-4139-944c-2e6949b80b05",

"di spl ayNane": "Al'l Enpl oyees",

"urn:ietf:parans: sci mschenas: extensi on: groupMenbers: 2. 0: \

G oup: menmber sMet adata": {
"policy": "external",
"ref": "https://exanple.com scimv2/ GoupMenbers?filter=\
group. val ue%20eq%20%22e9e30dba- f 08f - 4139- 944c- 2e6949b80b05%22" ,
"menber Count": 150321

},
"meta": {
"resourceType": "G oup",
"l ocation": "https://exanple.com scimv2/ Goups/ \
e9e30dba- f 08f - 4139- 944c- 2e6949b80b05"
}

}
5.2.2. Exanple of a "Hybrid" Policy

The following is a Goup with a small nunber of nenbers. The policy
is "hybrid", indicating that while the nmenbers are included inline
for convenience, clients should still prefer using the /G oupMenbers
endpoi nt for managenent operations.
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"schemas": ["urn:ietf:parans:sci mschemas: core: 2.0: Goup"],
"id": "aOblc2d3-f08f-4139-944c-2e6949b80b05",

"di spl ayNane": "Sal es Teant,

"menmbers": |

"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646" ,
"di splay": "Babs Jensen"

]

rn:ietf:parans: sci mschenas: ext ensi on: gr oupMenbers: 2. 0: \
Group: nrenber sMet adat a": {
"policy": "hybrid",
"ref": "https://exanple.com scimv2/ GoupMenbers?filter=\
group. val ue%20eq%20%22a0blc2d3-f 08f - 4139- 944c- 2e6949b80b05%22" ,
"menber Count": 1,
"al | onedMenber Types": ["User", "G oup"]
},
"meta": {
"resourceType": "G oup",
"l ocation": "https://exanple.com scimv2/ Goups/ \
alOblc2d3-f 08f - 4139- 944c- 2e6949b80b05"

6. Managi ng G oupMenber Resources

Thi s section describes how G oupMenber resources are managed using
the SCI M protocol. A GoupMenber is a sinple resource that
represents a |inkage between a group and a nenber. As such, a
menbership can only be created, retrieved, or deleted. Updating a
menbership serves little practical value, as changing the group or
the menber woul d fundamentally represent a new nenbership, not a
nodi fi cation of the existing one. Therefore, a Service Provider that
supports this specification MJST only support the POST, GET, and
DELETE nethods for this resource type.

Servi ce Providers MAY al so support managenent of group menbers
through the existing nenbers attribute of the Group resource as
defined in [ RFC7643] for the purpose of backwards conpatibility with
existing clients. However, when addi ng or renoving nenbers froma
group that also has G oupMenber resources, Service Providers MJST
ensure that the state remains consistent across both representations.
For exanple, deleting a G oupMenber resource MJST result in the
correspondi ng nenber being renmoved fromthe nmenbers array on the
Group resource, if that attribute is supported by the Service

Provi der.
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6.1. Creating G oupMenber Resources (POST)

To add a new nenber to a group, the client sends a POST request to
the GroupMenbers endpoint. The request body MJUST contain a
GroupMenber resource, specifying the group.value and nenber. val ue.

* Request: POST /scinmv2/ G oupMenbers

* Response: 201 Created with the full G oupMenber resource in the
body, including its newly generated id and neta attri butes.

A Service Provider MJIST ensure that both the group and the nenber
referenced by their ids exist before creating the G oupMenber
resource. |f either the group or the nenber does not exist, the
Servi ce Provider SHOULD return a 400 Bad Request error with a

sci mype of invalidVval ue.

I f the menmbership already exists, the Service Provider MJST return a
409 Conflict error.

Exanpl e Request Body:

PCST / GroupMenber s

{ ::scherrfts": ["urn:ietf:parans: sci mschemas: core: 2. 0: G oupMenber "],
o \c/);f)u.e";{ "e9e30dba- f 08f - 4139- 944c- 2e6949bh80b05"
} mber": {
"val ue": "2819c223-7f 76- 453a- 919d- 413861904646"
} }

6.2. Retrieving G oupMenber Resources (CET)
GroupMenber resources can be retrieved by sending a GET request to
the GroupMenbers endpoint. Cdients can retrieve an individual
resource by its id or a list of resources.
* To get a specific nmenbership: GET /scinv2/ GoupMenbers/{id}

* To get all nenberships: GET /scinlv2/ GoupMenbers
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6.2.1. Pagination
Servi ce Providers MJST support pagi nation of G oupMenber resources to
allowclients to retrieve large sets of nenberships in manageabl e
chunks.

I ndex-based Pagi nati on: The startlndex and count query paranmeters are
the primary method for pagination, as defined in [ RFC7644].

*  Exanple: GET /scinv2/ GoupMenbers?startl|ndex=1&ount =1000

Cursor as defined in [RFC9865] for inproved performance with very
| arge data sets.

*  Exanpl e: GET /scinv2/ G oupMenber s?count =1000&cur sor =aWbk ZXg9MI Ax

The response for a paginated request is a ListResponse containing the
G oupMenber resources for the current page.

6.2.2. Filtering
Service Providers MJST support filtering on the group.val ue and
menber.val ue attributes. This enables clients to performcritical
queries, such as "find all nenbers of a specific group"” or "find all
groups a specific user is a menber of."
To find all nenbers of a group:
GET /scimv2/ GoupMenbers?filter=group.val ue eq e9e30dba- f 08f -
4139- 944c- 2e6949b80b05"
To find all groups for a nenber:
GET /scimv2/ GoupMenbers?filter=nenber.value eq "2819c223- 7f 76-
453a-919d- 413861904646"
6.3. Deleting G oupMenber Resources (DELETE)

To renove a nenber froma group, the client sends a DELETE request to
the URI of the specific G oupMenber resource.

* Request: DELETE /scinfv2/ GoupMenbers/{id}

* Response: 204 No Content on successful deletion.
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6.4. Bulk Operations

Clients can create and delete nultiple G oupMenber resources in a
singl e request using the /Bul k endpoint as defined in [ RFC7644].
This is highly efficient for synchroni zi ng nenberships for a group
wi th many changes.

The following is an exanple of a Bul k request that adds two new
menbers and renoves one existing nenber froma group.

Exanpl e Bul k Request:
{

"schemas": ["urn:ietf:parans: sci mapi:nessages: 2. 0: Bul kRequest "],
"fail OnErrors": 1,
"Operations": |

{
"met hod": " POST",
"path": "/ G oupMenbers",
"bul kI d": "add-user-1",
"data": {
"schemas": ["urn:ietf:parans: sci mschenas: core: 2.0: G oupMenber”],
"group": { "value": "e9e30dba-f08f-4139-944c-2e6949b80b05" },
"menmber": { "value": "aed9876f-e83c-4359-99a3-37e082236081" }
}
b
{
"met hod": " POST",
"path": "/ G oupMenbers",
"bul kI d": "add-user-2",
"data": {
"schemas": ["urn:ietf:parans: scimschemas: core: 2. 0: G oupMenber"],
"group": { "value": "e9e30dba-f08f-4139-944c-2e6949b80b05" 1},
"menber": { "value": "bce523la-6d36-4b89-a249- 1b913e16338b" }
}
H
{
"met hod": " DELETE",
"path": "/ G oupMenbers/gnml2345",
"bul kI d": "del ete-user-3"
}
|
}

7. Service Provider Considerations

This section describes the requirenents for Service Providers that
i mpl ement the G oupMenber resource.
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7.1. Discovering Support for the G oupMenber Resource

Servi ce Providers that support the G oupMenber resource MJST decl are
this support in their ResourceType and Schena net adat a.

7.1.1. Schenma Endpoi nt

The Service Provider’s Schema definition, available at the /Schenas
endpoi nt, MJST include the full schema definitions for
urn:ietf:parans: sci mschemas: core: 2. 0: G oupMenber as defined in
Section 2.3 of this document.

7.1.2. Inpact on the G oup Resource

As noted in Section 3, a Service Provider MAY continue to support the
menbers attribute on the G oup resource for backwards conpatibility.
When doing so, the Service Provider MJST nmintain transactional
integrity and consistency between the state of the nenbers attribute
and the state of the correspondi ng G- oupMenber resources.

For exanple, if a DELETE request to a /G oupMenbers/{id} URl is
successful, the correspondi ng nenber MJST al so be renoved fromthe
menbers array of the parent G oup resource. Conversely, if a menber
is renoved froma Goup via a PATCH request to the /G oups/{id} UR,
the correspondi ng G oupMenber resource MJUST be del et ed.

Servi ce Providers that support both nmechani sms SHOULD cl early
docunent their consistency nodel. It is RECOVWENDED that for groups
with a very |large nunber of nenbers, Service Providers inplenent the
menbers attribute as wite-only by setting the 'returned’ schenma
property to 'never’.

8. Schema Representation
8.1. G oupMenber Core Schenma

The following is the formal SCI M schema definition for the
G oupMenber resource.

{
"id": "urn:ietf:parans:sci mschenas: core: 2. 0: G oupMenber",
"name": "G oupMenber",
"description": "SCIMresource representing a single

group nenbership.",
"attributes": [

{
"nanme": "group",
"type": "conplex",
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"mutability": "imutable",
"required": true,
"uni queness”: "none",
"description": "The group in which the nenber is a nenber.",
"subAttributes": [
{
"nanme": "val ue",
"type": "string",
"mutability": "imutable",
"required": true,
"uni queness": "none",
"description": "The id of the group."
b
{
"name": "S$ref",
"type": "reference",
"referenceTypes": ["Goup"],
"mutability": "readOnly",
"required": false,
"uni queness": "none",
"description": "The URl of the group.”
}
]
H
{
"name": "menber",
"type": "conplex",
"mutability": "inmmutable",
"required": true,
"uni queness": "none",
"description": "The menber of the group.",
"sSubAttributes": [
{
"name": "val ue",
"type": "string",
"mutability": "imutable",
"required": true,
"uni queness": "none",
"description": "The id of the nenber.”
H
{
"nanme": "S$ref",
"type": "reference",

"referenceTypes": ["User", "G oup"],
"mutability": "readOnly",

"required": fal se,

"uni queness": "none",

"description": "The URI of the nenber."
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H
{
"nanme": "type",
"type": "string",
"mutability": "readOnly",
"required": false,
"uni queness": "none",
"description": "The type of the nenber,
e.g., 'User’ or "Goup."
}

8.2. nenbersMetadata Schenmn Extension

This specification defines a schema extension for the

March 2026

SCI M G oup

resource to support the discoverability of menbershi p nanagenent

polici es.

*Schema URN: *

urn:ietf:parans: sci mschenas: ext ensi on: groupMenbers: 2. 0: G oup

8.2.1. The nenbersMetadata Attribute Definition

The extension introduces a single conplex attribute to the G oup
resource: nenbersMetadata. This attribute is defined as foll ows:

"id": "urn:ietf:parans:sci mschenas: ext ensi on: groupMenbers: 2. 0: G oup”,

"name": "G oupMenber shMet adat a",

"description": "A schema extension for Group resources to provide

nmet adat a about how nmenbers are managed. ",
"attributes": [

"name": "menber sMet adat a",
"type": "conplex",
"mutability": "readOnly",
"required": fal se,

"description": "Provides netadata about the nmanagenent of

this group’s nenbers.",
"subAttributes": [
{
"name": "policy",
"type": "string",
"mutability": "readOnly",
"required": true,

Zol | ner Expi res 3 Septenber 2026
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"canoni cal Val ues": [
"inline",
"external ",
“hybrid"

]

’escri ption": "Specifies the policy for how nenbership
of this group is represented.”

"name": "ref",

"type": "reference",

"referenceTypes": ["uri"],

"mutability": "readOnly",

"required": true,

"description": "A URl that a client can use to query for
the group’s nenbers."”

"name": "menber Count",

"type": "integer",

"mutability": "readOnly",

"required": fal se,

"description": "An integer indicating the total nunber
of menbers in the group.”

"nanme": "all owedMenber Types"”,

"type": "string",

"mutability": "readOnly",

"required": false,

"mul ti Val ued": true,

"description": "Alist of strings that specify the resource
types of menbers allowed in this group.”

]
}
]
}

8.2.2. Usage

When a Service Provider uses this extension, it MJST add the schema
URN urn:ietf:paranms: sci mschenmas: ext ensi on: group: 2. 0: menber shMet adat a
to the schemas attribute of the G oup resource. The nenbersMet adat a
attribute and its sub-attributes are read-only, as they are netadata
reported by the Service Provider to the client.

*Exanpl e schermas attribute in a G oup resource:*
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{
"schemas": |
"urn:ietf:parans: sci mschenas: core: 2. 0: G oup”,
"urn:ietf:parans: sci mschenas: extensi on: gr oupMenbers: 2. 0: \
G oup: mrenber sMet adat a"
1,
"id": "e9e30dba-f 08f-4139-944c-2e6949b80b05",
"di spl ayName": "Al'l Enpl oyees",
"urn:ietf:parans: sci mschenmas: ext ensi on: gr oupMenbers: 2. 0: \
G oup: nenber sMet adata": {
"policy": "external",
"ref": "https://exanple.conm scinmv2/ GoupMenbers?filter=\
group. val ue%0eq¥%0%22e9e30dba- f 08f - 4139- 944c- 2e6949b80b05%22" ,
"menmber Count ": 150321
}
}

8.3. Security Considerations

The security considerations for the G oupMenber resource are
substantially the same as those for the User and G oup resources
defined in Section 8 of the SCIM Protocol docunment [RFC7644]. All
requests MJUST be nade over a secure channel such as Transport Layer
Security (TLS).

Aut henti cati on and authorization for managi ng G oupMenber resources
are the responsibility of the Service Provider. |Inplementers should
consi der the follow ng:

* Access controls for GoupMenber resources may be inherited from
the parent Goup. For exanple, a client that has permission to
view a GGoup and its nenbers should al so have perm ssion to GET
the correspondi ng G oupMenber resources.

* Aclient authorized to add or renove nenbers froma Goup (e.g.,
via a PATCH to the Group resource) should have equival ent
perm ssions to POST and DELETE G oupMenber resources for that sane

gr oup.

* \When a client attenpts to retrieve one or nore G oupMenber
resources, whether through a direct GET to a resource UR
(/ GroupMenbers/{id}) or through a list request to the endpoint
(/ GroupMenbers), the Service Provider’s authorization decision
MJUST be based on the client’s permission to read the parent G oup.
A client that has perm ssion to read a G oup resource MJST al so be
granted permi ssion to retrieve any G oupMenber resource where the
group.value attribute natches the id of that Goup. This policy
mrrors the existing SCI M behavi or where access to a Goup
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resource inplies access to its nmenber list. A Service Provider
MUST NOT require an additional authorization check on the menber
resource itself as a condition for retrieving a G oupMenber
resource.

8.4. | ANA Consi derati ons

Thi s docunent requests that 1 ANA register a new URN in the "SCIM
Schemas” registry.

*URI:* urn:ietf:parans:sci mschenas: core: 2. 0: G oupMenber
*Specification:* This docunent *Description:* Defines the schema for
a resource representing a single group nenbership.
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