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1. Introduction
Wth the rapid devel opment of artificial intelligence, single-agent
systens have gradually revealed their Iimtations in handling
complex, nmulti-task, and cross-donmain scenari os. Agent networking,
as a core paradi gmfor breaking through individual capabilities and
achieving collective intelligence, has becone a key trend in the
future devel opment of agents.
Thi s docunent introduces agents networking architecture and defines
the core conponents of agent networking, as well as typica
i nteracti ons anong these key conponents.
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
2. |10A architecture and Conponents
2.1. Overview of Agents Networking
The overall architecture of agents networking is shown in Figure 1.
+----- + +----- + | +----- + +----- +
| ACA 1| | ARSL|----------------- | ARS2| | ACA 2|
+-- - -+ +-- - -+ | +-- - -+ +-- - -+
I I I I I
R T +----+ | R TR +---+
| | | | |
R - R - | R - R -
I I I [ I I I
| Agent a|-------- | Agent bj | | Agent x| | Agent y|
I I I [ I I I
R o R o | R o R o
| | | | |
| R - | R - |
L | AGv 1 |------- | AGV 2 |----------- +
+o- - - - -+ | +o- - - - -+
Domai n1 | Domai n2
Figure 1: Agents Networking architecture
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2. 3.
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The architecture of agents networking consists of four key
components, the Agent Certificate Authority(ACA), the Agent
Regi stration Server(ARS), the Agents, and the Agent Gateway(AGW) .

Agent Certificate Authority

An Agent Certificate Authority (ACA) is essentially a trusted third-
party organi zation that issues and manages digital certificates for
intelligent agents (Agents). |Its core function is to ensure the
authenticity of Agent identities and the security of their
interactions. By issuing digital certificates that contain key data
such as Agent identity information and public keys, it enables other
Agents or systens to verify the identity of the Agent, preventing the
access of counterfeit or malicious Agents.

The maj or functions of ACA include Certificate |Issuance and
Certificate Managenent.

* Certificate Issuance: It verifies the real identity of an Agent
(i ncluding devel oper information, affiliated organization,
functional permssions, etc.). After verification, a unique
digital certificate is generated and issued.

* Certificate Managenent: It is responsible for the full-lifecycle
managenent of certificates, including certificate renewal (renewal
before the expiration of validity period) and revocati on (when an
Agent is deregistered or its key is |eaked).

Agent Regi stration Server

An Agent Registration Server(ARS) is specifically responsible for
Agent identity registration, capability profiling, and accurate

di scovery-matching. Acting as the "identity nanagenent center" and
"resource directory library" in the Agent ecosystem The nmjor
functions of ARS include agent registration, agent infornmation
managenent, and agent discovery. The ARS can be either centralized
or distributed, but regardless of the form information
synchroni zati on between different servers is essential. For easily
depl oynent, the ARS also can be integrities in the AGw

* Agent registration: The agent sends a registration request with
its information, upon the verification is passed, then the ARS
generates a unique "resource ID'" for the Agent, creates a profile
in the "Agent Database" to record all the agent information

* |Information managenent: It is responsible for the full-lifecycle
managenment of Agents profiles, including update (when a gent’s
i nformati on changes) and del ete (when an Agent is discarded).
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2. 4.

Agent Discovery: The ARS mmintains a dynamically updated "Agent
Dat abase" that records key information of all Agents registered at
this ARS and synchroni zed fromother ARSs. An agent needs

col l aboration just need to send a capability request to the ARS,
then the ARS will quickly filter out natching target Agents and
return theminformation to the requested agent.

Al Agents

The functions that should be supported for Al Agent interconnection
i nclude task orchestration, task nanagenent, and sessi on nanagenent.

*

2.5.

An

Task orchestration: It breaks down conpl ex tasks into subtasks,
assigns themto Agents with corresponding capabilities, and
clarifies the coll aboration process. Based on the capabilities of
each Agent (e.g., a Flight Agent specializes in ticket booking, a
Vi sa Agent specializes in visa processing), it plans the execution
sequence and dependency rel ationshi ps of tasks to ensure efficient
resource utilization

Task Managenent: It tracks subtask progress, handl es exceptions,

and ensures the overall task progresses as planned. It nonitors
the execution status of each subtask (e.g., "pending," "in
progress," "conpleted," "failed"), records task output results

(such as flight confirmtion nunbers and vi sa docunents), and
addresses issues during execution

Session Managenent: It nmaintains the continuity and integrity of
interactive sessions, ensuring historical information is traceable
and context is not disconnected. It nanages the |ifecycle of
conversations between Agents, records all interactive content
(e.g., instructions, feedback, problem discussions), and provides
cont extual support for subsequent interactions to avoid repeated
communi cati on.

Agent Gat eway

AGw essentially serves as a "Connection Hub" and "Security

Steward" in the process of agent communication. Its core role is to
resol ve interconnection issues between different Agents of different
domai ns while ensuring secure, efficient, and orderly conmunication

The AGw shoul d support the followi ng functions:

*

Zhang,

Rout e Managenent: \Wen it cones to cross-domai n agent
communi cati on, an agent or AGv may not be able to directly
establish a connection with another agent in a different domain
for sone reasons. |In such cases, the AGv needs to have routing
managenent function. The routing managenent function generates
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dynanic routing entries based on Agent information advertised by
ot her AGns, and gui des message forwardi ng between cross-donmain
Agents—essentially acting as a "cross-domain traffic conmander”
for the Agent ecosystem

* Security Protection: Agent commruni cation may involve sensitive
data (such as user privacy, core business data), and nualicious
external Agents may attenpt to forge identities, steal data, or
| aunch attacks. The AGw serves as a core barrier for security
protection. The AGw shoul d supports the identity verification of
Agents, data encryption, and access control for agents.

* Traffic Control: If multiple Agents sinmultaneously send di scovery
requests to the AGn, or concentrate on initiating collaboration
requests after finding target Agents, the AGwv nay becone
overl oaded or the target Agents may crash. The AGw shoul d i npose
traffic limts on discovery requests. For exanple, it sets a cap
on the nunber of discovery queries per Agent per mnute to prevent
mal i ci ous Agents from occupying resources with frequent queries.

* Dual Translation (Protocol and Language): Agents may face two key
obstacles to direct communication: inconsistent technica
protocols and different natural |anguage expressions. The AGWN s
transl ation functi on addresses both issues sinultaneously to
ensure seanm ess information transmission. On the one hand, it
automatically identifies the comunication protocol (e.g., HITP,
MJTT, gRPC, or custom protocols) and data format (e.g., JSON
Pr ot obuf) used by the sending Agent, then converts theminto the
standard protocol/format supported by the receiving Agent. On the
other hand, it handl es natural |anguage differences between Agents
(e.g., Agent X uses English to send "Book a twin roont while Agent
Y only understands Chinese). The AGw~ automatically translates the
content into the target |anguage, ensuring the receiving Agent
accurately grasps the semantic intent w thout additional |anguage
adapt ati on.

3. Interactions of Agents Networking Architecture

3.1. Interactions between Agents and ACAs

3.1.1. Certificate Application
This is the nost fundanental first interaction between an agent and
an ACA. Its purpose is to enable the Agent to pass the ACA' s

verification and obtain a digital certificate that proves its
legitimacy. It includes three steps:
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3.1. 2.

Application request: The Agent sends a certificate application to
the CA, along with key supporting materials. These materials
include identity-verifying information (such as the qualification
docunents of its affiliated organization, the identity of its
devel oper), the Agent’s own attributes (such as function type,
perm ssion scope, skills), and a public key for subsequent
encrypted conmuni cati on (the Agent retains the corresponding
private key and does not disclose it to external parties).

Application verification: After receiving the application, the ACA
checks the authenticity and conpliance of the materials. For
exanple, it verifies whether the organization’s qualifications are
valid, whether the public key nmeets encryption standards, and

whet her the Agent’s functions fall within pernitted scopes. If no
issues are identified, the application is approved.

Certificate generation: Upon approval, the ACA generates a digita
certificate containing specific information. This infornmation
includes the Agent’s identity details, public key, certificate
validity period, and the ACA's digital signature (used to prove
the certificate is legally issued by the CA). The CA then sends
this certificate to the applying Agent.

Certificate Managenent

A certificate is not permanently valid. The Agent must cooperate
with the ACA to conplete operations such as renewal and revocati on,
ensuring the "digital identity" remains valid and secure.

*
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Certificate status query: The Agent can send a query request to

the ACA at any tine to confirmthe current status of its
certificate—such as whether it is still within the validity period
or has been revoked due to abnormal circunstances. This allows

the Agent to identify and resolve certificate-related issues
pronptly (e.g., applying to the CA for recovery if the certificate
was incorrectly revoked).

Certificate renewal: Wen the certificate is about to expire, the
Agent proactively sends a renewal request to the ACA, along with
the soon-to-expire old certificate. If its identity information
(such as affiliated organization, perm ssions) has not changed,
the application materials can be sinplified. After the ACA
approves the request, it generates a new certificate with an
updated validity period and sends it to the Agent. The Agent
replaces the old certificate with the new one to ensure the
identity credential remains valid.
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3.

3.

3.

2

2

2

* Certificate revocation application: If the Agent experiences
i ssues such as private key | eakage, permanent deactivation of
functions, or deregistration of its affiliated organization, the
Agent (or its admnistrator) sends a certificate revocation
request to the ACAto invalidate the currently held certificate.
After confirming the request’s legitinacy, the ACA adds the
certificate to the "Certificate Revocation List (CRL)" to prevent
the invalid certificate from being nm sused by ot hers.

I nteractions between Agents and ARSs
1. Registration

An Agent must first conplete registration with the ARS before it can
be di scovered by other Agents and participate in collaboration. This
is the foundational interaction between the two parties. It includes
three steps:

* Registration request: The Agent sends a registration request to
the ARS, acconpanied by its information. This includes its
identifier (e.g., Agent nanme), description of core capabilities
(e.g., "hotel booking," "data fornmat conversion"), supported
conmuni cati on protocol s/l anguages (e.g., HITP, Chinese), and
credentials for identity verification (e.g., a digital certificate
i ssued by an ACA).

* Registration verification: The ARS verifies the legitimcy of the
Agent’s identity (e.g., checking if the CA certificate is valid)
and confirns the conpl eteness of the registration information.
Upon successful verification, the ARS creates a profile for the
Agent in its "Agent Database," recording key data such as the
Agent’s capabilities, online status, and communicati on address to
complete the registration

* Registration response: The ARS feeds back results ("registration
successful" or "registration failed," e.g., due to failed identity
verification or mssing information) to the Agent.

2. Information managenent

After registration, the Agent needs to continuously interact with the
ARS to update its status and information, preventing the ARS s
profile from becom ng "outdated" and causing other Agents to match
invalid resources.

* |Information update: If an Agent upgrades its capabilities or
changes its communication address (e.g., |IP change due to server
mgration), it needs to proactively send an "infornmation update
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3.2.3.

Thi
qui

request” to the ARS with the updated content. After review, the
ARS updates the corresponding profile information to ensure the
accuracy of subsequent query results.

Agent deregistration: Wen the Agent needs to go offline
permanently (e.g., function deactivation, dissolution of the
affiliated entity), it sends a "deregistration request"” to the ARS
with the resource ID. Upon receipt, the ARS marks the Agent’s
profile as "deregistered" or deletes it fromthe "di scoverable
resource pool" to avoid invalid queries.

Agents Di scovery

s is the core service provided by ARS for agents, which hel ps them
ckly identify target agents that can solve problens through nmulti-

di mensional filtering, avoiding random searches, it includes two
st eps.

*

3. 3.

Di scovery request: If an Agent needs a collaborator with agents
supporting specific capabilities, it sends a discovery request to
the ARS, specifying the capabilities and associ ated ot her
requirenents.

Di scover response: Based on the request criteria, the ARS filters
mat chi ng target Agents fromthe "Agent Database" and feeds back
the agent information to Agent A if the target Agents are in

ot her domains, the returned conmuni cati on address shoul d be the
AGN addr esses of those donains.

I nteractions between Agents and AGas

When an agent needs to communicate with an agent in another domain,
the Conmuni cati on sessions need to go through the AGv (Wen the two
agents are within a single domain, whether a communication session

needs to go through a AGv can be determ ned as requirenents).

I nteractions between an Agent and an AGw revol ve around two core
scenari os: status mai ntenance and col | aborati on support.

3.3. 1.

St at us Mai nt enance

During the Agent’s operation, ongoing interactions between the two
parties are required to ensure stable and secure coll aborati on,

pri

Zhang,

marily involving status synchronization and excepti on handling.
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3. 3.

2

Agent access: An agent should send an access request to the AGv to
make it reachable by agents in other domains. The AGv reviews its
information and verifies its signature. |If the verification
passed, then the AGv will create a record for it and advertise the
agent information to other AGhs.

St at us synchroni zation: After accessed, the Agent regularly sends
"heartbeats" (e.g., every 30 seconds) to the AGv to synchronize
its online status (e.g., "running normally," "tenporarily
offline"). |If the AGv does not receive a "heartbeat” for an
extended period, it marks the Agent’s status as "offline" and
tenmporarily renoves it fromthe collaborative list, and
synchroni zes this information to other potentially associated AGv
to prevent other Agents frominitiating invalid requests.

Deregi stration request: If an Agent needs to stop services, it
proactively sends a deregistration request to the AGn. After
receiving the request, the AGwv del etes the Agent’s record, and
synchroni zes this information to other potentially associated AGas
to conplete the exit process.

Col | abor ati on Support

When an Agent needs to collaborate with other Agents, the AGw
provi des support for "removing communication barriers". It is
composed by two phases.

*

3. 4.

3.4. 1.

Zhang,

Transformati on: Wien the AGw receives the nessage send by the
request agent with a translation request, the AGw first

decapsul ates the recei ved packet, extracting the original content
fromthe nmessage. Then, it perforns necessary adaptations, such
as translating the content into the target |anguage or converting
the data structure to match the target protocol. Finally, the AGw
re-encapsul ates the adapted content into the target Agent’s
protocol format and forwards it.

I nteracti ons between AGM and AGas

I nteractions between an AGv and an AGw revol ve around four core
phases: AGw interconnection, resources synchroni zation, status
synchroni zati on, and rel ay forwarding.

AGw | nt erconnecti on

Thi s phase conpl etes nmutual identity verification and initial status
synchroni zati on between AGhs.
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*

3.4.2.

I nt erconnection request: The initiating AGv sends an

i nterconnection request(the request and ) to the receiving AGw,
encl osing core information: its unique AGv I D, supported
protocols, identity certificate, and current basic operationa
stat us.

I nt erconnection response: The receiving AGwv verifies the
initiating AGVN s identity and protocol conpatibility. |If valid,
it feeds back its own basic information and records AGv A’ s
initial information in its "AGw Nei ghbor List". If the
verification failed, then it rejects the request.

Resour ces Synchroni zation

Resource synchroni zati on and status mai ntenance focuses on sharing
static/dynam c informati on of registered Agents, ensuring AGas can
accurately locate potential collaboration partners across donains.

*

3.4.3.

Resource synchroni zati on: AGm exchange the summary of registered
agents’ information, including Agent ID, core capabilities (e.qg.,
"flight booking", "real-time translation"), and supported

conmuni cati on protocol s/l anguages (e.g., gRPC, Chinese). The
Synchroni zati on take place whenever a new AGwv peer is established
or the registered agents’ key information changes.

St at us Mai nt enance

The Status Mintenance of AGM is used to ensure the peer AGns are

onl

*
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i ne and reachabl e.

Status synchroni zation: Wen the interconnection is established,
the AGas regul arly sends "heartbeats" (e.g., every 30 seconds) to
the peer AGAs to synchronize its online status (e.g., "running
normal ly," "tenporarily offline"). If the AGv does not receive a
"heartbeat"” for an extended period, it marks the AGV s status as
"offline" and tenporarily renmoves it fromthe peer list, and set
the "applicability" attribut of agents registered at that peer AGw
as i napplicable.

Di sconnection request: If an AGw needs to stop services, it
proactively sends a di sconnection request to its peer AGn. After
receiving the request, the peer AGwn deletes the AGvV fromits peer
list, and renove the Agents registered at that peer AGv fromthe
"Agent Dat abase".
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3. 4.

3. 5.
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4. Rel ay Forwarding

Rel ay Forwarding | everages pre-synchroni zed resource and status data
to enabl e seanl ess data transm ssion between cross- AGv Agents.

*  \When an AGw receives a packet fromits agents to an agent in
anot her domain, it will decapsul ates the packet and get the "agent
I D" of the target agent. Then it |ooks up the routing table to
get the target AGwv and forward the packet to it (during the
forwardi ng, the packet will be encapsul ated to adapt to the target
agent).

I nteractions between ARSs

I nteractions between ARS focus on "breaking resource silos". Through
cross-ARS i nformation synchroni zation, they enabl e Agent resources
managed by different ARSs to be globally discoverable and
collaborable in a trusted manner. The detailed interactions between
ARS can be quit different anong different ARS forns, it depends on
the i npl ement manner of ARS.

Editors’ note: typical interactions between ARS will be provide in
future.

Operational and Manageability Considerations
TBD
Security Considerations
TBD
I ANA Consi derations
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