WG Wor ki ng Group Y. T. Lai
I nternet-Draft 23 May 2025
I ntended status: Informational

Expires: 24 Novenber 2025

Pol ynoni al Commi t ment Schenes
draft - zkpr oof - pol yconmi t - 00

Abst r act

Thi s docunent describes the high-level interface of a pol ynonial

commi tnent scheme (PCS), a cryptographic primtive used in
constructing generic zk-SNARKs. A PCS allows a prover to commt to a
polynom al, and later attest to its correct evaluation at a given
point. Test vectors and reference inplenentations for popul ar
instantiations are provided in Appendi x A

About Thi s Docunent

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thereal yi ngtong. gi thub.io/draft-zkproof-pol ycommit/draft-
zkproof - pol yconmit. html. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-zkproof-polycommt/.

Source for this draft and an issue tracker can be found at
https://github. com thereal yi ngtong/draft-zkproof-polyconmt.

Status of This Meno
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Novenber 2025.
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1. Introduction

A pol ynom al comm tnent schenme (PCS) is a comon buil ding block in
the construction of nodern generic zk-SNARKs (Fig 1). It allows a
prover to conmt to a polynomial, and | ater prove its correct
evaluation at a given point. This is used to instantiate oracle
access to the prover’s pol ynom al -encoded wi tness, by introducing a
crypt ographi ¢ hardness assunption (e.g. discrete |ogarithm hardness).
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_Fig 1: The conponents of a nodern zk- SNARK. _

A pol ynom a

conmitnent schene is paraneterised over a finite field
WtnessField for its representation,
finite field ChallengeField for its evaluation points. It

and a (potentially identical)
is also

paraneteri sed over an underlying cryptographi c hardness assunption,
such as a collision-resistant hash function or the elliptic curve

di screte | ogarithm probl em

NON- NORVATI VE NOTE

In small -field PCSes,

chal l enges are usually

drawn from an extension field ChallengeFi el d.

Ceneric interface

A pol ynom a
foll owi ng functions:

1. setup

On input the paraneters security bits,
an OPTI ONAL randonness generator rng,
Comm tterKey and VerifierKey for the polynonia

conmitnent scheme provides an interface with the

numvars, degree_bounds, and
setup sanples a public

conmm t nent schene.

NON- NORVATI VE NOTE: This generali ses over both trusted setups (SRS)

and transparent setups.

fn setup(
security bits: usize,
numvars: usize,

degree_bounds: Vec<usize>,
rng: Option<Rng>,
) -> (CommitterKey, VerifierKey)
*| nput : *
* security_bits:

* num.vars:

Expi res 24 Novenber 2025

the nunber of variables in the polynon a
NOTE: For univariate pol ynom al s,

the desired nunber of bits of security

NON- NORVATI VE
numvars =1
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degree_bounds: the upper bounds on the degree of each variable in
the pol ynom al ; degree_bounds. |l en() MJST equal numvars NON
NORMATI VE NOTE: For multilinear polynom als, degree_bounds = 1 for
each variabl e

(OPTIONAL) rng: a randonness gener at or

*Qut put : *

*

1.1
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2

ck: a commtter key used in conputing conmmtnents and opening
proofs; this contains also the description of finite fields for
the witness WtnessField, as well as for the chall enge

Chal | engeFi el d.

vk: a verifier key used in verifying opening proofs; this contains
al so the description of finite fields for the wtness
WtnessField, as well as for the chall enge Chall engeFi el d.

comm t

On input the conmtter key ck, a polynom al poly, and an OPTI ONAL
random bl inding factor r, conmmt outputs a binding and optionally
hi di ng comm t nent com

fn commt(

ck: ConmitterKey,
pol y: Pol ynom al <Wt nessFi el d>,
r: Option<WtnessFiel d>

) -> (Conm tnent, ConmitnentState)

*| nput: *

* ck: the conmtter key

* poly: a polynonmial with degree at nost deg(X i) =di Di in
each variabl e

* (OPTIONAL) r: a randomelenent fromthe WtnessField; this can be
set to None if the comm tnent is non-hiding NON- NORVATI VE NOTE:
Zer o- knowl edge protocols often apply non-hiding pol ynom a
conmitnent schenes to a "masked" polynom al, instead of the actua
wi tness polynomal. The caller is responsible for masking the
pol ynom al before providing it as input toconmt.

*Qut put : *

*

com a binding and optionally hiding polynomal comitnent to poly
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* comstate: auxiliary state of the comitnent, containing
informati on that can be re-used by the conmitter during the
openi ng phase, such as the commi tnment randommess.

1.1.3. open

Lai

On input the conmitter key ck, a polynomal poly, a conmitment comto
the polynom al, the challenge point challenge, and the OPTI ONAL
random bl i nding factor r, open outputs the evaluation eval =

pol y(chal l enge), and an opening proof proof. The opening proof
attests to the claim"comcomrits to a polynom al that evaluates to
eval at chall enge".

fn open(
ck: ConmtterKey,
poly: Pol ynom al <WtnessFi el d>,
com Commit ment,
com state: Commitnent State,
chal | enge: Chal | enge,
r: Option<WtnessFiel d>

) -> Proof

*| nput : *
* ck: the conmitter key

* poly: a polynomal with degree at nost deg(X.i) =d_i D.i in
each variabl e

* com a commitnent to poly

* comstate: auxiliary state of the comm tnent

* chall enge: the evaluation point at which comw |l be opened; this
consists of numvars elenents fromthe Chall engeFi el d NOV
NORMATI VE NOTE: In the non-interactive setting, the challenge is
derived fromthe commtment using the Fiat-Shanir transform
[fiat-shamir].

* (OPTIONAL) r: a randomel ement fromthe WtnessField; this MJST
equal the r previously used in commt

*Qut put : *

* proof: an opening proof attesting to the correctness of the
openi ng
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4. verify

On input the verifier key vk, a polynom al comm tnent com the
eval uati on point challenge, the purported opening eval, and the
openi ng proof proof, verify checks the opening proof, and either
accepts or rejects it.

fn verify(
vk: Verifi erKey,
com Commitment,
chal | enge: Chall enge,
eval : Chal | engeFi el d,
proof: Proof,

) -> bool

*| nput : *

* vk: the verifier key

* com a polynom al comm tnent

* chall enge: the evaluation point at which comis opened

* eval: the purported evaluation of the committed pol ynonial at
chal | enge

* proof: the opening proof the claim"comconmits to a pol ynon a
that evaluates to eval at chall enge"

*Qut put : *

* wverify outputs true if the opening proof is valid, and fal se
ot herwi se

Bat ched setting

_This section is NO\N- NORMVATI VE. _

Pol ynom al conmitment schenes MAY support opening in a batched
setting. In this setting, a single proof attests to the opening of
multiple polynomials at nmultiple challenges (possibly different sets
of chall enges for each pol ynom al).

Conmon speci al cases of the batched setting include: - opening of a

single polynom al at multiple challenges; and - opening of nultiple
pol ynom als at a single challenge
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1. batch_open

On input the conmtter key ck, a vector of polynom als polys, a
vector of their commtments cons, a vector of challenge sets
chal | enges, and a vector of OPTIONAL random blinding factors rs,
bat ch_open out puts the eval uations at each chal |l enge set
Vec<Vec<Chal | engeFi el d>> and a si ngl e openi ng proof BatchProof.

The opening proof attests to the claimthat "confi] conmits to a
pol ynom al poly[i] that opens to evals[i][j] at challenges[i][j]"
for each index i in the batch of polynom als, and each index j inits
correspondi ng chal | enge set.

fn batch_open(
ck: ConmtterKey,
polys: Vec<Pol ynom al <Wt nessFi el d>>,
coms: Vec<Conmi t ment >,
chal | enges: Vec<Vec<Chal | enge>>
rs: Vec<Option<Chal | engeFi el d>>
) -> (Vec<Vec<Chal | engeFi el d>>, BatchProof)

*| nput : *
* ck: the committer key
* polys: the batch of polynonmials to open

* cons: the commitnents corresponding to polys; cons.len() MJST
equal polys.len()

* challenges: the sets of challenge points at which to eval uate each
pol ynom al ; chall enges. |l en() MJST equal polys.len()

* rs: the OPTIONAL random blinding factors used in each conmitnent;
rs.len() MJIST equal polys.len()

*Qut put : *

* evals: the evaluations of each polynom al at each chall enge set;
eval s.len() MJST equal polys.len(), and each evals[j].len() MJST
equal the corresponding chall enges[j].len()

* batch_proof: an opening proof for the batch opening claim
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2. batch_verify

On input the verifier key vk, a vector of commitnents cons, a vector
of chall enge sets chall enges, a vector of their purported
correspondi ng eval uations evals, and an openi ng proof BatchProof,
batch_verify checks the opening proof, and either accepts or rejects
it.
fn batch_verify(

vk: Verifi erKey,

cons: Vec<Conmitnment >,

chal | enges: Vec<Vec<Chal | engeFi el d>>,

eval s: Vec<Vec<Chal | engeFi el d>>

proof : Bat chProof,
) -> bool
*| nput : *
* vk: the verifier key
* coms: a vector of polynom al conmtments

* chall enges: the sets of challenge points at which each comm t nent
was opened; chall enges.len() MJST equal cons.|len()

* evals: the purported openings of each commtnment at each chall enge
set; evals.len() MJST equal cons.len(), and each evals[j].len()
MUST equal the corresponding challenges[j].len()

* Dbatch_proof: an opening proof for the batch opening claim

*Qut put : *

* batch verify outputs true if the opening proof is valid, and fal se
ot herwi se

Concrete polynom al comm tment schenes (WP)
Li gero [ AHI V17]
The Ligero [ AH V17] proof systemcan be used to instantiate a
pol ynom al commitnent scheme. It is paraneterised over a collision-
resi stant hash function CRHSchene. The following interface is

adapted fromthe arkworks library [arkworks].

Both the LigeroCommtterKey and LigeroVerifierKey are the sane type
Li ger oPar ans:
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struct LigeroParans<CRHSchene> {
security_bits: usize,
/1l The rate of the Reed-Sol onbn code
code_rate: usize,

}
2.1.1. setup

fn set up<CRHSchenme>(
security bits: usize,
_numyvars: usize,
_degree_bounds: Vec<usize>,
_rng: Option<Rng>,
) -> (Comm tterKey<CRHScheme>, Verifier Key<CRHScheme>) {
| et ck = LigeroParans<CRHScheme> {
security bits,
code rate = 4
b
| et vk = LigeroParans<CRHSchenme> {
security_bits,
code rate = 4
H
(ck, vk)
}

2.1.2. commt

fn commt(
ck: ConmitterKey,
poly: Pol ynom al <WtnessFi el d>,
r: Option<WtnessFiel d>
) -> (Conmitment, CommitnentState) ({
/1 1. Arrange the coefficients of the polynomal into a matrix,
/1 and apply encoding to get ‘ext_mat‘.

/1 2. Create the Merkle tree fromthe hashes of each col umm.
// 3. Qbtain the MI root

(comm tnent, | eaves)

}
2.1.3. open
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fn open(
ck: ConmitterKey,
pol y: Pol ynom al <Wt nessFi el d>,
com Commitnment,
com state: Conmitnent State,
chal | enge: Chal | enge,
r: Option<WtnessFiel d>
) -> Proof {
/[l 1. Create the Merkle tree fromthe hashes of each col um.

/1 2. Generate vector ‘b* to left-nmultiply the matrix.
[l 3. left-nultiply the matrix by ‘b’
/Il 4. Generate t colum indices to test the |inear conbi nati on on

/1 5. Conpute Merkle tree paths for the requested col ums.
}

2.1.4. wverify
fn verify(
vk: Verifi erKey,
com Commitment,
chal | enge: Chal | enge,
eval : Chal | engeFi el d,
proof: Proof,
) -> bool {
/1 1. Ask randomoracle for the

i ndi ces where the checks happen
/1 2. Hash the received colums into | eaf hashes.
/1 3. Verify the paths for each of the |l eaf hashes - this is only run once,
/1 4. Conpute the encoding w = E(V).
/1 5. Conpute ‘a‘, ‘b* toright- and left- nmultiply with the matrix ‘M.
/1 6. Probabilistic checks that whatever the prover sent,
/1 matches with what the verifier conputed for hinself.
3. Security Considerations (WP)
4. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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