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Abst r act

BGP Fl ow Specification (Fl owSpec) [RFC8955] and [ RFC8956] has been
proposed to distribute traffic filter policy (traffic filters and
actions) via BGP [ RFC4271]. Miltiple applications have used BGP
Fl owSpec to distribute traffic filter policy. These applications
include the following: mtigation of denial of service (DoS),
enabling traffic filtering in BGP/ MPLS VPNs, centralized traffic
control of router firewall functions, and SFC traffic insertion.

Due to its powerful extensibility, FlowSpec can be easily used for
net wor k congesti on managenent. This docunent describes how to use
BGP Fl owSpec to inpl enent network congestion managenent.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 20 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

Explicit Congestion Notification (ECN) is an extension to the
Internet Protocol (IP) and the Transm ssion Control Protocol (TCP),
defined in RFC 3168. ECN allows for end-to-end notification of
congestion control to avoid packet loss. ECN is an optional feature
that may be used by two endpoints if the underlying network

i nfrastructure supports it.

Typically, a TCP/1P network indicates a channel congestion by
droppi ng packets. In the case of successful ECN negotiation, an ECN
aware router can set a flag in the I P header instead of dropping the
packet to indicate that congestion is about to occur. The receiver
of the packet then responds to the sender by reducing its

transm ssion rate.

The ECN (Explicit Congestion Notification) field in an | P header
(bits 6 and 7 of the Traffic C ass/ToS byte) allows routers to signa
net wor k congestion by marki ng packets instead of dropping them
Defined in RFC 3168, it uses four values (00-11) to indicate ECN
capability and congestion status, enabling end-to-end congestion
control while reducing packet |oss and retransm ssions.

ECN Fi el d Codepoints (Bits 6-7)

* 00 (Non-ECT): Non-ECN-Capabl e Transport. The packet does not
support ECN.

* 01 or 10 (ECT): ECN- Capable Transport (0 or 1). The endpoints
support ECN, and the path is not currently congested.

* 11 (CE): Congestion Experienced. The router is experiencing
congestion and marks the packet, prompting the receiver to notify
the sender to sl ow down.

When a router’s buffer exceeds a certain threshold, it changes the
ECN field fromECT (01/10) to CE (11) rather than dropping the
packet .

It occupies the last two bits of the Type of Service (ToS) field in
I Pv4 or the Traffic dass field in | Pv6.
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Fast - CNP (Congestion Notification Packet) is a nechanismfor Renote
Direct Menory Access (RoCEv2) networks that allows switches to
directly send congestion notifications to the source node, bypassing
the traditional, slower nethod of waiting for destination server
feedback. By reducing latency in congestion signaling, Fast-CNP
prevents severe buffer congestion and inproves network performance.
Thi s docunent describes how to use BGP Fl owSpec to inpl enent network
congesti on managemnent.

2. Definitions and Acronyns
*  BGP-FS: BGP Fl ow Specification
* CE: Congestion Experienced
* DPl: Deep Packet |nspection
* ECN. Explicit Congestion Notification
* ECT: ECN Capabl e Transport
* Fl owSpec: Flow Specification
* FSv2: BGP Fl ow Specification Version 2
* SR Segnent Routing
* SR-MPLS: SR over the MPLS data pl ane
*  SRv6: SR over the I Pv6 data pl ane
* SAFl: Subsequent Address Fanmily Identifier
* SID Segment ldentifier
* SRH. Segnent Routing Header
* TE: Traffic Engineering
* UsSD: U tinmate Segnent Decapsul ation

3. The Flow Specification Encoding for Network Congestion Managenent
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3.1. Type TBDL - ECN
Encodi ng: <type (1 octet), [nuneric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to match the 2-bit
ECN field (see also [ RFC3168] and [ RFC8200]).

Thi s conmponent uses the Numeric Operator (numeric_op) described in
Section 4.2.1.1 of [RFC8955]. The ECN conponent val ues MJST be
encoded as single octet (nuneric_op | en=00).

The two | east significant bits contain the ECN value. Al other bits
SHOULD be treated as O.

An exanpl e of an ECN Fl ow Specification conponent encoding for: "all
packets matching ECN {1 or 2}".
ECN Fl ow Specification TLV's Type (2 octets)
I
v
Ox nn 01 01 91 02
Figure 1. Exanple of ECN flow specification TLV encoding
Decoded:
Val ue
0oxnn Type Type nn - ECN Fl ow Specification
conponent’ s Type
0x01 nuneric_op val ue size = 1, ==
0x01 val ue 1, ECN's value =1
0x91 nuneric_op end-of-list, value size =1, ==
0x02 val ue 2, ECN s value = 2

Fi gure 2: Decoded the exanple of ECN flow specification TLV encodi ng
3.2. ECN Marking (ecn-marking) Sub-Type TBD2
The ecn marki ng Extended Community instructs a systemto nmodify the
ECN bits in the I P header (Section 5 of [RFC3168]) of a transiting IP
packet to the correspondi ng val ue encoded in the 6 | east significant
bits of the Extended Conmmunity value, as shown in Figure XXX

The Extended Community is encoded as foll ows:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Sub- Type | fast-cnp | reserved |
i i i T i I S i e s o o i i
| reserved (cont.) | ECN

R et e s i o e s i i
Figure 3: ECN Marking Extended Comunity Encodi ng

Type (1 octet): 0x80

Sub- Type (1 octet): TBD2

ECN: new ECN value for the transiting |IP packet

reserved (46 bits): MJIST be set to 0 on encodi ng and MJST be ignored

during decodi ng

3.3. Extending the Traffic-Action (traffic-action) field

The traffic-acti on Extended Conmunity consists of 6 octets of which

only the 2 least significant bits of the 6th octet (fromleft to

right) are defined by [ RFC8955], as shown in Figure 4.
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Traffic Action Field |
R et e s i o e s i i
| Tr. Action Field (cont.)|C S| T|
B il s S S S S I S i

Figure 4: Traffic-Action Extended Comrunity Encoding

The S and T bits are defined in [ RFC8955], and this docunent defines
the C bit as foll ows:

C Fast-CNP (bit 45): Enables the Fast CNP function (only effective
when set).

3.4. Fast-CNP Action Extended Conmunity Sub-Type TBD3

The Fast-CNP Action Extended Community instructs a systemto send
fast congestion notification packets to the source node.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Sub- Type | fast-cnp | reserved |
i i i T i I S i e s o o i i
| reserved |

i s i T S e S T T il o S R S S S
Figure 5: Fast-CNP Action Extended Community Encodi ng

Type (1 octet): 0x80

Sub- Type (1 octet): TBD3

fast-cnp (1 octet): Enables the Fast CNP function if set to 1 and
di sabl es the Fast CNP function if set to O

reserved (5 octets): MJST be set to 0 on encoding and MJUST be ignored
during decodi ng

3.5. Marking Threshold Acti on Extended Community Sub- Type TBD4

The Marking Threshol d Action Extended Comunity instructs a systemto
set a threshold for the target traffic.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Sub- Type | | ower threshold |
I S i o T s S S S e s s T
| upper threshol d | Reserved | E

s i S e i i T s S S T ol ST S e e
Figure 6: Marking Threshold Action Extended Comunity

Type (1 octet): 0x80

Sub- Type (1 octet): TBD4

| ower threshold (2 octets): Lower threshold of the forwardi ng queue.

upper threshold (2 octets): Upper threshold of the forwardi ng queue.

reserved (7 bits): MJIST be set to 0 on encodi ng and MJST be ignored
during decodi ng.

E (1 bit): Indicates whether to mark ECN fl ag.
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4. Use Cases

4.1. Casel: Detects the risk of traffic congestion and proactively sets
the ECN fl ag

A traffic managenent device on the network analyzes traffic on the
network, and finds that there is a risk of packet |oss due to
congestion in traffic sent from Sender to Receiver through R1,
R2,..., and Rn. The nmanagenent device sends a Fl owspec route to the
device R1L. The Flowspec route carries characteristic information of
target traffic by using a Fl owspec NLRI, and carries an marki ng ECN
action defined in this draft.

| BGP FS |
| Controller |

Fl owSpec route to RIl:
NLRI: Filter Rules
Ext - Communi ty: Remar ki ng- ECN Acti on

( )
--( )--
B S, + (v ) B +
| | ( RI---R2---...---Rn)_| . |
| Sender | ( ) | Recei ver
S R + ) Ao +
l__( )__l
( )

Figure 7: Detects the risk of traffic congestion and proactively
sets the ECN fl ag

When Rl receives a FlowSpec route, it uses the NLRI in the Fl owSpec
route to match the target traffic and marks the target traffic with
the ECN flag according to the instruction of the ECN Marking action.

The traffic with the ECN flag is forwarded to the next hop. In this
way, other devices along the path and the receiver can detect network
congestion in a timely manner based on the ECN flag and nake
correspondi ng adj ust nents.
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4.2. Case2: Detects traffic congestion and Sends Fast-CNP to Sender

VWhen a traffic managenent device in the network detects that traffic
forwarded froma Sender termnal to a Receiver term nal through the
network path Rl, R2,..., Rn may encounter a risk of congestion and
packet | oss, the nanagenent device sends a Fl owspec route to a device
on the network path, for exanple, R2. The NLR of the Flowspec route
carries the characteristic of the target traffic, and the Fl owspec
route carries the Fast-CNP action defined in this draft.

| BGP FS |
| Controller |

| FlowSpec route to R2:
| NLRI: Filter Rules
+ Ext - Communi ty: Fast-CNP Action

\( )
--(\ )--
AR, + \ ) Ao +
| | ( RI---R2---...---Rn ) _| _ |
| Sender | ( ) | Recei ver|
- + ) E - +
i__( )__i
( )

Figure 8: Detects traffic congestion and Sends Fast-CNP to Sender

After receiving the Fl owSpec route, R2 uses the NLRI field in the

Fl owSpec route to match the target traffic. |In addition, R2
identifies that the Fl owSpec route carries the Fast-CNP action.
According to the instruction of this action, R2 obtains the address
of the sender terninal fromthe target traffic, constructs a Fast-CNP
packet to be sent fromR2 to the sender term nal, and sends the
packet to the sender termnal.

After receiving the Fast-CNP packet, the sender term nal reduces the
rate at which packets are sent to the receiver terninal.
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4.3. Case3: Optinizing the traffic that contains congestion indication
i nformation

When the traffic managenent device in the network detects that
traffic forwarding froma Sender terminal to a Receiver ternina
through the network path Rl, R2,..., Rn encounters congestion, the
managenment devi ce sends a Fl owspec route to a device (for exanple,
R1) on the network path. The NLRI of the Flowspec route carries the
characteristic of the target traffic, where an ECN matchi ng el enent
is included, and the Flowspec route carries various possible traffic
optim zation actions.

The traffic optim zation action may include redirecting to a next
hop, setting an optim zed DCSP val ue, or indicating a forwarding
through a path with a higher priority etc,.

| BGP FS |
| Controller |

| FlowSpec route to RI1:

| NLRI: Filter rules, including ECN natching
| el enment (val ue=3)

| Ext-Community: Traffic optimzation action
I

I

|

I

( )
- )--
S R + (v ) Ao +
| | ( RI---R2---...---Rn)_| _ |
| Sender | ( ) | Recei ver
Fommm - + ) Fomm - +
1__( )__1
( )

Figure 9: Optinmizing the traffic that contains congestion indication
i nformation

After receiving the FlowSpec route, RL matches the target traffic
based on the NLRI field in the FlowSpec route. The ECN value in the
FI owSpec route nust be the same as that in the target traffic. After
the target traffic is matched, Rl perforns the traffic optimzation
action specified in the FlowSpec route on the target traffic. The
traffic optimzation action may include redirecting to a next hop,
setting an optim zed DCSP val ue, or indicating a forwarding through a
path with a higher priority etc,.
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4.4. Case4: Set a threshold for the target traffic and enable the ECN
mar ki ng functi on.

When a managenent device on the network plans to optinize and nanage
target traffic on a device, the nanagenent device delivers a Fl owSpec
route to the network device (for example, Rl in the follow ng
figure). The FlowSpec route encapsul ates the characteristics of the
target traffic in the NLRI and uses the Marki ng Threshol d Action
community attribute defined in this docunent to set a threshold for
the target traffic. In addition, the managenent device sets the E
bit to instruct the network device to mark the target traffic with
the ECN flag when the rate of the target traffic is within the

t hreshol d range.

| BGP FS |
| Controller |

Fl owSpec route to RIl:
NLRI: Filter Rules
Ext - Communi ty: Marking Threshol d Action

( )
--( )--
B S, + (v ) B +
| | ( RI---R2---...---Rn)_| . |
| Sender | ( ) | Recei ver
S R + ) Ao +
l__( )__l
( )

Figure 10: Detects the risk of traffic congestion and proactively
sets the ECN fl ag

When receiving the Fl owSpec route, the network device Rl natches the
target traffic based on the NLRI field in the Fl owSpec route, sets a
threshold for the target traffic according to the instruction of the
mar ki ng-threshol d action defined in this docunent, and enabl es the
function of marking the target traffic with the ECN fl ag

The traffic with the ECN flag is forwarded to the next hop. |In this
way, other devices along the path and the receiver can detect network
congestion in a timely manner based on the ECN fl ag and nake
correspondi ng adj ust nents.
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5.

9.

| ANA Consi der ati ons

TBD

Security Considerations

The security considerations of BGP [ RFC4271] and BGP Fl owSpec
[ RFC8955] [ RFC8956] apply to this docunent.
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TBD
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