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Abst ract

The BGP Monitoring Protocol (BWMP) [RFC7854] is designed to nonitor
BGP [ RFC4271] running status, such as BGP peer rel ationship

establi shnent and termnation and route updates. Wthout BMP, manual
query is required if you want to know about BGP runni ng status.

Thi s docunent provides the use cases that the BWMP station can get the
optional paraneters that are supported by the nonitored network
device and default configure paranmeters of the nonitored network

devi ce via BMP.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Term nol ogy
This meno nmakes use of the terns defined in [ RFC7854].
BMP: BGP Monitoring Protocol
BMS: BGP Monitoring Station

Initiation nmessage: Reports to the nonitoring server such infornation
as the router vendor and its software version.

2. I nt roduction

The Border Gateway Protocol (BGP) is a dynam c routing protocol
operating on an Autononpus System (AS) and typically configured on a
network device. The BGP typically can support a nunber of optional
par anet er s| RFC5492], e.g., |Pv4 Unicast, IPv4 Milticast, |Pv6

Uni cast, and other Miltiple-Protocol Extended Capabilities, Route
Refresh Capability, Qutbound Route Filtering Capability, G aceful
Restart Capability, Support for 4-octet AS nunber capability etc.,
and the different BGP i npl enentations nay support a different nunber
of different capabilities. The network device configured with the
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BGP typically may not enable all optional capabilities supported in
the configured BGP, but enable some currently required BGP optiona
capabilities as required for a current task.

The BGP Monitoring Protocol (BWMP) introduces the availability of

nmoni toring BGP running status, such as BGP peer relationship

establi shnent and termination and route updates. Wthout BMP, manual
query is required if you want to know about BGP running status. Wth
BMP, a router can be connected to a nonitoring station and confi gured
to report BGP running statistics to the station for nonitoring, which
i mproves the network nmonitoring efficiency. BMP facilitates the

moni toring of BGP running status and reports security threats in rea
time so that preventive neasures can be taken pronptly.

In order to nonitor and manage effectively the operating states of
the BGP configured on the respective network devices in the network,
the existing practice is that a nonitoring station obtains BGP
informati on of the respective network devices in the network to

moni tor and nmanage centrally the network devices configured with the
BGP in the network. By way of an exanple of a flow in which the
moni toring station obtains the BGP information, after a BGP
connection is set up between network devices A and B configured with
the BGP (or between peers), taking the network device A as an
exanpl e, the network devices A and B negotiate about their own
enabl ed BGP optional capabilities in OPEN nessages under a BGP rul e,
and the network device A further includes a BGP Mnitoring Protocol
(BWMP) nodul e connected with the nonitoring station, where the BW
nodul e can obtain the enabl ed BGP optional capabilities of the
networ k device A, and the enabled BGP capabilities of the network
device B as a result of negotiation about the enabl ed BGP
capabilities, so that if the BWMP nodul e of the network device A sends
the configured BGP information of the network device to the
monitoring station in a Peer Up Notification nmessage, then the BGP
optional capabilities will include only the BGP capabilities enabled
on the network device A

However, sonetines it’'s not sufficient to report only the
capabilities currently enabled at the nonitored device to the BMS

In order to better optimze the network, the BM5S may want to access
all the capabilities that are supported at each nonitored devices, as
wel |l as the current configuration informations.
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3.

4.

Use cases

*  BGP Optional Parameters Supported/ Enabl ed: The Open Message
reported to BMS contains only the currently enabl ed capabilities
at the nonitored device. |If all the supported capabilities of the
moni t ored devi ces, both the enabled and not yet enabled ones, are
informed to the BM5, the BMS can use the nore conprehensive and
valid inputs to nake deci sions about the whole network
optimzation. For exanple, if the G aceful Restart Capability is
not enabled for a BGP Peer, and thus the BGP Open Message (i.e.,
the Peer Up Notification in BMP) would not include the GR
capability. However, if the BVM5S or the operator has the know edge
that both devices support the GR capability, and enables it at
both devices, it could inprove the operational stability of the
net wor k.

* BGP Default Behavior Paraneters: As one of the concern fromthe
operators, that in nulti-vendor environnent, sonme default
configurations or behaviors of devices are vendor-specific, and
may cause various issues during the interoperation test or any
time after. Take the protocol preferences (distance) of different
BGP routes for exanple: Vendor A assigns value 255 to eBGP, i BGP
and BGP | ocal routes by default, while vendor B assigns 20 to
eBGP, 200 to i BGP and 200 to BGP | ocal routes by default. In
addition, value 255 is not recogni zed by vendor B, and routes
assi gned such di stance woul d be ignored.

Extensi on of BMP Initiation Message
As described in Section 4.3 of [RFC7854], the initiation nessage
provides a neans for the nonitored router to informthe nonitoring
station of its vendor, software version, and so on
The initiation nmessage consists of the common BMP header foll owed by
two or nore Information TLVs (Section 4.4 of [RFC7854]) contai ning
i nformati on about the nonitored router. Currently defined types are:

Type = 0: String.

Type 1: sysDescr

Type 2: sysNane.
Figure 1

Thi s docunent defines 3 new categories of TLV types: the BGP Optional
Paranmeters and the BGP Default Behavior Paraneters.
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Type = TBD1: Optional Paraneters Supported. The Information field
specifies all BGP optional parameters supported by the nonitored
devi ce. Each paraneter is encoded as a triplet:

<Par anmet er Type, Paraneter Length, Paranmeter Val ue>

0 1

0123456789012345

B R i T o St I B R N S TR S S S T R

| Parm Type | Parm Length | Paraneter Value (variable)
R i I R s o ol i ol o I I S R

Figure 2. BGP Optional Paraneters Information TLV

Parameter Type is a one octet field that unanbi guously identifies
i ndi vi dual paraneters. Paraneter Length is a one octet field that
contains the length of the Paraneter Value field in octets.
Paraneter Value is a variable length field that is interpreted
according to the value of the Paraneter Type field. RFC 5492

[ RFC5492] defines the Capabilities Optional Paraneter.

Type = TBD2: Optional Paraneters Enabled. The Information field
specifies all BGP optional paraneters enabl ed by the nonitored
device. Each paraneter is encoded as a triplet:

<Par anmet er Type, Paraneter Length, Parameter Val ue>

0 1

0123456789012345

e T S o i N S i S T

| Parm Type | Parm Length | Paraneter Value (variable)
R R o o I N R S R TR S R R i i e e ST

Figure 3: BGP Optional Paraneters Information TLV

Paraneter Type is a one octet field that unanbi guously identifies
i ndi vi dual paraneters. Paraneter Length is a one octet field that
contains the length of the Parameter Value field in octets.
Paranmeter Value is a variable length field that is interpreted
according to the value of the Paranmeter Type field. RFC 5492

[ RFC5492] defines the Capabilities Optional Paraneter
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The Information field
in which each

paraneter is encoded as a Default Behavior sub TLV <Default Behavi or

Type, Default Behavior Length, Default Behavior Value> which is

defined as foll ows:
0 1 2 3
01234567890123456789012345678901
oo o e e e e e e e e e oo oo o oo o e e e e e e e e e oo oo o +
| Def ault Beh. Type | Def Beh. Length |
o m e e e e e e e aaao o o m e e e e e e e aaao o +
+ Def ault Beh. Val ue (vari abl e) +
o m m e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e me—mao +

Figure 4: Default Behavior

The Default Behavior Type is a one octet field that
default behavi or type paraneter.

Par amret er

Paraneters sub TLV

identifies the

Length is a one octet

field that contains the length of the Paraneter Value field in

octets.

Paranmeter Value is a variable length field that is

interpreted according to the value of the Paraneter Type field:

* Type = TBD4, (32-bit integer ) Value of default Protoco
Preference for Local route

* Type = TBD5, (32-bit integer ) Value of default Protoco
Preference for EBGP route

* Type = TBD6, (32-bit integer ) Value of default Protoco
Preference for IBGP route

*  Type = TBD7, (32-bit integer ) Value of default BGP connect-retry
timer tine

* Type = TBD8, (32-bit integer ) Value of default BGP Keepalive tine

*  Type = TBDO, (32-bit integer ) Value of default BGP hold tinme

*  Type = TBD10, (32-bit integer ) Value of EBGP route-update-
i nterval

*  Type = TBD11l, (32-bit integer ) Value of |BGP route-update-
i nterval

* Type = TBD12, (32-bit integer ) Value of Default |ocal-preference

* Type = TBD13, (32-bit integer ) Value of Default MED
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