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Abst ract

Net wor k neasurement is a fundanmental buil ding block for network
managenent applications. Existing neasurenent techniques face a
trade-of f between accuracy and resource efficiency: sketch-based
techni ques achi eve high accuracy for large flows but degrade for
small flows, while In-band Network Telenetry (INT) neasures every
flow accurately but at the cost of significant bandw dth and control
pl ane resources.

Thi s docunent describes a framework for co-designing sketches and I NT
to neasure large and small flows respectively, achieving both high
accuracy and resource efficiency. It addresses two key chal |l enges:
(1) where to depl oy measurenent functions when routing information is
inconplete, and (2) how to coll ect neasurenment data w thout causing
net wor k congesti on.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Net wor k neasurenent collects traffic statistics such as per-flow
packet counts from sw tches and periodically reports themto the
control plane. The control plane provides these data to network
managenent applications that identify events of interest and nmake
correspondi ng deci sions, including heavy hitter detection, DDoS
detection, congestion control, and flow size distribution estimation.

Zhu & Chen Expires 5 Decenber 2026 [ Page 2]



I nternet-Draft Sket ch- 1 NT Co- Desi gn June 2026

Accur at e nmeasurenent of both large flows and small flows is critical
Large flows (i.e., flows conprising nmany packets) are inportant for
vol umetric applications such as heavy hitter and superspreader
detection. Small flows are essential for applications such as flow
size distribution estinmation and congestion control, which require
visibility into the long tail of the flow size distribution

However, existing neasurenment techni ques face a fundamental trade-off
bet ween accuracy and resource efficiency:

* Sketch-based techni ques [ CM Sketch] [ Count - Sket ch]
[ El asti c- Sketch] use conpact probabilistic data structures to
achi eve accurate neasurenment of large flows with | ow resource
consunption. However, due to hash collisions in menory-
constrained switch environnments, sketches exhibit significant
errors when neasuring small flows.

* |In-band Network Telenmetry (INT) [|NT-Spec] records per-flow
statistics within packet headers and extracts them at network
egress. INT preserves full accuracy for every flow but generates
hi gh vol umes of telenetry data that consune significant bandw dth
and control plane resources.

Recent hybrid approaches [ Sketchl NT] [LightQuardian] attenpt to
combi ne sketches and INT but still inherit limtations fromone or
bot h t echni ques.

Thi s docunent describes a neasurenment framework that co-designs

sket ches and | NT by assigning each technique to the flow type it
handl es best: sketches for large flows and INT for snall flows. The
framewor k addresses two optim zation chall enges: measurenent point
sel ection under inconplete routing know edge, and congestion-free
col l ecti on of neasurenent data.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Sketch: A probabilistic data structure that maintains approxi nate
traffic statistics using conpact nmenmory. Exanpl es include Count -
M n Sketch and Count Sketch

I n-band Network Telenmetry (INT): A technique where each switch al ong
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3.

3.

a packet’s path appends neasurenent netadata to the packet header
At the egress switch, the accumul ated nmetadata is extracted and
reported to the control plane.

Large Flow. A flow whose packet count exceeds a predefined
threshold, indicating it contributes a significant portion of
total traffic vol une.

Small Flow. A flow whose packet count is below the [ arge fl ow
t hr eshol d.

Measurenment Point: A programmbl e switch that executes sketch and/or
INT functions to collect traffic statistics.

Control Pl ane Node: A server or controller that recei ves neasurenent
data from swi tches and runs network nmanagenent applications.

D Pair: An Oigin-Destination pair representing the ingress and
egress switches of a specific flow

Fl ow Coverage: The fraction of flows in the network that are
measured by at | east one neasurenent point.

Probl em St at emrent
Limtations of Sketch-Only Measurenent

Sket ches achi eve high accuracy for large flows because |arge flow
counters domi nate over noise fromhash collisions. However, when
measuring small flows, the few packets in each small flow are easily
overwhel med by collisions with large fl ow data.

In resource-constrained switch environnments, sketch nenory is
typically limted to a few negabytes per switch. Under such
constraints, experinental evaluation shows that fewer than 50% of
fl ows achi eve neasurenent errors bel ow 10% when usi ng state-of-the-
art sketches with 10 MB nmenory per switch.

Recent techni ques such as conpressive sensing-based sketches and

| ear ni ng- based sketches attenpt to mitigate this issue but require
specific sketch designs (limting generality), involve conplex data
structures that hinder hardware inplenentation, or require recovery
times on the order of tens of seconds (unsuitable for |atency-
sensitive applications).

Zhu & Chen Expires 5 Decenber 2026 [ Page 4]



I nternet-Draft Sket ch- 1 NT Co- Desi gn June 2026

3.

3.

4.

4.

2

3.

1.

Limtations of INT-Only Measurenent

I NT achieves full accuracy for every flow by piggybacki ng netadata on
each packet. However, this per-packet nonitoring generates
significant overhead.

According to the INT protocol specification [INT-Spec], each sw tch
adds a 12-byte I NT header to each packet. In nodern networks
transferring Thps-level traffic, the total nunber of packets per
second exceeds 1079, producing a correspondi ng vol une of | NT headers.
Thi s accunul ation creates non-trivial pressure on both network

bandwi dth (for transferring |INT headers) and control plane resources
(for processing them

Exi sting optim zati ons such as sanpling-based | NT reduce overhead but
degrade accuracy, particularly for small flows with few packets.
Pat h- based | NT optim zati ons reduce redundancy but still suffer from
per - packet overhead for large flows.

Limtations of Existing Hybrid Approaches

Two categories of hybrid approaches have been proposed:

* Control -plane sketch aggregation: These approaches activate |NT at
data plane switches and build sketches at the control plane to
aggregate collected INT data. However, they inherit the bandw dth

overhead of full INT and additionally | ose small flow accuracy
t hrough sketch aggregati on.

* | NT-enbedded sketch data: These approaches encode sketch data into
I NT headers for efficient collection. Wile this reduces
bandwi dth overhead, it retains the fundamental accuracy
limtations of sketches for small flows.

Nei t her approach effectively | everages the conpl enentary strengths of
sket ches and | NT.

Framewor k Overvi ew
Desi gn Goal s
The framework ains to achi eve two goal s:

Gl: Hi gh Accuracy. Measure both large flows and small flows with
hi gh accuracy.

@&: Resource Efficiency. Avoid excessive bandwi dth and control plane
resource consunption during neasurenment data collection
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4.2. Architecture
The core observation is that sketches and INT are conpl enentary:

* Sketches offer high accuracy and resource efficiency for |arge
flows, but fall short for small flows.

* INT provides full accuracy for all flows, but at high resource
cost that scales with total packet vol une.

In modern networks, traffic is typically skewed: npbst packets cone
froma small nunber of large flows [Traffic-Skew]. This skewness
enabl es the foll owi ng assignment:

* Large flows are neasured by sketches, which provide high accuracy
and resource efficiency for these fl ows.

* Small flows are neasured by |INT, which preserves full accuracy.
Because small flows collectively contribute few packets, INT's
resource consunption remai ns bounded.

Thi s co-design achieves both Gl and & si nul taneously.

The framework operates in a general architecture conprising two
pl anes:

Data Pl ane: Programmabl e switches execute both sketch and I NT
functions. Each incoming flowis initially nmeasured by both
sketches and INT. Once a flowis identified as a large fl ow by
the sketch, subsequent packets of that flow are recorded only by
the sketch, and INT processing for that flow is deactivated.

Control Plane: A cluster of servers receives neasurenent data from
swi tches, runs network managenent applications, and provi des query
interfaces for traffic statistics.

4.3. Workfl ow

The framework operates in four steps:

Step 1: Configuration. The adm nistrator specifies which sketch and
I NT techniques to deploy. The franmework supports arbitrary
combi nations of sketch types (e.g., Count-Mn, Count Sketch
El astic Sketch) and INT variants.

Step 2: Measurenent Point Selection. G ven the network topol ogy and
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a set of OD pairs, the franework sel ects which progranmabl e

swi tches to depl oy sketch and I NT functions on. The selection
maxi m zes flow coverage while mnimzing the distance between
measur enent points and control plane nodes. This step handles the
case where precise routing information is unknown (Section 5).

Step 3: Data Plane Execution. On each selected switch, every

i ncom ng packet is processed as foll ows:
a. The packet is inserted into the sketch data structure.

b. The sketch checks whether the flowis a large flow (i.e.,
exceeds the threshol d).

c. If the flowis NOT a large flow, INT nmetadata is appended to
t he packet header.

d. If the flowlS a large flow, the packet is forwarded without
I NT headers. The sketch maintains approximate statistics for
this flow

e. At the egress switch, INT headers (if present) are extracted
and queued for transm ssion to the control plane.

Step 4: Data Collection. The franmework sel ects network paths to

5.

5. 1.

transfer measurenent data (both periodic sketch dunps and | NT
reports) fromswitches to control plane nodes. Path selection
ensures that neasurenent data traffic does not congest nornmal data
pl ane traffic (Section 6).

Measur ement Point Sel ection

Pr obl em For nul ati on

The neasurenent point sel ection problem determ nes which programmbl e
switches in the network shoul d depl oy sketch and I NT functions.

I nput :

*

Network topology G = (V, E), where Vis the set of switches and E
is the set of links.

The set P of programmable switches (P is a subset of V) capable of
runni ng sketches and | NT.

The set C of control plane nodes (Cis a subset of V).
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* A set F of flows, where each flow f is characterized by an OD pair
(o_f, d_f), representing the ingress and egress swi tches.

* For each flow f, the set P f of programmable sw tches on any
shortest path between o f and d_f.

* A distance nmetric delta(p, c) between switch p and control plane
node c¢ (e.g., hop count).

oj ect i ves:
* Maximze flow coverage: neasure as many flows as possi bl e.
* Mnimze collection distance: reduce the distance between
measur enent points and control plane nodes to enable tinely data

col | ecti on.

The two obj ectives are bal anced by a user-configurabl e paraneter
alpha in [0, 1].

Constraints:

* Aflowis covered if at | east one neasurenent point exists on any
shortest path connecting its OD pair.

* Each sel ected measurenent point MJST be assigned to exactly one
control plane node for data reporting.

* Decision variables are binary: each switch is either selected or
not .

This problemis NP-hard, as it reduces to a conbination of the set
cover problem (for coverage maxi m zation) and the uncapacitated
facility location problem (for distance m nimzation).

5.2. Optimization via Lagrangi an Rel axation

G ven the NP-hardness, the franmework enpl oys Lagrangi an relaxation to
obt ai n near-optimal solutions in polynomal tinmne.

The coverage constraints are relaxed using Lagrange multipliers. The
rel axed probl em deconposes into i ndependent per-swi tch deci sions:

* For each switch p, a "switch penalty"” is computed as the sum of
Lagrange multipliers over all flows that could be neasured at p

* A "collection cost" is conputed as the mninumdistance fromp to
any control plane node.
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* Switch pis selected if and only if the switch penalty exceeds the
col l ection cost.

The Lagrange nmultipliers are iteratively updated using subgradient
optimzation. At each iteration

1. The Lagrangi an subproblemis solved to obtain primal variables
and t he dual bound.

2. Subgradients are conputed based on constraint violations.
3. Miltipliers are updated with a dinmnishing step size.
4. The best solution across iterations is recorded.

This procedure yields solutions with bounded optimality gaps, as
guaranteed by weak duality: the optimal dual value provides a | ower
bound on the optimal primal val ue.

6. Congestion-Free Data Coll ection

After sel ecting neasurenent points, the framework determ nes how to
transfer nmeasurenent data fromsw tches to control plane nodes
wi t hout causing network congestion.

6.1. Wrst-Case Rate Estimation

The framework estinmates the nmaxi mum possi bl e sending rate of
measur enent data at each switch.

For sketch data, the worst-case sending rate is determi ned by the
sketch menory size divided by the collection interval: gamma_sketch =
S/ T, where Sis the sketch size in bytes and T is the collection

wi ndow in seconds. For exanple, a 10 MB sketch with a 1 ns w ndow
produces a worst-case rate of 8 Ghps.

For INT data, the worst-case rate at switch p is: gamma_INT = (Cp *
phi / mu) * B INT, where Cp is the Iink bandw dth capacity, phi is
the maxi num fracti on of bandw dth consunmed by small flows (obtainable
fromhistorical traffic analysis), nmu is the average packet size of
small flows, and B INT is the I NT header size per packet.

The total worst-case rate at switch p is the sumof sketch and I NT
rates across all depl oyed nmeasurenent functions.
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6.2. Dynanmic Path Selection

G ven the worst-case rate estinates, the framework sel ects network
pat hs for neasurenent data transfer with the goal of avoiding
congesti on.

The path selection problemis formulated as: minimze the total queue
depth across all |inks, subject to the constraint that measurenent
data traffic on each link, conmbined with normal data traffic, MJST
NOT exceed a safety threshold (e.g., 80% of |ink capacity).

The framework conputes candi date paths (e.g., K-shortest paths)

bet ween each neasurement point and each control plane node. It then
determines splitting ratios that distribute measurenent data across
t hese paths.

At each tinme step, the following inputs are coll ected:

* CQurrent data plane traffic utilization on each |ink

* Current queue depth at each switch

*  Wrst-case neasurenent data rates.

Based on these inputs, the path selection algorithm outputs:

* Sel ected paths from each nmeasurenment point to the assigned contro
pl ane node.

* Splitting ratios for distributing neasurenent data.

If the measurenment data rate on any |ink would exceed the safety
threshold, the splitting ratios are scal ed down proportionally and
renormal i zed to ensure conpliance.

The path sel ection process operates at sub-second tinescal es to adapt
to changing traffic conditions.

7. Applicability

The framework is applicable to the foll owi ng network nanagenent
scenari os:

Vol umetric Applications: Heavy hitter detection, superspreader
detection, DDoS flow detection, and per-flow counting benefit from
accurate |l arge flow nmeasurenent (provided by sketches) conbined
with accurate small flow visibility (provided by INT).
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Aggregated Applications: Entropy estimation and flow size
distribution estimation require accurate statistics across al
flow sizes. The framework provides near-ideal flow size
distributions by preserving small flow accuracy.

Troubl eshooti ng Applications: M croburst detection and congestion
control require per-flow, per-hop nmetadata. |INT provides this
met adata for small flows while sketches efficiently sunmarize
| arge fl ow behavi or.

The framework is designed to be general - purpose:
* It supports arbitrary sketch types as pluggabl e conponents.

* |t supports standard INT as well as variants such as probabilistic
I NT and del ta-based | NT.

* |t operates on programmabl e switches (e.g., those based on the
Prot ocol -1 ndependent Swi tch Architecture) w thout requiring
nmodi fi cations to the forwarding pipeline.

I npl enent ati on experience on 12.8 Thps programrabl e swi t ches
denonstrates that the framework is feasible on production-grade
har dwar e

8. Security Considerations

The framework inherits the security properties and risks of the
under | yi ng sketch and | NT mechani sns.

Measurenment data transmitted from switches to control plane nodes
SHOULD be integrity-protected to prevent tanpering. |n environments
wher e neasurenent data traverses untrusted network segnents,
encrypti on SHOULD be appli ed.

The large flow identification nechanismat each switch could be
targeted by adversaries who craft traffic to evade classification
(e.g., splitting a large flowinto many snmall flows to force
excessive I NT processing). |Inplenentations SHOULD i ncorporate rate
limting on INT data generation to mitigate such attacks.

The nmeasurenment point selection algorithmtakes OD pairs as input.

In depl oyments where OD pair information is sensitive, access to this
i nformati on SHOULD be restricted to authorized control plane
components.

Zhu & Chen Expires 5 Decenber 2026 [ Page 11]



I nternet-Draft Sket ch- 1 NT Co- Desi gn June 2026
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Thi s docunment has no | ANA acti ons.
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