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Abst ract

Thi s docunent specifies the Quantum Dat agram protocol a |ightweight
transport protocol designed to operate over UDP in | P optica
environments. @QDCP (fornerly Q-CP) enabl es the transm ssion of
control - plane paraneters required for transporting quantum

i nformati on and associ ated optical configurations, including

pol ari zation stabilization, tinestanp alignnent, ROADM port

sel ection, and spectral parameters. The protocol uses a Type-Length-
Val ue (TLV) structure to support versioning and extensibility and is
prototyped for the transport of third-order nonlinear generated
quantuminformation on I P optical infrastructure. This work is

nmoti vated by recent denonstrations of a classical-decisive quantum

i nternet using integrated photonics.
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This Internet-Draft is submtted in full confornmance with the
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1. Introduction

Hybrid quantumcl assical networking is enmerging as a foundation for
di stributed quantum i nformati on processing. Recent experiments on
comrerci al fiber networks have shown that quantum states can be
dynanmically routed by classical headers embedded in |IP-1ike packets.
To configure downstream optical switches and nmitigate errors, a

| i ghtwei ght, extensible protocol is needed. QDCP is intended to be
that protocol, running over UDP [ RFC768] and supporting nodul ar Type-
Lengt h-Val ue (TLV) extensions. QDCP supports applications aligned
with scenarios defined by the | RTF Quantum I nternet Research G oup
(Q RG [RFCO583].
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By the no-cloning theorem quantuminformation cannot be copied,
buffered, or retransmtted wi thout disturbing the underlying state.
In the present work, where practical quantum nenories and error-
corrected storage are not yet available at network scal e, quantum
information is therefore transnmtted as a datagram |oss is termnal,
and retransmi ssion is physically neaningless. The accompanying

cl assical control header is sent without guaranteed delivery. |If the
classical information is lost in transit, the associated quantum
state is presuned lost as well. Future inplenentations may | everage

advances in quantum nmenory, error correction, or entangl enent-

assi sted repeaters to decoupl e classical and quantumreliability,
potentially incorporating reliable classical transports such as QU C
or TCP for control-pl ane robustness.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Protocol Overview

Q@CP defines a fixed header followed by TLV-encoded fields. The
header carries version and flag information; TLVs encode control -

pl ane paranmeters such as quantum link | ayer protocol, polarization
state, center frequency, or error-mtigation netadata. UDP provides
transport sinplicity and conpatibility with existing IP
infrastructure. Unknown TLVs MJUST be ignored to ensure forward
conpatibility.

VWil e UDP i nposes a maxi num dat agram | ength (65,535 bytes), this
limtation has no inmpact on the anpbunt of quantuminfornmation
conveyed. The quantum payload is not encapsulated within the UDP
packet itself but is passed through at the physical |ayer, with UDP
carrying only the associated classical control header. Thus the UDP
size constraint applies solely to the netadata, not to the optical or
quantum state being transport ed.

3. QDCP Packet For mat

The QDCP packet consists of a fixed header foll owed by a sequence of
Type- Lengt h- Val ue (TLV) payl oads.

Packet Fornat:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Version | Flags | Lengt h | Reserved

i i i T i I S i e s o o i i
I
I
+-

I T S T i S S e I A ST S A S S S S S

TLV Payl oads ~

Figure 1. QDCP Packet Header and TLV Payl oads
* Version (4 bits): Protocol version number (currently 0x1).
* Flags (4 bits): Reserved for future use
* Length (16 bits): Specifies length of entire packet.
* Reserved (8 bits): Set to zero; ignhored on receipt.
* TLV Payl oads: Sequence of variable-length TLVs.
4. TLV Structures
Each TLV consists of a type, a reserved field, a length (in bytes),
and a value. The length specifies the length of the value, not the
entire TLV. Al fields are in network byte order
TLV Format :

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Reserved | Lengt h |
i i i T i I S i e s o o i i
| Val ue (vari abl e) |
R et e s i o e s i i

Figure 2: TLV For nmat

Defi ned TLV Types:
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Type Narme Val ue For mat
0x01 Quant um Pr ot ocol 32-bit int (e.g., encoding)
0x02 Pol ari zation State 32-bit float
0x03 Ti mestanp of Origination 128-bit int (ps)
0x04 ROADM Qut put Port ID 32-bit int
0x05 Quant um Packet Del ay 128-bit int (ps)
0x06 Duration of quantum 128-bit int (ps)
i nformation
0x07 Center Frequency (GHz) 32-bit float
0x08 Optical Linewi dth (GHz) 32-bit float
0x09 Pol ari zati on Correction Vari abl e Pol ari zati ons

Figure 3: Initial TLV Type Assignnments
5. Exanple Use Cases

This section illustrates how t he Quantum Dat agram Control Protocol
(QDCP) can be applied in practical network environments.

5.1. Dynam c ROADM Configuration

QDCP packets carrying TLVs for ROADM Qutput Port ID ([ RFC4950]) allow
cl assical headers to steer entangl ed photons through comerci al
reconfigurabl e optical add-drop multiplexers (ROADMs). This enables
dynani c path sel ection across netro and canpus-scal e opti cal

net wor ks, as denonstrated in recent hybrid I P packet experinents

([ Zzhang2025]) .

5.2. Real-Tine Error Mtigation

TLVs contai ni ng pol arization parameters and error-mtigation vectors
(Type 0x08) allow active conpensation of SU(2) rotations induced by
depl oyed fiber ([ZhangSM2025]). Cassical |ight encodes detection
signals in the header, enabling dynam c updates to the error
mtigator w thout disturbing quantum states.

5.3. Hybrid I P Packet Orchestration
The QDCP framework aligns with the | RTF Q RG goal s and use-cases
([ RFC9583]). By transporting control-plane nmetadata in TLVs,

cl assi cal headers and quantum payl oads can be synchroni zed and routed
through existing IP infrastructure.
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5.4. Tinmestanp Alignnent

5

6

6

TLVs carrying |ocal and photon arrival timnmestanps can provide
synchroni zation simlar to RTP ([ RFC3550]). This enabl es sub-
nanosecond correl ati on of entangled photon arrivals across nodes.
The nechani sns to achi eve such precision for distributed-clock
synchroni zation (e.g. NTP, PTP, Wite Rabbit) are out of scope for
this docunent.

TLVs carrying "Duration of Quantum Information" specify the period
during which the optical bypass nust remain active to support quantum
information transport. After the indicated duration expires, the
bypass is automatically reverted back to its normal state to resune

cl assical control -plane processing.

5. WDM TDM Ext ensi ons

Addi tional TLVs nay specify per-wavel ength paraneters, enabling
wavel engt h-di vi sion mul ti pl exing (WDM or time-division multiplexing
(TDM of entangled states ([zZhangSM2025]). This supports scaling of
quantum i nternet bandw dth across multiple frequency channels while
preserving conpatibility with ITU-T DADM grids ([ TU-T. G694. 1])

Exanpl e TLV Bl ocks
This section specifies the TLV structure for specific TLV types.
1. 0x08: Error Mtigation Vector

Error nmitigation can be done by sending different known pol ari zation
states with respect to the output of the chip and identifying the
SU(2) transformation applied to these states by the fiber once they
reach the receiver ([ZhangSM2025]). To account for hardware
limtations in preparing certain known states, the reserved bits in
the TLV will be used to specify which polarization states are
transmtted. For sinplicity, assune transmtted states nust be in a
hori zontal, vertical, diagonal, anti-diagonal, right-circular, or
left-circular polarization. The transmtted states can then be
specified by setting the bit corresponding to a specific polarization
to one (1), with the following mapping frombit to polarization

Pol ari zation to Reserved Bit Mappi ng:
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Bi t Pol ari zati on
Hori zont a
Vertica

Di agona
Anti - Di agona
Ri ght-Circul ar
Left-Circul ar

ar~rwWNEFLO

Figure 4: Polarization to Reserved Bit Mppi ngs

Using this mapping, if eg. the desired transmtted pol arization
includes only Horizontal and Right-G rcular, then the reserved byte
woul d be "00010001" or equivalently "0x11".

To accurately identify the SU(2) transformation, nmultiple repetitions
of each transmitted polarizations is necessary. Zhang et al
experinentally determined that eight (8) repetitions of each

pol ari zation is sufficient. They were also able to recover the ful
SUY(2) transformation with only two pol arizations.

Thus, to balance stability and sinplicity, the length of the Error
Mtigation TLVis limted to 32 bits, allowing up to four (4)
different polarizations each repeated eight tines. The order that
the pol arizations are sent will be fixed by their bit position in the
Pol ari zation to Reserved Bit Mapping table such that a pol arization
with a greater bit position will be sent before one with a smaller
bit position. |If the nunber of polarizations flagged in the reserved
byt e exceeds 4, the behavior is undefined.

If the nunber of polarizations flagged in the reserved byte is less
than 4, then in the spirit of [RFC8701], we define GREASE8 as the
foll owi ng set of octaves:

{O0x0A, Ox1A, Ox2A, Ox3A,
Ox4A, Ox5A, Ox6A, Ox7A,
Ox8A, O0x9A, OxAA, O0xBA
OxCA, OxDA, OxEA, OxFA}

Fi gure 5: GREASE8 Val ues
To fill the extra bytes after sending the desired polarizations, the
sender MJUST randomy sel ect fromthese GREASE8 val ues to pad the end
of the packet. The receiver MJIST ignore the GREASE8 val ues upon
receipt.

For concreteness, consider the exanple where only Horizontal and
Ri ght-Circul ar polarizations are transmitted for error correction
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Exanple Error Mtigation TLV Structure:

I
-||—Ol\)

3
56789 1234567890
B i S
| 0x20
+- +-
R * 0X08 | H * 0x08 | GREASES | GREASES

1
+
+
i I T i S S e i i S SR

+
+- +- 4= +- e e h T e o N
+

Figure 6: Error Mtigation TLV for Right-Ci rcular and Horizonta
Pol ari zations. 0x08 is the TLV type. Ox11l is the hexadeci nal
encodi ng of 00010001 in binary, which specifies that Right-

Crcular and Horizontal polarizations will be sent in this packet
according to Figure 4. 0x20 Specifies the length of the val ue,
which is 32 hits. The actual value then contains eight bits of
Ri ght-Circul ar polarized light foll owed by eight bits of
Hori zontal polarized Iight, followed by two randomy sel ected
GREASES val ues.

7. UDP Port Assignnent

I mpl enent ati ons SHOULD use a configurable default port. I1ANAis
requested to allocate a well-known port for QDCP

8. | ANA Consi derations
- Allocate a UDP port for QDCP

- IANA is al so requested to establish a QDCP TLV Types Registry with
initial assignments as defined in Section 4.

9. Security Considerations
Q@CP inherits the risks of UDP: spoofing, injection, replay. It MJST
be run in trusted environnents or protected by DTLS/IPsec. TLVs may
reveal network state information and MJST be protected if
confidentiality is required

Use of DTLS/IPsec and reliable classical transport nechani sns are
reserved for future work
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