Net wor k Wor ki ng Group L. Zhu

I nternet-Draft S. Currie
I nt ended status: Standards Track At| assi an
Expires: 17 Novenber 2026 16 May 2026

Sender - Const rai ned Del egati on Handl e for Asynchronous QAuth 2.0
Identity Chaining
draft - zhu- oaut h- async- del egati on-00

Abst ract

Thi s docunent defines an extension to QAuth 2.0 Token Exchange

[ RFC8693] and the QAuth ldentity Chaining draft
[I-D.ietf-oauth-identity-chaining] for del egated workflows that nust
continue after the end user has gone offline. Wen a chained access
token expires while the end user is unavailable to re-authenticate
(for example, to satisfy a nulti-factor authentication or a
touch-to-engage gesture), the acting client today has no standards-
defined way to obtain a refreshed chai ned token without either

wi deni ng privileges, breaking the identity chain, or inpersonating
the user as a service. This specification introduces the

"Del egation Handl e": a sender-constrai ned, audi ence-|ocked, scope-
frozen JSON Wb Token issued by the authorization server alongside a
chai ned access token, that the original acting client MAY present
back to the authorization server to refresh the chained access token
within strict, server-side policy bounds and wi thout re-pronpting
the end user.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Novenber 2026
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1. I nt roducti on
1.1. The Probl em

QAuth 2.0 Token Exchange [ RFC8693] and the QAuth Identity Chaining
draft [1-D.ietf-oauth-identity-chaining] together define how an
acting client (the "actor"; for exanple, a backend service) can
exchange an end user’s access token for a new access token that
carries both the user’s identity (in "sub") and the actor’s identity
(in "act"). The resulting "chained access token" |lets a downstream
resource server authorize the request as the user, while the act
claimpreserves an auditable trail of the actor

This works well while the end user remains online. Wen the
chai ned access token nears expiry, the actor can sinply re-exchange
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a fresh user access token to obtain a new chai ned access token. |If

re-authentication is required, the user is present to satisfy it.

For an increasingly common class of "wal k-away" asynchronous
wor kl oads, however, the user has finished their interactive

aut henti cation cerenony (such as multi-factor authentication or a
touch-to-engage gesture) and then gone offline, |eaving the
acting client to continue the del egated work:

* Long-runni ng background jobs initiated by a user and conti nued
after the user signs off (data exports, large file uploads,
conpliance scans, nulti-stage build pipelines).

* Schedul ed tasks that the user authorized once and that nust
execute |l ater on the user’s behal f.

* Milti-step orchestrations (workflow engi nes, Al agent task
queues) where each step takes nminutes to hours and the user is
not in the loop after the initial trigger

* Asynchronous tool calls nade by Al agents on the user’s behal f
that exceed the lifetime of the originally exchanged access
t oken.

In all of these cases, when the chai ned access token expires, the
acting client cannot obtain a new one through standard mechani sns:
re-pronpting the offline user is inpossible, and unrecoverable
when re-authentication requires a fresh user-presence factor (such
as MFA or a touch-to-engage gesture) that no stored credential can
substitute for. Falling back to the actor’s own service-|eve
credentials loses the user identity, typically carries broader
privil eges than the user holds, and creates a confused-deputy



condition at the downstreamresource server -- exactly the |east-
privilege failure that identity chaining was neant to prevent.

1.2. Wy Existing Mechanisns Are | nsufficient

Several mechani sms have been considered for this problem each is
insufficient in a way this docunment addresses:

* QAuth 2.0 refresh tokens [RFC6749] are issued to clients to
refresh their own access tokens. They are not defined for the
i dentity-chaining case where the "subject" of refresh is a
different principal (the end user) than the entity presenting
refresh (the actor). RFC 6749 is silent on howrefresh in a
chai ned-identity exchange should validate the actor, scope, and
audi ence constraints peculiar to identity chaining.

* RFC 8693 permits a "refresh_token" response paranmeter in the
t oken- exchange response (Section 2.2.1 of [RFC8693]) but does
not specify how such a refresh token should be shaped,
val i dat ed, sender-constrained, or audience-|ocked for the
chai ned-identity case. |In particular, RFC 8693 does not
require the refresh path to re-run the policy pipeline that
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gated the original exchange, nor does it specify how an
aut hori zation server should revoke such refresh tokens when the
acting client’s credentials are revoked.

* Using the actor’s own client-credentials access token after
the chai ned token expires |loses the user identity fromthe
request, violates the least-privilege intent of identity
chai ning, and creates a confused-deputy condition at the
resource server.

* Extending the chained access token's lifetime to cover the
wor st - case asynchronous workl oad (hours to days) makes every
stolen token a multi-hour or multi-day conprom se w ndow and
defeats the purpose of short-lived access tokens.

* Storing the original user access token at the actor and
re-presenting it after expiry does not work: the token is
expired by construction in the |ong-running case.

* Storing the user’s primary credential or refresh token at the
actor is not acceptable. The actor has not been del egated the
user’s authentication factors and nmust not be able to act as
the user without the original del egation having occurred.

The nmechani smthis document defines specifically targets the case
where (a) the original delegation already occurred with the user
present and authenticated, (b) the actor needs to continue the
del egated work past the chained access token's lifetine, and (c)
the user is no longer available to re-authenticate.

1.3. Overview of the Solution
Thi s docunent introduces a new token type, the "Del egati on Handl e"

(or "handl e"), issued by the authorization server alongside a
chai ned access token in a token-exchange response.



The handle is a JW [RFC7519] with clains that bind it tightly to
the original delegation:

* |ts "sub" is the end user, preserving the identity chain across
refresh.

* |ts "act.sub" (Section 4.1 of [RFC8693]) is the origina
acting client, sender-constraining it to that client.

* |ts "aud" is the acting client itself (not a downstream resource
server), so the handle is unusable as a downstream access token
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1.

4.

and can only be presented back to the authorization server

* A new "del egated_aud" claimfreezes the downstream audi ence for
whi ch refreshed chai ned access tokens may be issued.

* The "scope" claimcaps the nmaxi mum scope; refresh may narrow
but never wi den

* A new "refreshes_renai ning" clai mbounds the nunber of
refreshes the handl e authori zes.

* The handl e has its own "exp" independent of the chai ned access
token’s "exp"; refresh stops at the earlier of either expiry,
the refresh cap, the end of the user session, or explicit
revocati on.

The acting client presents the handle to the authorization server’s
t oken- exchange endpoint, using the existing RFC 8693 grant, with
"subj ect _token_type" set to a new value identifying it as a

del egati on handl e. The authorization server re-runs its ful

i dentity-chaining validation pipeline (policy, scope narrow ng,

user - perm ssion check, session validity) and, if all checks pass,

i ssues a new chai ned access token (and optionally a new handle with
the refresh counter decremnented).

No new authentication primtive is introduced. The handle’'s
security reduces to the strength of the acting client’s existing
credential (for exanple, "private key jw" client authentication
per Section 9 of [OpenlD. Core], DPoP [RFC9449], or mutual TLS

[ RFC8705]) plus the JWI signature on the handle itself.

Non- Goal s

Thi s docunent does not:

* Provide a nmeans for an acting client to act on behalf of a user
who never delegated to it. The handle can only be issued as
part of, or as an extension of, an existing chained
del egati on.

* Pernmit the handle to be presented to anyone other than the
i ssuing authorization server. Resource servers MJST reject any
token they receive whose "aud" identifies the calling client
(this is already inplied by standard JW-access-token
verification [ RFC9068]).

* Permit w dening of scope, change of downstream audi ence, or
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retargeting to a different downstreamresource during refresh
The handl e i s nonotonically narrow ng.

* Replace user re-authentication for high-assurance operations.
Aut hori zation-server policy MAY (and SHOULD, for sensitive
audi ences) require fresh user authentication context for
certain audi ences or scopes; refresh of those tokens via the
handle will fail.

* Define a federation primtive across trust domains. The handle
is issued and consunmed within a single authorization server’s
trust domain.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunent are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Thi s docunent uses the QAuth 2.0 term nol ogy of [RFC6749] and
[ RFC8693]. In particular

actor: The QAuth client that initiates a token exchange. In
i dentity-chaining terninology, the actor is the
principal recorded in the "act" claimof the issued
chai ned access token

subj ect : The principal whose identity is asserted in the "sub"
clai mof the chained access token. |In the cases this
docunent addresses, the subject is always an end user

chai ned access token
An QAut h access token issued by RFC 8693 t oken
exchange whose "sub" is an end user and whose "act"
records an acting QAuth client. Typically an RFC 9068
JWI' access token [ RFCO068] .

del egati on handle (or "handl e"):
The new token type defined in this docunment. A JW
i ssued by the authorization server al ongside a chai ned
access token, that the acting client MAY present back
to the authorization server to obtain a refreshed
chai ned access token without pronpting the end user

refresh: The act of presenting a del egation handle to the
Zhu & Currie Expi res 17 Novenber 2026 [ Page 7]
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aut hori zation server to obtain a new chai ned access
token. Distinct from RFC 6749 refresh-token usage.



sender - const r ai ned:
A property of a token that ties its usability to a
specific cryptographic key or credential held by the
i ntended presenter. |In this docunent, the handle is
sender-constrained to the acting client recorded in
"act.sub" via the client’s existing strong
aut hentication credential (see Section 10.2).

3. Protocol Overview
The protocol consists of two flows:

1. *lssuance*: A standard RFC 8693 token exchange, extended so
that the authorization server MAY return a del egation handl e
al ongsi de the chai ned access token in the response. |ssuance
of a handle is gated by authorization-server policy.

2. *Refresh*: A subsequent RFC 8693 token exchange in which the
acting client presents the handl e as the "subject_token" with
a new "subj ect _token_type" URI defined by this docunent. The
aut hori zation server re-runs its identity-chaining validation
pipeline and, if all checks pass, returns a new chai ned access
token (and optionally a new handl e).

No new endpoints are introduced. The handle reuses the existing
t oken- exchange endpoint for both issuance and refresh

The foll owi ng di agram sunmari zes the fl ows:

| End User | | Actor | | Aut hz Srvr |
+- - - - - +- - - - - + Hom oo -+ +- - - - - +- - - - - +

I
| delegate (SSO
|  MFA, etc.)

I

I

I

| Token Exchange

| subject = user_token
I

| <-- access_token (B-aud) ---
| del egati on_handl e

I

I

I

I

|

= I

act or = client_creds |
I

I

I

|

<user goes offline> |

|
I
I
I
| | [ policy, narrow scope]
I
|
I
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(access_t oken expires)

I I I
I I I
| | |
| | Token Exchange (refresh)

| | subject = handle |
| | actor = client _creds |
| Fem e e e eeeeeeaeaaaaa >|
| | [re-run policy, narrow] |
| | <-- access_token (B-aud) ---|
| | del egati on_handl e’ |
| | (or 4xx if cap reached) |
I I I

The dashed |ine "<user goes offline>" is the | oad-bearing case:



refresh succeeds wi thout any user-presence requirenment, while
preserving the identity binding and policy gating that existed at
i ssuance.

4. The Del egati on Handl e Token

The handle is a signed JW [ RFC7519] using the JW5 Conpact
Serialization [ RFC7515].

4.1. JOSE Header
The JOSE header MJST i ncl ude:

* "alg": the JW5 signing algorithm Authorization servers MJST
support "RS256" and SHOULD support an Elliptic Curve al gorithm
such as "ES256".

* "typ": MJIST be set to "dh+jw" (case-insensitive). This typ
val ue uniquely identifies the token as a del egati on handl e and
prevents cross-type confusion (Section 3.11 of [RFC8725]).

* "kid": SHOULD be present and refer to a key published in the
aut hori zati on server’'s JVKS

4.2. dains
The handl e’'s JWI body MUST include the follow ng clains:
n i SSII
The authorization server’s issuer identifier, matching the

"issuer" val ue published in the Openl D Connect Discovery
[ Openl D. Di scovery] metadata
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"sub"

The end-user subject identifier, identical to the "sub" of the
original "subject token" presented at handl e i ssuance. This
claim MIST identify an end user; an authorization server MJST
NOT i ssue a handl e whose "sub" identifies a service principal

"aud"
The QAuth client identifier of the acting client. This audience
ensures the handl e is unusabl e as a downstream access token: any
resource server processing it according to [ RFC9068] will reject
it because "aud" does not name the resource server

"azp"
The QAuth client identifier of the acting client. Sane val ue
as "aud" for a handle.

"act"
An RFC 8693 "act" clai mwhose "sub" nenmber identifies the
original acting client. This claimis the cryptographi c anchor
of the handl e’ s sender constraint (Section 10.2). The "act"
cl ai m MAY be nested when an upstreamidentity-chai ned refresh
was itself the source of the original exchange

"del egat ed_aud"
A new claimdefined by this docunent. A string (or array of



strings) identifying the downstreamresource server audi ence(s)
for which refreshed chai ned access tokens MAY be issued. This
val ue MUST be a subset of the audiences for which the origina
chai ned access token was issued.

"scope”
A space-separated list of QAuth scopes [RFC6749], identifying
t he maxi mum scopes for which refreshed chai ned access tokens
MAY be issued. This MJST be a subset of the scopes granted in
the original token-exchange response.

"refreshes_renai ni ng"
A new claimdefined by this docunent. A non-negative integer
i dentifying how many further refreshes the authorization server
wi Il accept against this handle. Wen zero, the handle is
exhausted and the authorization server MJST refuse further
refreshes (returning "invalid_grant").

"exp"
The expiry tinme of the handl e (seconds since the Epoch). The
aut hori zati on server MJST set "exp" no later than the lifetine
of the user session that produced the original delegation
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(Section 8.3) and no later than the per-(actor, del egated_aud)
maxi mum lifetime configured in policy (Section 7).

"jat"
The tinme the handl e was i ssued.

"nbf"
OPTIONAL. The tine before which the handle is not valid.

lljtill
A unique identifier for this handle. Used for revocation and
replay detection.

The handl e’s JWI body MAY include the foll owi ng clains:

“acr", "anr
The aut henti cati on-context-class and aut henti cati on-nmet hods
references, carried forward fromthe original "subject_token"
Aut hori zation-server policy MAY require a m ni mum"acr" on
refresh; see Section 10. 8.

"cnf"
An RFC 7800 confirmation clai m[RFC7800] when DPoP, niLS, or
anot her proof - of - possessi on mechanismis used instead of (or
in addition to) "act"-based sender constraint. See
Section 9.4 and Section 9.5.

The handl e’s JWI body MUST NOT i ncl ude:

* Any claimthat grants perm ssion, scope, or audience exceedi ng
that of the original chained access token

* An "act" chain whose deepest entry identifies an end user (the
acting principal nust always be an QAuth client).

4.3. Exanple



An exanpl e handl e issued to acting client
"https://actor.exanple/" alongside a chained access token for
downstream resource server "https://resource. exanple/" mght be
(with line breaks for readability):

Header (decoded):
"al g": "RS256",

"typ": "dh+wt",
"kid": "as-2026-q2"
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}
Payl oad (decoded):
{
"iss": "https://as.exanplel",

"sub": "user-1234",
"aud": "https://actor.exanple/",
"azp": "https://actor.exanple/",
"act":

"sub": "https://actor.exanple/"
}

"del egated_aud": "https://resource. exanple/",
"scope": "read:docunents write:conments”,
"refreshes_renmining": 8,

"acr": "urn:nmace:incomon:iap:silver",

"anr": ["pwd", "nfa"],

"iat": 1747965600,

"nbf": 1747965595,

"exp": 1747994400,

"jti": "01J5MZ9CHA1B2D3E4F5G5H7J8K"

}

5. Issuance During Token Exchange
5.1. Initial Token Exchange Request

The acting client requests a chai ned access token using a standard
RFC 8693 t oken-exchange request. The acting client MAY signal a
preference for receiving a handle by including the OPTI ONAL
"request _del egati on_handl e" paraneter:

POST /oaut h2/token HTTP/ 1.1

Host: as. exanple

Cont ent - Type: application/ x-wmwform url encoded

Aut hori zation: <client authentication per [RFC8693] Section 2.1>

grant _type=
ur n9BAI et f ¥BApar ans%3Aoaut h%BAgr ant -t ype%3At oken- exchange
& esour ce=ht t ps¥8AWRFY2Fr esour ce. exanpl e%2F
&scope=r ead¥BAdocunent s+w i t e¥B8Acoment s
&subj ect _t oken=..
&subj ect _t oken_t ype=ur n%BAi et f ¥8Apar ans¥8Aoaut h¥3At oken-t ype¥3Aj wt
&act or _t oken=. .
&act or _t oken_t ype=ur n%3Ai et f ¥8Apar ans%BAoaut h%BAt oken-t ype¥3A wt
& equest del egati on_handl e=true

The "request _del egati on_handl e" parameter is a bool ean encoded as



the string "true"” or "false". |Its absence is equivalent to
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"fal se".

The aut horization server MAY issue a handle even if
"request _del egation_handl e" is absent or "fal se", subject to
policy; conversely, the authorization server MAY decline to issue
a handl e even if "request del egati on_handl e=true" was requested,
wi thout failing the underlying token exchange.

5.2. Token Exchange Response Extensions

When the authorization server issues a del egation handle, the
t oken- exchange response (defined in Section 2.2.1 of [RFC8693])
MUST include the foll ow ng additional paraneters:

"del egati on_handl e"
REQUI RED. The handl e JWI as a string.

"del egation_handl e_expires_in"
RECOMVENDED. The lifetime of the handle in seconds. The
acting client SHOULD treat this as advisory; the authoritative
expiry is the "exp" claimw thin the handle.

The acting client MJUST treat the value of "del egation_handl e" as
opaque if it does not inplenent this docunment. Cients that do

i mpl ement this docunent MAY inspect the handle’'s clainms (notably
"refreshes_remai ning" and "exp") to make schedul i ng deci si ons, but
MUST NOT take any authorization decision based on the handle’s
clainms (the authorization server is authoritative on every
refresh).

5.3. Authorization Server Behavi our
On receiving a token-exchange request, the authorization server:

1. Perforns the validation pipeline required by [ RFC8693] and
any applicable identity-chaining or |ocal-policy rules.

2. Determines, by consulting its policy (Section 7), whether a
handl e MAY be issued for the requested (actor, del egated
audi ence, scope, "acr") tuple. Policy MAY require explicit
opt-in for the actor, the audi ence, or both.

3. If ahandle is to be issued, MIJST mint it with:

* "sub" identical to the "sub" of the issued chai ned access

t oken.
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* "aud" and "azp" identifying the authenticated client (the
actor of this exchange).



* "act.sub" identifying the authenticated client.

* "del egated_aud" identifying the audience of the issued
chai ned access token (or a subset thereof, if policy
narrows it).

* "scope" no broader than the scope granted on the chai ned
access token.

* "refreshes_renmi ning" set to the per-policy maxi mum (or
| ess).

* "exp" set to the earlier of (a) "iat" plus the per-policy
maxi mum handle lifetinme, (b) the end of the user session,
(c) any other policy-inposed cap.

4. MJIST include "del egation_handl e" and
"del egation_handl e_expires_in" in the response.

5. MJST enit an audit event identifying the handle ("jti", "sub",

"act.sub", "del egated _aud", "scope", and the policy version
that authorized issuance).

5.4. Exanple
Conti nui ng the exanpl e of Section 4. 3:
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "eyJhbGeci O JSUzl INils...",
"i ssued_t oken_type":
"urn:ietf:parans: oaut h: t oken-type: access_t oken",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "read:docunents write:conments”,
"del egation_handl e": "eyJhbGeci G JSUzI INiIs...",
"del egati on_handl e_expires_in": 28800
}

Here the chai ned access token lives for 3600 seconds (one hour)
and the handle lives for 28800 seconds (eight hours), permitting
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the acting client to refresh the chained access token up to
"refreshes_remai ning” tines during the eight-hour w ndow.

6. Refreshing a Chained Access Token

6.1. Refresh Request

To refresh, the acting client sends a token-exchange request to
the sanme token endpoint, wth:

* Cient authentication identifying the actor (the same client
identified in "act.sub" of the handle).



* "grant_type" set to
"urn:ietf:parans: oaut h: grant-type:token-exchange"

* "subject _token" set to the handl e JWI.

* "subject_token_type" set to
"urn:ietf:parans: oaut h:t oken-type: del egati on- handl e* (defi ned
in Section 12. 3).

* "resource" or "audience" identifying a nenber of the handle’'s
"del egat ed_aud".

* "scope" identifying a subset of the handle’ s "scope”

*  OPTIONAL "actor_token" if a token-formactor assertion is
desired; when onmitted, the authenticated client identity is
aut horitative.

*  OPTIONAL "request _del egation_handl e=true"” to request that a
new handl e be returned al ongsi de the new chai ned access token

Exanpl e:

POST /oaut h2/token HTTP/ 1.1

Host: as. exanpl e

Cont ent - Type: application/ x-ww-form url encoded
Aut hori zation: <client authentication>

grant _type=

ur n%BAi et f ¥BApar ans%BAoaut h%BAgr ant -t ype%3At oken- exchange
&subj ect _t oken=eyJhbGci O JSUzIl 1IN I s. .
&subj ect _token_type=

ur n9BAI et f ¥BApar ans%BAoaut h%BAt oken-t ype%3Adel egati on- handl e
& esour ce=ht t ps¥8AWRFY2Fr esour ce. exanpl e%2F
&scope=r ead¥B8Adocunent s
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& equest del egati on_handl e=true
6.2. Authorization Server Validation Pipeline
On receiving a refresh request, the authorization server MJST:

1. Authenticate the client and confirmthat the client identifier
mat ches the val ue of "act.sub" in the handle. |f they
differ, return "invalid_grant”.

2. Verify the handle’s JW5 signature using a key in its own
JVKS, and verify "iss", "aud" == the calling client, and the
"typ" header == "dh+jw". If any check fails, return
"invalid grant".

3. Verify the handle is not in the handl e-revocation |ist and
has not exceeded its "exp" or had its "refreshes_renai ni ng"
reach zero. Oherwise, return "invalid grant”.

4. Verify the requested "resource"/"audi ence" is present in
"del egated_aud". Oherwise, return "invalid_target" (Section
2 of [RFCB707]).



5. Verify the requested "scope" is a subset of the handl e’ s
"scope". Oherwise, return "invalid scope".

6. Verify the end user’s session is still valid according to
aut hori zati on-server policy (for example, that the session
has not been revoked, and that any session-idle or absolute
ti meout has not been exceeded). Oherw se, return
"invalid grant".

7. Re-execute the full identity-chaining policy pipeline for the
(actor, del egated audi ence, scope, user-perm ssions) tuple as
though this were an initial exchange (Section 7). In

particul ar, the authorization server MJST re-check the end
user’'s current perm ssions on the downstream audi ence; if the
user’'s pernissions have narrowed, the granted scope MJST be
narrowed to the intersection or the request MJUST fail with
"invalid_scope".

8. Mnt a new chained access token with the granted scope and
aut horitative-server-chosen expiry.

9. If "request _del egation_handle=true", mnt a new handle with

"refreshes_renmi ni ng" decrenented by at |east one and all
ot her cl ai ms unchanged or narrowed. The new handl e’s "exp"
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MUST NOT exceed the original handle's "exp". The previous

handle’s "jti" MJST be added to the handle-revocation list to
prevent re-use (see Section 8.1).

10. Emt an audit event linking the previous handle’s "jti", the
new handle’s "jti" (if any), the issued chained access
token’s "jti", and the policy decisions nade.

The "refreshes_renmai ning" counter MAY be decrenented by nore than
one if policy considers the refresh "expensive" (for exanple, a
refresh that triggered a fresh upstream perm ssi ons | ookup).

6.3. Refresh Response
The refresh response is a standard RFC 8693 t oken- exchange
response with the additions defined in Section 5.2. When a new
handl e is issued, the response includes "del egati on_handl e" and
"del egation_handl e_expires_in"; when not issued, those paraneters
are absent.

The previous handl e MUST NOT be presented again; its "jti" is in
the revocation list as of step 9 of Section 6. 2.

6.4. Termnation
Refresh ends when any of the follow ng occur
* "refreshes_renai ning" reaches zero;
* the handl e’ s "exp" passes;
* the user session is revoked or expires (Section 8.3);

* the handle’s "jti" is added to the handl e-revocation |ist



(Section 8.1);
* the acting client’'s credentials are revoked (Section 8.2);

* authorization-server policy changes such that the issued chain
is no longer permitted (Section 7).

In all cases, the authorization server MJUST return "invalid grant”

with no further detail (per [RFC6749] Section 5.2) and SHOULD | og
the reason for operational diagnosis.
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6.5. Exanple
Ref resh response:
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "eyJhbGci O JSUzlI INils...",
"i ssued_token_type":
"urn:ietf:parans: oaut h: t oken-type: access_t oken",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "read:docunents",
"del egation_handl e": "eyJhbGeci G JSUzIINiIs...",
"del egation_handl e_expires_in": 25200
}

Note that "scope" has narrowed fromthe origina

"read: documents wite:coments" to "read: docunents" (the acting
client requested only the narrower scope), and the new handle’s
advertised "expires_in" reflects the renmi ning wi ndow of the
original handle s "exp" (which the new handl e inherits).

7. Authorization Server Policy

I ssuance and refresh of del egation handl es are governed by

aut hori zati on-server policy. This docunent does not standardize
policy format, but specifies what policy MJUST and SHOULD
paraneterize

* Per-(actor, del egated audience) opt-in for handl e issuance.
The default SHOULD be that handl es are not issued unless
policy explicitly permts it for the (actor, del egated
audi ence) pair.

*  Maxi mum handle lifetine ("nmax_handle_ttl _seconds") per (actor,
del egat ed audi ence). This SHOULD be capped at the nmaxi mum
user session lifetinme.

*  Maxi mum nunber of refreshes ("nmax_refreshes_per_handl e") per
(actor, del egated audi ence).

* M nimum acceptable "acr" for handl e i ssuance and for each



refresh. Policy MAY require fresh user authentication (an
"acr" that is achievable only with the user present) for
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certain audi ences or scopes; refresh against such policy wll
fail and force the actor back to a fresh user-driven
del egati on.

*  \Whether and how the user is inforned at delegation tine that a
handle will be issued (consent UX, opt-in checkbox, etc.).
Thi s docunent takes no position on whether end-user consent is
required in addition to operator policy; it is a policy
deci si on.

* Audit-event sinks and retention.

Policy MUST be evaluated on every refresh, not only at issuance.
A policy change that disallows a previously allowed (actor,

del egat ed audi ence, scope) tuple MJIST cause subsequent refreshes
agai nst an outstanding handle for that tuple to fail.

8. Revocation
8.1. Handl e-Level Revocation
Aut hori zation servers MJST support revocation of individua
handl es by their "jti". The revocation endpoi nt MAY be the
exi sting QAuth 2.0 token revocation endpoint [ RFC7009]; the
"token_type_ hint" val ue "del egati on_handl e" (registered in
Section 12.4) NMAY be used.
On accepting a revocation, the authorization server MJST add the
handle’'s "jti" to a handl e-revocation set consulted by step 3 of
Section 6.2. Handle-revocation entries MAY be aged out once the
handl e’ s "exp" has passed.
Aut hori zation servers MAY al so support bul k revocati on by:
* user identifier (revokes all handl es where "sub" = user);
* acting client identifier (revokes all handl es where "act.sub"
= client);
* user-session identifier (when sessions carry a stable id).
Bul k revocation is RECOWENDED for the incident-response cases
described in Section 8. 2.
8.2. Cascading Revocation via Cient Credential Revocation
Because the handle is sender-constrained via the acting client’s
Zhu & Currie Expi res 17 Novenber 2026 [ Page 19]
I nternet-Draft Async Del egation Handl e May 2026

credentials (Section 10.2), revocation of the acting client’s



credentials (for exanmple, removal of its public key fromthe

aut horization server’'s client registry) inmrediately invalidates
every outstanding handle for which that client is the actor: any
refresh attenpt fails at step 1 of Section 6.2 because client
aut hentication fails.

Thi s cascade is achieved by the signature-check / key-check pipe
on every refresh, not by an explicit registry walk, and so is
i medi ate and conplete for the credential type concerned.

8.3. User Session Revocation

VWhen the end user’s session is revoked, all outstandi ng handl es
for that user MJUST becone un-refreshable within one cache TTL of
t he user-sessi on check.

Aut hori zati on servers SHOULD eval uate the user-session check on
every refresh against a fresh-enough projection of session state
(typically a cache with a TTL of seconds), and SHOULD subscri be
to session-revocation events fromthe authentication subsystemto
i nval i date the cache eagerly when possible.

9. Relationship to Other Specifications
9.1. CQAuth 2.0 Refresh Tokens (RFC 6749)

The handl e is not an RFC 6749 refresh token. RFC 6749 refresh
tokens are typically opaque, are issued to and authorize refresh
of access tokens for the same QAuth client / user pair as the
original grant, and have no standardi zed cl ai m nodel

The handle is a JWI with a defined claimnodel that explicitly
carries the chained-identity binding ("sub" = user, "act.sub" =
actor). It is also presented at the token-exchange endpoi nt
(not the refresh-token endpoint) and uses the RFC 8693 grant.

An aut hori zation server MAY internally inplenent the handl e on
top of its existing refresh-token infrastructure; the wire fornmat
and validation rules in this docunent are the nornmative contract.

9.2. RFC 8693 refresh_t oken Response Paraneter

Section 2.2.1 of [RFC8693] permits a "refresh_token" paraneter in
t he t oken-exchange response but does not specify how the refresh
t oken shoul d be shaped or validated for the chained-identity
case. This docunent provides one concrete shape and validation
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nmodel .

An aut hori zation server inplenenting this docunent SHOULD use
"del egation_handl e" rather than "refresh_token" in token-exchange
responses for chained-identity flows, so that clients can

di stinguish a handle (with the validation properties defined
here) from an opaque RFC 6749-style refresh token

9.3. CQAuth Identity Chaining

Thi s docunent is designhed to interoperate with
[I-D.ietf-oauth-identity-chaining]. The handle preserves the



"act" claimchain across refresh; the "sub" remains the origina
user; the "del egated_aud" identifies a menber of the audi ences
that the identity-chaining mechanismoriginally pernmitted

Where the identity-chaining draft defines policy hooks at the
aut hori zation server, this docunent extends those hooks with the
handl e- specific policy paranmeters listed in Section 7

9.4. Denonstrating Proof of Possession (DPoP)

When DPoP [ RFC9449] is in use for client authentication or

t oken- sender-constraint, the handle MAY additionally carry a
"cnf" claimbinding it to the sane key. |In that case, refresh
MUST al so require a valid DPoP proof for the request, and the
aut hori zati on server MJST verify the DPoP proof in addition to
the checks in Section 6.2.

The two sender-constraint mechani snms ("act"-cl ai mbindi ng plus
client authentication, and "cnf"-clai mbinding plus DPoP) MAY be
conbi ned; when conbi ned, both MJST pass.

9.5. Mitual TLS dient Authentication (RFC 8705)

VWhen mTLS [ RFC8705] is the client authentication mechanism the
handl e MAY carry a "cnf" claimwith the client certificate
thunbprint. Refresh MJUST be perfornmed over a nutually

aut henti cated TLS connecti on whose client certificate matches.

10. Security Considerations
10.1. Threat Model
The principal threats this docunent addresses are:

T1l. *Actor conpromise leading to indefinite user-scoped action.*
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W t hout bounded refresh and rapid revocation, a conpromn sed
actor could continue to act as the user indefinitely once
any handl e has been issued. See Section 10.6 and Section
10. 7.

T2. *Handle theft.* An attacker who obtains a handl e but not the
acting client’s credentials nmust not be able to use the
handl e. See Section 10. 2.

T3. *Cross-audi ence confusion.* An attacker who obtains a
handle (with "aud" = actor) nust not be able to present it
as a downstream access token. See Section 10.12.

T4. *Scope or audi ence widening.* An attacker who obtains a
handl e nust not be able to acquire chai ned access tokens for
audi ences or scopes broader than those the user originally
del egated. See Section 10.3 and Section 10. 4.

T5. *Acting against a user whose session has been revoked.* See
Section 10.5.

T6. *Acting under stale authentication context.* An attacker who
obtains a handl e ninted when the user satisfied weak



10.

aut henti cation must not thereby gain refresh against
audi ences requiring stronger authentication. See Section
10. 8.

2. Sender Constraint

The handl e MUST be sender-constrained to the acting client
recorded in "act.sub". This docunent defines three mechani sns,
any one of which is sufficient:

1. *dient-authentication binding* (REQU RED baseline). The
aut hori zati on server requires strong client authentication
(such as "private_key jwt" per Section 9 of [OpenlD.Core] or
"tls_client_auth" per Section 2.1 of [RFC8705]) on refresh,
and verifies that the authenticated client identifier matches

"act.sub". Possession of the handl e alone is insufficient;
the attacker also needs the client’s authentication
credenti al .

2. *DPoP-key binding* (OPTIONAL, see Section 9.4). The handle
includes a "cnf" claimper [RFC9449], and refresh requires a
DPoP pr oof.

3. *niILS bi ndi ng* (OPTI ONAL, see Section 9.5).
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10.

10.

10.

Bearer-only handles (with no sender constraint) are FORBI DDEN.

An aut hori zation server MJST NOT issue a handle if the origina
exchange was authenticated by a nethod that does not satisfy at

| east one of these mechani snms. For exanple, "client_secret_post”
(Section 2.3.1 of [RFC6749]) MJST NOT be used for handl e i ssuance
unl ess conbi ned with one of the proof-of-possession nechani sns
above; a stolen "client_secret" would otherwi se be sufficient to
refresh every outstanding handle for that client.

3. Audi ence Lock

"del egated _aud" is single-valued in the cormbn case and is set at
i ssuance. Refresh MJUST verify that the requested
"resource"/"audi ence" is a nenber of "del egated_aud".

An array-val ued "del egated_aud” is permtted but SHOULD be used
sparingly: it widens the blast radius of handle theft from one
audi ence to all listed audiences.

4. Scope Mnotonicity

"scope” in the handl e MJUST be the maxi num Refresh narrows or
preserves scope; it never widens. This MJST be enforced at step
5 of Section 6. 2.

In addition, the user-permnission check at step 7 of Section 6.2
means that if the user’s pernissions on the downstream audi ence
have narrowed since handl e i ssuance (for exanple, the user lost a
project role), the next refresh narrows the granted scope
accordingly or fails.

5. User-Session Binding



The handl e MUST be invalidated when the underlying user session
ends. See Section 8.3.

Aut hori zati on servers MJST set the handle’s "exp" no later than
the projected end of the user session (as known at issuance).

For long-lived sessions, this still |eaves the handl e subject to
the policy-inmposed "max_handl e_ttl_seconds”

10.6. Refresh Cap and Handle Lifetine Cap
Two i ndependent caps bound the exposure w ndow.

* "refreshes_remai ni ng" caps the nunber of chai ned access tokens
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derivabl e froma single handle.

*  "exp" caps the wall-clock w ndow during which the handl e may
be exerci sed.

Qperators SHOULD set both to the snmallest values that neet the
operational requirenent. Typical values for an eight-hour
asynchronous workl oad m ght be eight refreshes over eight hours
(roughly one refresh per hour); higher rates may be appropriate
for shorter tasks with nore aggressive turnover

10. 7. Cascadi ng Revocation

The cascadi ng revocation property of Section 8.2 is crucial:

i nci dent -response procedures for actor conprom se SHOULD revoke
the actor’s credential at the authorization server, which
instantly invalidates all outstanding handl es for that actor

wi t hout any per-handl e bookkeepi ng.

10.8. Step-Up Authentication Preservation

The handle’s "acr" / "amr™ clainms MJST be carried forward from
the original chained access token, and authorization-server
policy MAY require a mininmum"acr" for refresh

For hi gh-assurance audi ences, policy SHOULD require an "acr" only
achi evable with the user present (for example, requiring a fresh
MFA assertion). Refresh against such audiences will fail
deliberately, forcing the actor to obtain a fresh user-driven

del egati on.

10.9. Conparison to Refresh Token Theft

The handl e’ s security posture is approximately equal to that of a
sender-constrai ned refresh token (such as one bound via DPoP or
mrLS), with two additions:

* The handl e carries the chained-identity claimnodel in the
clear, so any introspection, audit, or anomaly-detection
system can reason about which user and which actor the handle
aut hori zes.

* The handle’s refresh path re-runs the identity-chaining policy
pi peline on every refresh, not just at issuance, nharrow ng
automati cal |y when user perm ssions or operator policy change.



Conventional bearer-only refresh tokens are NOT a substitute, and
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10.

10.

10.

aut hori zati on servers MJST NOT inplenment this document with
bearer-only handl es (Section 10. 2).

10. Handle Storage at the dient

Acting clients MUST treat the handl e as a hi gh-val ue secret.

St orage SHOULD be encrypted at rest, with access limted to the
process(es) that initiate refresh. Cdients SHOULD prefer secret-
manager - backed storage (cloud KMS, Hardware Security Modul es, or
equi val ent) over plaintext on disk.

Clients SHOULD scope each handle to the snallest unit of work

that may need refresh (for exanple, one per |ong-running task)
rather than reusing a single handle across unrel ated tasks, to
m nimze blast radius from storage conprom se

11. Authorization Server Conprom se

Aut hori zati on-server conpronise is out of scope for this
docunent, but a conprom se of the authorization server’s signing
keys would permt forgery of handl es and of chai ned access
tokens alike. Operators SHOULD rotate signing keys per
established practice for O DC di scovery (see [ Openl D. Di scovery]).

Conpromi se of the authorization server’s handle-revocation |ist
storage MAY permt replay of previously revoked handles until the
handl e’ s natural expiry; operators SHOULD treat the revocation
list as integrity-critical

12. Cross-Audi ence Conf usi on

A handl e has "aud" = the acting client, not the downstream
resource server. A resource server inplenenting RFC 9068
verification will reject a handl e presented as a bearer token,
because "aud" does not nane the resource server

However, resource-server inplenmentations that fail to verify
"aud" strictly (for exanple, that accept any well-signed token
fromthe issuer) are vulnerable. Inplenentations confornmng to
[ RFC9068] are safe. Operators MJST ensure all resource-server
token verifiers check "aud" against the resource server’'s own
identifier and SHOULD additionally check the "typ" header is
either "at+w" [RFCI068] or another value explicitly accepted
for that resource (and not "dh+jwt").

11. Privacy Considerations
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The handl e carries the sane user identifier ("sub") as the



12.

12.

chai ned access token it accompanies, with identical privacy
characteristics. No new categories of personal data are
i ntroduced.

Because the handl e MAY be retained at the actor for hours, an
operat or considering whether to enable handles for a given actor
SHOULD consi der whether the actor’s storage and access controls
are appropriate for retention of a user-identifying token for
that period. Per-user opt-out, per-task consent pronpts, and
maxi mum handle lifetinmes are policy |evers an operator may use to
manage t his.

Audit | ogs generated by handl e issuance and refresh contain user
identifiers and SHOULD be subject to the sane retention and
access controls as other identity-bearing audit data.

I ANA Consi derations
1. Media Type Registration

I ANA is requested to register the followi ng nedia type per
[ RFC6838] :

Type name: application

Subt ype nanme: dh+jw

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: binary; JW values are encoded as a
series of base64url-encoded val ues separated by period
characters.

Security considerations: See Section 10 of this docunment and
[ RFC8725] .

Interoperability considerations: NA

Publ i shed specification: This docunent.

Applications that use this nedia type: Applications using QAuth
2.0 Token Exchange [ RFC8693] that inplenment the asynchronous
del egati on handl e defined in this docunent.

Fragnment identifier considerations: NA

Addi tional information:

Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and ermai|l address to contact for further information:
The authors of this docunent.

I nt ended usage: COMVON

Restrictions on usage: NA
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12.

Author: L. Zhu, S. Currie
Change controller: |ETF

2. JOSE Header Paraneter Val ues

I ANA is requested to add the following entry to the "JSON Wb
Si gnature and Encryption Type Val ues" sub-registry of the "JSON
oj ect Signing and Encryption (JOSE)" registry:

"typ" Header Paraneter Value: dh+jwt
Abbrevi ation for MME Type: application/dh+jwt
Change Controller: |ETF



Ref erence: This docunent
12.3. QAuth URI Registry: subject _token_type

I ANA is requested to add the following entry to the "QAuth URI"
registry established by [ RFC6755]:

URN: urn:ietf:parans: oaut h:t oken-type: del egati on-handl e
Conmon Nane: Del egati on Handl e Token Type

Change Controller: |ETF

Speci fication Docunent(s): This docunent

12. 4. QAuth Token Exchange Response Paraneters

I ANA is requested to add the following entries to the "OQAuth
Par anet ers" registry established by [ RFC6749] (sub-registry
"QAut h Paraneters" with usage |ocation "token response"):

Par amet er nanme: del egati on_handl e

Par amet er usage | ocation: token response
Change Controller: |ETF

Speci fication Docunent(s): This docunent

Par amet er name: del egati on_handl e_expires_in
Par amet er usage | ocation: token response
Change Controller: |ETF

Speci fication Docunent(s): This docunent

Par amet er name: request _del egati on_handl e
Par amet er usage | ocation: token request
Change Controller: |ETF

Speci fication Docunment(s): This docunent

I ANA is also requested to add the following entry to the "OAuth
Token Type Hints" sub-registry established by [ RFC7009]:
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Hi nt Val ue: del egation_handle
Change Controller: |ETF
Speci fication Docunent(s): This docunent

12.5. JSON Wb Token O ains Registry

IANA is requested to add the following entries to the "JSON Wb
Token O ai ns" registry established by [ RFC7519]:

Cl ai m Nanme: del egat ed_aud

Cl ai m Description: Downstream audi ence(s) for which refreshed
chai ned access tokens may be issued via this del egati on handl e.

Change Controller: |ETF

Ref erence: This docunent

Cl ai m Name: refreshes_renaini ng

Cl aim Description: Non-negative count of remaining refreshes a
del egati on handl e aut hori zes.

Change Controller: |ETF

Ref erence: This docunent
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