Net wor k Wor ki ng G oup J. Zhu (Ed.)

Internet Draft NSS LLC
I ntended status: Experinental M Zhang
Expi res: Septenber 3, 2025 Byt eDance

S. Roy

Uni versity of Washi ngton
March 3, 2025

A UDP- based GVA (Generic Milti-Access) Protocol
draft-zhu-intarea-gnma-control -08

Abstract

A devi ce can simultaneously connect to nultiple access networks,
e.g., W-Fi, LTE, 5G DSL, and SATCOM (Satellite Conmunications).
It is desirable to seam essly combine multiple connections over
these networks bel ow the transport |ayer (L4) to inprove quality
of experience for applications that do not have built-in nmulti-
path capabilities. This docunent presents a new convergence
protocol for managing data traffic across multiple network paths.
The sol ution has been devel oped by the authors based on their
experiences in multiple standards bodi es including | ETF and 3GPP
is not an Internet Standard and does not represent the consensus
opi nion of the IETF. This docunent will enable other devel opers to
build interoperable inplenentations to experinent with the

pr ot ocol

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of six
mont hs and rmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://wwv. ietf.org/shadow. htm
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ntroducti on

A device can simultaneously connect to multiple networks, e.g.,
W-Fi, LTE, 5G DSL, and SATCOM (Satellite Conmunications). It is
desirabl e to seam essly conbine nultiple connections over these
net wor ks bel ow the transport layer (L4) to inprove quality of
experience for applications that do not have built-in multi-path
capabilities.

A new Mul ti-Access Managenent Service (MAMS) framework has been
recently specified in [MAMS] to support various multi-access
solutions [ATSSS] [LWPEP] [GREl] [GRE2]. As shown in Figure 1,
its user-plane protocol stack consists of two | ayers: convergence
and adaptation. The convergence |ayer is responsible for multi-
access operations, including multi-link (path) aggregation,
splitting/reordering, |ossless switching/retransm ssion, etc. It
operates on top of the adaptation layer. Fromthe perspective of a
transmitter, a user payload (e.g., |P packet) is processed by the
convergence layer first, and then by the adaptation |ayer before
bei ng transported over a delivery connection; fromthe receiver s
perspective, an | P packet received over a delivery connection is
processed by the adaptation layer first, and then by the
convergence | ayer.

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +

| User Payload, e.g., |IP Protocol Data Unit (PDU) |

o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e em e eeao o +
| N TN s +
| | Milti-Access (MX) Convergence Layer |
| o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - + |
| T +
| | MX Adaptation | MX Adaptation | MX Adaptation |
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| | Layer | Layer | Layer | ]
| o e e e e e o o e e e e e o o e e e e e o + |
| | Access #1 IP | Access #2 IP | Access #3 IP |
| o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| MAMS User - Pl ane Protocol Stack |
o +

Figure 1: MAMS User-Plane Protocol Stack [ MAVS]

A new Generic Milti-Access (GVA) encapsul ati on protocol [GWVAE] has
been specified to encode additional control information, e.g.,

Ti mest anp, Sequence Nunber, to support nulti-access operations at
the convergence | ayer. This docunent presents a UDP-based GVA
control protocol for the convergence |ayer, and enhancenents to
the GVA encapsul ation protocol. The GVA protocol only operates

bet ween endpoi nts that have been configured to use GVA t hrough
MAMS nmanagenment nessages [ MAMS] or ot her managenent nethods, which
is out of the scope of this docunent.

From t he perspective of applications, the GVA protocol is a nulti-
pat h tunneling protocol operating bel ow the network [ ayer (L3),
and t herefore can support any |egacy single-path transport
protocol, e.g. TCP, UDP, QU C, etc. Fromthe perspective of a
underl ay access network, it is a |ight-weight transport protoco
desi gned specifically for nulti-path operation, renoving
unnecessary conplexity and overhead (e.g., end-to-end encryption,
congestion control, reliable transm ssion, etc.) as seen in a
nodern transport protocol [QU C]. Moreover, it can be easily
extended to support advanced multi-path operations, e.g., network
codi ng, network-based traffic steering, in-band QS nonitoring,
etc.

The sol ution described in this docunent has been devel oped by the
aut hors based on their experiences in nultiple standard bodies
including the | ETF and 3GPP. However, it is not an Internet

St andard and does not represent the consensus opinion of the | ETF.
Thi s docunent presents the protocol specification to enable
experinentation as described in Section 1.1 and to facilitate

ot her interoperable inplenentations.

1.1 Scope of Experinent
The protocol described in this docunment is an experinment. One
obj ective of the experiment is to determ ne whether the protoco

meets the 3GPP nulti-access requirenments [ ATSSS2] [Dual 3GPP], can
be safely used, and has support for deploynent. Particularly, the
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proposed GVA protocol addresses the follow ng issues of using QU C
for ATSSS:

0 Encapsul ati on Overhead: the GVA encapsul ati on protocol uses a 2-
bytes Flag field to control all optional header fields instead
of the TLV (Type-Length-Val ue) based approach. As a result, the
m ni mum encapsul ati on overhead is 2 bytes, and the naxinumis
16 bytes.

o Multiple Encryptions: the GVA encapsul ati on protocol does not
mandat e encryption to avoid unnecessary encryption overhead
when a delivery connection is secure and trusted.

0 Congestion Control in Congestion Control: the GVA control
prot ocol does not nmandate congestion control. Al incom ng
packets (from higher |ayer) MAY be sent out w thout any del ay
due to congestion control.

In addition, the GVA protocol nekes reliable delivery optional,
assuning it has been addressed by the application or transport

| ayer. Hence, it does not require Acknow edgerment (ACK) for data
packets, and can avoid any delay due to retransm ssion or ACK
over head on the reverse path.

The GVA protocol supports both out-of-band and in-band path
quality nmeasurenments (e.g. one-way-delay, |oss, etc.) and
congestion detection. A (out-of-band) control nessage, e.g. probe,
wi th acknow edgenent can be used to actively neasure round trip
time and reliability of a connection. Wile the GVA header fields,
e.g. sequence nunber, tinestanp, etc., in the GVA header of a
recei ved data packet can be used for in-band neasurenent. Another
obj ective of the experinment is to evaluate state-of-the-art
congestion detection algorithms [GCC] [MPIP] [DCTCP] for multi-
path traffic managenent.

It is expected that this protocol experinent can be conducted on
the Internet since GVA packets are encapsulated with UDP. Thus,
experinentation is conducted between consenting end systens that
have been nutually configured to participate in the experiment. An
open source-based GVA software inplementation [ GV has been
provided for this experinment. The authors will continually assess
the progress of this experinment and encourage other inplenmenters
to contact themto report the status of their inplenentations and
their experiences with the GVA protocol.

2 Conventions used in this Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunent are to be interpreted as

Zhu Expi res Septenber 3, 2025 [ Page 5]



Internet-Draft GMA Control Protocol March 20255

described in BCP 14 [RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3 Use Case

As shown in Figure 2, a client device (e.g., Smartphone, Laptop,
etc.) may connect to the Internet via both W-Fi and LTE
connections, operating as a delivery connection. In addition, a
virtual (e.g. I1Pv4, 1Pv6, or Ethernet) connection is established
between client and multi-access gateway. The virtual connection is
the anchor, providing the |IP address and connectivity for end-to-
end I nternet access, and delivery connections provide nultiple
pat hs between client and gateway to support multi-access traffic

managenent .
to-o-- - Virtual (anchor) Connection ------ +
I I
S +o- - -+
| | |Al--- LTE (delivery) Connection --|C |
Apps ---| X U -| |-18]Z|--- Internet
| | |B-- W-Fi (delivery) Connection--|Dl | |
+-4---+ +---+-+
Cient Gat eway
0 A the adaptation | ayer endpoint of the LTE connection in the
client
o B: the adaptation |ayer endpoint of the W-Fi connection in the
client

0 C the adaptation | ayer endpoint of the LTE connection in the
mul ti -access gat eway

D: the adaptation | ayer endpoint of the W-Fi connection in the
mul ti -access gat eway

U the convergence | ayer endpoint in the client

S: the convergence |ayer endpoint in the nulti-access gateway

X: the virtual connection endpoint in the client

Z: the virtual connection endpoint in the nmulti-access gateway

(]

O o0Ooo

Figure 2: GVA-based Miulti-Access Traffic Managenent

For exanple, the virtual connection could be a Milti-Access
Protocol Data Unit (MA-PDU) connection as specified in 3GPP

[ ATSSS] . Per-packet aggregation allows the MA-PDU connection to
use the conbi ned bandwi dth of multiple delivery connections.

Mor eover, packets may be duplicated over multiple connections to
achieve high reliability and | ow | atency, where duplicated packets
are elimnated by the receiving side. Such nulti-access traffic
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management requires additional control nessage exchange between
client and gateway.

UDP is used as the adaptation |layer protocol in this docunent.

Fi gure 3a and 3b show UDP-based GVA user-plane and control -pl ane
protocol, respectively. The UDP Tunnelling ports at client are
chosen fromthe dynam c port range, and at gateway are configured
and provided to clients through MAMS nessages, e.g., MX UP Setup
Confi g [ MAMS] .

. +
| Virtual Connection (IP, Ethernet, etc.) |
e +
| UDP- based GVA Encapsul ati on |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| uDP | uDP | uDP |
+
| Access #1 IP | Access #2 IP | Access #3 IP |
T e +

Fi gure 3a: UDP-based GVA User-Pl ane Protocol Stack

o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| GVA Control Messages |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| UDP- based GVA Encapsul ati on |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +
| UDP | UDP | UDP |
o e e e e oo o e e e e oo o e e e e oo +
| Access #1 IP | Access #2 IP | Access #3 IP |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Fi gure 3b: UDP-based GVA Control - Pl ane Protocol Stack

4 UDP- based GVA Encapsul ati on Protocol

Fi gure 4: UDP-based GVA PDU For nat
Fi gure 4 shows the UDP-based GVA encapsul ati on fornmat [ GVAE]. The

GVA header consists of the mandatory "Flags" field (the first two
bytes), defined as foll ows:
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o Client ID Present (bit 0): If the bit is set to 1, the Cient ID
field is present.

o Payl oad Type (PT) (bit 1): If the bit is set to 1, the GvA PDU
carries a GVA control nessage or an encrypted GVA SDU (data).
O herwi se (default), it carries an unencrypted GvA SDU (data).

o Flow ID Present (bit 2): If the bit is set to 1, the Flow ID
field is present.

0 Per-Packet Priority (PPP) Present (bit 3): If the bit is set to
1, the PPP field is present.

0 Packet Group ldentification (PA@) Present (bit 4): If the bit is
set to 1, the PCl field is present.

o Delivery SN Present (bit 5): If the bit is set to 1, the
Delivery SN field is present.

o Flow SN Present (bit 6): If the bit is set to 1, the Fl ow SN
field is present.

o Tinestanp Present (bit 7): If the bit is set to 1, the Ti nestanp
field is present.

0 Reserved (bit 8-15): set to 0 and ignored on receipt.

Bit O is the nost significant bit (MSB), and bit 15 is the | east
significant bit (LSB).

The receiver SHOULD first decode the Flags field to deternine the
| ength of the GVA header, and then decode optional fields
accordingly. The GVA header MAY consist of the foll ow ng optional
fields:

o Client ID (2 Byte): an unsigned integer to identify the virtual
connection. A client may establish nultiple virtual
connections, e.g. MA-PDU, with the gateway, each of which
SHOULD be provided with a unique Cdient ID.

o PT (1 Byte)

+ Bit 0: the Key Phase bit to indicate which key is used to
protect the GVA payl oad.

+ Bit 1~7: the GVA control nessage type, set to 0 if the
payl oad is an encrypted GVA SDU

o Flow ID (1 Byte): an unsigned integer to identify the IP flow

+ 0: unknown fl ows

+ 1~20: reserved for flows using the redundancy node, wi th which
a flow may be duplicated over the avail able delivery
connecti ons.

+ 21~50: reserved for flows using the splitting node, with which
a flow may be split over the avail able delivery connections.

+ 51~100: reserved for flows using the steering node, with which
a flowis steered to only one of the avail able delivery
connecti ons.

+ Others: reserved for future use
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0 Per-Packet Priority (1 Byte): an unsigned integer to identify
the relative priority of the GVA SDU in the flow (smaller
val ue neans hi gher priority).

0 Packet Group ID (1 Byte): an unsigned integer to identify the
group of GVA SDUs. If one GVA SDU in the group is dropped,
other GVA SDUs in the sanme group SHOULD al so be dropped. For
example, all GVA SDUs from a video frane MAY be classified
into a same group.

o Delivery SN (1 Byte): an auto-increnented unsigned integer to
indicate the GvA PDU transm ssion order on a delivery
connection. Delivery SNis used for a flow using the
splitting node to neasure packet |oss of each delivery
connection and generated per delivery connection per flow It
SHOULD be ignored or not used for flows with the redundancy
or splitting node.

o Flow SN (3 Bytes): an auto-increnented unsigned integer to
i ndicate the GvA SDU (I P packet) order of a flow Flow SNis
used for reordering and generated per flow

o Tinmestanp (4 Bytes): an unsigned integer to indicate the val ue

of the tinestanp clock at the transmtter in the unit of 100
nm croseconds when a GVA PDU is transnmitted.

The use of Key Phase bit is |like what is specified in QUC
[QUICTLS], allowing a recipient to detect a change in keying
material w thout needing to receive the first packet that
triggered the change. The Key Phase bit is initially set to 0 and
toggl ed to signal each subsequent key update. The Key Phase bit
SHALL be ignored if the payload is not encrypted or authenticated.

Figure 5 shows the GVA header format with all the fields present,
and the order of the GVA control fields SHALL follow the bit order
in the Flags field. Note that the bits in the Flags field are
ordered with the first bit transmtted being bit 0 (MSB). Al
fields are transmtted in regular network byte order and appear in
the order of their corresponding flag bits. If a flag bit is not
set, the corresponding optional field is absent.

1 2 3
1234567890123456789012345678901
i T S S S T i T i I S I S S
Fl ags | reserved | Client ID |
R s i o e i ol S e S e T ik ik T S e T S T S

PT | Flow ID | PPP | PG |
i T o T T i T A S S S T
Delivery SN | Fl ow SN |
i T S S S T i T i I S I S S
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| Ti mest anp |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 5: GVA Header Format with all Optional Fields Present

Sone GVA header fields, e.g. Cient ID, Flow ID and PPP are
designed to support fine granular packet classification. Notice
that GVA header fields (unlike |IP header field) won t change
regardl ess of how a GVA PDU is delivered, since they are

encapsul ated as part of UDP payl oad. Therefore, an internediate
node, e.g. router, Access Point, Base Station, etc., can perform
active queue managenent (AQVW) based on these GVA header fields
directly.

O her GVA header fields, e.g. Delivery SN, Flow SN, and Ti mestanp,
are designed to support nulti-path traffic nanagenent. For
exanple, Flow SN allows reordering at the receiver when a flowis
split over nmultiple connections. In the neantine, Delivery SNis
needed for packet |oss neasurenent per delivery connection
especially if a flow uses the splitting node, and Ti mestanp all ows
i n-band one-way-delay (OAD) neasurenent, which can then be used to
det ect congestion and buffer overflow at internmedi ate nodes.

Mor eover, Delivery SN and Fl ow SN can be used to support the Fast
Packet Loss Detection mechani smas described in [ MPSN] for

m nimizing nulti-path reordering del ay.

GVA payl oad MAY be protected by a symetric key cipher, e.g.
AES256- GCCM A GVA receiver (e.g. gateway) uses the Client IDfield
to determ ne the correspondi ng key for decryption. Moreover, the
GVA payl oad is encrypted, and the GVA header is authenticated but
not encrypted.

GVA SDU (data) SHOULD be protected by the symetric key only if
the delivery connection is wuntrusted and subject to malicious
attacks. If the encrypted GVA payl oad carries GVA SDU (data), the
PT field MJUST be present in the GVA header and the GVA control

message type field MUST be set to O . In other words, an
encrypted GVA data SDU i s encapsul ated as a special control
nmessage.
. +
| GVA Header | GVA Payl oad | GCMTag | IV |
T T e +
| <-aut henticated->| <------- encrypted -------- >|

Fi gure 6: AES256- GCM Encrypted GVA Message
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Figure 6 shows the format of an AES256- GCM encrypt ed GVA nessage,
where IV (initialization vector) is 12 bytes long and GCM Tag i s
16 bytes long. The GVA header is used as additional authenticated
data (AAD).

5 GVA Control Messages

The GVA header of a GVA control nessage consists of Cient ID,
Payl oad Type, Flow SN, and Tinestanp. Al GVA control nessages
share the same Flow SN space. Table 1 lists all the GVA control
nmessages specified in this docunent and their value of Type in
the GVA header.

Noti ce that Coded GVA SDU (CGS) message (5.16) SHOULD be protected

by the symmetric key only if the delivery connection is untrusted.
Al'l other GVA control message SHOULD be protected regardl ess.

Table 1: GVA Control Messages

i T i T S e i S R g ol S I R S S
| Type| GVA Control Message | Secti on|
i T T i i T S i e s
| 0 | Encrypted GVA SDU (dat a) | NNA |
i e R e e L e i s S S e e e C R e 2
| 1 | Pr obe | 5.1 |
i T i T S e i S R g ol S I R S S
| 2 | ACK | 5.2 |
i i i e S e e s o i i S S S S
| 3 | Traffic Splitting Update (TSU) | 5.3 |
i o e R e e i e S s e e 2
| 4 | Traffic Splitting Ack (TSA) | 5.4 |
i T i T S e i S R g ol S I R S S
| 5 | Delivery Connection Reconfiguration (DCR) | 5.5 |
i i i e e i i T e R
| 6 | Key Updat e | 5.6 |
i e R e E s i s S S e e R e
| 7 Traffic Steering Command (TSC) | 5.7 |
i T i T S e i S R g ol S I R S S
| 8 | Traffic Splitting Command (TSP) | 5.8 |
i i i e S R e L o i i SR S S
| 9 | QoS Testing Request (QIR) | 5.9 |
i e e e e e e i e s s i
| 10 | QS Testing Response (QTP) | 5.10 |
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i e e o i o S S S  ath S SN N NI SRR
| 11 | QoS Testing Notification (QIN) | 5.11 |
i T i T S e i S R g ol S I R S S
| 12 | QS Violation Notification (QVN) | 5.12 |
i i i T S e e S S S e £
| 13 | Packet Loss Report (PLR) | 5.13 |
i o e e e e i i s S S e e 2
| 14 | First Sequence Number (FSN) | 5.14 |
i T i T S e i S R g ol S I R S S
| 15 | Codi ng Configuration Request (CCR) | 5.15 |
i i i e S L e Ll o b I SR S S S
| 16 | Coded GVA SDU ( CGS) | 5.16 |
i T e R e e e i s S i e e e e S s £
| 17 | Connection Priority Reconfiguration (CPR) | 5.17 |
i T i T S e i S R g ol S I R S S

5.1 Probe Message

A client (or gateway) MAY send out a Probe message for initial
connection establishment, path quality estimation, keep-alive,

ti mestanp synchroni zation, and |link nmeasurenment report. In
response, the gateway (or client) SHOULD send back the ACK nessage
if it isrequired in the correspondi ng Probe nessage.

A control messages may be retransmitted if it is not acknow edged
within a tineout period. It is left to inplenentation to configure
the retransmission tiner and the maxi mum nunber of retransm ssion
attenpts. Flow SN SHOULD be adjusted increnentally regardl ess of
whet her a control nmessage is new or retransmtted. A delivery
connection is established after a successful handshake of Probe
and ACK, and terminated if any control message can t be

successful ly acknow edged after retransm ssions.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| LS Bitnmap | Probing Flag | N | CID |
B i s T T i i o S o T Ji I
| K | TLV based Link Information El enents |

i i i T i I S i e s o o i i
Figure 7. Probe Message For mat

A Probe nessage consists of the foll owi ng nmandatory fi el ds:
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o Link Status (LS) Bitnmap (1 Byte): to indicate the status (O:
not connected; 1: connected) of the i-th delivery connection,
where connections are ordered according to their CID, bit #7
(LSB) corresponds to the 1st delivery connection and bit #0
(MBB) corresponds to the 8th delivery connection

o Probing Flag (1 Byte)

+ Bit #0: a bit flag to indicate if tinmestanp needs to be
reset (1) or not (0)

+ Bit #1: a bit flag to indicate if the ACK nessage is
expected (1) or not (0)

+ Bit #2: a bit flag to indicate if the receiving side
SHOULD update the UDP tunnel end point (1) or not (0)
based on the Probe nessage.

+ Bit #3: a bit flag to indicate if the client is synchronized
(1) or not (0) with the gateway in tine.

+ Bit #4: a bit flag to indicate if Link Information
El ements (I E) are present (1) or not (0).

+ Bit #5~7: reserved

A Probe nessage with the Bit #0 flag set to 1 is also called
Probe-Sync. A client will send out a Probe-Sync nessage to reset
timestanp when its local timestanp tiner exceeds a pre-defined
threshold, e.g., Ox7FFFO000 and prevent it fromoverflowi ng due to
the linmted size (4 Bytes). Once receiving a Probe-Sync nessage,
the gateway will reset the tinestanp tiner to 0 for the client
and respond with an ACK nessage. The Request Type field in the
ACK message is set to O, indicating the correspondi ng Probe nessage
i s Probe-Sync.

The client SHOULD reset its tinestanp tiner to 0 after the Probe-
Sync nmessage i s successfully acknow edged. As a result, the
timestanp field in a GVA PDU indicates the tine between the | ast
successful Probe-Sync nessage exchange and the transm ssion of the
GVA PDU.

If the Bit #1 flag is not set, the receiving endpoint SHOULD NOT
send back the ACK nessage.

If the Bit #2 flag is not set, the probe nessage is used to test
the reachability of alternative path of the delivery connection
and therefore the receiving endpoi nt SHOULD NOT update the UDP
tunnel end point accordingly.

If the Bit #3 flag is set, indicating the client is already
synchroni zed with the gateway in tine, they SHOULD use their |oca
clock directly as the tinestanp clock w thout going through the
above Probe-Sync procedure. How to maintain tine synchronization
bet ween two GVA endpoints is out of the scope of this docunent.
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If the Bit #4 flag is set, the Probe message consists of the
foll owi ng optional fields:

o N (1 Byte): the nunber of delivery connections whose Link |Es
are included in the nessage.

For each connection, include the follow ng fields:

o0 Connection ID (1 Byte) to identify the delivery connection.

o0 K (1 Byte): the nunber of Link IEs for the connection

0 TLV(Type-Lenth-Val ue) encoded Link I Es (variable): a GVA
client MAY use the Probe nessage to report its link quality,
e.d., signal strength and other information, e.g., W-Fi
channel numnber, as shown in Table 2.

Probe may al so be used to neasure path quality for a specific
flow 1In this case, the Probe nmessage and its correspondi ng ACK
message SHOULD carry the sane QoS classification marking, e.g.
DSCP, as a data packet of the flow In addition, the Flow ID
field SHOULD be included in the GVA header of the fl ow specific
Probe and ACK message to identify the flow.

Table 2: GVA Link Information El enents

T TS +
| Nare | Type | Length | Val ue |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| W-F RSSI | O | 1 | - 255dBm ~ 0dBm |
. +
| W-Fi Band | 1 | 1 | 0:2.4CHz, 1. 5CGHz, 2:6GHz |
NS +
| W-Fi Channel | 2 | 1 | 0~255 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| W-F BSSID | 3 | 6 | W-F AP MAC address |
. +
| W-Fi Bandwi dth | 4 | 1 | 0 ~ 255 x 10Mdps |
NS +
| | | | 0: | EEE 802.11 a/b/g/n |
| W-F Type | 5 | 1 | 1. W-F 6 |
| | | | 2: W-Fi 7 |
. +
| Cellular RSRQ | 30 | 1 | -255dB ~ 0dB |
e eSS +
| Cellular RSRP | 31 | 1 | -255dBm ~ 0dBm |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
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| Cellular RSSI | 32 | 1 | -255dBm ~ 0dBm |
o e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmmmmmmmea— +
| GSM Cell 1D | 33 | 4 | 0 ~27"32 -1 |
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meo——ooo +

I I I 0: 3G I
| Cellular Type | 34 | 1 | 1. 4G LTE |
| | | | 2: 5G NR |
o e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmmmmmmmea— +

5.2 Acknowl edgenent (ACK) Message

An ACK nessage is used to confirmthe successful reception of a
control message unless it is not required or a specific acknow edge
message, e.g. TSA (5.4), is required. The source | P address and UDP
port of the control nessage SHOULD be used as its destination IP
address and UDP port.

The Flow SN field in the GVA header of the ACK nessage is set to
the Flow SN of the corresponding control message. The ACK nessage
consists of the follow ng fields:

0 Request Type (1 Byte): the correspondi ng control nessage type,
e.g. Probe, etc.
o Paddi ng (vari abl e)

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Request Type | Paddi ng |
R et e s i o e s i i

Figure 8: Ack Message For mat

5.3 Traffic Splitting Update (TSU Message
A TSU nessage is used by the receiving endpoint of a data flowto
update traffic splitting or steering configuration at the
transmtting endpoint. Unlike a probe, the gateway SHOULD al ways
update the UDP tunnel end point for a client based on a received
TSU nessage fromthe client.
A TSU message consists of the follow ng fields:

o Link Status Bitmap (1 Byte): the sanme as specified in 5.1
o0 K (1 Byte): the nunber of TLV-encoded TSU I Es
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0 TSU I Es (vari abl e)
A TSU I E consists of the follow ng fields:

o Type (1 Byte)
+ 0: the traffic steering configuration
+ 1: the traffic splitting configuration
+ 2: the m ni mum OAD ( One- Way- Del ay) mneasurenent report
+ G hers: reserved
o Length (1 Byte): the TSU IE length
o Flow ID (1 Byte): an unsigned integer to identify the flow

If Typeis O, the TSUIE consists of the following traffic
steering configuration paraneters

0 C (1 Byte): the CID of the delivery connection that the flow
shoul d be usi ng.

For a flowwith the redundancy node, the traffic steering
configuration | E MAY consist of nultiple CID fields to indicate
whi ch delivery connections will be used to send duplicated packets
of the flow.

If Type is 1, the TSUIE consists of the following traffic
splitting configuration parameters

oL (1 Byte): the total nunber of packets per traffic splitting
cycle, e.g., L = 32, and each packet is assigned an index
fromO to L-1.

0 S1[i] (N Bytes): the index of the first packet sent over the
i-th delivery connection per traffic splitting cycle, where
connections are ordered according to their Connection |ID and
i = 1~N.

0 S2[i] (N Bytes): the index of the | ast packet sent over the
i-th delivery connection per traffic splitting cycle, where
connections are ordered according to their Connection ID and
i = 1~N.

For exanple, with two delivery connections, i.e., N=2, the
configuration of S1[1] = S2[1] =0, S1[2] = S2[2] =1 and L = 2
i ndi cates sendi ng one packet of every two packets over the first
connection, and the other one over the second connection

If Type is 2, the TSU IE consists of the foll ow ng mni nrum OAD
nmeasurenent report paraneters:
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o Oi] (N Bytes): an unsigned integer (0 ~ 254) to indicate the
m ni mum OAD neasurenent (in milliseconds) of the i-th
del i very connecti on.
+ 255: reserved

Notice that the GVA endpoints (client and gateway) may not be
synchronized in time, and therefore the absol ute value of m ni mum

OMND (d(i)) is not useful. Instead, the difference between the m ni mum
OND of a connection and the maximumis reported, i.e.,
D(i) = max(d(i) | i =1~N d(i)

It indicates how much del ay shoul d be added by the GVA
transmtting endpoint to equalize m ni mum OAD across delivery
connections and mitigate the inpact of reordering.

Figure 9 shows the TSU nessage format for two flows with the
splitting node and the steering node, respectively. In addition,
the m ni num OAD neasurenment report IE is included for the
splitting fl ow.

0 1 2 3
01234567890123456789012345678901

i R L s e T e R h th s i S SR N S
| LS Bitmap | K | | E Type(=0) | IE Length(=4) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Flow ID | C | | E Type(=1) | |E Length(=10)|
B T S i T s i i e e SEI S
| Flow ID | L | S1[ 1] | S1[ 2] |
i T R R b e L o T e R e R e o e i
| S2[ 1] | S2[ 2] | | E Type(=2) | |IE Length(=5) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Flow ID | Ol 1] | Dl 2] |

i T S S I el T i S S S S

Figure 9: TSU Message Format (K = 2, N = 2)

5.4 Traffic Splitting Acknow edgenment (TSA) Message
A TSA nessage is used to confirmthe successful reception of a TSU
message. The Flow SN of the TSA nessage is set to the Fl ow SN of
the correspondi ng TSU nmessage. A TSU nessage consists of the
follow ng fields:
o0 K (1 Byte): the nunmber of TSA I Es
0 TSA | Es
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A TSA I E consists of the follow ng fields:

o Type (1 Byte)
+ 0: the Start SN configuration
+ 1. the OAD adjustnent configuration
+ 2. the delayed traffic splitting configuration
+ Ot hers: reserved
o Length (1 Byte): the TSA IE length

If Type is 0, a TSA IE consists of the following fields for each
flow configured in the TSU nessage:

o Flow ID (1 Byte): an unsigned integer to identify the flow
o StartSN (3 Bytes): the Flow SN of the first GVA SDU using the
configuration provided by the correspondi ng TSU nessage.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| K | | E Type(=0) | |IE Length(=10)| Flow I D |
B i s T T i i o S o T Ji I
| Start SN | Flow I D |
e s o i e R th o i R S
| Start SN | [TE Type(=1) |
i e e R e o o e i o TR SRR R S
| 1E Length(=5)]| Flow | D | O 1] | Ol 2] |
B i s T T i i o S o T Ji I

Figure 10: TSA Message Format (K=2, N=2)

If Typeis 1, a TSAIE consists of the following fields for the
flow reporting its Mninmum OAD in the TSU nmessage:

o Flow ID (1 Byte): an unsigned integer to identify the flow
o DOi] (N Bytes): a signed integer (-128~127) to indicate the
del ay adjustnment in mlliseconds for the i-th delivery
connecti on based on the m ni rum OAD neasurenent in the TSU

nmessage.

If Type is 2, a TSA IE consists of the follow ng fields:

o Flow ID (1 Byte): an unsigned integer to identify the flow

0 Q (1 Byte): an unsigned integer (0~255) to indicate the del ay
in mlliseconds that the GVA transmitting endpoint will wait
for before applying the traffic splitting configuration as
specified in the correspondi ng TSU nessage.
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Figure 11 shows the GVA traffic splitting reconfiguration procedure
for downlink traffic, where the client (receiver) performs path
qual ity measurement based on received packets and reconfigures
traffic splitting parameters at the gateway (transmtter). Once
update is needed, the client will send out a TSU nessage carrying
the new traffic splitting configuration paraneters to the gateway.
The gateway will then send back the TSA nessage and reconfigure
traffic splitting accordingly.

client gat eway
I I
S GVA SDU #1 ------------------ |
S GVA SDU #2 ------------------ |
o m e e e e e e a oo + |
| path quality neasurement | |
o e m e e e e e oo + |
[------mm e - TSU -----emmmmmeee e - >|
R TSA(Start SN=3)-------------- |
S GVA SDU #3 ------------------ |
I GVA SDU #4 -------------m---- |

Figure 11: Downlink Traffic Splitting Reconfiguration Procedure
5.5 Delivery Connection Reconfiguration (DCR) Message

The gateway MAY send out a DCR nessage to enable or disable a
delivery connection for a client. In response, the client SHOULD
stop sending any (control or data) packet to a disabl ed connection
and set the corresponding bit in the Link Status Bitmap field in
Probe and TSUto O . If a previously disabled delivery connection
i s enabl ed by the DCR nmessage, the client SHOULD send out a Probe
message to check whether the gateway is reachable via the delivery
connecti on.

A DCR nessage consists of the following fields:
0 Connection Status Bitmap (1 Byte): to indicate the status (O:
di sabl ed; 1: enabled) of the i-th delivery connection, where
connections are ordered according to their Connection ID the
same way as in Link Status Bitmap (5.1).
5.6 Key Update Message

The gateway MAY send out a Key Update nessage to change the

symretric key for a client. In response, the client SHOULD start

usi ng the new key i medi ately. The gateway SHOULD start using the
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new key after receiving the ACK nmessage or a GVA control nessage
with the toggl ed Key Phase bit.

A Key Update nessage consists of the follow ng fields:

o0 Key Type (1 Byte)
+ 0: AES256- GCM
+ O hers: reserved

If Key Type ==
0 Key Value (32 Bytes): the AES256- GCM key
5.7 Traffic Steering Command (TSC) Message

The gateway MAY send out a TSC nessage to configure network-based
traffic steering. A TSC nessage consists of the followi ng fields:

o Flag (1 Byte)
+ 0: disable network-based traffic steering (default)
+ 1: enabl e network-based traffic steering
+ Others: reserved
o N1 (1 Byte): the nunber of downlink flows configured in the

TSC nessage.
0 N2 (1 Byte): the nunber of uplink flows configured in the TSC

nmessage.

If Flag == 1 and N1L > 0, the following control paraneters are
i ncluded for each downlink flow

o Flow ID (1 Byte): an unsigned integer to identify the flow
o CID (1 Byte): the CID of the delivery connection that the
downlink flow w |l be using.

For uplink flow, the TSC nessage is only used to enable or disable
net wor k- based traffic steering, and the TSU nmessage is used for
configuration. Therefore, only Flow ID fields are included in
the TSC nessage.

5.8 Traffic Splitting Command (TSP) Message

The gateway MAY send out a TSP nessage to configure network-based
traffic splitting for downlink traffic. Uplink traffic splitting is
al ways controlled by the gateway using the TSU message. A TSP nessage
consists of the follow ng fields:

o Flag (1 Byte)
+ 0: disable network-based traffic splitting (default)
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+ 1: enabl e network-based traffic splitting
+ Gt hers: reserved

o Nunber of Flows (1 Byte): the nunmber of downlink flows that
are configured in the TSP nessage.

If Flag == 1, the following control paraneters are included for each
flow

o Flow ID (1 Byte): an unsigned integer to identify the flow

oL (1 Byte): the total nunber of packets per traffic splitting
cycle, e.g. L = 32, and each packet is assigned an index fromO
to L-1.

o S1[i] (N Bytes): the index of the first packet sent over the i-
th delivery connection per traffic splitting cycle, where
connections are ordered according to their Connection ID and i
=1, 2, ..., N

0 S2[i] (N Bytes): the index of the | ast packet sent over the i-
th delivery connection per traffic splitting cycle, where
connections are ordered according to their Connection ID and i
=1, 2, ..., N

5.9 QS Testing Request (QIR) Message

A client MAY send out a QIR nessage to request QoS testing for a
flow. It consists of the following fields:

o Flow ID (1 Byte): an unsigned integer to identify the flow
for QoS testing.

o Traffic Direction (1 Byte): an unsigned integer to indicate
the direction of flow (0: downlink, 1: uplink, 2: both)

o0 CID (1 Byte): the CID of the delivery connection that the QS
testing will be perforned.

0 Test Duration (2 Byte): an unsigned integer to indicate the
testing duration in mns.

5.10 QS Testing Response (QTP) Message

A QTP nessage is used by the receiving endpoint of QoS testing to
indicate if the testing is successful or not. It consists of the
following fields:

o Flow ID (1 Byte): an unsigned integer to identify the flow

o0 CID (1 Byte): the CID of the delivery connection that the QS
testing has been perf ornmed.

0 Status: an unsigned integer to indicate the result of QS
testing (0: success; 1. failure)
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5.11 QoS Testing Notification (QIN) Message

The gateway MAY send out a QIN nessage to start QoS testing for a
flow 1t consists of the follow ng fields:

o Flow ID (1 Byte): an unsigned integer to identify the flow
for QoS testing.

o Traffic Direction (1 Byte): an unsigned integer to indicate
the direction of flow (0: downlink, 1: uplink, 2: both)

0 CID (1 Byte): the CID of the delivery connection that the QS
testing will be perforned.

0 Test Duration (2 Byte): an unsigned integer to indicate the
testing duration in ms.

5.12 QoS Violation Notification (QUN) Message
The gateway MAY send out a QVN nessage to indicate that QoS violation

has been detected or is expected for a flow It consists of the
followi ng fields:

o N1 (1 Byte): Nunber of uplink flows with QS violation
o0 N2 (1 Byte): Nunber of downlink flows with QoS violation
o Uplink Flow ID (1 Byte x N1): an unsigned integer to identify

uplink flow with QS violation.
0 Downlink Flow ID (1 Byte x N2): an unsigned integer to
identify downlink flow w th QoS violation.

5.13 Packet Loss Report (PLR) Message

A PLR nessage is used by the receiving endpoint to report |ost GVA
SDUs for exanple during handover. In response, the transmtter may
retransmt |ost GVA SDUs accordingly. A PLR message consists of the
followi ng fields:

0 Nunber of Flows (1 Byte): the nunmber of flows
For each flow, the followi ng control paraneters are included:

o Flow ID (1 Byte): an unsigned integer to identify the flow
0 ACK number (3 Bytes): the next (in-order) sequence nunber (SN)
that the sender of the PLR nessage is expecting.
0 Nunber of Loss Bursts (1 Byte)
For each loss burst, include the follow ng:
+ Flow SN of the first lost GVA SDU in a burst (3 Bytes)
+ Nunber of consecutive lost SDUs in the burst (1 Byte)
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5.14 First Sequence Number (FSN) Message

A GVA transmitter MAY send out the FSN nessages to indicate the
oldest SDU in its buffer if a lost SDUis not found in the buffer
after receiving the PLR nessage. In response, the GVA recei ver SHOULD
NOT report any packet loss with Flow SN < FSN. A FSN nessage consi sts
of the follow ng fields:

o Nunber of Flows (1 Byte): the nunmber of flows
For each flow, the followi ng control paraneters are included:

o Flow ID (1 Byte): an unsigned integer to identify the flow
o First Sequence Nunber (3 Bytes): the sequence number (SN) of the
ol dest SDU in the (retransm ssion) buffer.

5.15 Codi ng Configuration Request (CCR) Message

A CCR nessage is used to support packet |oss recovery through
systematic network coding, e.g. XOR [CTCP]. XOR and Reed- Sol onon are
supported in this docunent. O her network codi ng techni ques, e.g.,
Random Li near Network Code (RLNC) [RLNC], Raptor Code [RC], etc., may
be added in the future. A CCR nessage consists of the follow ng
fields:

o Flag (1 Byte):

0: disabl e network-based network coding for a downlink flow
+ 1. enabl e network-based network coding for a downlink flow
+ 2: network coding configuration for a uplink flow

+ 3. network coding configuration for a downlink flow

+ Others: reserved

Flow ID (1 Byte): an unsigned integer to identify the flow

+

0
The Flag field in a CCR nessage froma client is always set to 3.
If Flag == 1, 2 or 3, include the follow ng fields:

o Coding Type (1 Byte)
+ 0: None
+ 1: XOR
+ 2. (Systemmtic) Reed-Sol onon [ RS]
+ Others: reserved
o N (1 Bytes): the nunber of consecutive (uncoded) GVA SDUs used to
generate the coded GVA SDU

If Coding Type = (Systematic) Reed-Sol onbn, include the follow ng:
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0 M (1 Byte): the nunber of coded (parity) GVA SDUs generated for
every N consecutive uncoded GVA SDUs.

o L (1 Byte): the synbol size for the RS code finite field, i.e.,
the maxi mum codeword length (N + M is given by 27L-1.

If Coding Type == XOR, one coded GVA SDU wi || be generated by
appl ying XOR across every N uncoded GVA SDU, and no additi onal
paraneter will be included in the CCR nessage.

5.16 Coded GVA SDU (CGS) Message

A CGS nessage is used to encapsul ate a coded GVA SDU, generated by
appl ying the specified network coding nethod to nultiple consecutive
(uncoded) GVA SDUs. The Flow SN field (as shown in Figure 5) MJST NOT
be included in the GVA header of a CGS nmessage, as it carries a GVA
data SDU. A CGS nessage SHOULD be encrypted only if the delivery
connection is untrusted.

A CGS message consists of the follow ng fields:

o Flow ID (1 Byte): an unsigned integer to identify the flow
o Flag (1 Byte)

+ Bit #0: to indicate if the CGS nessage uses the same coding
configuration as its previous CGS nessage or not. This bit
is flipped whenever a new configuration is used.

+ Bit #1: to indicate if the FCfield is present or not.

+ Bit #2~7: reserved

o Fragnentation Control (FC) (1 Byte): to provide necessary
informati on for re-assenbly.

+ Bit #0: a More Fragment (MF) flag to indicate if the fragnent
is the last one (0) or not (1).

+ Bit #1~#7: Fragnent Ofset (in units of fragnents) to specify
the offset of a particular fragnent relative to the
begi nni ng of the SDU.

o Flow SN (3 Bytes): the Flow SN of the first (uncoded) GVA SDU used
to generate the coded GVA SDU, updated every N GVA SDUs

0 CSN (1 Bytes): the sequence nunber (0 ~ M1) of the coded GVA SDU
carried by the CGS nessage, reset to 0 every N uncoded GVA
SDUs.

0 Coded GVA SDU (variable): if the Coded GvA SDU is too long, it can
be fragnented and transported by nultiple CGS nessages.

5.17 Connection Priority Reconfiguration (CPR) Message
The gateway MAY send out a CPR nmessage to configure the priority

of a delivery connection for a client or a flow. It consists of
the following fields:
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o Client Connection Priority Bitmap (1 Byte): to indicate the
default priority (0: low, 1: high) of the i-th delivery
connecti on, where connections are ordered the sane way as in
Link Status Bitmap (5.1).

o0 N1 (1 Byte): to indicate the nunber of downlink flows that are
configured with a flowspecific connection priority bitmap.

0 N2 (1 Byte): to indicate the nunber of uplink flows that are
configured with a fl owspecific connection priority bitmap.

For each downlink flow, include the follow ng fields:

0 Downlink Flow ID (1 Byte)

o Flow Connection Priority Bitnap (1 Byte): to indicate the
priority of the i-th delivery connection for the downlink
flow.

For each uplink flow, include the follow ng fields:

o Uplink Flow ID (1 Byte)
o Flow Connection Priority Bitmap (1 Byte): to indicate the
priority of the i-th delivery connection for the uplink flow

There are only two priority levels: high and low. dient SHOULD
only use a lowpriority connection for its data traffic if all

hi gh-priority connections are disconnected or disabled. The client
SHOULD use the Cient Connection Priority Bitmap (CCPB) for a flow
if the flowis not configured with a Fl ow Connection Priority
Bi t map ( FCPB).

6 Basic GVA Control Procedures
GVA control sequence consists of the follow ng three phases:

0 Phase 1 (Initialization): client and gateway exchange MANMB
messages [ MAMS] to configure the GVA-based nulti-access
traffic management.

0 Phase 2 (GVA Qperation): client and gateway exchange GVA
control messages as defined in this docunent to nanage traffic
steering/splitting/duplicating across nultiple connections.

0 Phase 3 (Termination): client and gateway exchange MANMB
nmessages to terninate the GVA operation.

6.1 Initialization
A GVA client may trigger the initialization procedure once

detecting any one of the delivery connections, e.g. W-Fi, LTE,
etc., becones available. Figure 12 shows the MAMS nessage exchange
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sequence to activate the GVA operation. Please refer to [ MAMS] for

nmore details about MAMS nessages.

Client mul ti -access Gat eway
I I
[------- MX Di scover Message ----------------------- >|
I I
IR MX SystemInfo ------ |
| |
R e T MX Capability REQ -->|
| <----- MX Capability RSP --------------mmmee oo - |
R R LT R MX Capability ACK -->|
I I
IR MX UP Setup Config ----------- |

|[-------- MX UP Setup Confirmation -------------

Figure 12: MAMS-based Initialization Procedure

To support
docunent,

the virtual (anchor) connection specified in this
the MX Capability REQ nmessage SHOULD i ncl ude the

followi ng additional information:
0 Last I P address: the virtual |IP address used in the |ast MAMS
sessi on.
0 Last MAMS session ID: the unique session id of the |ast MAMS
sessi on
Moreover, the MX Capability REQ RSP nessage SHOULD indicate the

following GVA capabilities for downlink and uplink,

respectively:

o Maxi mum nunber of flows with the redundancy node
o Maxi mum nunber of flows with the splitting node
o0 Maxi mum nunber of flows with the steering node
o0 Network-based traffic steering (7.1)
0 QuS-aware traffic steering (7.2)
0 GWA-based retransm ssion (7.3)
0 Network coding (7.4)
o Dynam ¢ Connection Managenent (7.5)
o Dynam ¢ OAD Equalization (7.6)
o Delayed Traffic Splitting Reconfiguration (7.7)
o Network codi ng nethod (XOR or Reed- Sol onon)
The MX UP Setup Config message SHOULD i ncl ude the foll ow ng

addi tional information:

(o]

Client ID: see Figure 5
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o Cient IP address: the client I P address of the virtual anchor
connecti on.

0 Gateway | P address: the gateway |P address the virtual anchor
connecti on

0 DNS server: the DNS server |P address of the virtual anchor
connection

0 Subnet mask: the subnet nask of the virtual anchor connection

o MAMS port: the TCP port number at the nulti-access Gateway for
exchange MAMS nessages over the virtual anchor connection

0 Key: the symmetric encryption (e.g. AES256-GCM key to protect
GVA payl oad

0 Untrusted CID List: the list of wuntrusted delivery
connecti ons where GVA data SDU MJST be protected by the
symretric encryption key.

0 Best-Effort CID List: the list of best-effort delivery
connections where QoS-aware traffic steering procedure (7.2)
SHOULD be used for noving a QS flow to the connecti on.

6.2 GVA Qperation

After conpleting the initialization phase successfully, a client
will start the GVA operation phase by sending out probes to decide
if a delivery connection can be used for data transfer.

After successful probing, client will activate the virtual anchor
connection based on the information in the MX UP Setup Config
message and start (GVA-based) nulti-access traffic nmanagenent.

If the client is already synchronized with the gateway in tine, it
will use its local clock as the tinestanp clock. Ot herw se, the
client will performthe tinmestanp synchronizati on procedure by
sendi ng out the Probe-Sync nessage. Afterwards, the client SHOULD
send out the Probe-Sync nessage once a while to reset the

ti mestanp cl ock.

During the GVA operation, the client SHOULD continuously perform
path quality measurenents (e.g. one-way delay, |oss, etc.) based
on probing as well as received data packets, and manage traffic
across all avail abl e connections accordi ngly. How and when to
trigger probing as well as how to performpath quality
measurenents are left to inplenentation. Mreover, it is up to

i mpl ement ati on which delivery connection is used to send control
messages, e.g. TSU, etc. However, the ACK nmessage SHOULD use the
same delivery connection as its correspondi ng control message.

For a downlink flow, if network-based traffic steering (7.1) is
enabl ed, the gateway SHOULD control how to steer or split the flow
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through the TSC or TSP nessage; otherw se, the client SHOULD
control it through the TSU nessage.

For an uplink flow using the steering node, if network-based
traffic steering (7.1) is enabled, the gateway SHOULD control how
to steer traffic through the TSC nessage (5.7); otherw se, the
client SHOULD control it w thout any control message.

For an uplink flow using the splitting node, the gateway SHOULD
control it through the TSU nessage.

Cient mul ti-access Gat eway
I I
o e e e e o - + |
| Link x is up | |
R + |
I R T T Probe (over Link x) -->|
| <----- ACK (over Link X) ------cmmmmmm i |
I
o e e e e e e e e e e e e e e e e e e e e e e o +

I
I
| activate the virtual anchor connection | |
| and start the GVA operation | |
I
I
I
I

. +
I
I
I Probe-Sync ----------- >
| oo o - +
| | reset timestanp |
| U +
| <----- ACK - - mmmm e |

Fememeeemeaaaas +

reset timestanp|

T +
I

. +

| on probes and data packets, and decide |

I
I
|
I
I
| performpath quality neasurenent based | |
I
| to steer traffic over Link x | |

|

I

R e T TSU (over Link x)--->
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Fi gure 13: GVA-based Milti-Access Traffic Managenent Procedure
Term nation

A client may trigger the termnation procedure to stop the GVA
operation at any tine. Figure 14 shows the MAMS nessage exchange
sequence to term nate the GVA operation.

dient mul ti-access Gat eway

[------- MX Term nation Request--------------------- >|
I I
I

I MX Termi nati on Response---

Figure 14: MAMS- based Term nation Procedure

7 Advanced GVA Control Procedure

7.1

Zhu

Net wor k- based Traffic Steering (Splitting)

Fi gures 15 and 16 show the network-based traffic steering and
splitting procedure, respectively. It is initiated by the gateway
sendi ng out the TSC (5.7) or TSP (5.8) nessage.

If the Flag field in the TSC (TSP) nmessage is set to 0 , network-
based control is disabled, and the client SHOULD deci de how to
steer (split) a flow based on its |local information.

If the Flag field in the TSC (TSP) nessage is set to 1 , network-
based control is enabled and the traffic steering (splitting)
configuration in the TSC (TSP) message SHOULD be used.

For a downlink flow, the client SHOULD send out a TSU nmessage to
confirmthe updated traffic steering (splitting) configuration.

For an uplink flow, the gateway SHOULD use the TSU nessage to
update the traffic steering (splitting) configuration after
enabl i ng networ k-based control with the TSC (TSP) message.

Cient mul ti -access Gat eway

| col I ect measurement from network and deci de|
|to steer traffic over link y |
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| T N N . +
R TSC (steer flow #1 to link y)----- |
[------- ACK - --mmmmmm e >|

I I
[------- TOU - - - mmmmm e >|

I e i T TSA ------ |

I I

| <-----mmemae-- - flow #1 downlink over link y ------- |

I

Fi gure 15: Network-based Downlink Traffic Steering Procedure

dient mul ti-access Gat eway

T +
<mmmmm - TSP (updated splitting ratio for flow #1)---|
[------- ACK - -mmmmm e >|
I I
[------- TSU --- i mmm e >|
G e TSA ------ |
I I
| <=-------- flow #1 (updated splitting ratio)-------- |
I

Fi gure 16: Network-based Downlink Traffic Splitting Procedure
7.2 QS-aware Traffic Steering

Figure 17 shows the QoS-aware traffic steering procedure for
steering a flow with QS requirenents, e.g. nmaxi numdel ay, mnmaxi num
|l oss rate, etc., to a best-effort connection, e.g. W-Fi.

At the very beginning, a flow (e.g. uplink flow #1) is delivered
over the connection (e.g. Cellular) that can guarantee its QS
requi renents. Once a best-effort connection (e.g. W-Fi) becones
avail abl e, the client SHOULD send out the QIR nessage to request
QS testing for the flow. In response, the gateway SHOULD deci de
when to start the testing and send out the QTN nessage. If the
Net wor k- based Traffic Steering (7.1) is enabled for the flow, the
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gateway will initiate the procedure by sending out the unsolicited
QIN nessage directly.

During the QoS testing, the transmtting endpoi nt SHOULD duplicate
the flow over the testing connection. Al duplicated packets SHOULD
be discarded by the receiving endpoint and used only for testing.
In the neantine, they SHOULD be marked with low priority to
mnimze their inpact to other flows that have already been steered
to the connecti on.

If the QS testing fails, the receiving endpoint of the QS testing
will send out a QTP nessage to notify the transmitter of the
testing result. Gtherwise, it will send out a TSU nessage to steer
the flowto the best-effort connection. Afterwards, it wll
continue nonitoring the QoS performance of the flow. Once detecting
any QoS violation, it will send out a TSU nessage to steer the flow
back to the QoS-guaranteed connecti on.

I f network-based traffic steering is enabled, the gateway MAY steer
a QS flow froma best-effort connection back to the QoS-guaranteed
connection anytime. However, when the gateway decides to steer a
Q@S flow to a best-effort connection, it SHOULD first send out the
QTN nessage to initiate QoS testing and steer the flowonly if the
QoS testing succeeds.

| col l ect measurement and drop all duplicated|
| packets received fromlink y |

dient Gat eway
| |
[-------- (uplink) flow #1 over link X ------------- >|
-------------- + |
link y is up | |
-------------- + |
I _ _ o I
————— ski pped if network-based traffic steering is enabled -------+
[------- QIR (req testing flow #1 over link y)------ >| |
R L ACK ---mmmi e | |
_________________________________________________________________ +
I _ _ I
| <------ QIN (start testing flow #1 over link y)----- |
R R T ACK ---mmmm e >|
I I
| ----duplicating flow #1 over link y --------------- >|
I I
| T N N . +
I
|
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| T N N . +
I I
IR TOU -------mm i e - - |
[----mmm e - - ACK ---mmmm e >|
I I
|-------- flow #1 over link y -----cm-mmmmomm >|
I I
| o mm e e e e e e e e e e e e e e e e e e e e e e e e mma—mao +
| | col I ect measurenment and detect QoS violation|
| oo m o e e e e e e e e e e e e e e e e e e meao— o +
[<--ommmim e - - TOU ------mmmmmm - |
[---ccmmm e - ACK - --mmmmmmme e >|
I I
|-------- flow #1 over link X -----------m-mmommomo- >|

Figure 17: QoS-aware Traffic Steering Procedure

It is straightforward to nmeasure packet |oss rate using the Flow SN
field in the GVA header and detect QoS viol ation accordingly. Next,
we will introduce a sinple nethod to detect QoS viol ati on based on

OAD nmeasur enent .

Define the foll ow ng notations:

o0 dO: the (true) OND of a received data packet

dl: the OAD neasurenent of a received data packet

0 d2: the OAD neasurenent of the received ACK nessage for the | ast
probe

0 d3: the (true) OAD of the probe nessage on the reverse path

or: the round trip tine (RTT) measurenent of the |ast probe

o D: the maxi mum OAD threshold for QoS violation detection.

o]

If client and gateway are not synchronized in tine, we can t neasure
O directly. Mreover, we can t neasure RTT of a data packet either
because the data packet does not have acknow edgenent. Thus, we
propose to use the RTT neasurenent of the |last probe as the reference
to estimate the RTT of a received data packet, and use it as the OAD
upper - bound, i.e.,

do =r d3 + di d2 <r + d1 d2
Then, we detect OAD QoS violation as foll ows:

r + di d2 > D
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We MAY send the fl ow specific probe message with high priority to
reduce d3 and mnimze its inpact.

Notice that the above QoS-aware traffic steering procedure SHOULD be
used only if the QS requirenent of a flow can be guaranteed by at

| east one delivery connection. O herwi se, the flow SHOULD be
configured with the redundancy node, and the GVA recei ver SHOULD
measure and detect QoS violation based on data packets received from
each delivery connection and determ ne which delivery connections
will be used to send duplicated packets of the flow At the very

begi nning, a flow MAY be duplicated over all the available
connections. Afterwards, if a connection is found sufficient for
meeting the QoS requirenent by itself, the GVA receiver MAY steer the
flow to the single connection and stop duplication to inprove
efficiency. If detecting any QoS violation, it will reconfigure the
flowto start duplicating over multiple connections again. The TSU
message (5.3) with the traffic steering configuration IE (Type = 0)
SHOULD be used for reconfiguration.

7.3 GQGVA-based Retransm ssion

Figure 7 shows the GVA-based retransm ssion procedure in an exanpl e.
The first |ost packet is found and retransmitted. However, the second
| ost packet is not found, and the FSN nessage is sent out to notify
the client.

dient Gat eway
I
R GVA SDU (data packets)--|
I I
e + |
| Packet Loss detected | |
o e e e e e e oo - + |
I I
[----- PLR Message ------------------------- >|
| . +
| | Lost packet found |
| o e e e e e a e oo +
| <----ommem---- retransmt(lost) MX SDUs ------ |
R GVA SDU (data packets)--|
I I
T + |
| Packet Loss detected | |
o e e e e e e e oo + |
I
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Fi gure 18: GVA-based Retransm ssion Procedure
7.4 Network Coding

Networ k coding for an uplink flowis always configured by the gateway
usi ng the CCR nessage with the Flag field set to 2 .

For a downlink flow, it may be configured by gateway (network-based)
or client. Figure 19 shows the client-based procedure, where the
client detects packet |oss and sends out a CCR nessage with the Flag
field set to 3 to activate network coding along with all the
required parameters. In this exanple, XOR is configured as the coding
method with N = 2. In response, gateway starts sendi ng one CGS
message carrying the coded GVA SDU for every two (uncoded) GVA SDUs.
Afterwards, client MAY send out a CCR nessage to deactivate network
coding for the flow.

Fi gure 20 shows the network-based procedure. Werein, the gateway
will send out a CCR nessage with the Flag field set to 1 to provide
all the configuration paraneters. Notice that network codi ng MAY be
used for a flow regardl ess of its operation nodes: splitting,
steering, or duplicating.

dient Gat eway
I I
R GVA SDUs(dat a packets)--|
I I
S + |
| Packet Loss detected | |
e + |
I I
|------ CCR Message (Flag = 3, XOR N=2)----- >|
SR ACK Message ----------- |
I I
I GVA SDU #1 ------------- |
| lost<-------- GVA SDU #2 ------------- |
| <-- CGS Message (GVA SDU #1 XOR GVA SDU #2) - |
o e e e e o - - + |
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| GVA SDU #2 recovered |

I

o e e e e e e e oo + |
| |

[------ CCR Message (None) ------------------ >|
R L ACK Message ----------- |

[ <--mmmmm e GVA SDU #3 ------------- |
ESEEEEEEEEREEEEEREE GVA SDU #4 ------------- [

[ <-mmmmmm e GVA SDU #5 ------------- |

Figure 19: Cient-based Network Codi ng Procedure for Downlink

dient Gat eway

| |
Qoo GVA SDUs(data packets)--|

<----- CCR Message (Flag = 1, XOR, N=2)------ |
R ACK Message ---------- >|

Fi gure 20: Networ k-based Network Codi ng Procedure for Downlink
7.5 Dynam ¢ Connection Managenent

The gateway MAY use a DCR nessage (5.5) to disable or enable one or
mul tiple delivery connections. For exanple, if the gateway detects or
predi cts significant performance degradation of a network, it may
proactively disable the connection for clients that are connected to
the network. The gateway gai ns know edge of which network a client is
connected to via Link IEs in a Probe nessage.

On the other hand, the gateway MAY use a CPR nessage (5.17) to
provi de guidance for a client to steer traffic especially when

net wor k- based traffic steering (7.1) is disabled, or a flowis
configured with the redundancy node. The key difference between DCR
and CPR are:

0 A DCR nessage provide the configuration for all traffic while a CPR
message applies only to data traffic and may provide a fl ow
speci fic configuration.
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0 A disabl ed connection (by DCR) MJUST NOT be used for any traffic
until it is enabled by another DCR message. Unlikely, a | ow
priority connection (by CPR) MAY be used for data traffic if all
hi gh priority connections are |ost.

For exanple, if a client has 4 concurrent delivery connections, the
gateway may configure two of themas high priority and the other two
as low priority for its floww th the redundancy node. As a result,
the fl ow SHOULD be duplicated over the two high priority connections
when they are available. Only if both high priority connections are
|l ost, the floww |l be duplicated over the two low priority
connections. |If only one high-priority connection renmains, the flow
will be sent over the remaining high-priority connection until the
gateway configures nore connections as high priority.

When network-based traffic steering is disabled, a client will decide
how to steer a flow over all avail abl e connecti ons. However, the
gateway may detect or predict that a network is experiencing
performance degradation so that the QS requirements of a flow can t
be met. In this scenario, the gateway MAY use CPR to prevent a client
fromusing bad connections for the flow

Figure 21 shows an exanpl e of CPR-based dynam c connection
management. At the very beginning, a flowis split over two
connections: x and y. Once the gateway detects perfornance
degradation of x, it sends out a CPR nmessage with x set to | ow
priority and y set to high priority. In response, the client wll
steer the flowto y. Afterwards, y is lost, and the client steers the
flowto x.

e +
<mmmmm - CPR (x: low priority and y: high-priority)-|
R R T ACK ---mmmm e >|
[------- TSU (steer flow #1 to y)------------------- >|
R L ACK ---mmmmiie e |
| <--------- flow #1 over y -------mmmmmmi i >|

LA |

| v is lost | |
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e + |
[------- TSU (steer flow #1 to X)------------------- >|
I e S G |
| <--------- flow #1 over X ------------------------- >|

Fi gure 21: CPR-based Dynani c Connection Managenment Exanpl e
7.6 Dynami c One-Way-Delay (OAD) Equalization

A GVA transnitting endpoint MAY add an extra delay to each of the
packets before sending it to a delivery connection for mitigating the
i npact of reordering due to OAD difference anong the delivery
connections, aka Delay Equalization in [MSN.

When enabl ed, the GVA receiving endpoint SHOULD neasure and report

m ni mum OAD neasurenent based on data packets of the flow
periodically, e.g., every 12 seconds, or inmmediately when receiving a
data packet of the flowwith its OAD (d) neeting the follow ng
criteria:

d <t c

Wiere t is the last mininum OAD estinmation and ¢ is a configurable
constant (nmargin), e.g. 10ns.

In response, the GVA transmtter SHOULD update the delay (T(i)) added
to the i-th connection using the follow ng two-step procedure:

o step 1. T(i)
o step 2: T(i)

T(i) + D(i), where i =1 ~N
T(i) mn(T(i) | i=1~N

VWherein, step 1 is for equalizing the mininum OAD for all the
connections, and step 2 is for mnimzing the delay added to each
connection. The GVA transmtter MAY apply the above procedure only to
the connections that are actively being used to send data packets of
a flow and set T(i) = 0 for others. In this case, N indicates the
total nunber of active connections. Mreover, the GVA receiver MY
request to reset the delay for a connection by setting its D(i) to
255 in a TSU nessage. In response, the GVA transnitter SHOULD
simply set T(i)=0 for the i-th connection and exclude it fromthe
procedur e above.

Moreover, the GVA transmtting endpoi nt SHOULD use the OAD adj ust nent
configuration IE in the TSA nmessage (5.4) to indicate how rmuch one-
way del ay has been added or reduced for a connection follow ng the
above procedure. In response, the GVA receiving endpoi nt SHOULD
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adjust its mnimm OAD estinmation accordingly, i.e. t =t + g, where
the notations are defined as foll ows:

o t: the mninmum OND estimation before receiving the TSA nessage
0 g: the OND adjustnent in the TSA nessage
ot the mninmum OAD estinmation after receiving the TSA nessage

7.7 Delayed Traffic Splitting Reconfiguration

Wth dynam ¢ OAD equalization, a GVA transmtting endpoint MAY add a
del ay to each of the packets before sending themout. The delay may
be adjusted dynanically based on the mini num OAD neasurenent report
fromthe receiving endpoint. However, it nmay |ead to out-of-order
delivery especially when the delay is reduced. In this section, we
will describe a nethod to address this issue.

When this nmethod is enabled, a GVA transnitting endpoi nt MAY apply
the new traffic splitting configuration with a delay after receiving
a TSU nessage. During this short period, the GVA transmtter MAY
tenmporarily stop sending any data packets of the flowto a delivery
connection especially when the delay inserted to the connection by
the Dynam ¢ OAD Equal i zati on nechanism (7.6) is reduced, for avoiding
out - of -order delivery.

Figure 22 shows a downlink exanple of the delayed traffic splitting
reconfiguration procedure. At the very beginning, all packets of the
flow are sent to link #2. Then, the client decides to reconfigure
traffic splitting and report m ni rum OAD neasurenent. Wth the new
configuration, the floww Il be split equally between two |inks.

Mor eover, the mini num OAD neasurenent report shows 30nms OAD
difference between two links. In response, the gateway will apply the
dynani ¢ OAD equal i zation nmethod to adjust the inserted delay for each
l'ink and send back the TSA nmessage with Start SN=3 and =10,
indicating that the newtraffic splitting configuration will be

del ayed by 10 ns after receiving GVA SDU #3, the gateway may choose
not to apply the new configuration during this 10ns period. For
exanple, it may not send any data packets of the flowto |ink #2.
When the 10ns del ay expires at GVA SDU #8, the new traffic splitting
configuration will take effect and the gateway will split the flow
equal ly between link #1 and |ink #2.

I
| ommmmm e GVA SDU #1 (via |ink#2)------ |
| oo mmmm e GVA SDU #2 (via |ink#2)------ |

| path quality neasurenent | |
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S + |

| - TSU( S1[ 1] =S2[ 1] =0, S1[ 2] =S2[ 2] =1, L=2, D[ 1] =30, D[ 2] =0) - - - >|

[ <----mmmmieea- - TSA(Start SN=3, @&10)-------------------- |
+o---- R GVA SDU #3 (via link#1)------------- | --+
| R GVA SDU #4 (via link#1)------------- |
10mns I GVA SDU #5 (via link#1)------------- | 10ms
| SR GVA SDU #6 (via link#1)------------- | ]
+o---- I GVA SDU #7 (via link#1)------------- | --+

R GVA SDU #8 (via link#1)------------- |

R GVA SDU #9 (via link#2)------------- |

Figure 22: Delayed Traffic Splitting Reconfiguration Procedure
8 Security Considerations
A nmethod is provided to protect GVA control nmessages with a symetric
key (e.g. AES256). It can also be used to protect GVA data packets if
a delivery connection is wuntrusted .
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