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I nt roduction

RFC EDI TOR PLEASE REMOVE THE FOLLOWN NG PARAGRAPH The source for this
draft is nmaintained in GtHub. Suggested changes shoul d be submitted
as pull requests at https://github.comtlsl4/tlsl4. Instructions are
on that page as well.

The primary goal of TLS is to provide a secure channel between two
conmuni cating peers; the only requirenent fromthe underlying
transport is a reliable, in-order data stream Specifically, the
secure channel shoul d provide the follow ng properties:

* Authentication: The server side of the channel is always
authenticated; the client side is optionally authenticated.
Aut henti cation can happen via asymmetric cryptography (e.g., RSA
[RSA], the Elliptic Curve Digital Signature Al gorithm (ECDSA)
[DSS], or the Edwards-Curve Digital Signhature Al gorithm (EJDSA)
[ RFC8032]) or a symmetric pre-shared key (PSK)

* Confidentiality: Data sent over the channel after establishnment is
only visible to the endpoints. TLS does not hide the | ength of
the data it transnmits, though endpoints are able to pad TLS
records to obscure lengths and inprove protection against traffic
anal ysi s techni ques.

* Integrity: Data sent over the channel after establishnent cannot
be nodified by attackers wi thout detection

These properties should be true even in the face of an attacker who
has compl ete control of the network, as described in [RFC3552]. See
Appendi x F for a nmore conplete statenment of the rel evant security
properties.

TLS consists of two primary conponents:

* A handshake protocol (Section 4) that authenticates the
communi cating parties, negotiates cryptographic al gorithns and
paraneters, and establishes shared keying material. The handshake
protocol is designed to resist tanpering; an active attacker
shoul d not be able to force the peers to negotiate different
paraneters than they would if the connection were not under
att ack.

* A record protocol (Section 5) that uses the paraneters established
by the handshake protocol to protect traffic between the
conmmuni cating peers. The record protocol divides traffic up into
a series of records, each of which is independently protected
using the traffic keys.

TLS is application protocol independent; higher-level protocols can

| ayer on top of TLS transparently. The TLS standard, however, does
not specify how protocols add security with TLS; howto initiate TLS
handshaki ng and how to interpret the authentication certificates
exchanged are left to the judgnent of the designers and inplenentors
of protocols that run on top of TLS. Application protocols using TLS
MUST specify how TLS works with their application protocol, including
how and when handshaki ng occurs, and how to do identity verification
[ RFC9525] provi des useful guidance on integrating TLS with
appl i cation protocol s.



Thi s docunent defines TLS version 1.4. VWile TLS 1.4 is not directly
conpatible with previous versions, all versions of TLS incorporate a

versi oni ng nechani smwhich allows clients and servers to

i nteroperably negotiate a common version if one is supported by both

peers.

Thi s docunent supersedes and obsol etes previous versions of TLS,
including version 1.2 [RFC5246]. It also obsoletes the TLS ticket
mechani sm defined in [ RFC5077] and replaces it with the mechani sm
defined in Section 2.2. Because TLS 1.4 changes the way keys are
derived, it updates [RFC5705] as described in Section 7.5. It also
changes how Online Certificate Status Protocol (OCSP) nessages are
carried and therefore updates [ RFC6066] and obsol etes [ RFC6961] as
described in Section 4.4.2.1

.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terns are used:

client: The endpoint initiating the TLS connection

connection: A transport-layer connection between two endpoints.
endpoint: Either the client or server of the connection

handshake: An initial negotiation between client and server that
establishes the parameters of their subsequent interactions within

TLS.

peer: An endpoint. \Wen discussing a particular endpoint, "peer"
refers to the endpoint that is not the primary subject of discussion

receiver: An endpoint that is receiving records.

sender: An endpoint that is transmitting records.

server: The endpoint that did not initiate the TLS connecti on.
Prot ocol Overview

The cryptographi c paraneters used by the secure channel are produced
by the TLS handshake protocol. This sub-protocol of TLS is used by
the client and server when first comrunicating with each other. The
handshake protocol allows peers to negotiate a protocol version,

sel ect cryptographic algorithms, authenticate each other (with client
aut henti cation being optional), and establish shared secret keying
material. Once the handshake is conplete, the peers use the

est abli shed keys to protect the application-layer traffic.

A failure of the handshake or other protocol error triggers the
term nation of the connection, optionally preceded by an alert
message (Section 6).

TLS supports three basic key exchange nodes:

* (EC)DHE (Diffie-Hellman over either finite fields or elliptic
curves)

*  PSK-only



*  PSK with (EC)DHE
Figure 1 bel ow shows the basic full TLS handshake:
dient Server
Key "~ dientHello
Exch | + key_share*

| + signature_al gorithns*
| + psk_key exchange npdes*

v + pre_shared_key* = -------- >
ServerHello " Key
+ key_share* | Exch
+ pre_shared_key* v
{Encrypt edExt ensi ons} ~ Server
{CertificateRequest*} v Parans
{Certificate*} A
{CertificateVerify*} | Auth
{Finished} v
<-------- [ Application Data*]
N {Certificate*}
Auth | {CertificateVerify*}
v {Finished} -------- >
[ Application Dat a] <mmmmm-- > [ Application Data]

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.

* | ndicates optional or situation-dependent
messages/ extensi ons that are not always sent.

{} Indicates nessages protected using keys
derived froma sender _handshake traffic_secret.

I ndi cat es nessages protected using keys
derived from sender_application_traffic_secret_N

Figure 1: Message Flow for Full TLS Handshake

The handshake can be thought of as having three phases (indicated in
t he di agram above):

* Key Exchange: Establish shared keying material and select the
cryptographi c paraneters. Everything after this phase is
encrypt ed.

* Server Parameters: Establish other handshake paraneters (whether
the client is authenticated, application-layer protocol support,
etc.).

* Authentication: Authenticate the server (and, optionally, the
client) and provide key confirmati on and handshake integrity.

In the Key Exchange phase, the client sends the CientHello

(Section 4.1.2) nmessage, which contains a random nonce
(dientHello.randon); its offered protocol versions; a |list of
symmetric ci pher/hash pairs; either a list of Diffie-Hellman key
shares (in the "key share" (Section 4.2.9) extension), a list of pre-
shared key labels (in the "pre_shared_key" (Section 4.2.14)
extension), or both; and potentially additional extensions.
Additional fields and/or messages may al so be present for m ddl ebox
conpatibility.

The server processes the ClientHell o and deternines the appropriate
cryptographi c paranmeters for the connection. It then responds with
its own ServerHello (Section 4.1.3), which indicates the negoti ated



connection parameters. The conbination of the CientHello and the
ServerHell o determ nes the shared keys. |If (EC)DHE key establishnent
is in use, then the ServerHello contains a "key share" extension with
the server’s epheneral Diffie-Hellmn share; the server’s share MJST
be in the sane group as one of the client’s shares. |f PSK key
establishnent is in use, then the ServerHell o contains a
"pre_shared_key" extension indicating which of the client’s offered
PSKs was sel ected. Note that inplenentations can use (EC)DHE and PSK
together, in which case both extensions will be supplied.

The server then sends two nessages to establish the Server
Par anet ers:

Encrypt edExt ensi ons: responses to CientHello extensions that are
not required to determnine the cryptographic paraneters, other than
those that are specific to individual certificates.

[ Section 4.3.1]

CertificateRequest: if certificate-based client authentication is
desired, the desired parameters for that certificate. This
message is omtted if client authentication is not desired.

[ Section 4.3.2]

Finally, the client and server exchange Authentication nessages. TLS
uses the sanme set of messages every tine that certificate-based

aut hentication is needed. (PSK-based authenticati on happens as a
side effect of key exchange.) Specifically:

Certificate: The certificate of the endpoint and any per-certificate
extensions. This nmessage is onitted by the server if not
authenticating with a certificate and by the client if the server
did not send CertificateRequest (thus indicating that the client
shoul d not authenticate with a certificate). Note that if raw
public keys [ RFC7250] or the cached infornmation extension
[ RFC7924] are in use, then this nessage will not contain a
certificate but rather sone other value corresponding to the
server’s long-termkey. [Section 4.4.2]

CertificateVerify: A signature over the entire handshake using the
private key corresponding to the public key in the Certificate
message. This nessage is omitted if the endpoint is not
authenticating via a certificate. [Section 4.4.3]

Fi ni shed: A MAC (Message Authentication Code) over the entire
handshake. This nmessage provi des key confirmation for the shared
secrets established in the handshake binds the endpoint’s identity
to the exchanged keys, and in PSK node al so authenticates the
handshake. [Section 4.4.4]

Upon receiving the server’s nessages, the client responds with its
Aut henti cation nessages, nanely Certificate and CertificateVerify (if
requested), and Fini shed.

At this point, the handshake is conplete, and the client and server
derive the keying material required by the record | ayer to exchange
application-layer data protected through authenticated encryption
Application Data MJST NOT be sent prior to sending the Finished
message, except as specified in Section 2.3. Note that while the
server may send Application Data prior to receiving the client’s
Aut henti cati on nmessages, any data sent at that point is, of course,
bei ng sent to an unauthenti cated peer

.1. Incorrect DHE Share

If the client has not provided a sufficient "key_ share" extension
(e.g., it includes only DHE or ECDHE groups unacceptable to or
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unsupported by the server), the server corrects the msmatch with a
Hel | oRetryRequest and the client needs to restart the handshake with
an appropriate "key_share" extension, as shown in Figure 2. If no
common cryptographi ¢ paraneters can be negotiated, the server MJST
abort the handshake with an appropriate alert.

dient Server
ClientHello
+ key_share  -------- >
Hel | oRet r yRequest
<-------- + key_share
ClientHello
+ key_share  -------- >
ServerHel |l o

+ key_share

{ Encr ypt edExt ensi ons}
{CertificateRequest*}
{Certificate*}
{CertificateVerify*}

{Fi ni shed}
R [ Appl i cation Data*]
{Certificate*}
{CertificateVerify*}
{Finished} -------- >
[ Application Dat a] <------- > [ Application Dat a]

Fi gure 2: Message Flow for a Full Handshake with M smat ched
Par anmet er s

Not e: The handshake transcript incorporates the initial CientHello/
Hel | oRet ryRequest exchange; it is not reset with the new CientHello

TLS al so all ows several optimzed variants of the basic handshake, as
described in the follow ng sections.

2. Resunption and Pre-Shared Key (PSK)

Al t hough TLS PSKs can be established externally, PSKs can al so be
established in a previous connection and then used to establish a new
connection ("session resunption"” or "resum ng" with a PSK). Once a
handshake has conpl eted, the server can send the client a PSK
identity that corresponds to a unique key derived fromthe initial
handshake (see Section 4.6.1). The client can then use that PSK
identity in future handshakes to negotiate the use of the associated
PSK. If the server accepts the PSK, then the security context of the
new connection is cryptographically tied to the original connection
and the key derived fromthe initial handshake is used to bootstrap
the cryptographic state instead of a full handshake. 1In TLS 1.2 and
bel ow, this functionality was provided by "session I Ds" and "session
tickets" [RFC5077]. Both nechanisns are obsoleted in TLS 1. 4.

PSKs can be used with (EC)DHE key exchange to provide forward secrecy
in conmbination with shared keys, or can be used al one, at the cost of
|l osing forward secrecy for the application data.

Figure 3 shows a pair of handshakes in which the first handshake
establishes a PSK and the second handshake uses it:

dient Server

Initial Handshake:
ClientHell o
+ key share -------- >
ServerHel |l o
+ key_share
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3.

{ Encr ypt edExt ensi ons}
{CertificateRequest*}

{Certificate*}
{CertificateVerify*}

{Fi ni shed}
R [ Application Data*]
{Certificate*}
{CertificateVerify*}
{Finished} -------- >
R [ NewSessi onTi cket ]
[ Application Dat a] <------- > [ Application Dat a]
Subsequent Handshake:
ClientHello
+ key_share*
+ psk_key_exchange_nvodes
+ pre_shared_key  -------- >
ServerHello
+ pre_shared_key
+ key_share*
{ Encr ypt edExt ensi ons}
{Fi ni shed}
R [ Application Data*]
{Finished}y -------- >
[ Application Dat a] <------- > [ Application Dat a]

Figure 3: Message Flow for Resunption and PSK

As the server is authenticating via a PSK, it does not send a
Certificate or a CertificateVerify nessage. Wen a client offers
resunption via a PSK, it SHOULD al so supply a "key_share" extension
to the server to allow the server to decline resunption and fall back
to a full handshake, if needed. The server responds with a
"pre_shared_key" extension to negotiate the use of PSK key

est abli shnent and can (as shown here) respond with a "key_share”
extension to do (EC)DHE key establishment, thus providing forward
secrecy.

When PSKs are provisioned externally, the PSK identity and the KDF
hash algorithmto be used with the PSK MJST al so be provi si oned.

Note: When using an externally provisioned pre-shared secret, a
critical consideration is using sufficient entropy during the key
generation, as discussed in [ RFC4086]. Deriving a shared secret
froma password or other |owentropy sources is not secure. A
| ow- entropy secret, or password, is subject to dictionary attacks
based on the PSK binder. The specified PSK authentication is not
a strong password-based aut henticated key exchange even when used
with Diffie-Hellman key establishnent. Specifically, it does not
prevent an attacker that can observe the handshake from perform ng
a brute-force attack on the password/ pre-shared key.

O0-RTT Data

When clients and servers share a PSK (either obtained externally or
via a previous handshake), TLS 1.4 allows clients to send data on the
first flight ("early data"). The client uses the PSK to authenticate
the server and to encrypt the early data.

As shown in Figure 4, the O-RTT data is just added to the 1-RTT
handshake in the first flight. The rest of the handshake uses the
sanme nessages as for a 1-RTT handshake with PSK resunption.

dient Server



ClientHello

+ early data

+ key_share*

+ psk_key_exchange_nvodes
+ pre_shared_key

(Application Data*) -------- >
ServerHel |l o
+ pre_shared_key
+ key_share*
{ Encr ypt edExt ensi ons}
+ early_data*
{Fi ni shed}
<-------- [ Application Data*]
( EndCr Ear | yDat a)
{Finished}  —------- >
[Application Datal S > [ Appl i cati on Dat a]

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.

* I ndicates optional or situation-dependent
messages/ extensions that are not always sent.

() I'ndicates messages protected using keys
derived froma client_early traffic_secret.

{} I'ndicates nessages protected using keys
derived froma sender_handshake traffic_secret.

I ndi cat es nessages protected using keys
derived from sender_application_traffic_secret_N.

Figure 4: Message Flow for a 0-RTT Handshake

| MPORTANT NOTE: The security properties for O-RTT data are weaker
than those for other kinds of TLS data. Specifically:

1. The protocol does not provide any forward secrecy guarantees for
this data. The server’s behavi or determ nes what forward secrecy
guarantees, if any, apply (see Section 8.1). This behavior is
not comuni cated to the client as part of the protocol
Ther ef ore, absent out-of-band know edge of the server’s behavior,
the client should assume that this data is not forward secret.

2. There are no guarantees of non-replay between connecti ons.
Protection against replay for ordinary TLS 1.4 1-RTT data is
provi ded via the server’s Random val ue, but O0-RTT data does not
depend on the ServerHell o and therefore has weaker guarantees.
This is especially relevant if the data is authenticated either
with TLS client authentication or inside the application
protocol. The sane warnings apply to any use of the
early_exporter_secret.

0-RTT data cannot be duplicated within a connection (i.e., the server
wi Il not process the sane data twice for the sane connection), and an
attacker will not be able to make 0-RTT data appear to be 1-RTT data
(because it is protected with different keys). Appendix F.5 contains
a description of potential attacks, and Section 8 describes
mechani sms which the server can use to linmit the inpact of replay.

Present ati on Language
Thi s docunent deals with the formatting of data in an externa

representation. The follow ng very basic and sonmewhat casually
defined presentation syntax will be used.



In the definitions bel ow, optional conponents of this syntax are
denoted by enclosing themin "[[ ]]" (doubl e brackets)

3.1. Basic Block Size

The representation of all data itenms is explicitly specified. The
basic data block size is one byte (i.e., 8 bits). Miltiple-byte data
itens are concatenations of bytes, fromleft to right, fromtop to
bottom Fromthe byte stream a nulti-byte item (a nuneric in the
follow ng exanple) is forned (using C notation) by:

value = (byte[0] << 8*(n-1)) | (byte[l] << 8*(n-2)) |
| byte[n-1];

This byte ordering for nulti-byte values is the commonpl ace network
byt e order or big-endian format.

3.2. M scell aneous
Comments begin with "/*" and end with "*/".

Singl e-byte entities containing uninterpreted data are of type
opaque.

A type alias T' for an existing type T is defined by:
TT;
3.3.  Nunbers

The basic nuneric data type is an unsigned byte (uint8). All |arger
nuneric data types are constructed froma fixed-length series of
byt es concatenated as described in Section 3.1 and are al so unsi gned.
The followi ng nuneric types are predefined.

uint 8 uint16[ 2];
ui nt 8 uint 24[ 3] ;
uint8 uint32[4];
ui nt 8 uint64[ 8] ;

Al'l values, here and el sewhere in the specification, are transnmitted
in network byte (big-endian) order; the uint32 represented by the hex
bytes 01 02 03 04 is equivalent to the deci mal val ue 16909060.

3.4. Vectors

A vector (single-dinensioned array) is a stream of honpbgeneous data
el ements. For presentation purposes, this specification refers to
vectors as lists. The size of the vector may be specified at
docunentation tinme or left unspecified until runtine. |In either
case, the length declares the nunber of bytes, not the nunber of

el ements, in the vector. The syntax for specifying a new type, T,
that is a fixed-length vector of type Tis

TTI[n];

Here, T occupies n bytes in the data stream where nis a multiple
of the size of T. The length of the vector is not included in the
encoded stream

In the followi ng exanple, Datumis defined to be three consecutive
bytes that the protocol does not interpret, while Data is three
consecutive Datum consuming a total of nine bytes

opaque Dat uni 3]; /[* three uninterpreted bytes */
Dat um Dat a[ 9] ; /* three consecutive 3-byte vectors */



Vari abl e-1 ength vectors are defined by specifying a subrange of |egal
| engths, inclusively, using the notation <floor..ceiling> Wen
these are encoded, the actual |ength precedes the vector’'s contents
in the byte stream The length will be in the formof a nunber
consuming as many bytes as required to hold the vector’s specified
maxi mum (ceiling) length. A variable-length vector with an actua
length field of zero is referred to as an enpty vector

T T <floor..ceiling>;

In the foll owing exanple, "mandatory" is a vector that nust contain
bet ween 300 and 400 bytes of type opaque. It can never be enpty.
The actual length field consunmes two bytes, a uintl6, which is
sufficient to represent the value 400 (see Section 3.3). Sinilarly,
"l onger" can represent up to 800 bytes of data, or 400 uintl16
elements, and it nay be enpty. |Its encoding will include a two-byte
actual length field prepended to the vector. The length of an
encoded vector must be an exact nmultiple of the length of a single
element (e.g., a 17-byte vector of uintl6 would be illegal).

opaque mandat or y<300. . 400>;

/* length field is two bytes, cannot be enpty */
ui nt 16 | onger <0. . 800>;

/* zero to 400 16-bit unsigned integers */

3.5. Enunerat eds

An additional sparse data type, called "enum or "enunerated", is
avail able. Each definition is a different type. Only enunerateds of
the sane type may be assigned or compared. Every elenment of an
enuner ated nust be assigned a value, as denpnstrated in the follow ng
exanple. Since the elenents of the enunerated are not ordered, they
can be assigned any uni que value, in any order

enum { el(vl), e2(v2), ... , en(vn) [[, (n)]] } Te;

Future extensions or additions to the protocol nay define new val ues.
I npl enent ati ons need to be able to parse and i gnore unknown val ues
unl ess the definition of the field states otherw se.

An enuner at ed occupi es as nuch space in the byte streamas would its
maxi mal defined ordinal value. The follow ng definition would cause
one byte to be used to carry fields of type Color

enum { red(3), blue(5), white(7) } Color;

One may optionally specify a value without its associated tag to
force the width definition w thout defining a superfluous el enent.

In the followi ng exanple, Taste will consune two bytes in the data
stream but can only assune the values 1, 2, or 4 in the current
version of the protocol

enum { sweet (1), sour(2), bitter(4), (32000) } Taste;

The nanes of the elements of an enuneration are scoped within the
defined type. 1In the first exanple, a fully qualified reference to
the second el ement of the enuneration would be Col or.blue. Such
qualification is not required if the target of the assignment is well
speci fi ed.

Col or col or = Col or. bl ue; /* overspecified, legal */
Col or col or = bl ue; [* correct, type inplicit */

The nanes assigned to enunerateds do not need to be unique. The



nuneri cal value can describe a range over which the sane nane
applies. The val ue includes the m nimum and maxi mum i ncl usi ve val ues
in that range, separated by two period characters. This is
principally useful for reserving regions of the space.

enum { sad(0), meh(1..254), happy(255) } Mvod;
3.6. Constructed Types

Structure types may be constructed fromprimtive types for
conveni ence. Each specification declares a new, unique type. The
syntax used for definitions is much like that of C

struct {
T1 f1;
T2 f2;

Tﬁ.fn;
P
Fi xed- and variable-length list (vector) fields are allowed using the

standard list syntax. Structures V1 and V2 in the variants exanple
(Section 3.8) denmpnstrate this.

The fields within a structure may be qualified using the type's nane,
with a syntax nmuch |ike that avail able for enunerateds. For exanple,
T.f2 refers to the second field of the previous declaration

3.7. Constants

Fi el ds and vari ables may be assigned a fixed value using "=", as in:
struct {
T1 f1 =28; [/* T.f1 nust always be 8 */
T2 2
P

3.8. Variants

Defined structures may have variants based on sonme know edge that is
avai l able within the environment. The selector nust be an enunerated
type that defines the possible variants the structure defines. Each
arm of the select (below) specifies the type of that variant’s field
and an optional field |abel. The mechanism by which the variant is
selected at runtine is not prescribed by the presentation | anguage.

struct {
T1 f1,
T2 2
™ fn;
select (E) {

case el: Tel [[fel]];
case e2: Te2 [[fe2]];

éééé en: Ten [[fen]];
} TV?’
For exanpl e:
enum { appl e(0), orange(1l) } VariantTag;
struct {

ui nt 16 nunber;
opaque string<0..10>; /* variable length */



} VL

struct {

ui nt 32 nunber;
opaque string[10]; [* fixed |l ength */
} vz

struct {
Vari ant Tag type;
sel ect (VariantRecord.type) {
case apple: Vi,
case orange: V2,
}

} Vari ant Record;
4. Handshake Protoco

The handshake protocol is used to negotiate the security paraneters
of a connection. Handshake messages are supplied to the TLS record

| ayer, where they are encapsul ated within one or nore TLSPI ai nt ext or
TLSCi phertext structures which are processed and transmtted as
specified by the current active connection state.

enum {
client_hello(1),
server _hell o(2),
new sessi on_ti cket (4),
end_of early data(b),
encrypt ed_ext ensi ons(8),
certificate(1l),
certificate_request(13),
certificate verify(15),
fi ni shed(20),
key update(24),
message_hash(254),
(255)

} HandshakeType;

struct {
HandshakeType nsg_type; /* handshake type */
ui nt 24 | engt h; /* remaining bytes in nmessage */
sel ect (Handshake. msg_type) {
case client_hello: dientHello;
case server_hell o: Server Hel | o;
case end_of early data: EndOf Ear | yDat a;
case encrypted_extensions: EncryptedExt ensions;
case certificate_request: CertificateRequest;
case certificate: Certificate;
case certificate verify: CertificateVerify;
case finished: Fi ni shed;
case new session_ticket: NewSessi onTi cket ;
case key_ update: KeyUpdat e;
b
} Handshake;

Prot ocol nessages MUST be sent in the order defined in Section 4.4.1
and shown in the diagrans in Section 2. A peer which receives a
handshake nmessage in an unexpected order MJST abort the handshake
with an "unexpected_nessage" alert.

New handshake nmessage types are assigned by | ANA as described in
Section 11.

4.1. Key Exchange Messages

The key exchange nessages are used to determ ne the security



capabilities of the client and the server and to establish shared
secrets, including the traffic keys used to protect the rest of the
handshake and the dat a.

4.1.1. Cryptographic Negotiation

In TLS, the cryptographic negotiation proceeds by the client offering
the following four sets of options inits CientHello:

* Alist of cipher suites which indicates the AEAD al gorithm HKDF
hash pairs which the client supports.

* A "supported_groups" (Section 4.2.7) extension which indicates the
(EC) DHE groups which the client supports and a "key_share"
(Section 4.2.9) extension which contains (EC)DHE shares for sone
or all of these groups.

* A "signature_al gorithns" (Section 4.2.3) extension which indicates
the signature algorithnms which the client can accept. A
"signature_algorithns_cert" extension (Section 4.2.3) may al so be
added to indicate certificate-specific signature algorithns.

* A "pre_shared_key" (Section 4.2.14) extension which contains a
list of symretric key identities known to the client and a
"psk_key_exchange_nodes" (Section 4.2.12) extension which
i ndi cates the key exchange nodes that nmay be used with PSKs.

If the server does not select a PSK, then the first three of these
options are entirely orthogonal: the server independently selects a
ci pher suite, an (EC)DHE group and key share for key establishnent,
and a signature algorithmcertificate pair to authenticate itself to
the client. |If there is no overlap between the received

"supported _groups" and the groups supported by the server, then the
server MJST abort the handshake with a "handshake_failure" or an
"insufficient_security" alert.

If the server selects a PSK, then it MJST al so sel ect a key
establishnent node fromthe list indicated by the client’s
"psk_key exchange nodes" extension (at present, PSK alone or with
(ECQDHE). Note that if the PSK can be used wi thout (EC)DHE, then
non-overlap in the "supported_groups" paraneters need not be fatal,
as it is in the non-PSK case discussed in the previous paragraph.

If the server selects an (EC)DHE group and the client did not offer a
conpati ble "key share" extension in the initial CientHello, the
server MJST respond with a Hell oRetryRequest (Section 4.1.4) nessage.

If the server successfully selects paraneters and does not require a
Hel | oRetryRequest, it indicates the selected paraneters in the
ServerHell o as foll ows:

* |f PSK is being used, then the server will send a "pre_shared_key"
extension indicating the sel ected key.

* \When (ECQDHE is in use, the server will also provide a "key_share"
extension. |If PSKis not being used, then (EC) DHE and
certificate-based authentication are always used.

*  When authenticating via a certificate, the server will send the
Certificate (Section 4.4.2) and CertificateVerify (Section 4.4.3)
messages. In TLS 1.4 as defined by this docunent, either a PSK or
a certificate is always used, but not both. Future docunents may
define how to use themtogether.

If the server is unable to negotiate a supported set of paraneters
(i.e., there is no overlap between the client and server paraneters),



it MUST abort the handshake with either a "handshake failure" or
"insufficient_security" fatal alert (see Section 6).

.1.2. dient Hello

When a client first connects to a server, it is REQU RED to send the
ClientHello as its first TLS message. The client will also send a
ClientHell o when the server has responded to its ClientHello with a
Hel | oRetryRequest. |In that case, the client MJST send the sane
ClientHell o without nodification, except as follows:

* |f a "key_share" extension was supplied in the Hell oRetryRequest,
replacing the list of shares with a list containing a single
KeyShareEntry fromthe indicated group.

* Renmoving the "early_data" extension (Section 4.2.13) if one was
present. Early data is not pernitted after a Hell oRetryRequest.

* Including a "cookie" extension if one was provided in the
Hel | oRet r yRequest .

* Updating the "pre_shared _key" extension if present by reconputing
the "obfuscated_ticket_age" and binder values and (optionally)
renovi ng any PSKs which are inconpatible with the server’s
i ndi cated ci pher suite.

* Optionally adding, renoving, or changing the length of the
"paddi ng" extension [ RFC7685].

* Other nodifications that may be all owed by an extension defined in
the future and present in the Hell oRetryRequest.

Because TLS 1.4 forbids renegotiation, if a server has negotiated TLS
1.4 and receives a CientHello at any other tinme, it MJST terminate
the connection with an "unexpected_mnessage" alert.

If a server established a TLS connection with a previous version of
TLS and receives a TLS 1.4 CientHello in a renegotiation, it MJST
retain the previous protocol version. |In particular, it MJST NOT
negotiate TLS 1. 4.

Structure of this nessage

ui nt 16 Pr ot ocol Versi on;
opaque Randoni 32];

uint8 CipherSuite[2]; [* Cryptographic suite selector */
struct {
Pr ot ocol Versi on | egacy_versi on = 0x0303; [* TLS v1.2 */

Random r andom
opaque | egacy_sessi on_i d<0. . 32>;
Ci pher Sui te ci pher_suites<2..2"16-2>;
opaque | egacy_conpressi on_mnet hods<1. . 2"8-1>;
Ext ensi on ext ensi ons<8..2"16-1>;
} dientHello;

| egacy_version: |In previous versions of TLS, this field was used for
versi on negotiation and represented the highest version nunber
supported by the client. Experience has shown that many servers
do not properly inplenment version negotiation, |leading to "version
intol erance" in which the server rejects an otherw se acceptabl e
ClientHello with a version nunber higher than it supports. |In TLS
1.4, the client indicates its version preferences in the
"supported_versions" extension (Section 4.2.1) and the
| egacy_version field MIST be set to 0x0303, which is the version



nunber for TLS 1.2. TLS 1.4 CientHellos are identified as having
a | egacy_version of 0x0303 and a supported_versions extension
present with 0x0305 as the highest version indicated therein.

(See Appendi x E for details about backward conpatibility.) A
server which receives a | egacy_version value not equal to 0x0303
MJUST abort the handshake with an "illegal _paranmeter” alert.

random 32 bytes generated by a secure random nunber generator. See
Appendi x C for additional information.

| egacy_session_id: Versions of TLS before TLS 1.4 supported a
"session resunption” feature which has been merged with pre-shared
keys in this version (see Section 2.2). A client which has a
cached session ID set by a pre-TLS 1.4 server SHOULD set this
field to that value. 1In conpatibility node (see Appendi x E. 4),
this field MUST be non-enpty, so a client not offering a pre-TLS
1.4 session MJUST generate a new 32-byte value. This value need
not be random but SHOULD be unpredictable to avoid inplenentations
fixating on a specific value (al so known as ossification).

O herwise, it MIST be set as a zero-length list (i.e., a zero-
val ued single byte length field).

ci pher_suites: A list of the symretric cipher options supported by
the client, specifically the record protection al gorithm
(including secret key length) and a hash to be used with HKDF, in
descendi ng order of client preference. Values are defined in
Appendix B. 4. |If the list contains cipher suites that the server
does not recogni ze, support, or wish to use, the server MJST
i gnore those cipher suites and process the renai ning ones as
usual . If the client is attenpting a PSK key establishment, it
SHOULD advertise at |east one cipher suite indicating a Hash
associated with the PSK

| egacy_conpression_net hods: Versions of TLS before 1.4 supported
conmpression with the list of supported conpression nethods being
sent inthis field. For every TLS 1.4 CientHello, this Iist MJST
contain exactly one byte, set to zero, which corresponds to the

"nul " conpression nethod in prior versions of TLS. If a TLS 1.4
ClientHello is received with any other value in this field, the
server MJST abort the handshake with an "illegal _parameter” alert.

Note that TLS 1.4 servers night receive TLS 1.2 or prior
ClientHell os which contain other conpression nmethods and (if
negoti ating such a prior version) MJST foll ow the procedures for
the appropriate prior version of TLS

extensions: Cients request extended functionality fromservers by
sending data in the extensions field. The actual "Extension"
format is defined in Section 4.2. 1In TLS 1.4, the use of certain
extensions is mandatory, as functionality has nmoved into
extensions to preserve CientHello conpatibility with previous
versions of TLS. Servers MJST ignore unrecogni zed extensions.

Al'l versions of TLS allow an extensions field to optionally foll ow
the conpression_nethods field. TLS 1.4 CientHello nessages al ways
contain extensions (mnimally "supported_versions”, otherw se, they
will be interpreted as TLS 1.2 dientHell o nessages). However, TLS
1.4 servers mght receive CientHello nessages wi thout an extensions
field fromprior versions of TLS. The presence of extensions can be
detected by determining whether there are bytes followi ng the
compression_nethods field at the end of the CientHello. Note that
this method of detecting optional data differs fromthe normal TLS
met hod of having a variable-length field, but it is used for
conpatibility with TLS before extensions were defined. TLS 1.4
servers will need to performthis check first and only attenpt to
negotiate TLS 1.4 if the "supported_versions" extension is present.
If negotiating a version of TLS prior to 1.4, a server MJST check



that the message either contains no data after

| egacy_conpression_nmethods or that it contains a valid extensions
block with no data following. |If not, then it MJST abort the
handshake with a "decode _error" alert.

In the event that a client requests additional functionality using
extensions and this functionality is not supplied by the server, the
client MAY abort the handshake.

After sending the CientHello nmessage, the client waits for a
ServerHell o or Hell oRetryRequest nessage. |If early data is in use,
the client may transnit early Application Data (Section 2.3) while
wai ting for the next handshake nmessage.

4.1.3. Server Hello

The server will send this nmessage in response to a ClientHello
message to proceed with the handshake if it is able to negotiate an
accept abl e set of handshake paraneters based on the dientHello.

Structure of this nessage

struct {
Pr ot ocol Versi on | egacy_versi on = 0x0303; [* TLS v1.2 */
Random r andom
opaque | egacy_session_id_echo<0. . 32>;
Ci pher Sui te ci pher_sui te;
uint8 | egacy_conpressi on_nethod = 0;
Ext ensi on ext ensi ons<6..2"16-1>;
} ServerHell o;

| egacy_version: In previous versions of TLS, this field was used for
versi on negotiation and represented the sel ected version nunber
for the connection. Unfortunately, sone m ddl eboxes fail when
presented with new values. 1In TLS 1.4, the TLS server indicates
its version using the "supported_versions" extension
(Section 4.2.1), and the | egacy_version field MIST be set to
0x0303, which is the version nunber for TLS 1.2. (See Appendix E
for details about backward conpatibility.) A client which
receives a TLS 1.4 Server Hello with a | egacy_version val ue not
equal to 0x0303 MJST abort the handshake with an
"illegal _paranmeter" alert.

random 32 bytes generated by a secure random nunber generator. See
Appendi x C for additional information. The |last 8 bytes MJST be
overwitten as described below if negotiating TLS 1.2 or TLS 1.1,
but the remaini ng bytes MIUST be random This structure is
generated by the server and MJST be generated independently of the
ClientHell o.random

| egacy_session_id echo: The contents of the client’s
| egacy _session_id field. Note that this field is echoed even if
the client’s value corresponded to a cached pre-TLS 1.4 session
whi ch the server has chosen not to resunme. A client which
receives a | egacy_session_id_echo field that does not match what
it sent inthe dientHello MIST abort the handshake with an
"illegal _paraneter" alert.

ci pher_suite: The single cipher suite selected by the server from
the CientHello.cipher_suites list. A client which receives a
ci pher suite that was not offered MJST abort the handshake with an
"illegal _paraneter"” alert.

| egacy_conpression_nethod: A single byte which MJUST have the val ue
0. If aTLS 1.4 CdientHello is received with any other value in
this field, the server MIST abort the handshake with an



"illegal _paraneter” alert.

extensions: A list of extensions. The ServerHello MJST only include
extensions which are required to establish the cryptographic
context and negotiate the protocol version. Al TLS 1.4
Server Hel | o nessages MJST contain the "supported_versions"
extension. Current ServerHello nessages additionally contain
either the "pre_shared _key" extension or the "key_share"
extension, or both (when using a PSK with (EC) DHE key
establishnent). Oher extensions (see Section 4.2) are sent
separately in the EncryptedExtensi ons nessage.

For reasons of backward conpatibility with m ddl eboxes (see

Appendi x E. 4), the Hell oRetryRequest nessage uses the same structure
as the ServerHello, but with Random set to the special value of the
SHA- 256 of "Hel | oRetryRequest":

CF 21 AD 74 E5 9A 61 11 BE 1D 8C 02 1E 65 B8 91
C2 A2 11 16 7A BB 8C 5E 07 9E 09 E2 C8 A8 33 9C

Upon receiving a nessage with type server_hello, inplenmentations MJST
first exam ne the Randomvalue and, if it nmatches this value, process
it as described in Section 4.1.4).

TLS 1.4 has a downgrade protection nechani smenbedded in the server’s
random val ue. TLS 1.4 servers which negotiate TLS 1.2 or below in
response to a CientHello MJUST set the | ast 8 bytes of their Random
val ue specially in their ServerHello.

If negotiating TLS 1.2, TLS 1.4 servers MJST set the | ast 8 bytes of
their Random value to the bytes

44 AF 57 4E 47 52 44 01

[ RFC8996] and Appendix E.5 forbid the negotiation of TLS versions
bel ow 1.2. However, server inplenentations which do not follow that
gui dance MUST set the last 8 bytes of their ServerHello.random val ue
to the bytes:

44 AF 57 4E 47 52 44 00

TLS 1.4 clients receiving a ServerHello indicating TLS 1.2 or bel ow
MJST check that the last 8 bytes are not equal to either of these
values. TLS 1.2 clients SHOULD al so check that the last 8 bytes are
not equal to the second value if the ServerHello indicates TLS 1.1 or
below. If a match is found, the client MJUST abort the handshake with
an "illegal _paranmeter"” alert. This mechanismprovides linited
protection agai nst downgrade attacks over and above what is provided
by the Fini shed exchange: because the ServerKeyExchange, a nessage
present in TLS 1.2 and bel ow, includes a signature over both random
values, it is not possible for an active attacker to nodify the
random val ues without detection as |ong as epheneral ciphers are
used. It does not provide downgrade protection when static RSAis
used.

Note: This is a change from [ RFC5246], so in practice many TLS 1.2
clients and servers will not behave as specified above.

A legacy TLS client perform ng renegotiation with TLS 1.2 or prior
and which receives a TLS 1.4 ServerHello during renegotiation MJST
abort the handshake with a "protocol version"” alert. Note that
renegotiation is not possible when TLS 1.4 has been negoti at ed.
.1.4. Hello Retry Request

The server will send this nmessage in response to a ClientHello



message if it is able to find an acceptable set of parameters but the
ClientHell o does not contain sufficient information to proceed with

t he handshake. As discussed in Section 4.1.3, the Hell oRetryRequest
has the sanme format as a ServerHel |l o message, and the | egacy_version,
| egacy_session_id_echo, cipher_suite, and | egacy_conpressi on_net hod
fields have the same neaning. However, for conveni ence we di scuss
"Hel | oRetryRequest"” throughout this docunent as if it were a distinct
nessage.

The server’s extensions MJST contain "supported versions"
Additionally, it SHOULD contain the minimal set of extensions
necessary for the client to generate a correct ClientHello pair. As
with the ServerHello, a Hell oRetryRequest MJST NOT contain any
extensions that were not first offered by the client inits
ClientHell o, with the exception of optionally the "cookie" (see
Section 4.2.2) extension.

Upon recei pt of a Hell oRetryRequest, the client MJST check the

| egacy_version, |egacy_session_id_echo, cipher_suite, and

| egacy_conpression_nethod as specified in Section 4.1.3 and then
process the extensions, starting with determ ning the version using

"supported versions". Cients MJST abort the handshake with an
"illegal _paranmeter" alert if the Hell oRetryRequest would not result
in any change in the ClientHello. |If a client receives a second

Hel | oRetryRequest in the same connection (i.e., where the ClientHello
was itself in response to a Hell oRetryRequest), it MJST abort the
handshake wi th an "unexpected nessage" alert.

O herwi se, the client MJST process all extensions in the
Hel | oRet ryRequest and send a second updated CientHello. The
Hel | oRet ryRequest extensions defined in this specification are:

* supported_versions (see Section 4.2.1)
* cookie (see Section 4.2.2)
* key_share (see Section 4.2.9)

A client which receives a cipher suite that was not offered MJST
abort the handshake. Servers MJUST ensure that they negotiate the
sane ci pher suite when receiving a conformant updated ClientHello (if
the server selects the cipher suite as the first step in the
negotiation, then this will happen automatically). Upon receiving
the ServerHello, clients MJST check that the cipher suite supplied in
the ServerHello is the sane as that in the Hell oRetryRequest and

ot herwi se abort the handshake with an "illegal _parameter" alert.

In addition, in its updated CientHello, the client SHOULD NOT of fer
any pre-shared keys associated with a hash other than that of the
sel ected cipher suite. This allows the client to avoid having to
conpute partial hash transcripts for multiple hashes in the second
ClientHello.

The val ue of sel ected_version in the Hell oRetryRequest
"supported_versions" extension MJST be retained in the ServerHello,
and a client MJUST abort the handshake with an "illegal paranmeter"
alert if the value changes.

4.2. Extensions

A number of TLS nessages contain tag-I|ength-val ue encoded extensions
structures.

struct {
Ext ensi onType extensi on_type;
opaque extension_dat a<0..2"16-1>;



} Extensi on;

enum {

server _nane(0), /* RFC 6066 */
max_fragment _| ength(1), /* RFC 6066 */
status_request(5), /* RFC 6066 */
supported_groups(10), [* RFC 8422, 7919 */
signature_al gorithns(13), /* RFC 8446 */
use_srtp(14), /* RFC 5764 */
heart beat (15), /* RFC 6520 */
appl i cation_| ayer_protocol _negotiation(16), /* RFC 7301 */
signed_certificate_timestanp(18), /* RFC 6962 */
client_certificate_type(19), [* RFC 7250 */
server _certificate_ type(20), /* RFC 7250 */
paddi ng(21), /* RFC 7685 */
pre_shared _key(41), /* RFC 8446 */
early_data(42), /* RFC 8446 */
supported_versions(43), /* RFC 8446 */
cooki e(44), /* RFC 8446 */
psk_key exchange_nodes(45), /* RFC 8446 */
certificate authorities(47), /* RFC 8446 */
oid filters(48), /* RFC 8446 */
post _handshake_aut h(49), /* RFC 8446 */
signature_al gorithnms_cert (50), /* RFC 8446 */
key_share(51), /* RFC 8446 */
(65535)

} Ext ensi onType;
Her e:
* "extension_type" identifies the particul ar extension type.

* "extension_data" contains information specific to the particular
extension type.

The contents of the "extension_data" field are typically defined by
an extension-specific structure defined in the TLS presentation

| anguage. Unl ess otherwi se specified, trailing data is forbidden
That is, senders MJUST NOT include data after the structure in the
"extension_data" field. Wen processing an extension, receivers MJST
abort the handshake with a "decode_error" alert if there is data left
over after parsing the structure. This does not apply if the

recei ver does not inplenent or is configured to ignore an extension

The list of extension types is nmintained by | ANA as described in
Section 11.

Extensi ons are generally structured in a request/response fashion,
though some extensions are just requests with no correspondi ng
response (i.e., indications). The client sends its extension
requests in the dientHell o nessage, and the server sends its
extension responses in the ServerHell o, EncryptedExtensions,

Hel | oRetryRequest, and Certificate nmessages. The server sends
extension requests in the CertificateRequest nessage which a client
MAY respond to with a Certificate nessage. The server MAY al so send
unsolicited extensions in the NewSessionTicket, though the client
does not respond directly to these.

I mpl ement ati ons MUST NOT send extension responses (i.e., in the
Server Hel | o, EncryptedExt ensions, Hell oRetryRequest, and Certificate
messages) if the renote endpoint did not send the correspondi ng
extension requests, with the exception of the "cookie" extension in
the Hell oRetryRequest. Upon receiving such an extension, an endpoint
MUST abort the handshake with an "unsupported_extension" alert.

The tabl e bel ow i ndi cates the nessages where a given extension may



appear, using the follow ng notation: CH (CientHello), SH
(ServerHell o), EE (EncryptedExtensions), CT (Certificate), CR
(CertificateRequest), NST (NewSessionTicket), and HRR

(Hel l oRetryRequest). |f an inplenentation receives an extension
which it recognizes and which is not specified for the nessage in
which it appears, it MJST abort the handshake with an

"illegal _paraneter” alert.

[ e e s s s e e s s s s s s s s s e e e e e s el s
| Extension | TLS 1.4 |
| server_name [ RFC6066] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| max_fragment _| ength [ RFC6066] | CH, EE |
o o o oo S +
| status_request [RFC6066] | CH CR CT |
Fo m o o e e S +
| supported_groups [ RFC7919] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| signature_al gorithns [ RFC8446] | CH CR |
ot o o oo S +
| use_srtp [ RFC5764] | CH, EE |
Fo m o e e e e ie e S +
| heartbeat [RFC6520] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| application_|layer_protocol _negotiation [RFC7301] | CH, EE |
o o m o i S +
| signed certificate tinestanp [ RFC6962] | CH CR CT |
Fo m o o e e S +
| client_certificate_type [ RFC7250] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| server_certificate_type [RFC7250] | CH, EE |
o m oo o i oo S +
| paddi ng [ RFC7685] | CH |
Fo m o e e oo S +
| cached_info [ RFC7924] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| conpress_certificate [ RFC8879] | CH CR |
o m o o e S +
| record size limt [RFC38849] | CH, EE |
Fo m o e o e oo S +
| del egated_credentials [ RFC9345] | CH CR CT |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| supported_ekt_ci phers [ RFC8870] | CH, EE |
o o o oo S +
| pre_shared _key [ RFC8446] | CH, SH |
Fo m o o e oo S +
| early_data [ RFC8446] | CH EE, NST

o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| psk_key_exchange_nodes [ RFC8446] | CH

o m o o oo S +
| cookie [ RFC8446] | CH, HRR |
Fo m o e e e S +
| supported_versions [ RFC8446] | CH SH HRR

o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| certificate_authorities [RFC8446] | CH CR |
o o o e S +
| oid filters [ RFC8446] | CR |
Fo ot o e e e oo S +
| post _handshake_aut h [ RFC8446] | CH

o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| signature_al gorithns_cert [ RFC38446] | CH CR |
o m o o oo S +
| key share [ RFC8446] | CH SH HRR |
o m o oo S +

| transparency_info [ RFC9162] | CH CR CT |
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| connection_id [ RFC9146] | CH, SH |
o oo oo S +
| external _id _hash [ RFC8844] | CH, EE |
Fo m o e e S +
| external _session_id [ RFC8844] | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| quic_transport_parameters [ RFCO001] | CH, EE |
o m o o oo S +
| ticket request [RFC9149] | CH, EE |
Fo m o o e e S +
| asymretric_identity draft-zhou-tls-tlsil4 | CH, EE |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| pgc_signature_algorithns draft-zhou-tls-tlsl4 | CH, SH |
o m o o e S +
| supported pgc_groups draft-zhou-tls-tlsl4 | CH, SH |
Fo m o e e e S +
| pgc_key share draft-zhou-tls-tlsl4 | CH, SH |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s S +
| encrypted_client_hello [I-D.ietf-tls-esni-25] | CH, SH |
ot o o oo S +

Tabl e 1: TLS Extensions

Note: this table includes only extensions marked "Recomended” at the
time of this witing.

When multiple extensions of different types are present, the

ext ensi ons MAY appear in any order, with the exception of
"pre_shared_key" (Section 4.2.14) which MJIST be the |last extension in
the CientHell o (but can appear anywhere in the ServerHello
extensions block). There MJUST NOT be nore than one extension of the
sanme type in a given extension bl ock

In TLS 1.4, unlike TLS 1.2, extensions are negotiated for each
handshake even when in resunption-PSK node. However, O-RTT
paraneters are those negotiated in the previous handshake; m snmatches
may require rejecting O-RTT (see Section 4.2.13).

There are subtle (and not so subtle) interactions that may occur in
this protocol between new features and existing features which nmay
result in a significant reduction in overall security. The follow ng
consi derations should be taken into account when designi ng new

ext ensi ons:

* Some cases where a server does not agree to an extension are error
conditions (e.g., the handshake cannot continue), and sone are
simply refusals to support particular features. |In general, error
alerts should be used for the fornmer and a field in the server
extension response for the latter

* Extensions should, as far as possible, be designed to prevent any
attack that forces use (or non-use) of a particular feature by
mani pul ati on of handshake messages. This principle should be
foll owed regardl ess of whether the feature is believed to cause a
security problem Oten the fact that the extension fields are
included in the inputs to the Finished nessage hashes will be
sufficient, but extreme care is needed when the extension changes
t he meani ng of messages sent in the handshake phase. Designers
and i npl enentors should be aware of the fact that until the
handshake has been authenticated, active attackers can nodify
messages and insert, renove, or replace extensions.

1. Supported Versions

struct {



sel ect (Handshake. msg_type) {
case client _hello:
Pr ot ocol Ver si on versi ons<2..254>;

case server_hello: /* and Hell oRet ryRequest */
Pr ot ocol Versi on sel ect ed _versi on;

} SupbortedVérsions;

The "supported_versions" extension is used by the client to indicate
whi ch versions of TLS it supports and by the server to indicate which
version it is using. The extension contains a |list of supported
versions in preference order, with the nost preferred version first.

I npl enentati ons of this specification MIST send this extension in the
ClientHell o containing all versions of TLS which they are prepared to
negotiate (for this specification, that nmeans minimally 0x0305, but

if previous versions of TLS are allowed to be negotiated, they MJST
be present as well).

If this extension is not present, servers which are conpliant with
this specification and which al so support TLS 1.2 MJST negotiate TLS
1.2 or prior as specified in [ RFC5246], even if
ClientHell o.l egacy_version is 0x0305 or later. Servers MAY abort the
handshake upon receiving a ClientHello with | egacy_versi on 0x0305 or

| ater.

If this extension is present in the CientHello, servers MJIST NOT use
the dientHello.legacy_version value for version negotiation and MJST
use only the "supported_versions" extension to deternine client
preferences. Servers MIST only select a version of TLS present in
that extension and MJST ignore any unknown versions that are present
in that extension. Note that this mechanismnakes it possible to
negotiate a version prior to TLS 1.2 if one side supports a sparse
range. Inplementations of TLS 1.4 which choose to support prior

versi ons of TLS SHOULD support TLS 1.2. Servers MJST be prepared to
receive CientHellos that include this extension but do not include
0x0305 in the list of versions.

A server which negotiates a version of TLS prior to TLS 1.4 MJST set
Server Hel | 0. versi on and MJUST NOT send the "supported versions"
extension. A server which negotiates TLS 1.4 MJUST respond by sending
a "supported_versions" extension containing the selected version

val ue (0x0305). It MJST set the ServerHello.legacy version field to
0x0303 (TLS 1.2).

After checking ServerHello.randomto deternmine if the server
handshake nessage is a ServerHello or Hell oRetryRequest, clients MJUST
check for this extension prior to processing the rest of the
ServerHello. This will require clients to parse the ServerHello to

read the extension. |If this extension is present, clients MJST
i gnore the ServerHello.legacy version value and MJST use only the
"supported versions" extension to determnmine the selected version. |If

the "supported_versions" extension in the ServerHell o contains a
version not offered by the client or contains a version prior to TLS
1.4, the client MJST abort the handshake with an "illegal _paraneter”
alert.

4.2.2. Cookie

struct {
opaque cooki e<l..2"16-1>;

} Cooki e;

Cooki es serve two primary purposes:

* Alowing the server to force the client to denmonstrate



reachability at their apparent network address (thus providing a
measure of DoS protection). This is primarily useful for non-
connection-oriented transports (see [RFC6347] for an exanpl e of
this).

* Alowing the server to offload state to the client, thus allow ng
it to send a Hell oRetryRequest without storing any state. The
server can do this by storing the hash of the ClientHello in the
Hel | oRet r yRequest cookie (protected with sonme suitable integrity
protection algorithm.

When sending a Hel |l oRetryRequest, the server MAY provide a "cookie"
extension to the client (this is an exception to the usual rule that
the only extensions that nmay be sent are those that appear in the
ClientHell o). Wen sending the new ClientHello, the client MJST copy
the contents of the extension received in the Hell oRetryRequest into
a "cookie" extension in the new CientHello. dients MIST NOT use
cookies in their initial CientHello in subsequent connections.

When a server is operating statelessly, it nmay receive an unprotected
record of type change_ci pher_spec between the first and second
ClientHell o (see Section 5). Since the server is not storing any
state, this will appear as if it were the first nessage to be
received. Servers operating statel essly MIST ignore these records.

.2.3. Signature Al gorithns

TLS 1.4 provides two extensions for indicating which signature
algorithms may be used in digital signatures. The

signature_al gorithms_cert extension applies to signatures in
certificates, and the signature_al gorithns extension, which
originally appeared in TLS 1.2, applies to signatures in
CertificateVerify messages. The keys found in certificates MJST al so
be of appropriate type for the signature algorithns they are used
with. This is a particular issue for RSA keys and PSS signatures, as
described below. |If no "signature_algorithns_cert" extension is
present, then the "signature_al gorithnms" extension also applies to
signatures appearing in certificates. dients which desire the
server to authenticate itself via a certificate MIST send the
"signature_al gorithns" extension. |If a server is authenticating via
a certificate and the client has not sent a "signature_algorithnms"
ext ensi on, then the server MJUST abort the handshake with a

"m ssing_extension" alert.

The signature_al gorithns_cert extension was added to all ow

i mpl ement ati ons whi ch supported different sets of algorithnms for
certificates and in TLS itself to clearly signal their capabilities.
TLS 1.2 inplenmentati ons SHOULD al so process this extension

| mpl enent ati ons whi ch have the same policy in both cases MAY omt the
signature_al gorithns_cert extension

TLS 1.4 introduces a new pqc_signhature_algorithms extension to
support post-quantumdigital signatures. This extension is used to
advertise support for PQC based signature schenmes in both
certificates and CertificateVerify nessages. If a client sends this
extension, the server MAY respond with a pqgc_signature_al gorithns
extension. Wen a server supports both traditional and PQC signature
schenes, it SHOULD prefer a hybrid approach by selecting a
traditional and a PQC al gorithm pair.

The "extension_data" field of these extensions contains a
Si gnat ur eScheneLi st or a PQCSi gnat ureScheneLi st val ue, respectively:

enum {
/ * RSASSA- PKCS1-v1_ 5 algorithns */
rsa_pkcsl _sha256(0x0401),



rsa_pkcsl sha384(0x0501),
rsa_pkcsl sha512(0x0601),

/* ECDSA al gorithnms */

ecdsa_secp256r1 _sha256(0x0403),
ecdsa_secp384r1 _sha384(0x0503),
ecdsa_secp521r1 _sha512(0x0603),

/* RSASSA-PSS algorithnms with public key O D rsaEncryption */
rsa_pss_rsae_sha256(0x0804),
rsa_pss_rsae_sha384(0x0805),
rsa_pss_rsae_sha512(0x0806),

/* EdJDSA al gorithns */
ed25519(0x0807),
ed448(0x0808),

/* RSASSA- PSS algorithms with public key O D RSASSA- PSS */
rsa_pss_pss_sha256(0x0809),
rsa_pss_pss_sha384(0x080a),
rsa_pss_pss_sha512(0x080b),

/* Legacy algorithnms */
rsa_pkcsl_shal(0x0201),
ecdsa_shal(0x0203),

/* Reserved Code Points */
privat e_use(OxFEOO. . OxFFFF) ,
( OXFFFF)

} Si gnat ur eScherne;

struct {
Si gnat ur eSchenme supported_signature_al gorithns<2..2"16-2>;
} SignatureScheneli st;

%86 PQC Si gnature Al gorithm Extension

enum {
[* Dilithiumalgorithns */
dil'ithiunR2(0x0101),
dil'i thiunB8(0x0102),
dilithiunb(0x0103),

/* Falcon algorithns */
fal con512(0x0201),
fal con1024(0x0202),

/* SPHI NCS+ al gorithms */

sphi ncs_sha2_128f _si npl e(0x0301),
sphi ncs_sha2 192f si npl e(0x0302),
sphi ncs_sha2_ 256f si npl e(0x0303),

/* Reserved Code Points */
obsol et e RESERVED( 0x0000) ,
privat e_use(0xF000. . OxFFFF) ,
( OXFFFF)

} PQCSi gnhat ur eScherne;

struct {
PQCSi gnat ur eSchene supported_pqgc_si gnature_al gorithnms<2..2216- 2>;
} PQCSi gnhat ur eSchenelLi st ;

Not e: The SignatureSchene enumis naned as such to replace the TLS
1.2 SignatureAlgorithmtype. Simlarly, PQCSignatureSchene is a new
type. W use the term"signature algorithni throughout the text for
bot h.



Each Si gnatureSchene or PQCSi gnatureSchene value lists a single
signature algorithmthat the client is willing to verify. The values
are indicated in descending order of preference. A signature
algorithmtakes as input an arbitrary-Iength nessage, not a digest.
Algorithns that traditionally act on a digest should be defined in
TLS to first hash the input with a specified hash al gorithm and then
proceed as usual. The code point groups |isted have the foll ow ng
meani ngs:

RSASSA- PKCS1-v1_5 algorithnms: Indicates a signature algorithm using
RSASSA- PKCS1-v1_ 5 [ RFC8017] with the correspondi ng hash al gorithm
as defined in [SHS]. These values refer solely to signatures
whi ch appear in certificates (see Section 4.4.2.2) and are not
defined for use in signed TLS handshake nessages, although they
MAY appear in "signature_algorithms" and
"signature_algorithns_cert" for backward conpatibility with TLS
1. 2.

ECDSA al gorithns: |Indicates a signature algorithmusing ECDSA [ DSS],
the corresponding curve as defined in NIST SP 800-186 [ ECDP], and
the correspondi ng hash algorithmas defined in [SHS]. The
signature is represented as a DER-encoded [ X690] ECDSA- Si g- Val ue
structure as defined in [ RFC4492].

RSASSA- PSS RSAE al gorithns: Indicates a signature algorithm using
RSASSA- PSS with a nmask generation function of M1, as defined in
[ RFC8017]. The digest used in M1 and the digest being signed
are both the correspondi ng hash al gorithmas defined in [ SHS].
The length of the Salt MJST be equal to the I ength of the output
of the digest algorithm If the public key is carried in an X 509
certificate, it MJST use the rsaEncryption O D [ RFC5280].

EdDSA al gorithnms: |Indicates a signature algorithmusing EAJDSA as
defined in [ RFC8032] or its successors. Note that these
correspond to the "PureEdDSA" al gorithns and not the "prehash”
variants.

RSASSA- PSS PSS al gorithns: Indicates a signature al gorithm using
RSASSA- PSS with a nmask generation function of M1, as defined in
[ RFC8017]. The digest used in M1 and the digest being signed
are both the correspondi ng hash al gorithm as defined in [ SHS].
The I ength of the Salt MJST be equal to the Iength of the digest
algorithm If the public key is carried in an X. 509 certificate,
it MJUST use the RSASSA-PSS O D [ RFC5756]. When used in
certificate signatures, the algorithm paraneters MJST be DER
encoded. |If the corresponding public key's paraneters are
present, then the parameters in the signature MJST be identical to
those in the public key.

Legacy algorithns: |Indicates algorithnms which are bei ng deprecated
because they use algorithnms with known weaknesses, specifically
SHA-1 which is used in this context with either (1) RSA using
RSASSA- PKCS1-v1 5 or (2) ECDSA. These values refer solely to
si gnatures which appear in certificates (see Section 4.4.2.2) and
are not defined for use in signed TLS handshake nessages, although
they MAY appear in "signature_al gorithnms" and
"signature_algorithns_cert" for backward conpatibility with TLS
1.2. Endpoints SHOULD NOT negotiate these algorithms but are
permitted to do so solely for backward conpatibility. Cdients
offering these values MJUST |ist themas the | owest priority
(listed after all other algorithms in SignatureScheneList). TLS
1.3 servers MJUST NOT offer a SHA-1 signed certificate unless no
valid certificate chain can be produced without it (see
Section 4.4.2.2).



PQC Signature Schenes: As listed in PQC Signhature Al gorithm
Ext ensi on, these are new, post-quantum secure algorithns. -
Dilithium A lattice-based signature scheme fromthe N ST PQC
standardi zati on process. dilithiun2, dilithiunB, and dilithiunb
correspond to different security levels. - Falcon: Another N ST
PQC | attice-based signature scheme, known for its small signature
sizes. falcon512 and fal conl024 are its security levels. -
SPHI NCS+: A statel ess hash-based signature scheme from NI ST PQC
offering a different security primtive

The signatures on certificates that are self-signed or certificates
that are trust anchors are not validated, since they begin a
certification path. A certificate that begins a certification path
MAY use a signature algorithmthat is not advertised as being
supported in the signature_al gorithns, signature_algorithns_cert, or
pgc_si gnature_al gorithms extensions.

4.2.3.1. Certificate Messages and Hybrid Authentication

In TLS 1.4, the Certificate and CertificateVerify nmessages are
updated to support a *hybrid signature mechani snt. This mechani sm
allows a server to prove its identity using both a traditional and a
PQC si gnat ure.

4.2.3.1.1. Certificate Message

If a server has negotiated a hybrid signature scheme, its Certificate
message MJST contain two certificates: one for a traditiona

al gorithmand one for a PQC algorithm These certificates MJST be
presented in a new certificate_|ist structure.

“t* struct { CertificateEntry certificate |ist<l..2"16-1>; }
Certificate;

struct { opaque certificate_data<l..2"16-1>;, Extension
ext ensi ons<0..2716-1>; } CertificateEntry; *‘*‘°

A client receiving a hybrid certificate nessage MJST validate both
certificates against its trust anchors. The server MJST ensure the
two certificate chains are cryptographically |inked, for exanple by
cross-signing, to prevent substitution attacks. |If the client cannot
val idate a chain, it MJUST abort the handshake with an

unsupported _certificate alert.

4.2.3.1.2. CertificateVerify Message

The CertificateVerify nessage now contains a SignatureSchene and a
PCQCSi gnat ureSchenme field, allowing it to contain two separate
si gnat ures

struct { select (Handshake.nsg type) { case certificate verify: {
Si gnatureScheme traditional _signature_al gorithn opaque

tradi tional _signature<0..2"16-1>; PQCSi gnat ureSchene
pgc_signature_al gorithm opaque pqc_signature<0..2716-1>; } } }
CertificateVerify;

The server signs the transcript hash with both the traditional and
PQC keys, and includes both signatures in the CertificateVerify
message. The client MJST verify both signhatures. [If either
verification fails, the client MJST abort the connection. The
CertificateVerify message provides a cryptographically strong Iink
bet ween the handshake and the server’s identity, preventing man-in-
t he-m ddl e attacks.

4.2.3.2. PQC-Only Signhature Mde



A server MAY choose to operate in a PQC-only node if the client’s
supported_pqc_signature_al gorithns extension indicates support and
the server is configured to do so. |In this node, the server

* Sends only a PQC certificate in its Certificate nmessage

* Ormits the traditional _signature_al gorithm and
traditional _signature fields fromits CertificateVerify nessage

Clients receiving a PQConly handshake MJST verify that the

pgc_si gnature_al gorithnms extensi on was present and that the handshake
adheres to the PQC-only format. Failure to do so MUST result in an
illegal _paraneter alert. This node provides a path to a future where
traditional cryptography is no |onger considered secure.

4.2.3.3. Deprecated and Obsol ete Al gorithns
TLS 1.4 further tightens the deprecation of |egacy algorithns.

* The dsa_shal RESERVED, dsa sha256 RESERVED, dsa_ sha384_ RESERVED
and dsa_sha512 RESERVED are fornally deprecated and MJST NOT be
of fered or negotiated by any inplenentation.

* Algorithns relying on MD5 or SHA-224 are also strictly forbidden

* The use of SHA-1 is reserved for certificates only, and servers
MUST NOT offer a SHA-1 signed certificate unless no valid
certificate chain can be produced w thout it.

This cl ear deprecation policy ensures that TLS 1.4 noves towards nore
robust and nodern cryptographic primtives, including the newy
i ntegrated PQC suite.

4.2.3.4. PQC-Only Handshake Requirenent

Unl ess a legacy fallback is explicitly requested by the client, a
server that supports post-quantum cryptography (PQC) MJIST abort the
handshake if the client’s CientHello does not contain the

pgc_si gnature_al gorithns extension

Upon detecting the absence of this extension, the server MJST

i medi ately term nate the handshake with a fata

unsupported_extension alert. This policy ensures that TLS 1.4, when
configured for PQC support, strictly enforces the use of post-
quant um secure al gorithns, thereby preventing downgrade attacks to
tradi tional cryptography. The server SHOULD NOT attenpt to fall back
to traditional signature algorithms if its configuration mandates
PQC-only aut hentication

This requirement is critical for maintaining a robust security

posture against future quantumthreats, as it elin nates the risk of

a malicious actor forcing a | ess secure, pre-quantum handshake.
4.2.4. Certificate Authorities

The "certificate authorities" extension is used to indicate the

certificate authorities (CAs) which an endpoint supports and which

SHOULD be used by the receiving endpoint to guide certificate

sel ecti on.

The body of the "certificate_authorities” extension consists of a
CertificateAuthoritiesExtension structure.

opaque Di stingui shedNane<1..2716-1>;

struct {



Di sti ngui shedNane aut horities<3..2"16-1>;
} CertificateAuthoritiesExtension;

authorities: A list of the distinguished names [ X501] of acceptable
certificate authorities, represented i n DER-encoded [ X690] fornmat.
These di stingui shed nanes specify a desired distingui shed nanme for
a trust anchor or subordinate CA; thus, this nessage can be used
to describe known trust anchors as well as a desired authorization
space.

The client MAY send the "certificate_authorities" extension in the
ClientHell o nessage. The server MAY send it in the
CertificateRequest nessage.

The "trusted ca_keys" extension [ RFC6066], which serves a simlar
purpose, but is nore conplicated, is not used in TLS 1.4 (although it
may appear in ClientHello nmessages fromclients which are offering
prior versions of TLS)

.2.5. AODFilters

The "oid_filters" extension allows servers to provide a list of OD
val ue pairs which it would like the client’'s certificate to match.
This extension, if provided by the server, MJST only be sent in the
CertificateRequest nessage.

struct {
opaque certificate_extension_oid<l..2"8-1>;
opaque certificate_extension_val ues<0..2"16-1>;
} ODFilter

struct {
ODFilter filters<0..2"16-1>;
} O DFilterExtension

filters: A list of certificate extension ODs [ RFC5280] with their
al | oned val ue(s) and represented in DER-encoded [ X690] format.
Sone certificate extension ODs allow nultiple values (e.qg.,
Ext ended Key Usage). |f the server has included a non-enpty
filters list, the client certificate included in the response MJST
contain all of the specified extension ODs that the client
recogni zes. For each extension O D recognized by the client, al
of the specified values MIST be present in the client certificate
(but the certificate MAY have ot her values as well). However, the
client MJST ignore and skip any unrecogni zed certificate extension
ODs. |If the client ignored sone of the required certificate
extension O Ds and supplied a certificate that does not satisfy
the request, the server MAY at its discretion either continue the
connection without client authentication or abort the handshake
with an "unsupported certificate" alert. Any given O D MJST NOT
appear nore than once in the filters list.

PKI X RFCs define a variety of certificate extension ODs and their
correspondi ng val ue types. Depending on the type, matching
certificate extension values are not necessarily bitw se-equal. It
is expected that TLS inplenmentations will rely on their PKI libraries
to performcertificate selection using certificate extension O Ds.

Thi s docunent defines matching rules for two standard certificate
ext ensi ons defined in [ RFC5280]:

* The Key Usage extension in a certificate matches the request when
all key usage bits asserted in the request are also asserted in
the Key Usage certificate extension

* The Extended Key Usage extension in a certificate matches the



request when all key purpose ODs present in the request are al so
found in the Extended Key Usage certificate extension. The
speci al anyExt endedKeyUsage O D MJUST NOT be used in the request.

Separate specifications may define matching rules for other
certificate extensions.

4.2.6. Post-Handshake Certificate-Based Cient Authentication

The "post_handshake_aut h" extension is used to indicate that a client
is willing to perform post-handshake authentication (Section 4.6.2).

Servers MJST NOT send a post-handshake CertificateRequest to clients
whi ch do not offer this extension. Servers MJST NOT send this

ext ensi on.

struct {} PostHandshakeAut h;

The "extension_data" field of the "post_handshake_auth" extension is
zero | ength.

4.2.7. Supported G oups

When sent by the client, the "supported_groups" extension indicates
the naned groups which the client supports for key exchange, ordered
fromnmost preferred to | east preferred.

Note: In versions of TLS prior to TLS 1.4, this extension was naned
"elliptic_curves" and only contained elliptic curve groups. See

[ RFC8422] and [RFC7919]. This extension was also used to negotiate
ECDSA curves. Signhature algorithms are now negotiated i ndependently
(see Section 4.2.3).

The "extension_data" field of this extension contains a
"NamedG oupLi st" val ue:

enum {

/[* Elliptic Curve Groups (ECDHE) */
secp256r 1(0x0017), secp384r1(0x0018), secp521r1(0x0019),
x25519(0x001D), x448(0x001E),

/* Finite Field G oups (DHE) */
ff dhe2048(0x0100), ffdhe3072(0x0101), ffdhe4096(0x0102),
ffdhe6144(0x01. 4), ffdhe8192(0x0104),

/* Reserved Code Points */
ffdhe_private_use(0x01FC.. Ox01FF),
ecdhe_privat e_use( 0xFEOO. . OXFEFF) ,
( OXFFFF)

} NanmedG oup;

struct {
NanmedGr oup naned_group_list<2..2716-1>;
} NamedG oupli st ;

Elliptic Curve Goups (ECDHE): Indicates support for the
correspondi ng nanmed curve, defined in either NI ST SP 800-186
[ECDP] or in [RFC7748]. Val ues OxFEOO through OxFEFF are reserved
for Private Use [ RFC8126].

Finite Field Goups (DHE): Indicates support for the correspondi ng
finite field group, defined in [RFC7919]. Val ues 0x01FC t hr ough
OxO1lFF are reserved for Private Use.

Items in "named_group_list" are ordered according to the sender’s
preferences (nmost preferred choice first). The "nanmed_group_list"



MUST NOT contain any duplicate entries. A recipient MAY abort a
connection with a fatal illegal parameter alert if it detects a
duplicate entry.

As of TLS 1.4, servers are permitted to send the "supported_groups"
extension to the client. dients MJST NOT act upon any information
found in "supported_groups” prior to successful conpletion of the
handshake but MAY use the information learned froma successfully
conpl et ed handshake to change what groups they use in their
"key_share" extension in subsequent connections. |If the server has a
group it prefers to the ones in the "key_share" extension but is
still willing to accept the ClientHello, it SHOULD send
"supported_groups" to update the client’s view of its preferences;
this extension SHOULD contain all groups the server supports,
regardl ess of whether they are currently supported by the client.

4.2.8. Supported PQC G oups

In TLS 1.4, a new extension, supported_pgc_groups, is introduced to
adverti se support for Post-Quantum Cryptography (PQC) key exchange
algorithms. This extension operates in parallel with the
supported_groups extension and enables clients and servers to
negoti ate a PQC-secure key exchange, either as a standal one node or
in a hybrid fashion al ongside traditional algorithms.

The "extension_data" field of this extension contains a PQCG ouplLi st
val ue:

enum {
/* Lattice-based PQC G oups */
kyber512_r 3(0x0201),
kyber 768_r 3( 0x0202) ,
kyber 1024 r 3(0x0203),

/* Fal con-based PQC G oups */
fal con_512(0x0204),
fal con_1024(0x0205),

[* Qther PQC G oups */
ntru_hps2048509(0x0301),
ntru_hps4096821(0x0302),

/* Reserved Code Points */
privat e _use(0OxEF00. . OXEFFF),
( OXFFFF)

} PQCG oup;

struct {
PQCG oup pgc_group_list<2..2"16-1>;
} PQCGroupli st;

PQCG oup: Each value in this enumrepresents a single, naned PQC key
exchange algorithmthat the client is willing to use. The list is
ordered by client preference, fromnost preferred to | east preferred.

PQCG oupList: A list of the PQCG oup val ues. Like NamedG ouplList, it
MUST NOT contain any duplicate entries. A recipient MAY abort the
connection with a fatal illegal paranmeter alert if duplicates are

f ound.

4.2.8.1. Hybrid Key Exchange Negoti ati on

When a client supports both traditional and PQC key exchange, it MJST
send both supported _groups and supported_pqc_groups extensions. To
sel ect a hybrid key exchange, a server MJST choose a pair of groups,
one fromthe client’s supported_groups and one fromthe



supported_pqc_groups list.
The server signals its choice in the ServerHell o as foll ows:

* The chosen traditional group is sent in the
Server Hel | 0. supported_groups extension

* The chosen PQC group is sent in a new supported_pqgc_groups
extension in the ServerHello.

This explicit, dual-extension negotiation ensures that both parties
are aware that a hybrid key exchange is being established, providing
a robust defense agai nst downgrade attacks.

4.2.8.2. PQC-Only Key Exchange

If a client only supports PQC key exchange, or prefers a PQC only
connection, it may send only the supported_pgc_groups extension. A
server that receives a ClientHello w thout a supported_groups
extension but with a supported_pqc_groups extension MAY proceed with
a PQC-only key exchange. |In this node, the server MJUST NOT include a
supported_groups extension in its ServerHello and MJST only provide a
PQC key share.

4.2.9. Key Share

The "key_share" extension contains the endpoint’s cryptographic
paranet ers

Clients MAY send an enpty client_shares list to request group
sel ection fromthe server, at the cost of an additional round trip
(see Section 4.1.4).

struct {

NanmedG oup group;

opaque key_exchange<l..2716-1>;
} KeyShareEntry;

group: The naned group for the key being exchanged.

key exchange: Key exchange information. The contents of this field
are determ ned by the specified group and its correspondi ng
definition. Finite Field Diffie-Hellman [DH76] paraneters are
described in Section 4.2.9.1; Elliptic Curve Diffie-Hellnman
paraneters are described in Section 4.2.9.2.

In the CientHell o message, the "extension_data" field of this
ext ensi on contains a "KeyShareC ientHello" val ue:

struct {
KeyShareEntry client_shares<0..2"16-1>;
} KeyShared ientHell o;

client_shares: A list of offered KeyShareEntry val ues in descendi ng
order of client preference.

This list MAY be enpty if the client is requesting a

Hel | oRet ryRequest. Each KeyShareEntry val ue MJST correspond to a
group offered in the "supported_groups" extension and MJST appear in
the sane order. However, the values MAY be a non-contiguous subset
of the "supported_groups” extension and MAY omt the nost preferred
groups. Such a situation could arise if the nost preferred groups
are new and unlikely to be supported in enough places to nmake
pregenerating key shares for themefficient.

For this reason, the omission of a share for group A and inclusion of



one for group B does not nmean that the client prefers Bto A

Sel ecting a group based on KeyShareEntry nay result in the use of a

| ess preferred group than the client and server mutually support,

t hough saving the round trip of Hell oRetryRequest. Servers that wi sh
to respect the client’s group preferences SHOULD first select a group
based on "supported_groups"” and then either send a ServerHello or a
Hel | oRet r yRequest dependi ng on the contents of KeyshareC ienthello.

Clients can offer as many KeyShareEntry val ues as the nunber of
supported groups it is offering, each representing a single set of
key exchange paraneters. For instance, a client might offer shares
for several elliptic curves or multiple FFDHE groups. The
key_exchange val ues for each KeyShareEntry MJUST be generated

i ndependently. dients MJST NOT offer multiple KeyShareEntry val ues
for the same group. Cdients MJUST NOT of fer any KeyShareEntry val ues
for groups not listed in the client’s "supported _groups" extension
Servers MAY check for violations of these rules and abort the
handshake with an "illegal paraneter” alert if one is violated.

In a Hel |l oRetryRequest nessage, the "extension data" field of this
ext ensi on contai ns a KeyShareHel | oRet ryRequest val ue:

struct {
NanmedG oup sel ected_group;
} KeyShar eHel | oRet r yRequest ;

sel ected _group: The nmutually supported group the server intends to
negotiate and is requesting a retried CientHell o/ KeyShare for

Upon receipt of this extension in a Hell oRetryRequest, the client
MUST verify that (1) the selected_group field corresponds to a group
whi ch was provided in the "supported _groups"” extension in the
original CientHello and (2) the selected group field does not
correspond to a group which was provided in the "key share" extension
inthe original CientHello. |If either of these checks fails, then
the client MJUST abort the handshake with an "ill egal _paraneter"”

alert. Oherw se, when sending the new CientHello, the client MJST
replace the original "key_share" extension with one containing only a
new KeyShareEntry for the group indicated in the selected group field
of the triggering Hell oRetryRequest.

In a ServerHell o nmessage, the "extension_data" field of this
ext ensi on contai ns a KeyShareServerHel |l o val ue:

struct {
KeyShar eEntry server_share;
} KeyShareServer Hel | o;

server_share: A single KeyShareEntry value that is in the sane group
as one of the client’'s shares.

If using (EC)DHE key establishment, servers offer exactly one
KeyShareEntry in the ServerHello. This value MJST be in the sane
group as the KeyShareEntry value offered by the client that the
server has selected for the negotiated key exchange. Servers MJST
NOT send a KeyShareEntry for any group not indicated in the client’s
"supported _groups" extension and MJST NOT send a KeyShareEntry when
usi ng the "psk _ke" PskKeyExchangeMbde. |f using (EC) DHE key

establi shnent and a Hel | oRetryRequest containing a "key_share"”

ext ensi on was received by the client, the client MJST verify that the
sel ected NanedG oup in the ServerHello is the sane as that in the
Hel | oRetryRequest. If this check fails, the client MJUST abort the
handshake with an "illegal paraneter" alert.

4.2.9.1. Diffie-Hell man Paraneters



Diffie-Hell man [ DH76] paraneters for both clients and servers are
encoded in the opaque key exchange field of a KeyShareEntry in a
KeyShare structure. The opaque val ue contains the Diffie-Hellnman
public value (Y = g"X nod p) for the specified group (see [ RFC7919]
for group definitions) encoded as a big-endian integer and padded to
the left with zeros to the size of p in bytes.

Note: For a given Diffie-Hellman group, the padding results in all
public keys having the sane | ength.

Peers MJST validate each other’s public key Y by ensuring that 1 <Y
< p-1. This check ensures that the renote peer is properly behaved
and isn't forcing the local systeminto a small subgroup.

4.2.9. 2. ECDHE Par anet ers

ECDHE paraneters for both clients and servers are encoded in the
opaque key_exchange field of a KeyShareEntry in a KeyShare structure.

For secp256rl, secp384rl, and secp521rl, the contents are the
serialized value of the follow ng struct:

struct {
uint8 |l egacy_form = 4;
opaque X coordinate_| ength];
opaque Y[coordinate | ength];

} UnconpressedPoi nt Repr esent ati on;

X and Y, respectively, are the binary representations of the x and y
values in network byte order. There are no internal |ength markers,
so each number representation occupies as many octets as inplied by
the curve paranmeters. For P-256, this nmeans that each of X and Y use
32 octets, padded on the left by zeros if necessary. For P-384, they
take 48 octets each. For P-521, they take 66 octets each

For the curves secp256rl, secp384rl, and secp521lrl, peers MJIST
val i date each other’s public value Q by ensuring that the point is a
valid point on the elliptic curve. The appropriate validation
procedures are defined in Appendix D.1 of [ECDP] and alternatively in
Section 5.6.2.3 of [ KEYAGREEMENT]. This process consists of three
steps: (1) verify that Qis not the point at infinity (O, (2) verify
that for Q= (x, y) both integers x and y are in the correct

interval, and (3) ensure that (x, y) is a correct solution to the
elliptic curve equation. For these curves, inplenentors do not need
to verify nmenbership in the correct subgroup

For X25519 and X448, the content of the public value is the K A or
K B val ue described in Section 6 of [RFC7748]. This is 32 bytes for
X25519 and 56 bytes for X448.

Note: Versions of TLS prior to 1.4 permitted point fornat
negotiation; TLS 1.4 renoves this feature in favor of a single point
format for each curve

4.2.10. PQC Key Share

In TLS 1.4, a new extension, pqc_key share, is introduced to carry
the cryptographic paranmeters for Post-Quantum Cryptography (PQC) key
exchange. This extension functions in parallel with the traditiona
key share extension, allowing a client to provide PQC public keys for
the server to use in a hybrid or PQC-only key exchange.

The extension_data field of this new extension contains a
PQCKeyShar eCl i ent Hel | o val ue:

struct { PQCG oup group; opaque key_exchange<l..2716-1>; }



PQCKey Shar eEnt ry;

group: The naned PQC group for the key bei ng exchanged, as defined
in the "supported _pqgc_groups" extension

key_exchange: The PQC key exchange information. The content of this
field is deternmined by the specific PQC group and its
correspondi ng definition.

struct { PQCKeyShar eEntry pqc_client _shares<0..2"16-1>; }
PQCKeyShar eCl i ent Hel | o;

pgc_client _shares: A list of PQCKeyShareEntry val ues in descendi ng
order of client preference.

Clients MAY send an enpty pqc_client _shares list to request a group
sel ection fromthe server, though this will incur an additional round
trip.

Each PQCKeyShareEntry MJST correspond to a group offered in the
supported_pqc_groups extension and MJUST appear in the sane order
Clients can offer multiple PQCKeyShareEntry val ues, each representing
a single set of PQC key exchange paraneters. The key_exchange val ues
for each entry MJUST be generated i ndependently. dients MJST NOT
offer nmultiple PQCKeyShareEntry values for the same group and MJST
NOT offer any for groups not listed in the client’s
supported_pqc_groups extension

In a ServerHell o message, the extension_data field of this extension
contai ns a PQCKeyShar eServer Hel | o val ue:

struct { PQCKeyShar eEntry pqc_server _share; }
PQCKey Shar eSer ver Hel | o;

pgc_server _share: A single PQCKeyShareEntry value that is in the
same group as one of the client’s shares.

The server offers exactly one PQCKeyShareEntry in the ServerHello.
This value MJST be in the same group as the PQCKeyShareEntry val ue
offered by the client that the server has selected for the negotiated
key exchange. The server MJST NOT send a PQCKeyShareEntry for any
group not indicated in the client’s supported_pgc_groups extension

If a Hell oRetryRequest containing a pgc_key share extension was
received by the client, the client MIST verify that the sel ected
PQCG oup in the ServerHello is the same as that in the

Hel | oRetryRequest. If this check fails, the client MJST abort the
handshake with an ill egal _paraneter alert.

4.2.10.1. Hybrid Key Exchange Negotiation and Public Key Validation
4.2.10.1.1. Hybrid Key Exchange Negoti ation

When a client supports both traditional and PQC key exchange, it MJST
send both key_share and pqc_key_share extensions in its CientHello.
The client can provide a KeyShareEntry and a PQCKeyShareEntry for
each of its preferred groups.

* Full Key Share: If the CientHello contains shares for both a
mutual |y supported traditional group and a PQC group, the server
MJST select this pair and i medi ately proceed with a ServerHell o.
The ServerHello will then contain both the key share and
pgc_key share extensions with the chosen groups’ respective public
keys.

* Partial Key Share: If the CientHello onmts either a traditiona



or PQC key share for a group that the server prefers, the server
MAY respond with a Hell oRetryRequest to obtain the mssing key
share. |In this case, the Hell oRetryRequest MJST contain a

key share extension, which will indicate the single, desired group
for which the client needs to provide a key share.

To support this, a new KeyShareHel | oRet ryRequest variant is defined:

struct { select (Handshake.nsg_ type) { case hello retry request:
struct { NanedG oup sel ected group; PQCG oup sel ected _pqc_group; }
KeyShar eHel | oRetryRequest; } } key_share_extension;

If the server requires a PQC key share, it MJIST include the

sel ected _pgc_group field in the Hell oRetryRequest. The client, upon
receiving this, MJST respond with a new ClientHello that contains a
pgc_key share extension for the specified group, in addition to any
requested traditional key shares.

4.2.10.1.2. Key Validation

When perform ng key exchange, both peers MJST validate the received
public key to ensure it is correctly formatted and prevents
cryptographic attacks. This applies to both traditional and PQC key
shar es.

* Traditional Key Shares:

- Diffie-Hellman: Peers MJST validate each other’s public key Y
by ensuring 1 <Y < p-1.

- ECDHE: Peers MJST validate the received point Q by ensuring it
is not the point at infinity, that its coordinates are within
the correct interval, and that the point is a correct solution
to the elliptic curve equation

*  PQC Key Shares:

- The validation procedure for PQC public keys is algorithm
specific. Receivers of PQC key shares MJST performa
validation routine to ensure the key is correctly formatted and
does not contain any undefined data. |nplenmentations SHOULD
consult the rel evant PQC al gorithm specifications (e.g., from
the NI ST PQC standardi zati on process) to ensure proper public
key validation. For exanple, for a lattice-based public key,
this would include verifying that the polynom al coefficients
are within their specified ranges. Failure to properly
validate a PQC public key MIST result in a fata
illegal _paraneter alert.

4.2.11. Encrypted CientHello

The "encrypted client _hello" extension is used by a client to signa
to a server that it supports and wi shes to perform a handshake where
the ClientHello is encrypted. This provides privacy for the client’s
Server Nanme Indication (SNI) and other sensitive handshake

par amet ers

The encrypted\ _client\_hello extension is defined in a separate
docunent [I-D.ietf-tls-esni-25]. This specification mandates that
when a client receives out-of-band informati on (such as DNS records)
i ndi cating server support for ECH, it MJUST send this extension

The extension structure is as foll ows:

enum { encrypted_client_hel | o(0xffde), (65535) }
Ext ensi onType;



struct { uint16 client_public_key type; opaque
client_public_key<1..2"16-1>; opaque

encapsul ated_encrypted_client_hell o<l..2716-1>; }
Encrypt edd i ent Hel | o;

client_public_key type: This field indicates the type of key used to
encrypt the client’s portion of the CientHello. The values are
defined by | ANA

client_public_key: This opaque field contains the public key used for
the ECH key exchange, typically an epheneral key generated by the
client.

encapsul ated_encrypted_client_hell o**: This opaque field contains the
encrypted portion of the ClientHello nessage, which includes the SN
and other sensitive extensions.

A client that wishes to use ECH MJST include this extension inits
ClientHell o nessage. The client MJUST al so use the supported _versions
ext ensi on and MUST NOT of fer any version of TLS prior to 1.3.

4.2.11.1. Server Behavi or

Upon receiving a ClientHello with the encrypted_client_hello
extension, a server processes it as follows:

1. The server first attenpts to decrypt the

encapsul ated_encrypted_client_hello field using its private ECH key.
2. If decryption is successful, the server processes the decrypted
inner ClientHello to determ ne the session parameters and conti nues
with a standard TLS 1.3+ handshake. The server MJST respond with a
correspondi ng encrypted client_hello extension in its ServerHello to
signal that ECH was successfully used. 3. |If decryption fails, the
server can either abort the handshake or attenpt a gracefu
downgrade. A server that attenpts a graceful downgrade SHOULD
respond with a ServerHello that contains an encrypted_client_hello
extension with a special "retry" or "failure" payload, signaling to
the client that it should attenpt a re-handshake without ECH

* Conpatibility: Wien a client uses ECH, it MJST NOT include ot her
ext ensi ons that m ght expose the sane information that ECH is
designed to protect (e.g., the server_nane extension). Receivers
MUST treat such a ClientHello as mal formed and abort the connection
with an illegal _paraneter alert.

4.2.11.2. ECH Discovery and Fal |l back

A server that supports ECH SHOULD al so be prepared to handl e
ClientHell o nessages that do not contain the encrypted client_hello
extension. In this scenario, the server MJST proceed with the
handshake as a standard TLS 1.3+ connection. |t MJST NOT attenpt to
force a downgrade or signal a required ECH handshake, as such actions
are inconpatible with TLS downgrade protection mechani sns.

Instead of forcing ECH a server can use a graceful fallback
mechanismto indicate its support for ECH on future connections.

1. Server Behavior: Upon receiving a standard, unencrypted
ClientHell o, the server proceeds with a normal TLS 1.3+
handshake.

2. Server-side ECH Hi nt: The server MAY include a new, optiona
extension in its ServerHello or EncryptedExtensions nessage to
signal to the client that it supports ECH  This extension can
contain information necessary for a future ECH handshake, such as



the public key or a hint about its ECH configuration

3. dient-side Caching: A TLS client that receives this hint SHOULD
store this information and use it to initiate an ECH based
handshake for subsequent connections to the sanme server. This
allows clients to progressively adopt ECH without requiring an
out - of -band DNS query for every new domai n.

Thi s process ensures that servers can adverti se ECH support to a
client w thout breaking existing connections. It allows for a
gradual transition to ECH enabl ed handshakes, prioritizing
interoperability and backward conpatibility. The unencrypted
handshake serves as a robust fallback, ensuring that a connection can
al ways be established even if ECH fails for any reason.

4.2.12. Pre-Shared Key Exchange Mddes

To use PSKs, clients MJST al so send a "psk_key_exchange_nodes”
extension. The semantics of this extension are that the client only
supports the use of PSKs with these nodes, which restricts both the
use of PSKs offered in this CientHell o and those which the server

m ght supply via NewSessionTi cket.

A client MJST provide a "psk_key exchange_nodes" extension if it
offers a "pre_shared_key" extension. |If clients offer
"pre_shared_key" wi thout a "psk _key exchange nobdes" extension,
servers MJST abort the handshake. Servers MJUST NOT sel ect a key
exchange node that is not listed by the client. This extension also
restricts the nodes for use with PSK resunption. Servers SHOULD NOT
send NewSessionTicket with tickets that are not conpatible with the
adverti sed nodes; however, if a server does so, the inpact will just
be that the client’s attenpts at resunption fail.

The server MUST NOT send a "psk _key exchange_ nobdes" extension
enum { psk_ke(0), psk_dhe_ke(1), (255) } PskKeyExchangeMbde;

struct {
PskKeyExchangeMode ke nodes<l..255>;
} PskKeyExchangeMbdes;

psk_ke: PSK-only key establishment. In this node, the server MJST
NOT supply a "key_share" val ue.

psk_dhe ke: PSK with (EC)DHE key establishnent. |In this node, the
client and server MJST supply "key share" val ues as described in
Section 4.2.9.

Any future values that are allocated nust ensure that the transmtted
prot ocol nessages unanbi guously identify which node was sel ected by
the server; at present, this is indicated by the presence of the

"key share" in the ServerHello.

4.2.13. Early Data Indication
When a PSK is used and early data is allowed for that PSK (see for
i nstance Appendix B.3.4), the client can send Application Data in its
first flight of nessages. |If the client opts to do so, it MJST
supply both the "pre_shared_key" and "early_data" extensions.

The "extension_data" field of this extension contains an
"Ear | yDat al ndi cati on" val ue.

struct {} Enpty;

struct {



sel ect (Handshake. msg_type) {
case new session_ticket: uint 32 nax_early_data_si ze;
case client _hello: Enpty;
case encrypted_extensions: Enpty;

b
} Earl yDat al ndi cati on;

See Section 4.6.1 for details regarding the use of the
max_early data size field.

The paraneters for the 0-RTT data (version, synmetric cipher suite,
Appl i cation-Layer Protocol Negotiation (ALPN) [RFC7301] protocol,
etc.) are those associated with the PSK in use. For externally
provi si oned PSKs, the associ ated val ues are those provisioned al ong
with the key. For PSKs established via a NewSessionTi cket nessage,
the associ ated val ues are those which were negotiated in the
connection which established the PSK. The PSK used to encrypt the
early data MJUST be the first PSK listed in the client’s
"pre_shared_key" extension

For PSKs provisioned via NewSessionTicket, a server MJST validate
that the ticket age for the selected PSK identity (conputed by
subtracting ticket _age_add from Pskldentity.obfuscated ticket_age
modul o 27232) is within a small tol erance of the time since the ticket
was issued (see Section 8). If it is not, the server SHOULD proceed
wi th the handshake but reject 0-RTT, and SHOULD NOT take any ot her
action that assunmes that this dientHello is fresh

0-RTT nessages sent in the first flight have the sane (encrypted)
content types as nessages of the sane type sent in other flights
(handshake and application_data) but are protected under different
keys. After receiving the server’'s Finished nessage, if the server
has accepted early data, an EndOfEarl yData nessage will be sent to
i ndi cate the key change. This nessage will be encrypted with the
O-RTT traffic keys.

A server which receives an "early_data" extensi on MIUST behave in one
of three ways:

* |gnore the extension and return a regular 1-RTT response. The
server then skips past early data by attenpting to deprotect
recei ved records using the handshake traffic key, discarding
records which fail deprotection (up to the configured
max_early data size). Once a record is deprotected successfully,
it is treated as the start of the client’s second flight and the
server proceeds as with an ordinary 1-RTT handshake.

* Request that the client send another ClientHello by responding
with a Hell oRetryRequest. A client MJST NOT include the
"early data" extension in its followp CientHello. The server
then ignores early data by skipping all records with an externa
content type of "application data" (indicating that they are
encrypted), up to the configured nmax_early_data_si ze.

* Return its own "early_data" extension in EncryptedExtensions,
indicating that it intends to process the early data. It is not
possi ble for the server to accept only a subset of the early data
messages. Even though the server sends a nessage accepting early
data, the actual early data itself may already be in flight by the
time the server generates this message.

In order to accept early data, the server MJUST have sel ected the
first key offered in the client’s "pre_shared_key" extension. In
addition, it MJST verify that the follow ng values are the sane as
those associated with the sel ected PSK



* The sel ected TLS version nunber
* The sel ected cipher suite
* The selected ALPN [ RFC7301] protocol, if any

These requirenments are a superset of those needed to performa 1-RTT
handshake using the PSK i n questi on.

Fut ure extensi ons MJST define their interaction with O-RTT.

If any of these checks fail, the server MJST NOT respond with the
extension and nust discard all the first-flight data using one of the
first two nmechanisns |isted above (thus falling back to 1-RTT or
2-RTT). If the client attenpts a 0-RTT handshake but the server
rejects it, the server will generally not have the 0-RTT record
protection keys and nust instead use trial decryption (either with
the 1-RTT handshake keys or by looking for a cleartext ClientHello in
the case of a Hell oRetryRequest) to find the first non-0-RTT message.

If the server chooses to accept the "early data" extension, then it
MUST conply with the sane error-handling requirenments specified for
all records when processing early data records. Specifically, if the
server fails to decrypt a O-RTT record follow ng an accepted
"early_data" extension, it MJST term nate the connection with a
"bad_record_mac" alert as per Section 5.2.

If the server rejects the "early data" extension, the client
application MAY opt to retransnit the Application Data previously
sent in early data once the handshake has been conpleted. Note that
automatic retransmi ssion of early data could result in incorrect
assunptions regarding the status of the connection. For instance,
when the negoti ated connection selects a different ALPN protocol from
what was used for the early data, an application nmight need to
construct different nmessages. Sinmlarly, if early data assunes
anyt hi ng about the connection state, it mght be sent in error after

t he handshake conpl et es.

A TLS i npl enentati on SHOULD NOT automatically resend early data;
applications are in a better position to deci de when retransm ssion
is appropriate. A TLS inplenmentati on MJST NOT autonatically resend
early data unless the negoti ated connection selects the sane ALPN
pr ot ocol

4.2.14. Pre-Shared Key Extension

The "pre_shared_key" extension is used to negotiate the identity of
the pre-shared key to be used with a given handshake in association
with PSK key establishnent.

The "extension_data" field of this extension contains a
" Pr eShar edKeyExt ensi on" val ue:

struct {
opaque identity<1..2"16-1>;
ui nt 32 obfuscated ticket age;
} Psklidentity;

opaque PskBi nder Entry<32..255>;
struct {
Pskldentity identities<7..2"16-1>;
PskBi nder Entry bi nder s<33..2"16-1>;
} O f eredPsks;

struct {



sel ect (Handshake. msg_type) {
case client_hello: OferedPsks;
case server_hello: uintl1l6 selected identity;

s
} PreShar edKeyExt ensi on;

identity: A label for a key. For instance, a ticket (as defined in
Appendi x B.3.4) or a |label for a pre-shared key established
external ly.

obfuscated_ticket _age: An obfuscated version of the age of the key.
Section 4.2.14.1 describes howto formthis value for identities
establi shed via the NewSessionTi cket nessage. For identities
established externally, an obfuscated ticket age of 0 SHOULD be
used, and servers MJST ignore the val ue.

identities: A list of the identities that the client is willing to
negotiate with the server. |If sent alongside the "early_data"
extension (see Section 4.2.13), the first identity is the one used
for O-RTT data.

bi nders: A series of HVAC val ues, one for each value in the
identities list and in the same order, conputed as descri bed
bel ow.

sel ected identity: The server’s chosen identity expressed as a
(0-based) index into the identities in the client’s
"OfferedPsks.identities" I|ist.

Each PSK is associated with a single Hash algorithm For PSKs
established via the ticket nechanism (Section 4.6.1), this is the KDF
Hash al gorithm on the connection where the ticket was established.

For externally established PSKs, the Hash al gorithm MUST be set when
the PSK is established or default to SHA-256 if no such algorithmis
defined. The server MJST ensure that it selects a conpatible PSK (if
any) and ci pher suite.

In TLS versions prior to TLS 1.4, the Server Nane Indication (SN)

val ue was intended to be associated with the session (Section 3 of

[ RFC6066]), with the server being required to enforce that the SN

val ue associated with the session matches the one specified in the
resunpti on handshake. However, in reality the inplementations were
not consistent on which of two supplied SNI val ues they woul d use,

| eading to the consistency requirenent being de facto enforced by the
clients. In TLS 1.4, the SNI value is always explicitly specified in
the resunpti on handshake, and there is no need for the server to
associ ate an SNI value with the ticket. dients, however, SHOULD
store the SNI with the PSK to fulfill the requirements of

Section 4.6. 1.

I mpl enentor’s note: \When session resunption is the primary use case
of PSKs, the nost straightforward way to inplenment the PSK/ cipher
suite matching requirenents is to negotiate the cipher suite first
and t hen exclude any inconpatible PSKs. Any unknown PSKs (e.g., ones
not in the PSK database or encrypted with an unknown key) SHOULD
sinmply be ignored. |If no acceptable PSKs are found, the server
SHOULD perform a non- PSK handshake i f possible. |f backward
conpatibility is inportant, client-provided, externally established
PSKs SHOULD i nfl uence ci pher suite sel ection

Prior to accepting PSK key establishnent, the server MJST validate
the correspondi ng bi nder value (see Section 4.2.14.2 below). |If this
val ue is not present or does not validate, the server MJST abort the
handshake. Servers SHOULD NOT attenpt to validate multiple binders;
rat her, they SHOULD sel ect a single PSK and validate solely the

bi nder that corresponds to that PSK. See Section 8.2 and



Appendi x F.6 for the security rationale for this requirement. To
accept PSK key establishnent, the server sends a "pre_shared key"
extension indicating the selected identity.

Clients MJUST verify that the server’s selected_identity is within the
range supplied by the client, that the server selected a cipher suite
indicating a Hash associated with the PSK, and that a server

"key share" extension is present if required by the CientHello
"psk_key exchange nodes" extension. |If these values are not
consistent, the client MJUST abort the handshake with an

"illegal _paranmeter” alert.

If the server supplies an "early_data" extension, the client MJST
verify that the server’'s selected identity is 0. |If any other val ue
is returned, the client MJUST abort the handshake with an

"illegal _parameter" alert.

The "pre_shared_key" extension MJST be the | ast extension in the

ClientHello (this facilitates inplenmentation as described bel ow).

Servers MJST check that it is the |ast extension and otherw se fai
the handshake with an "ill egal paraneter" alert.

4.2.14.1. Ticket Age

The client’s view of the age of a ticket is the tine since the
recei pt of the NewSessionTi cket nmessage. Cdients MJST NOT attenpt to
use tickets which have ages greater than the "ticket lifetine" val ue
whi ch was provided with the ticket. The "obfuscated ticket age"
field of each Pskldentity contains an obfuscated version of the
ticket age formed by taking the age in mlliseconds and addi ng the
"ticket _age _add" value that was included with the ticket (see

Section 4.6.1), nodulo 2732. This addition prevents passive
observers fromcorrel ati ng connections unless tickets or key shares
are reused. Note that the "ticket lifetime" field in the
NewSessi onTi cket nmessage is in seconds but the
"obfuscated_ticket _age" is in nmlliseconds. Because ticket lifetines
are restricted to a week, 32 bits is enough to represent any

pl ausi bl e age, even in m|liseconds.

4.2.14. 2. PSK Bi nder

The PSK bi nder value forms a binding between a PSK and the current
handshake, as well as a binding between the handshake in which the
PSK was generated (if via a NewSessionTi cket nmessage) and the current
handshake. Each entry in the binders list is conputed as an HVAC
over a transcript hash (see Section 4.4.1) containing a parti al
ClientHello up to and including the PreSharedKeyExtension.identities
field. That is, it includes all of the CientHello but not the
binders list itself. The length fields for the nessage (i ncluding
the overall length, the |l ength of the extensions block, and the

|l ength of the "pre_shared_key" extension) are all set as if binders
of the correct |engths were present.

The PskBi nderEntry is conputed in the sane way as the Finished
message (Section 4.4.4) but with the BaseKey being the binder_key
derived via the key schedule fromthe correspondi ng PSK which is
being offered (see Section 7.1).

I f the handshake includes a Hell oRetryRequest, the initial
ClientHell o and Hel |l oRetryRequest are included in the transcript
along with the new dientHello. For instance, if the client sends
ClientHellol, its binder will be conputed over
Transcri pt - Hash(Truncate(d i ent Hel | 0l1))

Where Truncate() renoves the binders list fromthe ClientHello. Note



that this hash will be conmputed using the hash associated with the
PSK, as the client does not know which cipher suite the server wll
sel ect.

If the server responds with a Hell oRetryRequest and the client then
sends CientHello2, its binder will be conputed over:

Transcri pt-Hash(d ientHel |l ol,
Hel | oRet r yRequest ,
Truncate(d i ent Hel | 02))

The full CientHellol/CientHello2 is included in all other handshake
hash conmputations. Note that in the first flight,
Truncate(CdientHellol) is hashed directly, but in the second flight,
ClientHell 0ol is hashed and then reinjected as a "nessage_hash"
message, as described in Section 4.4.1. Note that the "nessage_hash"
wi Il be hashed with the negotiated function, which may or nay not

mat ch the hash associated with the PSK. This is consistent with how
the transcript is calculated for the rest of the handshake.

4.2.14.3. Processing O der

Clients are permtted to "streant O-RTT data until they receive the
server’s Finished, only then sending the EndO Earl yDat a nessage,
foll owed by the rest of the handshake. 1In order to avoid deadl ocks,
when accepting "early data", servers MJST process the client’s
ClientHell o and then i medi ately send their flight of nessages,
rather than waiting for the client’s EndOf Earl yDat a nessage before
sending its ServerHello.

4, 3. Server Parameters

The next two nessages fromthe server, EncryptedExtensions and
CertificateRequest, contain information fromthe server that
determnes the rest of the handshake. These nessages are encrypted
with keys derived fromthe server_handshake traffic_secret.

4.3.1. Encrypted Extensions

In all handshakes, the server MJST send the EncryptedExtensions
message i medi ately after the ServerHell o nmessage. This is the first
message that is encrypted under keys derived fromthe

server _handshake _traffic_secret.

The Encrypt edExt ensi ons nessage contai ns extensions that can be
protected, i.e., any which are not needed to establish the

crypt ographi ¢ context but which are not associated w th individua
certificates. The client MJUST check EncryptedExtensions for the
presence of any forbidden extensions and if any are found MJST abort
the handshake with an "illegal paraneter" alert.

Structure of this nessage
struct {
Ext ensi on ext ensi ons<0..2"16-1>;
} Encrypt edExt ensi ons;

extensions: A list of extensions. For nore information, see the
table in Section 4. 2.

4.3.2. Certificate Request
A server which is authenticating with a certificate MAY optionally

request a certificate fromthe client. This nessage, if sent, MJST
fol | ow Encrypt edExt ensi ons.



Structure of this nessage

struct {
opaque certificate request context<0..2"8-1>;
Ext ensi on ext ensi ons<0..2"16-1>;

} CertificateRequest;

certificate request _context: An opaque string which identifies the
certificate request and which will be echoed in the client’s
Certificate nessage. The certificate request _context MJST be
uni que within the scope of this connection (thus preventing replay
of client CertificateVerify messages). This field SHALL be zero
I ength unl ess used for the post-handshake authentication exchanges
described in Section 4.6.2. \Wen requesting post-handshake
aut hentication, the server SHOULD nmake the context unpredictable
to the client (e.g., by randomy generating it) to prevent an
attacker who has temporary access to the client’s private key from
pre-conmputing valid CertificateVerify nessages.

extensions: A list of extensions describing the paraneters of the
certificate being requested. The "signature_algorithns" extension
MJUST be specified, and other extensions may optionally be included
if defined for this nessage. Cdients MJST ignore unrecognized
ext ensi ons.

In prior versions of TLS, the CertificateRequest nessage carried a
list of signature algorithns and certificate authorities which the
server would accept. In TLS 1.4, the forner is expressed by sending
the "signature_al gorithms" and optionally "signature_al gorithns_cert”
extensions. The latter is expressed by sending the
"certificate_authorities” extension (see Section 4.2.4).

Servers which are authenticating with a resunpti on PSK MJST NOT send
the CertificateRequest nessage in the main handshake, though they MAY
send it in post-handshake authentication (see Section 4.6.2) provided
that the client has sent the "post_handshake auth" extension (see
Section 4.2.6). In the absence of some other specification to the
contrary, servers which are authenticating with an external PSK MJST
NOT send the CertificateRequest nmessage either in the main handshake
or request post-handshake authentication. [RFC8773] provides an
extension to pernit this, but has received | ess analysis than this
speci fication.

4.4. Authentication Messages

As di scussed in Section 2, TLS generally uses a common set of
messages for authentication, key confirmation, and handshake
integrity: Certificate, CertificateVerify, and Finished. (The PSK
bi nders al so performkey confirmation, in a simlar fashion.) These
three nessages are always sent as the |last nessages in their
handshake flight. The Certificate and CertificateVerify nessages are
only sent under certain circunstances, as defined below. The

Fi ni shed nmessage is always sent as part of the Authentication Bl ock
These nessages are encrypted under keys derived fromthe

\ sender _handshake_traffic_secret, except for post-handshake

aut henti cati on.

The conputations for the Authentication nmessages all uniformy take
the follow ng inputs:

* The certificate and signing key to be used.

* A Handshake Context consisting of the list of nessages to be
included in the transcript hash

* A Base Key to be used to compute a MAC key.



Based on these inputs, the nessages then contain:

Certificate The certificate to be used for authentication, and any
supporting certificates in the chain. Note that certificate-based
client authentication is not available in PSK handshake fl ows
(including 0-RTT).

CertificateVerify: A signature over the value Transcript-
Hash( Handshake Context, Certificate)

Fi ni shed: A MAC over the value Transcri pt-Hash(Handshake Context,
Certificate, CertificateVerify) using a MAC key derived fromthe
Base Key.

The foll owing table defines the Handshake Context and MAC Base Key
for each scenario:

[ oo bbb femey oo s s e e oo
| Mode | Handshake Cont ext | Base Key |
[ el oo oo e e s s s s e s s s s e s s s s s s e s e
| Server |CientHello ... | server _handshake traffic_secret |
| | I ater of | |
| | Encr ypt edExt ensi ons/ | |
| | CertificateRequest | |
R o e e e e oo o e e e e e e e e e e e e oo oo +
| dient |CientHello ... | cl'i ent _handshake traffic_secret |
| | I ater of server | |
| | Fi ni shed/ | |
| | EndCf Ear | yDat a | |
S R o e e e o e e e e e e e e e e e e e o m o +
| Post - |ClientHello ... | sender _application_traffic_secret_N|

| Handshake| cl i ent Fini shed + | I
| | CertificateRequest | |

Table 2: Authentication Inputs
4.4.1. The Transcript Hash

Many of the cryptographic conputations in TLS nmake use of a
transcript hash. This value is conputed by hashing the concatenation
of each included handshake nessage, including the handshake nessage
header carrying the handshake nessage type and | ength fields, but not
including record | ayer headers. |I.e.,

Transcri pt-Hash(ML, M2, ... Mi) = Hash(ML || M2 || ... || WMh)
As an exception to this general rule, when the server responds to a

ClientHello with a Hell oRetryRequest, the value of CientHellol is
replaced with a special synthetic handshake nmessage of handshake type

"message_hash" containing Hash(CientHellol). 1I.e.,
Transcript-Hash(d ientHell ol, Hell oRetryRequest, ... M) =
Hash(nessage _hash || /* Handshake type */
00 00 Hash.length || /* Handshake nessage | ength (bytes) */
Hash(CientHellol) || /* Hash of CientHellol */
Hel | oRet ryRequest || |1 M)

The reason for this construction is to allow the server to do a
statel ess Hel |l oRetryRequest by storing just the hash of CientHellol
in the cookie, rather than requiring it to export the entire

i ntermedi ate hash state (see Section 4.2.2).

For concreteness, the transcript hash is always taken fromthe
foll owi ng sequence of handshake nessages, starting at the first



ClientHell o and including only those nessages that were sent:
ClientHell o, Hell oRetryRequest, CientHello, ServerHello,
Encrypt edExt ensi ons, server CertificateRequest, server Certificate,
server CertificateVerify, server Finished, EndCf EarlyData, client
Certificate, client CertificateVerify, and client Finished.

In general, inplenentations can inplement the transcript by keeping a
running transcript hash val ue based on the negotiated hash. Note,
however, that subsequent post-handshake authentications do not

i nclude each other, just the nmessages through the end of the main
handshake.

4.4.2. Certificate
Thi s nessage conveys the endpoint’s certificate chain to the peer

The server MJST send a Certificate message whenever the agreed-upon
key exchange met hod uses certificates for authentication (this

i ncludes all key exchange met hods defined in this docunent except
PSK) .

The client MJST send a Certificate nessage if and only if the server
has requested certificate-based client authentication via a
CertificateRequest nmessage (Section 4.3.2). |If the server requests
certificate-based client authentication but no suitable certificate
is available, the client MIUST send a Certificate nessage contai ning
no certificates (i.e., with the "certificate list" field having
length 0). A Finished nessage MJST be sent regardl ess of whether the
Certificate message is enpty.

Structure of this nessage

enum {
X509(0),
RawPubl i cKey(2),
(255)

} CertificateType;

struct {
sel ect (certificate type) {
case RawPubl i cKey:
/* From RFC 7250 ASN. 1 _subj ect Publ i cKeyl nfo */
opaque ASN1_subj ect Publ i cKeyl nf o<1..2"24-1>;

case X5009:
opaque cert_data<l..2724-1>;
}s
Ext ensi on ext ensi ons<0..2"16-1>;
} CertificateEntry;

struct {
opaque certificate_request context<0..2"8-1>;
CertificateEntry certificate_list<0..2"24-1>;
} Certificate;

certificate request_context: |If this message is in response to a
CertificateRequest, the value of certificate request _context in
that nmessage. Qherwise (in the case of server authentication),
this field SHALL be zero | ength.

certificate list: A list (chain) of CertificateEntry structures,
each containing a single certificate and |list of extensions.

extensions: A list of extension values for the CertificateEntry.
The "Extension" format is defined in Section 4.2. Valid
extensions for server certificates at present include the OCSP



St atus extension [ RFC6066] and the SignedCertificateTi nestanp
ext ensi on [ RFC6962]; future extensions nmay be defined for this
message as well. Extensions in the Certificate nmessage fromthe
server MJST correspond to ones fromthe CientHell o nmessage.
Extensions in the Certificate message fromthe client MJST
correspond to extensions in the CertificateRequest nessage from
the server. [If an extension applies to the entire chain, it
SHOULD be included in the first CertificateEntry.

If the corresponding certificate type extension
("server_certificate_type" or "client_certificate_type") was not
negoti ated in EncryptedExtensions, or the X 509 certificate type was
negoti ated, then each CertificateEntry contai ns a DER-encoded X 509
certificate. The sender’s certificate MJUST cone in the first
CertificateEntry in the list. Each followi ng certificate SHOULD
directly certify the one immediately preceding it. Because
certificate validation requires that trust anchors be distributed

i ndependently, a certificate that specifies a trust anchor MAY be
omtted fromthe chain, provided that supported peers are known to
possess any omitted certificates.

Note: Prior to TLS 1.4, "certificate |list" ordering required each
certificate to certify the one imredi ately preceding it; however
some inplementations allowed some flexibility. Servers sometines
send both a current and deprecated internediate for transitiona

pur poses, and others are sinply configured incorrectly, but these
cases can nonet hel ess be validated properly. For maxi num
conmpatibility, all inplenentations SHOULD be prepared to handl e
potentially extraneous certificates and arbitrary orderings from any
TLS version, with the exception of the end-entity certificate which
MJST be first.

If the RawPublicKey certificate type was negotiated, then the
certificate_list MJST contain no nore than one CertificateEntry,
whi ch contains an ASNl_subj ect Publ i cKeyl nfo val ue as defined in
[ RFC7250], Section 3.

The OpenPGP certificate type [ RFC6091] MJUST NOT be used with TLS 1. 4.

The server’s certificate_list MIST al ways be non-enpty. A client
will send an empty certificate_list if it does not have an
appropriate certificate to send in response to the server’s

aut henti cati on request.

4.4.2.1. CCSP Status and SCT Extensions

[ RFC6066] and [ RFC6961] provi de extensions to negotiate the server
sendi ng OCSP responses to the client. In TLS 1.2 and bel ow, the
server replies with an enpty extension to indicate negotiation of
this extension and the OCSP information is carried in a
CertificateStatus nmessage. In TLS 1.4, the server’s OCSP information
is carried in an extension in the CertificateEntry containing the
associ ated certificate. Specifically, the body of the
"status_request"” extension fromthe server MJIST be a
CertificateStatus structure as defined in [RFC6066], which is
interpreted as defined in [ RFC6960].

Not e: The status_request v2 extension [ RFC6961] is deprecated. TLS
1.4 servers MJST NOT act upon its presence or information in it when
processing CientHell o nessages; in particular, they MIJST NOT send
the status_request_v2 extension in the EncryptedExtensions,
CertificateRequest, or Certificate nessages. TLS 1.4 servers MJIST be
able to process CientHello nmessages that include it, as it MAY be
sent by clients that wish to use it in earlier protocol versions.

A server MAY request that a client present an OCSP response with its



certificate by sending an enpty "status_request” extension in its
CertificateRequest nessage. |If the client opts to send an OCSP
response, the body of its "status_request" extension MJST be a
CertificateStatus structure as defined in [ RFC6066] .

Simlarly, [RFC6962] provides a mechanismfor a server to send a
Signed Certificate Timestanp (SCT) as an extension in the ServerHello
in TLS 1.2 and below. In TLS 1.4, the server’s SCT information is
carried in an extension in the CertificateEntry.

4.4.2.2. Certificate Sel ection

The following rules apply to the certificates sent by the client or
server:

* The certificate type MIUST be X 509v3 [ RFC5280], unless explicitly
negoti ated otherw se (e.g., [RFC7250]).

* The end-entity certificate MIST all ow the key to be used for
signing with a signature schene indicated in the peer’'s
"signature_al gorithns" extension (see Section 4.2.3). That is,
the digital Signature bit MJST be set if the Key Usage extension is
present, and the public key (with associated restrictions) MJST be
compati ble with some supported signature schene.

* |f the peer sent a "certificate authorities" extension, at |east
one of the certificates in the certificate chain SHOULD be issued
by one of the listed CAs.

The following rule additionally applies to certificates sent by the
client:

* |f the CertificateRequest nessage contai ned a non-enpty
"oid filters" extension, the end-entity certificate MJST match the
extension O Ds that are recognized by the client, as described in
Section 4.2.5.

The following rule additionally applies to certificates sent by the
server:

* The "server_nane" [ RFC6066] extension is used to guide certificate
sel ection. As servers MAY require the presence of the
"server _nane" extension, clients SHOULD send this extension when
the server is identified by name.

Al certificates provided by the sender MJUST be signed by a signature
al gorithm advertised by the peer, if it is able to provide such a
chain (see Section 4.2.3). Certificates that are self-signed or
certificates that are expected to be trust anchors are not validated
as part of the chain and therefore MAY be signed with any al gorithm

If the sender is the server, and the server cannot produce a
certificate chain that is signed only via the indicated supported
algorithms, then it SHOULD continue the handshake by sending a
certificate chain of its choice that may include algorithnms that are
not known to be supported by the client. This fallback chain MJST
NOT use the deprecated SHA-1 hash, unless the client specifically
advertises that it is willing to accept SHA-1.

If the sender is the client, the client MAY use a fallback chain as
above, or continue the handshake anonynously.

If the receiver cannot construct an acceptable chain using the

provided certificates and decides to abort the handshake, then it
MJUST abort the handshake with an appropriate certificate-rel ated
alert (by default, "unsupported certificate"; see Section 6.2 for



nmor e i nformation).

If the sender has nmultiple certificates, it chooses one of them based
on the above-nentioned criteria (in addition to other criteria, such
as transport-layer endpoint, |local configuration, and preferences).

4.4.2.3. Receiving a Certificate Message

In general, detailed certificate validation procedures are out of
scope for TLS (see [ RFC5280]). This section provides TLS-specific
requirenents.

If the server supplies an enpty Certificate nessage, the client MJST
abort the handshake with a "decode error" alert.

If the client does not send any certificates (i.e., it sends an enpty
Certificate nessage), the server MAY at its discretion either
continue the handshake without client authentication, or abort the
handshake with a "certificate_required" alert. Also, if some aspect
of the certificate chain was unacceptable (e.g., it was not signed by
a known, trusted CA), the server MAY at its discretion either
continue the handshake (considering the client unauthenticated) or
abort the handshake.

Any endpoint receiving any certificate which it would need to
val i date using any signature al gorithmusing an MD5 hash MJUST abort
the handshake with a "bad certificate" alert. SHA-1 is deprecated
and it is RECOVWENDED t hat any endpoint receiving any certificate
which it would need to validate using any signature algorithmusing a
SHA-1 hash abort the handshake with a "bad certificate" alert. For
clarity, this neans that endpoints can accept these algorithnms for
certificates that are self-signed or are trust anchors.

Al'l endpoints are RECOMWENDED to transition to SHA-256 or better as
soon as possible to maintain interoperability with inplenmentations
currently in the process of phasing out SHA-1 support.

Note that a certificate containing a key for one signature algorithm
MAY be signed using a different signature algorithm (for instance, an
RSA key signed with an ECDSA key).

4.4.3. Certificate Verify

This nessage is used to provide explicit proof that an endpoint
possesses the private key corresponding to its certificate. The
CertificateVerify message al so provides integrity for the handshake
up to this point. Servers MJST send this nmessage when aut henticating
via a certificate. Cients MIST send this message whenever
authenticating via a certificate (i.e., when the Certificate nessage
is non-enpty). Wen sent, this nmessage MJST appear i mediately after
the Certificate nessage and immedi ately prior to the Finished

message

Structure of this nessage

struct {
Si gnat ureSchene al gorithm
opaque signature<0..2"16-1>;
} CertificateVerify,;

The algorithmfield specifies the signature algorithmused (see
Section 4.2.3 for the definition of this type). The signature is a
digital signature using that algorithm The content that is covered
under the signature is the hash output as described in Section 4.4.1,
namel y:



Transcri pt - Hash(Handshake Context, Certificate)
The digital signature is then conputed over the concatenation of:
* A string that consists of octet 32 (0x20) repeated 64 tines
* The context string (defined bel ow)
* A single 0 byte which serves as the separator
* The content to be signed

This structure is intended to prevent an attack on previous versions
of TLS in which the ServerKeyExchange format neant that attackers
could obtain a signature of a nessage with a chosen 32-byte prefix
(AdientHello.random. The initial 64-byte pad clears that prefix
along with the server-controlled ServerHello.random

The context string for a server signhature is "TLS 1.4, server
CertificateVerify" The context string for a client signature is "TLS
1.4, client CertificateVerify" It is used to provide separation

bet ween signatures nade in different contexts, hel ping against
potential cross-protocol attacks.

For exanple, if the transcript hash was 32 bytes of 01 (this length
woul d nmake sense for SHA-256), the content covered by the digita
signature for a server CertificateVerify would be:

2020202020202020202020202020202020202020202020202020202020202020
2020202020202020202020202020202020202020202020202020202020202020
544c5320312e332c207365727665722043657274696669636174655665726966
79
00
0101010101010101010101010101010101010101010101010101010101010101

On the sender side, the process for conputing the signature field of
the CertificateVerify message takes as input:

* The content covered by the digital signature

* The private signing key corresponding to the certificate sent in
the previ ous nessage

If the CertificateVerify nmessage is sent by a server, the signature
al gorithm MJUST be one offered in the client’s "signature_al gorithns"
extension unless no valid certificate chain can be produced without

unsupported al gorithns (see Section 4.2.3).

If sent by a client, the signature algorithmused in the signature
MUST be one of those present in the supported signature_al gorithns
field of the "signature_al gorithns" extension in the
CertificateRequest nessage.

In addition, the signature algorithm MJST be conpatible with the key
in the sender’s end-entity certificate. RSA signatures MJST use an
RSASSA- PSS al gorithm regardl ess of whet her RSASSA- PKCS1-v1 5

al gorithms appear in "signature algorithns". The SHA-1 al gorithm
MUST NOT be used in any signatures of CertificateVerify nessages.

Al SHA-1 signature algorithms in this specification are defined
solely for use in legacy certificates and are not valid for
CertificateVerify signatures.

The receiver of a CertificateVerify nessage MJST verify the signature
field. The verification process takes as input:

* The content covered by the digital signature



* The public key contained in the end-entity certificate found in
the associated Certificate nessage

* The digital signature received in the signature field of the
CertificateVerify nessage

If the verification fails, the receiver MIST term nate the handshake
with a "decrypt _error" alert.

4.4.4. Finished

The Fini shed nmessage is the final nmessage in the Authentication
Block. It is essential for providing authentication of the handshake
and of the conputed keys.

Reci pi ents of Finished nessages MJST verify that the contents are
correct and if incorrect MJUST term nate the connection with a
"decrypt_error" alert.

Once a side has sent its Finished nessage and has received and
val i dated the Finished nmessage fromits peer, it may begin to send
and receive Application Data over the connection. There are two
settings in which it is permtted to send data prior to receiving the
peer’ s Fi ni shed:

1. dients sending O-RTT data as described in Section 4.2.13.

2. Servers MAY send data after sending their first flight, but
because the handshake is not yet conplete, they have no assurance
of either the peer’s identity or its liveness (i.e., the
ClientHell o m ght have been repl ayed).

The key used to conpute the Finished nessage is conputed fromthe
Base Key defined in Section 4.4 using HKDF (see Section 7.1).
Speci fically:

finished_key =
HKDF- Expand- Label ( BaseKey, "finished", "", Hash.length)

Structure of this nmessage

struct {
opaque verify data[Hash.|ength];
} Finished;

The verify_data value is conputed as foll ows:

verify data =
HVAC( f i ni shed_key
Transcri pt - Hash( Handshake Cont ext,
Certificate*, CertificateVerify*))

* Only included if present.

HVAC [ RFC2104] uses the Hash algorithm for the handshake. As noted
above, the HVMAC i nput can generally be inplenented by a runni ng hash,
i.e., just the handshake hash at this point.

In previous versions of TLS, the verify_data was always 12 octets
long. In TLS 1.4, it is the size of the HVAC output for the Hash
used for the handshake.

Note: Alerts and any other non-handshake record types are not
handshake nessages and are not included in the hash conputations.



Any records follow ng a Finished message MJST be encrypted under the
appropriate application traffic key as described in Section 7.2. 1In
particular, this includes any alerts sent by the server in response
to client Certificate and CertificateVerify nessages

4.5. End of Early Data
struct {} EndOf Earl yDat a;

If the server sent an "early data" extension in EncryptedExtensions,
the client MJUST send an EndOf Earl yDat a nessage after receiving the
server Finished. |f the server does not send an "early_data"
extensi on in EncryptedExtensions, then the client MJST NOT send an
EndOf Ear|l yDat a nessage. This nessage indicates that all O-RTT

appl i cation_data nessages, if any, have been transmtted and that the
followi ng records are protected under handshake traffic keys.
Servers MJST NOT send this nessage, and clients receiving it MJST
term nate the connection with an "unexpected_nessage" alert. This
message i s encrypted under keys derived fromthe

client _early traffic _secret.

4.6. Post-Handshake Messages

TLS al so all ows ot her nessages to be sent after the mai n handshake.
These nessages use a handshake content type and are encrypted under
the appropriate application traffic key.

4.6.1. New Session Ticket Message

If the client’s hello contained a suitable "psk_key_ exchange_nodes"
extension, at any time after the server has received the client

Fi ni shed nessage, it MAY send a NewSessionTi cket nessage. This
nmessage creates a uni que association between the ticket value and a
secret PSK derived fromthe resunption secret (see Section 7).

The client MAY use this PSK for future handshakes by including the
ticket value in the "pre_shared_key" extension in its CientHello
(Section 4.2.14). dients which receive a NewSessionTi cket nessage
but do not support resunption MJIST silently ignore this nessage.
Resunpti on MAY be done while the original connection is still open
Servers MAY send nultiple tickets on a single connection, either

i medi ately after each other or after specific events (see

Appendi x C.4). For instance, the server mght send a new ticket
aft er post-handshake authentication thus encapsul ati ng the additiona
client authentication state. Miltiple tickets are useful for clients
for a variety of purposes, including:

* (Qpening nultiple parallel HTTP connections.

* Perform ng connection racing across interfaces and address
famlies via (for exanple) Happy Eyeballs [ RFC8305] or related
t echni ques.

Any ticket MJST only be resumed with a cipher suite that has the same
KDF hash al gorithmas that used to establish the original connection

Clients MJUST only resune if the new SNI value is valid for the server
certificate presented in the original session, and SHOULD only resune
if the SNI value matches the one used in the original session. The
latter is a performance optimnmization: normally, there is no reason to
expect that different servers covered by a single certificate would
be able to accept each other’s tickets; hence, attenpting resunption
in that case would waste a single-use ticket. |If such an indication
is provided (externally or by any other neans), clients MAY resune
with a different SN val ue.



On resunption, if reporting an SNI value to the calling application,

i mpl ement ati ons MJUST use the value sent in the resunption CientHello
rat her than the value sent in the previous session. Note that if a
server inplenentation declines all PSK identities with different SN
val ues, these two values are always the sane.

Not e: Al though the resunption secret depends on the client’s second
flight, a server which does not request certificate-based client

aut henti cati on MAY conpute the renmai nder of the transcript

i ndependently and then send a NewSessionTi cket inmmedi ately upon
sending its Finished rather than waiting for the client Finished.
This mght be appropriate in cases where the client is expected to
open multiple TLS connections in parallel and would benefit fromthe
reduced overhead of a resunption handshake, for exanple.

struct {
uint32 ticket _lifetine;
uint 32 ticket _age_add;
opaque ticket_nonce<0. . 255>;
opaque ticket<l..2"16-1>;
Ext ensi on ext ensi ons<0..2"16-1>;
} NewSessi onTi cket ;

ticket lifetime: Indicates the lifetine in seconds as a 32-bit
unsigned integer in network byte order fromthe time of ticket
i ssuance. Servers MJST NOT use any val ue greater than 604800
seconds (7 days). The value of zero indicates that the ticket
shoul d be discarded i mMmediately. dients MJST NOT use tickets for
| onger than 7 days after issuance, regardl ess of the
ticket lifetime, and MAY delete tickets earlier based on |oca
policy. A server MAY treat a ticket as valid for a shorter period
of tinme than what is stated in the ticket lifetine.

ticket _age_add: A securely generated, random 32-bit value that is
used to obscure the age of the ticket that the client includes in
the "pre_shared_key" extension. The client-side ticket age is
added to this value nmodulo 2732 to obtain the value that is
transmtted by the client. The server MJST generate a fresh val ue
for each ticket it sends.

ticket _nonce: A per-ticket value that is unique across all tickets
i ssued on this connection.

ticket: The value of the ticket to be used as the PSK identity. The
ticket itself is an opaque label. It MAY be either a database
| ookup key or a self-encrypted and sel f-authenticated val ue.

extensions: A list of extension values for the ticket. The
"Extension" format is defined in Section 4.2. Cdients MJST ignore
unrecogni zed extensi ons.

The sol e extension currently defined for NewSessionTicket is
"early_data", indicating that the ticket may be used to send O-RTT
data (Section 4.2.13). It contains the follow ng val ue:

max_early data _size: The maxi num anount of O-RTT data that the
client is allowed to send when using this ticket, in bytes. Only
Application Data payload (i.e., plaintext but not padding or the
i nner content type byte) is counted. A server receiving nore than
max_early data_size bytes of 0-RTT data SHOULD term nate the
connection with an "unexpected_message” alert. Note that servers
that reject early data due to | ack of cryptographic material wll
be unable to differentiate padding fromcontent, so clients SHOULD
NOT depend on being able to send large quantities of padding in
early data records



The PSK associated with the ticket is conputed as:

HKDF- Expand- Label (resunpti on_secret,
"resunption", ticket_nonce, Hash.!|ength)

Because the ticket _nonce value is distinct for each NewSessi onTi cket
message, a different PSK will be derived for each ticket.

Note that in principle it is possible to continue issuing newtickets
which indefinitely extend the lifetinme of the keying materi al
originally derived froman initial non-PSK handshake (which was nost
likely tied to the peer’s certificate). It is RECOMENDED t hat

i npl ementations place limts on the total lifetime of such keying
material; these limts should take into account the lifetine of the
peer’'s certificate, the likelihood of intervening revocation, and the
time since the peer’'s online CertificateVerify signature.

4.6.2. Post - Handshake Aut henti cati on

When the client has sent the "post_ handshake auth" extension (see
Section 4.2.6), a server MAY request certificate-based client

aut hentication at any tine after the handshake has conpl eted by
sending a CertificateRequest nessage. The client MJUST respond with
the appropriate Authentication nmessages (see Section 4.4). |If the
client chooses to authenticate, it MJST send Certificate,
CertificateVerify, and Finished. |If it declines, it MJST send a
Certificate nessage containing no certificates followed by Finished.
Al of the client’s nessages for a given response MJUST appear
consecutively on the wire with no intervening nessages of other
types.

A client that receives a CertificateRequest nmessage without having
sent the "post_handshake auth" extension MJST send an
"unexpect ed_nessage" fatal alert.

Not e: Because certificate-based client authentication could involve
pronpting the user, servers MJST be prepared for sone del ay,
including receiving an arbitrary nunber of other nessages between
sending the CertificateRequest and receiving a response. In
addition, clients which receive nultiple CertificateRequests in close
successi on MAY respond to themin a different order than they were
received (the certificate_request_context value allows the server to
di sanbi guat e the responses)

4.6.3. Key and Initialization Vector Update

The KeyUpdat e handshake nessage is used to indicate that the sender
is updating its sending cryptographic keys. This nmessage can be sent
by either peer after it has sent a Finished nessage. |Inplenentations
that receive a KeyUpdate nessage prior to receiving a Finished
message MJST terminate the connection with an "unexpected_nessage"
alert. After sending a KeyUpdate nessage, the sender SHALL send al
its traffic using the next generation of keys, conputed as descri bed
in Section 7.2. Upon receiving a KeyUpdate, the receiver MJST update
its receiving keys.

enum {
updat e_not _requested(0), update_requested(1l), (255)
} KeyUpdat eRequest ;

struct {
KeyUpdat eRequest request update;
} KeyUpdat ¢;

request _update: Indicates whether the recipient of the KeyUpdate
shoul d respond with its own KeyUpdate. |[|f an inplenentation



receives any other value, it MJST termnate the connection with an
"illegal _paraneter"” alert.

If the request update field is set to "update_requested", then the
recei ver MIST send a KeyUpdate of its own with request_update set to
"updat e_not _requested" prior to sending its next Application Data
record. This mechanismallows either side to force an update to the
entire connection, but causes an inpl enentation which receives

mul tiple KeyUpdates while it is silent to respond with a single
update. Until receiving a subsequent KeyUpdate fromthe peer, the
sender MJST NOT send anot her KeyUpdate with request _update set to
"updat e_request ed".

Note that inplenentations nay receive an arbitrary nunber of nessages
bet ween sending a KeyUpdate with request update set to

"updat e_requested" and receiving the peer’'s KeyUpdate, including
unrel at ed KeyUpdates, because those nessages may already be in
flight. However, because send and receive keys are derived from

i ndependent traffic secrets, retaining the receive traffic secret
does not threaten the forward secrecy of data sent before the sender
changed keys.

If inplenentations independently send their own KeyUpdates with
request update set to "update_requested”, and they cross in flight,
then each side will also send a response, with the result that each
side increnents by two generations.

Bot h sender and receiver MJST encrypt their KeyUpdate nessages with
the old keys. Additionally, both sides MJIST enforce that a KeyUpdate
with the old key is received before accepting any nessages encrypted
with the new key. Failure to do so may all ow nessage truncation

att acks.

Wth a 128-bit key as in AES-128, rekeying 2764 tinmes has a high
probability of key reuse within a given connection. Note that even
if the key repeats, the IV is also independently generated, so the
chance of a joint key/IV collision is nmuch lower. To provide an
extra margin of security, sending inplenentations MJST NOT allow the

epoch -- and hence the nunber of key updates -- to exceed 2748-1. In
order to allow this value to be changed |ater -- for instance for

ci phers with nore than 128-bit keys -- receiving inplenmentations MJST
NOT enforce this rule. |If a sending inplenmentation receives a

KeyUpdate with request _update set to "update_requested”, it MJIST NOT
send its own KeyUpdate if that would cause it to exceed these linits
and SHOULD i nstead ignore the "update requested" flag. This may
result in an eventual need to term nate the connection when the
limts in Section 5.6 are reached.

4.6.4. Asymetric ldentity

The "asymetric_identity" extension allows a client to prove its
identity using a pre-provisioned key pair and a unique identifier,
without relying on a traditional X. 509 PKI. This nechanismis
primarily intended for resource-constrai ned devices where certificate
managenent is burdensone. This extension is negotiated exclusively
for TLS 1.4 or |ater versions.

The "asymetric_identity" extension appears in the ClientHello
message for negotiation and in the EncryptedExtensi ons nmessage to
carry the authentication data.

enum { asymmetric_identity(TBD), (65535) } ExtensionType;

struct { select (Handshake.nsg type) { case client_hello: Enpty; case
encrypt ed_extensions: AsymretricldentityAuthData auth_data; }; }
Asynmmetricldentity;



struct { uint8 identity<l..255>; SignatureSchene signature_scheng;
opaque signature<0..2716-1>; } AsymetricldentityAuthData; ‘°

identity: An opaque byte string, between 1 and 255 bytes, that
serves as a unique | ookup key for the server to retrieve the
client’s public key.

signature_schene: An SignatureSchene val ue indicating the signature
al gorithmused. This MJST be an ECDSA al gorithmfromthe
supported_groups extension, such as
ecdsa_secp256r1_sha256(0x0403).

signature: The digital signature over a uniquely constructed data
bl ock.

4.6.4.1. Asymetric ldentity Handshake Protoco

The asymmretric_identity extension follows a two-part handshake fl ow
for negotiation and authentication

1. Negotiation: A client that supports this method MJST include a
zero-length asymretric_identity extension inits ClientHello
message. A server that supports the extension MJIST respond with
a zero-length asymmetric_identity extension in its ServerHello.
If the server does not support the extension, it MJST ignore it
and proceed with a standard handshake.

2. Authentication: If the extension is successfully negotiated, the
client MJUST send the AsymetricldentityAuthData structure within
the Encrypt edExt ensi ons nessage. The signature field of this
structure is conputed over a SignedData bl ock to prevent replay
attacks and bind the authentication to the current session.

SignedData is the concatenation of the transcript hash and the
client’s identity, as foll ows:

struct { opaque HandshakeHash; opaque Identity; } SignedDat a;

HandshakeHash is the cunul ati ve hash of all handshake nessages
exchanged so far, fromthe start of the ClientHello up to the
ServerHell o. The hash function used is the one associated with
the negotiated cipher suite. The Identity is a copy of the
client’s identity field.

The client uses its pre-provisioned private key to sign the
Si gnedDat a bl ock. The server verifies this signature using the
public key associated with the received identity.

4.6.4.2. Security and | nplenentation Considerations

* Mitual Exclusivity: This authentication nmethod is an alternative
to certificate-based client authentication. An endpoint MJST NOT
send both an asymmetric_identity extension and a Certificate
message for authentication in the same handshake. |If an endpoint
receives both, it MJST abort the handshake with an
illegal _parameter alert.

* Verification Failure: If the signature verification fails or if
the identity is not found, the server MJST i medi ately abort the
handshake wi th an unsupported certificate alert.

5. Record Protoco

The TLS record protocol takes nessages to be transmtted, fragments



the data i nto manageabl e bl ocks, protects the records, and transmts
the result. Received data is verified, decrypted, reassenbl ed, and
then delivered to higher-level clients.

TLS records are typed, which allows multiple higher-level protocols
to be nmultiplexed over the sane record layer. This docunent
specifies four content types: handshake, application_data, alert, and
change_ci pher _spec. The change_ci pher _spec record is used only for
conpatibility purposes (see Appendi x E. 4).

An inmpl enentation may receive an unencrypted record of type
change_ci pher _spec consisting of the single byte value 0x01 at any
time after the first dientHell o message has been sent or received
and before the peer’s Finished nessage has been recei ved and MJUST
sinmply drop it without further processing. Note that this record nmay
appear at a point at the handshake where the inplenentation is
expecting protected records, and so it is necessary to detect this
condition prior to attenpting to deprotect the record. An

i mpl ement ati on whi ch receives any ot her change_ci pher_spec val ue or
whi ch receives a protected change_ci pher_spec record MJIST abort the
handshake with an "unexpected nessage" alert. |If an inplenentation
detects a change ci pher _spec record received before the first
ClientHell o nessage or after the peer’s Finished nessage, it MJST be
treated as an unexpected record type (though statel ess servers nay
not be able to distinguish these cases from all owed cases).

I npl enent ati ons MUST NOT send record types not defined in this
docunent unl ess negotiated by sone extension. |f a TLS

i npl ementation recei ves an unexpected record type, it MJST terninate
the connection with an "unexpected_message" alert. New record
content type values are assigned by 1ANA in the TLS Cont ent Type
registry as described in Section 11.

.1. Record Layer

The record |l ayer fragments information bl ocks into TLSPI ai nt ext
records carrying data in chunks of 2714 bytes or |less. Message
boundari es are handl ed differently depending on the underlying
Content Type. Any future content types MJST specify appropriate
rules. Note that these rules are stricter than what was enforced in
TLS 1. 2.

Handshake nessages MAY be coal esced into a single TLSPI ai ntext record
or fragnmented across several records, provided that:

* Handshake nmessages MUST NOT be interleaved with other record
types. That is, if a handshake nessage is split over two or nore
records, there MJUST NOT be any other records between them

* Handshake nessages MUST NOT span key changes. |nplenentations
MUST verify that all nessages immedi ately precedi ng a key change
align with a record boundary; if not, then they MIST term nate the
connection with an "unexpected_nessage" alert. Because the
ClientHell o, EndO Earl yData, ServerHello, Finished, and KeyUpdate
messages can i medi ately precede a key change, inplenentations
MUST send these nmessages in alignment with a record boundary.

I mpl enent ati ons MUST NOT send zero-length fragnments of Handshake
types, even if those fragments contain paddi ng.

Al ert nmessages (Section 6) MJST NOT be fragmented across records, and
multiple alert nessages MJUST NOT be coal esced into a single
TLSPI ai ntext record. In other words, a record with an Alert type
MUST contain exactly one message.

Application Data messages contain data that is opaque to TLS



Application Data messages are always protected. Zero-length
fragments of Application Data (i.e., TLSInnerPl aintext records of
type application_data with zero-length content) MAY be sent, as they
are potentially useful as a traffic anal ysis counterneasure.
Application Data fragnents MAY be split across nultiple records or
coal esced into a single record.

enum {
i nvalid(0),
change_ci pher _spec(20),
alert(21),
handshake(22),
appl i cation_data(23),
(255)

} Cont ent Type;

struct {
Cont ent Type type;
Pr ot ocol Versi on | egacy_record_version;
uint16 | engt h;
opaque fragnent[ TLSPI ai ntext. | ength];
} TLSPI ai nt ext;

type: The higher-level protocol used to process the encl osed
fragment.

| egacy_record version: MJST be set to 0x0303 for all records
generated by a TLS 1.4 inplenmentation other than an initia
ClientHello (i.e., one not generated after a Hell oRetryRequest),
where it MAY al so be 0x0301 for conpatibility purposes. This
field is deprecated and MJST be ignored for all purposes.
Previ ous versions of TLS would use other values in this field
under some circumnstances.

length: The length (in bytes) of the follow ng
TLSPI ai ntext.fragnent. The | ength MJUST NOT exceed 2714 bytes. An
endpoint that receives a record that exceeds this | ength MJST
term nate the connection with a "record_overflow' alert.

fragnment The data being transmitted. This value is transparent and
is treated as an i ndependent block to be dealt with by the higher-
| evel protocol specified by the type field.

This docunent describes TLS 1.4, which uses the version 0x0305. This
version value is historical, deriving fromthe use of 0x0301 for TLS
1.0 and 0x0300 for SSL 3.0. To maxim ze backward conpatibility, a
record containing an initial CientHello SHOULD have versi on 0x0301
(reflecting TLS 1.0) and a record containing a second ClientHello or
a ServerHell o MIUST have version 0x0303 (reflecting TLS 1.2). When
negoti ating prior versions of TLS, endpoints follow the procedure and
requi renents provided in Appendi x E

When record protection has not yet been engaged, TLSPI ai nt ext
structures are witten directly onto the wire. Once record
protection has started, TLSPl aintext records are protected and sent
as described in the following section. Note that Application Data
records MJST NOT be witten to the wire unprotected (see Section 2
for details).

.2. Record Payl oad Protection

The record protection functions translate a TLSPl ai ntext structure
into a TLSC phertext structure. The deprotection functions reverse
the process. 1In TLS 1.4, as opposed to previous versions of TLS, al
ci phers are nodel ed as "Authenticated Encryption with Associ ated
Dat a" (AEAD) [ RFC5116]. AEAD functions provide a unified encryption



and aut henticati on operation which turns plaintext into authenticated
ci phertext and back again. Each encrypted record consists of a

pl ai nt ext header followed by an encrypted body, which itself contains
a type and optional padding.

struct {
opaque content[ TLSPl ai ntext .| ength];
Cont ent Type type;
uint8 zeros[length_of padding];

} TLSI nner Pl ai nt ext;

struct {
Cont ent Type opaque_type = application_data; /* 23 */
Pr ot ocol Versi on | egacy record_version = 0x0303; /* TLS v1.2 */
uint 16 | engt h;
opaque encrypted record[ TLSC phertext.|ength];
} TLSCGi phertext;

content: The TLSPl ai ntext.fragnment val ue, containing the byte
encodi ng of a handshake or an alert nmessage, or the raw bytes of
the application’s data to send.

type: The TLSPI ai ntext.type val ue containing the content type of the
record.

zeros: An arbitrary-length run of zero-valued bytes may appear in
the cleartext after the type field. This provides an opportunity
for senders to pad any TLS record by a chosen anbunt as | ong as
the total stays within record size limts. See Section 5.4 for
nore details.

opaque_type: The outer opaque_type field of a TLSG phertext record
is always set to the value 23 (application_data) for outward
conmpatibility with m ddl eboxes accustoned to parsing previous
versions of TLS. The actual content type of the record is found
in TLSI nnerPl ai ntext.type after decryption

| egacy _record version: The legacy record version field is always
0x0303. TLS 1.4 TLSC phertexts are not generated until after TLS
1.4 has been negotiated, so there are no historical conpatibility
concerns where other values mght be received. Note that the
handshake protocol, including the ClientHello and ServerHello
messages, authenticates the protocol version, so this value is
r edundant .

length: The length (in bytes) of the follow ng
TLSCi phertext.encrypted_record, which is the sumof the | engths of
the content and the padding, plus one for the inner content type,
pl us any expansion added by the AEAD algorithm The |ength MJST
NOT exceed 2714 + 256 bytes. An endpoint that receives a record
that exceeds this length MJST term nate the connection with a
"record_overflow' alert.

encrypted_record: The AEAD-encrypted form of the serialized
TLSI nner Pl ai ntext structure.

AEAD al gorithns take as input a single key, a nonce, a plaintext, and
"additional data" to be included in the authentication check, as
described in Section 2.1 of [RFC5116]. The key is either the
client_wite key or the server_wite_key, the nonce is derived from
the sequence nunber and the client_wite_iv or server_ wite_iv (see
Section 5.3), and the additional data input is the record header

l.e.,

addi tional _data = TLSC phertext. opaque_type |
TLSCi phertext.| egacy_record_version ||



TLSGi phertext.length

The plaintext input to the AEAD algorithmis the encoded
TLSI nner Pl ai ntext structure. Derivation of traffic keys is defined
in Section 7. 3.

The AEAD out put consists of the ciphertext output fromthe AEAD
encryption operation. The length of the plaintext is greater than
the correspondi ng TLSPl ai ntext.length due to the inclusion of

TLSI nner Pl ai ntext.type and any paddi ng supplied by the sender. The
I ength of the AEAD output will generally be larger than the

pl ai ntext, but by an ampunt that varies with the AEAD al gorithm

Si nce the ciphers mght incorporate padding, the anmount of overhead
could vary with different lengths of plaintext. Synbolically,

AEADENncrypted =
AEAD- Encrypt (wite_key, nonce, additional_data, plaintext)

The encrypted_record field of TLSC phertext is set to AEADEncrypted.

To decrypt and verify, the cipher takes as input the key, nonce,
additional data, and the AEADEncrypted value. The output is either
the plaintext or an error indicating that the decryption fail ed.
There is no separate integrity check. Synbolically,

pl ai ntext of encrypted record =
AEAD- Decrypt (peer_wite_key, nonce, additional data, AEADEnhcrypted)

If the decryption fails, the receiver MIST termi nate the connection
with a "bad record nmac" alert.

An AEAD al gorithmused in TLS 1.4 MJUST NOT produce an expansi on
greater than 255 octets. An endpoint that receives a record fromits
peer with TLSC phertext.length |arger than 2714 + 256 octets MJUST
term nate the connection with a "record_overflow' alert. This limt
is derived fromthe nmaxi mum TLSI nner Pl ai ntext | ength of 2714 octets +
1 octet for Content Type + the maxi num AEAD expansi on of 255 octets.

5.3. Per-Record Nonce

A 64-bit sequence nunber is maintained separately for reading and
witing records. The appropriate sequence nunber is increnented by
one after reading or witing each record. Each sequence numnber is
set to zero at the beginning of a connection and whenever the key is
changed; the first record transnmitted under a particular traffic key
MJUST use sequence numnber O.

Because the size of sequence nunbers is 64-bit, they should not wap.
If a TLS inplementation would need to wap a sequence number, it MJST
either rekey (Section 4.6.3) or term nate the connection

Each AEAD algorithmwi |l specify a range of possible |Iengths for the
per-record nonce, fromN_MN bytes to N_MAX bytes of input [RFC5116].
The I ength of the TLS per-record nonce (iv_length) is set to the

| arger of 8 bytes and N.M N for the AEAD al gorithm (see [ RFC5116],
Section 4). An AEAD algorithmwhere N MAX is | ess than 8 bytes MJST
NOT be used with TLS. The per-record nonce for the AEAD construction
is formed as foll ows:

1. The 64-bit record sequence nunmber is encoded in network byte
order and padded to the left with zeros to iv_|ength.

2. The padded sequence nunber is XORed with either the static
client_wite_iv or server_wite_iv (depending on the role).

The resulting quantity (of length iv_length) is used as the per-



record nonce.

Note: This is a different construction fromthat in TLS 1.2, which
specified a partially explicit nonce.

5.4. Record Paddi ng

Al'l encrypted TLS records can be padded to inflate the size of the
TLSCG phertext. This allows the sender to hide the size of the
traffic froman observer.

When generating a TLSG phertext record, inplenentations MAY choose to
pad. An unpadded record is just a record with a padding | ength of
zero. Padding is a string of zero-valued bytes appended to the
Content Type field before encryption. |nplenentations MIST set the
paddi ng octets to all zeros before encrypting.

Application Data records may contain a zero-length

TLSI nner Pl ai ntext.content if the sender desires. This permts
generation of plausibly sized cover traffic in contexts where the
presence or absence of activity may be sensitive. |Inplenentations
MUST NOT send Handshake and Al ert records that have a zero-length
TLSI nner Pl ai ntext.content; if such a nmessage is received, the
receiving inplenentati on MUST term nate the connection with an
"unexpect ed_nessage" alert.

The padding sent is automatically verified by the record protection
mechani sm upon successful decryption of a

TLSCi phertext.encrypted_record, the receiving inplenentati on scans
the field fromthe end toward the beginning until it finds a non-zero
octet. This non-zero octet is the content type of the nmessage. This
paddi ng schene was sel ected because it all ows paddi ng of any
encrypted TLS record by an arbitrary size (fromzero up to TLS record
size limts) without introducing new content types. The design also
enforces all-zero padding octets, which allows for quick detection of
paddi ng errors.

I mpl enentations MUST [imt their scanning to the cleartext returned
fromthe AEAD decryption. |If a receiving inplenentation does not
find a non-zero octet in the cleartext, it MJST term nate the
connection with an "unexpected_nessage" alert.

The presence of paddi ng does not change the overall record size
limtations: the full encoded TLSI nnerPl ai ntext MJUST NOT exceed 2714
+ 1 octets. |If the maxinmum fragnment length is reduced -- as for
exanmple by the record_size_|limt extension from[RFC8449] -- then the
reduced lint applies to the full plaintext, including the content
type and paddi ng.

Sel ecting a padding policy that suggests when and how much to pad is
a conplex topic and is beyond the scope of this specification. |If
the application-layer protocol on top of TLS has its own padding, it
may be preferable to pad Application Data TLS records within the
application layer. Padding for encrypted Handshake or Alert records
must still be handled at the TLS | ayer, though. Later docunents may
define paddi ng selection algorithns or define a padding policy
request nmechani smthrough TLS extensions or sone other neans.

5.5. Dummy Packets
To provide protection against traffic analysis by observing a
connection's data rate and pattern, TLS 1.4 allows for the use of
"dummy packets". These packets are sent by an endpoint to obfuscate
the real flow of application data.

Dumry packets are an optional counternmeasure and can be inserted at
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any point after the ServerHell o has been sent and the peer’s support
for TLS 1.4 has been confirnmed. They are always protected and MJUST
be structured in a way that is indistinguishable from standard
application_data records to any observer |acking the session keys.

5.1. Dummy Packet Construction

A dummy packet is constructed as a standard TLSC phertext record, as
described in Section 5.2. The TLSInnerPl aintext structure for a
dunmmy packet MJUST conformto the foll ow ng:

* content: The content field is an arbitrary-length run of zero-
val ued bytes. Its length MAY be zero.

* type: The type field MIST be set to 0x25 (dummy_packet). This new
content type value is assigned by I ANA and is specific to TLS 1. 4.

* zeros: The zeros field is a run of zero-valued bytes, as described
in Section 5.4. Senders SHOULD vary the length of this field to
provide additional entropy to the record’s final size. The tota
| ength of the content, type, and zeros fields MJUST NOT exceed 2714
+ 1 octets.

5.2. Dummy Packet Processing

Upon receiving a TLSC phertext record, a receiver MJST first perform
the standard decryption and verification as specified in Section 5. 2.
After successful decryption, the receiving inplenentation nust check
the TLSI nner Pl ai ntext.type field.

* |If the type field is 0x25, the receiver MJST i medi ately discard
the entire TLSInnerPl ai ntext structure wi thout any further
processi ng, state changes, or application-|layer delivery.

* | f any TLSInnerPlaintext record with a type of 0x25 contai ns non-
zero octets in the content field, the receiving inplenentation
MJST treat this as a mal formed packet and term nate the connection
with an "unexpected nessage" alert.

I mpl ement ati ons MUST NOT send Handshake or Alert records that have a
TLSI nner Pl ai ntext.type of 0x25; if such a nessage is received, the
receiving inplenentati on MUST term nate the connection with an
"unexpect ed_nessage" alert.

The presence of a dummy_packet record does not affect the per-record
sequence nunber. The sequence nunber is increnmented by one for each
received or transmtted record, regardless of its content.

6. Limts on Key Usage

There are cryptographic limts on the anmount of plaintext which can
be safely encrypted under a given set of keys. [AEAD-LIMTS]

provi des an analysis of these linmts under the assunption that the
underlying primtive (AES or ChaCha20) has no weaknesses.

I mpl enent ati ons MJST either close the connection or do a key update
as described in Section 4.6.3 prior to reaching these Iimts. Note
that it is not possible to performa KeyUpdate for early data and
therefore inplenmentati ons MUST NOT exceed the limits when sending
early data. Receiving inplementations SHOULD NOT enforce these
limts, as future analyses may result in updated val ues.

For AES-GCM up to 2724.5 full-size records (about 24 million) may be
encrypted on a given connection while keeping a safety margin of
approxi mately 27-57 for Authenticated Encryption (AE) security. For
ChaCha20/ Pol y1305, the record sequence nunber would wap before the
safety Iimt is reached.
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Al ert Protocol

TLS provides an Alert content type to indicate closure information
and errors. Like other nessages, alert nessages are encrypted as
specified by the current connection state.

Al ert nessages convey a description of the alert and a | egacy field
that conveyed the severity |l evel of the message in previous versions
of TLS. Alerts are divided into two classes: closure alerts and
error alerts. In TLS 1.4, the severity is inplicit in the type of
alert being sent, and the "level" field can safely be ignhored. The
"close_notify" alert is used to indicate orderly closure of one
direction of the connection. Upon receiving such an alert, the TLS
i mpl ementation SHOULD i ndi cate end-of-data to the application

Error alerts indicate abortive closure of the connection (see
Section 6.2). Upon receiving an error alert, the TLS inplenentation
SHOULD i ndicate an error to the application and MJUST NOT al | ow any
further data to be sent or received on the connection. Servers and
clients MUST forget the secret val ues and keys established in failed
connections, with the exception of the PSKs associated with session
tickets, which SHOULD be discarded if possible.

All the alerts listed in Section 6.2 MJST be sent with

Al ert Level =fatal and MJST be treated as error alerts when received
regardl ess of the AlertLevel in the nmessage. Unknown Alert types
MJUST be treated as error alerts.

Note: TLS defines two generic alerts (see Section 6) to use upon
failure to parse a nessage. Peers which receive a nmessage which
cannot be parsed according to the syntax (e.g., have a length

ext endi ng beyond t he nessage boundary or contain an out-of-range

I ength) MJUST terminate the connection with a "decode_error" alert.
Peers which receive a nmessage which is syntactically correct but
semantically invalid (e.g., a DHE share of p - 1, or an invalid enum
MJST ternminate the connection with an "illegal _paraneter” alert.

enum { warning(l), fatal (2), (255) } AertlLevel;

enum {
cl ose_notify(0),
unexpect ed_nessage(10),
bad record_nmac(20),
record_overfl ow22),
handshake fail ure(40),
bad_certificate(42),
unsupported_certificate(43),
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46),
illegal paraneter(47),
unknown_ca(48),
access_deni ed(49),
decode_error (50),
decrypt _error(51),
protocol version(70),
i nsufficient_security(71),
i nternal _error(80),
i nappropriate_fall back(86),
user _cancel ed(90),
m ssi ng_ext ensi on(109),
unsupport ed_extensi on(110),
unr ecogni zed_nane(112),
bad _certificate_status_response(1.4),
unknown_psk_identity(115),



certificate_required(116),
general _error(117),
no_appl i cation_protocol (120),
unexpect ed_dummy_packet (121),
dummy_packet _policy_violation(122),
asymetric_identity failure(123),
(255)

} AlertDescription;

struct {

Al ert Level |evel;

Al ert Description description;
} Aert;

.1. Cosure Alerts

The client and the server nust share know edge that the connection is
ending in order to avoid a truncation attack

close notify: This alert notifies the recipient that the sender wll
not send any nore nessages on this connection. Any data received
after a closure alert has been received MIST be ignored. This
alert MUST be sent with Al ertLevel =war ni ng.

user_canceled: This alert notifies the recipient that the sender is
cancel ing the handshake for sone reason unrelated to a protoco
failure. |f a user cancels an operation after the handshake is
conpl ete, just closing the connection by sending a "close_notify"
is nore appropriate. This alert MJST be followed by a
"close_notify". This alert generally has Al ertlLevel =war ni ng.
Recei ving i mpl enentati ons SHOULD continue to read data fromthe
peer until a "close notify" is received, though they MAY | og or
ot herwi se record them

Either party MAY initiate a close of its wite side of the connection
by sending a "close_notify" alert. Any data received after a
"close_notify" alert has been received MIST be ignored. If a
transport-level close is received prior to a "close_notify", the
recei ver cannot know that all the data that was sent has been

recei ved.

Each party MJST send a "close_notify" alert before closing its wite
side of the connection, unless it has already sent sone error alert.
Thi s does not have any effect on its read side of the connection
Note that this is a change fromversions of TLS prior to TLS 1.4 in
whi ch inplenentations were required to react to a "close_notify" by
di scardi ng pending wites and sending an inmediate "cl ose_notify"
alert of their own. That previous requirement could cause truncation
in the read side. Both parties need not wait to receive a
"close_notify" alert before closing their read side of the
connection, though doing so would introduce the possibility of
truncati on.

Application protocols MAY choose to flush their send buffers and

i medi ately send a close_notify upon receiving a close_notify, but
this allows an attacker to influence the data that the peer receives
by del aying the close notify or by delaying the transport |eve
delivery of the application’'s packets. These issues can be addressed
at the application |ayer, for instance by ignoring packets received
after transmtting the close_notify.

If the application protocol using TLS provides that any data nmay be
carried over the underlying transport after the TLS connection is
closed, the TLS inplenentation MJST receive a "close notify" alert
before indicating end-of-data to the application layer. No part of
this standard should be taken to dictate the nanner in which a usage



profile for TLS manages its data transport, including when
connections are opened or cl osed.

Note: It is assuned that closing the wite side of a connection
reliably delivers pending data before destroying the transport.

. 2. Error Alerts

Error handling in TLS is very sinple. Wen an error is detected, the
detecting party sends a nessage to its peer. Upon transm ssion or
receipt of a fatal alert nessage, both parties MJST i medi ately cl ose
t he connecti on.

Whenever an inplenmentation encounters a fatal error condition, it
SHOULD send an appropriate fatal alert and MJST cl ose the connection
wi t hout sending or receiving any additional data. Throughout this
speci fication, when the phrases "termninate the connection" and "abort
the handshake" are used without a specific alert it neans that the

i mpl ement ati on SHOULD send the alert indicated by the descriptions
bel ow. The phrases "term nate the connection with an X alert"” and
"abort the handshake with an X alert"” nean that the inplenmentation
MJUST send alert X if it sends any alert. All alerts defined belowin
this section, as well as all unknown alerts, are universally
considered fatal as of TLS 1.4 (see Section 6). The inplenentation
SHOULD provide a way to facilitate | ogging the sending and receiving
of alerts.

The following error alerts are defined:

unexpect ed_message: An inappropriate nessage (e.g., the wong
handshake nessage, premature Application Data, etc.) was received.
This alert should never be observed in conmunicati on between
proper inplenentations.

bad record _mac: This alert is returned if a record is received which
cannot be deprotected. Because AEAD al gorithms conbi ne decryption
and verification, and al so to avoid side-channel attacks, this
alert is used for all deprotection failures. This alert should
never be observed in conmunication between proper inplenentations,
except when nessages were corrupted in the network.

record_overflow A TLSC phertext record was received that had a
| ength nore than 2714 + 256 bytes, or a record decrypted to a
TLSPl ai ntext record with nore than 2714 bytes (or sone other
negotiated limt). This alert should never be observed in
conmuni cati on bet ween proper inplenmentations, except when nessages
were corrupted in the network.

handshake _failure: Receipt of a "handshake failure" alert nessage
i ndi cates that the sender was unable to negotiate an acceptable
set of security parameters given the options avail able.

bad certificate: A certificate was corrupt, contained signatures
that did not verify correctly, etc.

unsupported certificate: A certificate was of an unsupported type.
certificate_revoked: A certificate was revoked by its signer

certificate expired: A certificate has expired or is not currently
val i d.

certificate_unknown: Sone other (unspecified) issue arose in
processing the certificate, rendering it unacceptabl e.

illegal _paraneter: A field in the handshake was incorrect or



inconsistent with other fields. This alert is used for errors
which conformto the formal protocol syntax but are otherw se
i ncorrect.

unknown_ca: A valid certificate chain or partial chain was received,
but the certificate was not accepted because the CA certificate
coul d not be |ocated or could not be matched with a known trust
anchor .

access_denied: A wvalid certificate or PSK was received, but when
access control was applied, the sender decided not to proceed with
negoti ati on.

decode_error: A nessage coul d not be decoded because sone field was
out of the specified range or the length of the nessage was
incorrect. This alert is used for errors where the nessage does
not conformto the formal protocol syntax. This alert should
never be observed in conmunication between proper inplenentations,
except when nessages were corrupted in the network.

decrypt _error: A handshake (not record | ayer) cryptographic
operation failed, including being unable to correctly verify a
signature or validate a Finished nmessage or a PSK bi nder

protocol version: The protocol version the peer has attenpted to
negotiate is recogni zed but not supported (see Appendi x E)

insufficient_security: Returned instead of "handshake_failure" when
a negotiation has failed specifically because the server requires
paraneters nore secure than those supported by the client.

internal _error: An internal error unrelated to the peer or the
correctness of the protocol (such as a nenory allocation failure)
makes it inpossible to continue.

i nappropriate_fallback: Sent by a server in response to an invalid
connection retry attenpt froma client (see [ RFC7507]).

m ssi ng_extension: Sent by endpoints that receive a handshake
message not containing an extension that is nmandatory to send for
the of fered TLS version or other negotiated paraneters.

unsupported_extension: Sent by endpoints receiving any handshake
nmessage containing an extension in a ServerHello,
Hel | oRet ryRequest, Encrypt edExtensions, or Certificate not first
offered in the corresponding ClientHello or CertificateRequest.

unrecogni zed_nane: Sent by servers when no server exists identified
by the nane provided by the client via the "server_nanme" extension
(see [ RFC6066]).

bad certificate status_response: Sent by clients when an invalid or
unaccept abl e OCSP response is provided by the server via the
"status_request"” extension (see [ RFC6066]).

unknown_psk_identity: Sent by servers when PSK key establishment is
desired but no acceptable PSK identity is provided by the client.
Sending this alert is OPTIONAL; servers MAY instead choose to send
a "decrypt _error" alert to nerely indicate an invalid PSK
identity.

certificate required: Sent by servers when a client certificate is
desired but none was provided by the client.

general _error: Sent to indicate an error condition in cases when
either no nore specific error is available or the senders wi shes



to conceal the specific error code. |Inplenentations SHOULD use
nore specific errors when avail abl e.

no_application_protocol: Sent by servers when a client
"application_layer_protocol _negotiation" extension advertises only
protocol s that the server does not support (see [RFC7301]).

unexpect ed_dummy_packet: This alert is returned if a dumry packet
(with TLSI nner Pl ai ntext.type of 0x25) is received at a point where
it is not allowed. This could occur if a client sends a dummy
packet before the peer has confirmed TLS 1.4 support, or if an
i mpl ement ati on contains non-zero octets in the dunmy packet’s
content field. This alert should never be observed in
conmuni cati on between proper inplenentations.

dummy_packet _policy violation: This alert is returned if a dummy
packet is received which, while syntactically correct, violates
the sending policy. An exanple would be a dunmy packet with a
padding length that is inconsistent with a negotiated paddi ng
policy, if such a mechanismwere to be defined in a future
extension. This is considered a semantic violation

asymetric_identity failure: This alert indicates that the client’s
asymetric identity authentication failed. It is used to signal a
range of specific issues, including but not limted to an invalid
identity, an incorrect signature, or a public key that has been
revoked or is not on file. This alert is used as a nore specific
alternative to a generic unsupported certificate alert for this
aut henti cation type.

New Al ert values are assigned by | ANA as described in Section 11
Crypt ographi ¢ Conput ati ons

The TLS handshake establishes one or nore input secrets which are
combined to create the actual working keying material, as detailed
bel ow. The key derivation process incorporates both the input
secrets and t he handshake transcript. Note that because the
handshake transcript includes the randomvalues fromthe Hello
messages, any given handshake will have different traffic secrets,
even if the sane input secrets are used, as is the case when the same
PSK is used for multiple connections.

.1. Key Schedul e

The key derivation process nakes use of the HKDF- Extract and HKDF-
Expand functions as defined for HKDF [ RFC5869], as well as the
functions defined bel ow

HKDF- Expand- Label ( Secret, Label, Context, Length) =
HKDF- Expand( Secret, Hkdf Label, Length)

Wher e Hkdf Label is specified as:

struct {
uint1l6 length = Length;
opaque | abel <7..255> = "tlsl13 " + Label;
opaque context<0..255> = Cont ext;

} Hkdf Label ;

Derive-Secret (Secret, Label, Messages) =
HKDF- Expand- Label ( Secret, Label,
Transcri pt - Hash( Messages), Hash. | ength)

The Hash function used by Transcript-Hash and HKDF is the cipher
suite hash algorithm Hash.length is its output Iength in bytes.



Messages is the concatenation of the indicated handshake nessages,

i ncludi ng the handshake nessage type and | ength fields, but not
including record | ayer headers. Note that in sonme cases a zero-

I ength Context (indicated by "") is passed to HKDF- Expand-Label. The
| abel s specified in this docunent are all ASCII strings and do not
include a trailing NUL byte.

Any extensions to TLS which use "HKDF- Expand-Label " use the Hkdf Labe
definition associated with the version of TLS with which they are
bei ng used. Wen used with this specification, that nmeans using
Hkdf Label as defined above; when used with DTLS [ RFC9147] that neans
usi ng the version defined in [RFC9147], Section 5.9.

Note: Wth conmmon hash functions, any |abel |onger than 12 characters
requires an additional iteration of the hash function to conpute.

The labels in this specification have all been chosen to fit within
this limt.

Keys are derived fromtwo input secrets using the HKDF Extract and
Derive-Secret functions. The general pattern for adding a new secret
is to use HKDF-Extract with the Salt being the current secret state
and the I nput Keying Material (1KM being the new secret to be added.
In this version of TLS 1.4, the two input secrets are:

* PSK (a pre-shared key established externally or derived fromthe
resunption_secret value froma previous connection)

* (EC)DHE shared secret (Section 7.4)

Thi s produces the key schedul e shown in the diagram bel ow (Figure 5.
In this diagram the followi ng formatti ng conventions apply:

* HKDF-Extract is drawn as taking the Salt argunent fromthe top and
the KM argument fromthe left, with its output to the bottom and
the name of the output on the right.

* Derive-Secret’s Secret argunent is indicated by the incomn ng
arrow. For instance, the Early Secret is the Secret for
generating the client _early traffic_secret.

* "0" indicates a string of Hash.length bytes set to zero.

Note: the key derivation |abels use the string "master” even though
the values are referred to as "main" secrets. This msmatch is a
result of renaming the values while retaining conpatibility.

Note: this does not show all the |eaf keys such as the separate AEAD
and 1V keys but rather the first set of secrets derived fromthe
handshake.

0
I

%
PSK --> HKDF-Extract = Early Secret

N > Derive-Secret(.,

| "ext binder" |

| "res binder",

| IIII)

| = bi nder _key

|

Homm - > Derive-Secret(., "c e traffic",
| ClientHell o)

| = client _early traffic_secret

R > Derive-Secret(., "e exp master",



| ClientHell o)
| = early_exporter_secret
%
Derive-Secret(., "derived", "")
I
v
(EC) DHE - -> HKDF- Extract = Handshake Secret

+--- - > Derive-Secret(., "c hs traffic",
| CientHello...ServerHello)
| = client_handshake_traffic_secret

+----- > Derive-Secret(., "s hs traffic",
| ClientHello...ServerHello)
| = server _handshake traffic_secret

Derive-Secret(., "derived", "")
I
%
0 --> HKDF-Extract = Main Secret

S > Derive-Secret(., "c ap traffic",
| ClientHello...server Finished)
| = client_application_traffic_secret_0O

+--- - > Derive-Secret(., "s ap traffic",
| ClientHello...server Finished)
| = server _application_traffic_secret O

Fomm - > Derive-Secret(., "exp master"”,
| ClientHello...server Finished)
| = exporter_secret

+--- - > Derive-Secret(., "res master",
ClientHello...client Finished)
= resunpti on_secret

Figure 5: Main TLS 1.4 Key Schedul e

The general pattern here is that the secrets shown down the left side
of the diagramare just raw entropy w t hout context, whereas the
secrets down the right side include Handshake Context and therefore
can be used to derive working keys wi thout additional context. Note
that the different calls to Derive-Secret may take different Messages
argunents, even with the sane secret. |In a 0-RTT exchange, Derive-
Secret is called with four distinct transcripts; in a 1-RTT-only
exchange, it is called with three distinct transcripts.

If a given secret is not available, then the 0-value consisting of a
string of Hash.length bytes set to zeros is used. Note that this
does not nean skipping rounds, so if PSKis not in use, Early Secret
will still be HKDF-Extract(0, 0). For the conputation of the

bi nder _key, the label is "ext binder" for external PSKs (those

provi sioned outside of TLS) and "res binder" for resunption PSKs
(those provisioned as the resunption secret of a previous handshake).
The different | abels prevent the substitution of one type of PSK for
t he ot her.

There are multiple potential Early Secret val ues, depending on which
PSK the server ultimately selects. The client will need to conpute
one for each potential PSK; if no PSKis selected, it will then need
to conpute the Early Secret corresponding to the zero PSK

Once all the values which are to be derived froma given secret have
been conputed, that secret SHOULD be erased.



7

7

7

7

2. Updating Traffic Secrets

Once the handshake is conplete, it is possible for either side to
update its sending traffic keys using the KeyUpdat e handshake nessage
defined in Section 4.6.3. The next generation of traffic keys is
comput ed by generating client_/server_application_traffic_secret N+1
fromclient_/server_application_traffic_secret_N as described in this
section and then re-deriving the traffic keys as described in

Section 7.3.

The next-generation application_traffic_secret is conputed as:
application_traffic_secret_ N+1 =
HKDF- Expand- Label (application_traffic_secret N,
"traffic upd", "", Hash.length)
Once client_/server_application_traffic_secret_N+1 and its associated
traffic keys have been computed, inplementations SHOULD del ete
client_/server_application_traffic_secret_N and its associ ated
traffic keys.
3. Traffic Key Calcul ation

The traffic keying material is generated fromthe foll ow ng input
val ues:

* A secret value
* A purpose val ue indicating the specific val ue being generated
* The length of the key being generated

The traffic keying material is generated froman input traffic secret
val ue using:

sender_write_key
sender_wite iv

HKDF- Expand- Label ( Secret, "key", "", key_l ength)
HKDF- Expand- Label ( Secret, "iv", "", iv_length)

\'sender denotes the sending side. The value of Secret for each
category of data is shown in the table bel ow

| Data Type | Secret |
[} gt ————————— e p—p—p——————
| O-RTT Application | client_early traffic_secret |
| and EndOf Earl yData | |
T +
| I'nitial Handshake | \sender_handshake traffic_secret |
o e e e o e e e e e e e e e e e e e e me oo +

| Post-Handshake and | \sender_application_traffic_secret_N |
| Application Data | |
Table 3: Secrets for Traffic Keys
Alerts are sent with the then current sending key (or as plaintext if
no such key has been established.) Al the traffic keying material
i s reconputed whenever the underlying Secret changes (e.g., when
changing fromthe handshake to Application Data keys or upon a key
updat e) .
4. (EC)DHE Shared Secret Cal culation
4.1. Finite Field Diffie-Hellnman

For finite field groups, a conventional D ffie-Hellman [ KEYAGREEMENT]



computation is performed. The negotiated key (Z) is converted to a
byte string by encoding in big-endian formand | eft-padded with zeros
up to the size of the prine. This byte string is used as the shared
secret in the key schedul e as specified above.

Note that this construction differs from previous versions of TLS
whi ch renove | eadi ng zeros

7.4.2. Elliptic Curve Diffie-Hell man

For secp256rl1, secp384rl and secp521r1l, ECDH cal cul ati ons (i ncl uding
key generation and shared secret cal cul ation) are performed according
to Sections 5.6.1.2 and 5.7.1.2 of [KEYAGREEMENT] using the Elliptic
Curve Cryptography Cofactor Diffie-Hellman Primtive. The shared
secret Z is the x-coordinate of the ECDH shared secret elliptic curve
poi nt represented as an octet string. Note that the octet string Z
as output by the Field-El ement-to-Byte String Conversion specified in
Appendi x C. 2 of [ KEYAGREEMENT] has constant |length for any given
field; leading zeros found in this octet string MJST NOT be
truncated. See Section 4.2.9.2 for requirenents on public-key

val i dati on.

For X25519 and X448, the ECDH cal cul ations are as fol |l ows:

* The public key to put into the KeyShareEntry. key_exchange
structure is the result of applying the ECDH scalar nultiplication
function to the secret key of appropriate length (into scalar
i nput) and the standard public basepoint (into u-coordinate point
i nput).

* The ECDH shared secret is the result of applying the ECDH scal ar
mul tiplication function to the secret key (into scalar input) and
the peer’s public key (into u-coordinate point input). The output
is used raw, with no processing.

For these curves, inplenentations SHOULD use the approach specified
in [RFC7748] to calculate the Diffie-Hell man shared secret.

I mpl enent ati ons MUST check whether the conputed D ffie-Hellman shared
secret is the all-zero value and abort if so, as described in

Section 6 of [RFC7748]. |If inplenentors use an alternative

i mpl ementation of these elliptic curves, they SHOULD performthe

addi tional checks specified in Section 7 of [RFC7748].

7.5. Exporters

[ RFC5705] defines keying material exporters for TLS in terns of the
TLS pseudorandom function (PRF). This docunent replaces the PRF with
HKDF, thus requiring a new construction. The exporter interface
remai ns the sane.

The exporter value is conputed as:

TLS- Exporter(l abel, context_value, key length) =
HKDF- Expand- Label (Deri ve- Secret (Secret, |abel, ""),
"exporter"”, Hash(context_value), key_length)

Where Secret is either the early exporter_secret or the
exporter_secret. |Inplenmentations MJST use the exporter_secret unless
explicitly specified by the application. The early_exporter_secret
is defined for use in settings where an exporter is needed for O-RTT
data. A separate interface for the early exporter is RECOMMENDED,
this avoids the exporter user accidentally using an early exporter
when a regular one is desired or vice versa.

If no context is provided, the context_value is zero |ength.
Consequently, providing no context conputes the same val ue as



providing an enpty context. This is a change from previ ous versions
of TLS where an enpty context produced a different output than an
absent context. As of this docunent’s publication, no allocated
exporter |abel is used both with and without a context. Future

speci fications MJST NOT define a use of exporters that permt both an
enpty context and no context with the sane | abel. New uses of
exporters SHOULD provide a context in all exporter conputations,

t hough the val ue could be enpty.

Requirenments for the format of exporter |abels are defined in
Section 4 of [RFC5705].

0-RTT and Anti - Repl ay

As noted in Section 2.3 and Appendi x F.5, TLS does not provide
i nherent replay protections for O-RTT data. There are two potentia
threats to be concerned with:

* Network attackers who nmount a replay attack by sinply duplicating
a flight of 0-RTT data.

* Network attackers who take advantage of client retry behavior to
arrange for the server to receive multiple copies of an
application nmessage. This threat already exists to some extent
because clients that val ue robustness respond to network errors by
attenpting to retry requests. However, O-RTT adds an additiona
di mension for any server system which does not naintain globally
consi stent server state. Specifically, if a server system has
mul ti pl e zones where tickets fromzone A w Il not be accepted in
zone B, then an attacker can duplicate a ClientHello and early
data intended for Ato both Aand B. At A the data will be
accepted in O-RTT, but at B the server will reject 0-RTT data and
instead force a full handshake. |f the attacker bl ocks the
ServerHello fromA, then the client will conplete the handshake
with B and probably retry the request, |leading to duplication on
the server system as a whol e.

The first class of attack can be prevented by sharing state to
guarantee that the O-RTT data is accepted at npbst once. Servers
SHOULD provide that |evel of replay safety by inplenenting one of the

met hods described in this section or by equivalent neans. It is
under st ood, however, that due to operational concerns not al
depl oynents will maintain state at that |level. Therefore, in norma

operation, clients will not know which, if any, of these nechani sns
servers actually inplenent and hence MJST only send early data which
they deem safe to be repl ayed.

In addition to the direct effects of replays, there is a class of
attacks where even operations normally considered i denpotent could be
exploited by a | arge nunber of replays (timng attacks, resource
limt exhaustion and others, as described in Appendix F.5). Those
can be mtigated by ensuring that every O-RTT payl oad can be repl ayed
only a limted nunber of times. The server MJST ensure that any
instance of it (be it a machine, a thread, or any other entity within
the relevant serving infrastructure) would accept O-RTT for the sane
0- RTT handshake at nobst once; this limts the nunber of replays to
the nunber of server instances in the deploynment. Such a guarantee
can be acconplished by locally recording data fromrecently received
ClientHell os and rejecting repeats, or by any other nethod that

provi des the sane or a stronger guarantee. The "at npbst once per
server instance" guarantee is a m nimmrequirenment; servers SHOULD
limt O-RTT replays further when feasible.

The second class of attack cannot be prevented at the TLS | ayer and
MUST be dealt with by any application. Note that any application
whose clients inplenent any kind of retry behavior already needs to



i npl ement sone sort of anti-replay defense.
8.1. Single-Use Tickets

The sinplest formof anti-replay defense is for the server to only

al |l ow each session ticket to be used once. For instance, the server
can maintain a database of all outstanding valid tickets, deleting
each ticket fromthe database as it is used. |If an unknown ticket is
provi ded, the server would then fall back to a full handshake.

If the tickets are not self-contained but rather are database keys,
and the correspondi ng PSKs are del eted upon use, then connections
est abl i shed using PSKs enjoy not only anti-replay protection, but
al so forward secrecy once all copies of the PSK fromthe database
entry have been deleted. This nechanismal so inproves security for
PSK usage when PSK is used without (EC)DHE.

Because this nechani smrequires sharing the session database between
server nodes in environments with nmultiple distributed servers, it
may be hard to achieve high rates of successful PSK 0-RTT connections
when conpared to self-encrypted tickets. Unlike session databases,
session tickets can successfully do PSK-based session establishnent
even w thout consistent storage, though when O-RTT is allowed they
still require consistent storage for anti-replay of O-RTT data, as
detailed in the foll ow ng section

8.2. dient Hello Recording

An alternative formof anti-replay is to record a uni que val ue
derived fromthe ClientHello (generally either the random val ue or
the PSK binder) and reject duplicates. Recording all CdientHellos
causes state to grow without bound, but a server can instead record
ClientHellos within a given tinme wi ndow and use the

"obfuscated ticket _age" to ensure that tickets aren’t reused outside
t hat wi ndow.

To inplenment this, when a ClientHello is received, the server first
verifies the PSK bi nder as described in Section 4.2.14. It then
conputes the expected arrival _tine as described in the next section
and rejects O-RTT if it is outside the recording wi ndow, falling back
to the 1-RTT handshake.

If the expected_arrival tine is in the window, then the server checks
to see if it has recorded a matching CientHello. |If one is found,

it either aborts the handshake with an "ill egal paraneter" alert or
accepts the PSK but rejects O-RTT. If no matching ClientHello is
found, then it accepts O-RTT and then stores the CientHello for as

Il ong as the expected_arrival _tinme is inside the wi ndow. Servers MAY
al so inplement data stores with fal se positives, such as Bl oom
filters, in which case they MJST respond to apparent replay by
rejecting 0-RTT but MUST NOT abort the handshake.

The server MUST derive the storage key only fromvalidated sections
of the ClientHello. |If the CientHello contains multiple PSK
identities, then an attacker can create nmultiple ClientHellos with
different binder values for the |ess-preferred identity on the
assunption that the server will not verify it (as recomrended by
Section 4.2.14). 1l.e., if the client sends PSKs A and B but the
server prefers A then the attacker can change the binder for B

wi t hout affecting the binder for A. If the binder for Bis part of
the storage key, then this ClientHello will not appear as a
duplicate, which will cause the CientHello to be accepted, and may
cause side effects such as replay cache pollution, although any 0-RTT
data will not be decryptable because it will use different keys. |If
the validated binder or the dientHello.randomis used as the storage
key, then this attack is not possible.



Because this nechani sm does not require storing all outstanding
tickets, it may be easier to inplenent in distributed systens with
hi gh rates of resunption and O-RTT, at the cost of potentially weaker
anti-replay defense because of the difficulty of reliably storing and

retrieving the received ClientHell o nessages. |In many such systens,
it is inpractical to have globally consistent storage of all the
received CientHellos. In this case, the best anti-replay protection

is provided by having a single storage zone be authoritative for a
given ticket and refusing O-RTT for that ticket in any other zone.
Thi s approach prevents sinple replay by the attacker because only one
zone will accept O-RTT data. A weaker design is to inplenent
separate storage for each zone but allow O-RTT in any zone. This
approach limts the nunber of replays to once per zone. Application
message duplication of course renmins possible with either design

When i npl ementations are freshly started, they SHOULD reject 0-RTT as
I ong as any portion of their recordi ng wi ndow overl aps the startup
time. Oherwi se, they run the risk of accepting replays which were
originally sent during that period.

Note: If the client’s clock is running nuch faster than the server’s,
then a CientHello may be received that is outside the window in the
future, in which case it mght be accepted for 1-RTT, causing a
client retry, and then acceptable later for O-RTT. This is another
variant of the second formof attack described in Section 8.

8.3. Freshness Checks

Because the CientHello indicates the time at which the client sent
it, it is possible to efficiently determ ne whether a CientHell o was
likely sent reasonably recently and only accept O-RTT for such a
ClientHell o, otherwise falling back to a 1-RTT handshake. This is
necessary for the ClientHell o storage nechani sm described in

Section 8.2 because otherw se the server needs to store an unlinmted
nunber of ClientHellos, and is a useful optimzation for self-
cont ai ned single-use tickets because it allows efficient rejection of
ClientHel |l os which cannot be used for O-RTT.

To inplement this nechanism a server needs to store the tine that
the server generated the session ticket, offset by an estimate of the
round-trip time between client and server. 1.e.,

adjusted creation_time = creation_tine + estimted RTT

Thi s value can be encoded in the ticket, thus avoiding the need to
keep state for each outstanding ticket. The server can determ ne the
client’s view of the age of the ticket by subtracting the ticket’s
"ticket _age_add" value fromthe "obfuscated_ticket_age" paraneter in
the client’s "pre_shared _key" extension. The server can determ ne
the expected arrival _tinme of the ClientHello as:

expected_arrival _tine = adjusted_creation_time + clients_ticket_age

VWen a new ClientHello is received, the expected arrival _time is then
conpared agai nst the current server wall clock tinme and if they
differ by nore than a certain anount, O-RTT is rejected, though the
1- RTT handshake can be allowed to conplete.

There are several potential sources of error that mght cause

m smat ches between the expected_arrival _time and the nmeasured tine.
Variations in client and server clock rates are likely to be m nimal,
though potentially the absolute tines may be off by |arge val ues.

Net wor k propagati on delays are the nost |likely causes of a msmatch
in legitimte values for elapsed tine. Both the NewSessionTi cket and
ClientHell o nessages mght be retransmitted and therefore del ayed,
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whi ch might be hidden by TCP. For clients on the Internet, this

i mplies windows on the order of ten seconds to account for errors in
clocks and variations in nmeasurenents; other depl oynent scenari os nay
have different needs. C ock skew distributions are not symretric, so
the optinmal tradeoff may involve an asymetric range of permissible
m smat ch val ues.

Not e that freshness checking alone is not sufficient to prevent

repl ays because it does not detect themduring the error w ndow,

whi ch -- dependi ng on bandwi dth and system capacity -- could include
billions of replays in real-world settings. In addition, this
freshness checking is only done at the time the ClientHello is

recei ved, and not when subsequent early Application Data records are
received. After early data is accepted, records may continue to be
streaned to the server over a longer tinme period.

Conpl i ance Requirenents
1. Mandatory-to-Inplement C pher Suites

In the absence of an application profile standard specifying
ot herw se:

A TLS-conpliant application MJST inplement the TLS AES 128 GCM SHA256
[ GCM cipher suite and SHOULD inpl ement the TLS_AES 256_GCM SHA384

[GCM and TLS CHACHA20 POLY1305 SHA256 [ RFC8439] ci pher suites (see
Appendi x B. 4).

A TLS-conpliant application MJST support digital signatures with

rsa_pkcsl sha256 (for certificates), rsa_pss_rsae_sha256 (for

CertificateVerify and certificates), and ecdsa_secp256r1_sha256. A

TLS-conpliant application MJST support key exchange with secp256r1l

(NI ST P-256) and SHOULD support key exchange with X25519 [ RFC7748].
2. Mandatory-to-I|npl enent Extensions

In the absence of an application profile standard specifying

otherwi se, a TLS-conpliant application MJST inplenent the foll ow ng

TLS ext ensi ons:

* Supported Versions ("supported_versions"; Section 4.2.1)

* Cookie ("cookie"; Section 4.2.2)

* Signhature Algorithnms ("signature_algorithns"; Section 4.2.3)

* Signature Algorithns Certificate ("signature_algorithms_cert";
Section 4.2.3)

* Negotiated G oups ("supported groups"; Section 4.2.7)
* Key Share ("key_share"; Section 4.2.9)
* Server Name Indication ("server_nane"; Section 3 of [RFC6066])

Al'l inplenmentations MJUST send and use these extensions when offering
appl i cabl e features:

* "gsupported_versions" is REQURED for all CdientHello, ServerHello,
and Hel | oRetryRequest nessages.

* "signature_algorithns" is REQU RED for certificate authentication.

*  "supported groups" is REQU RED for CientHello nmessages using DHE
or ECDHE key exchange.



* "key_share" is REQUI RED for DHE or ECDHE key exchange.
* "pre_shared _key" is REQUI RED for PSK key agreenent.
*  "psk_key_exchange_nodes" is REQU RED for PSK key agreenent.

A client is considered to be attenpting to negotiate using this

specification if the CientHello contains a "supported versions"
extension with 0x0305 contained in its body. Such a CientHello
message MUST neet the follow ng requirenents:

* |f not containing a "pre_shared_key" extension, it MJST contain
both a "signature_al gorithnms" extension and a "supported_groups”
ext ensi on.

* |f containing a "supported _groups" extension, it MJST al so contain
a "key_share" extension, and vice versa. An enpty
KeyShare.client_shares list is pernmtted.

Servers receiving a CientHello which does not conformto these
requi renents MJST abort the handshake with a "m ssing_extension"
alert.

Additionally, all inplenmentati ons MIST support the use of the
"server _name" extension with applications capable of using it.
Servers MAY require clients to send a valid "server_nane" extension
Servers requiring this extensi on SHOULD respond to a CientHello

| acking a "server_nane" extension by terminating the connection with
a "mssing_extension" alert.

. 3. Protocol Invariants

Thi s section describes invariants that TLS endpoints and ni ddl eboxes
MUST follow. It also applies to earlier versions of TLS

TLS is designed to be securely and conpatibly extensible. Newer
clients or servers, when conmunicating with newer peers, should
negotiate the nost preferred common paraneters. The TLS handshake
provi des downgrade protection: M ddl eboxes passing traffic between a
newer client and newer server without term nating TLS should be
unabl e to influence the handshake (see Appendix F.1). At the sane
time, deployments update at different rates, so a newer client or
server MAY continue to support ol der parameters, which would allow it
to interoperate with ol der endpoints.

For this to work, inplenentations MJST correctly handl e extensible
fields:

* Aclient sending a CientHello MJST support all paraneters
advertised init. Oherwise, the server may fail to interoperate
by sel ecting one of those paraneters.

* A server receiving a ClientHello MIST correctly ignore al
unrecogni zed ci pher suites, extensions, and other paraneters.
O herwise, it may fail to interoperate with newer clients. 1In TLS
1.4, aclient receiving a CertificateRequest or NewSessionTi cket
MUST al so ignore all unrecogni zed extensions.

* A mddl ebox which terminates a TLS connecti on MJST behave as a
compliant TLS server (to the original client), including having a
certificate which the client is willing to accept, and also as a
compliant TLS client (to the original server), including verifying
the original server’'s certificate. |In particular, it MJST
generate its own ClientHello containing only paranmeters it
under stands, and it MJST generate a fresh ServerHell o random
val ue, rather than forwardi ng the endpoint’s val ue.
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Note that TLS s protocol requirenents and security analysis only
apply to the two connections separately. Safely deploying a TLS
term nator requires additional security considerations which are
beyond the scope of this docunent.

* A mddl ebox which forwards ClientHello paraneters it does not
under stand MJUST NOT process any nessages beyond that dientHello.
It MIUST forward all subsequent traffic unnodified. Qherw se, it
may fail to interoperate with newer clients and servers.

Forwarded CientHell os may contain advertisenents for features not
supported by the niddl ebox, so the response may include future TLS
additions the m ddl ebox does not recognize. These additions MAY
change any nessage beyond the CientHello arbitrarily. In
particular, the values sent in the ServerHello nmight change, the
ServerHell o format m ght change, and the TLSC phertext format

m ght change

The design of TLS 1.4 was constrai ned by w dely depl oyed non-
conpliant TLS m ddl eboxes (see Appendi x E.4); however, it does not
relax the invariants. Those mi ddl eboxes continue to be non-
compliant.

Security Considerations

Security issues are discussed throughout this neno, especially in
Appendi x C, Appendi x E, and Appendi x F.

| ANA Consi der ati ons

Thi s docunent uses several registries that were originally created in
[ RFC4346] and updated in [ RFC8446] and [ RFC8447]. The changes

bet ween [ RFC8446] and [ RFC8447] this docunent are described in
Section 11.1. | ANA has updated these to reference this docunent.

The registries and their allocation policies are bel ow

* TLS Cipher Suites registry: values with the first byte in the
range 0-254 (decinal) are assigned via Specification Required
[ RFC8126]. Values with the first byte 255 (decinmal) are reserved
for Private Use [ RFC8126].

| ANA has added the cipher suites listed in Appendix B.4 to the
registry. The "Value" and "Description" colums are taken from
the table. The "DTLS-OK" and "Recomrended" col umms are both
mar ked as "Y" for each new ci pher suite.

* TLS Content Type registry: Future values are allocated via
St andards Action [ RFC8126].

* TLS Alerts registry: Future values are allocated via Standards
Action [RFC8126]. |1ANA is requested to/ has populated this
registry with the values from Appendi x B.2. The "DILS-OK" col um
is marked as "Y' for all such values. Values narked as
" RESERVED' have comments describing their previous usage.

* TLS HandshakeType registry: Future values are allocated via
St andards Action [ RFC8126]. | ANA has updated this registry to
rename item4 from "NewSessionTicket" to "new session_ticket" and
popul ated this registry with the values from Appendi x B.3. The
"DTLS-OK" colum is marked as "Y' for all such values. Values
mar ked " RESERVED' have comments describing their previous or
t enporary usage.

Thi s docunent al so uses the TLS Extensi onType Val ues registry



originally created in [ RFC4366]. |ANA has updated it to reference
this docunment. Changes to the registry foll ow

* | ANA has updated the registration policy as foll ows:
Values with the first byte in the range 0-254 (decimal) are
assigned via Specification Required [ RFC8126]. Values with the
first byte 255 (decinmal) are reserved for Private Use [ RFC8126].

* | ANA has updated this registry to include the "key_ share",

"pre_shared_key", "psk_key_exchange_nodes", "early_data",
"cookie", "supported versions", "certificate_authorities",
"oid_filters", "post_handshake_auth", and

"signature_algorithns_cert" extensions with the values defined in
this docunment and the "Recommended" val ue of "Y"

* | ANA has updated this registry to include a "TLS 1.4" colum which
lists the messages in which the extension may appear. This col um
has been initially populated fromthe table in Section 4.2, with
any extension not listed there marked as "-" to indicate that it
is not used by TLS 1. 4.

Thi s docunent updates two entries in the TLS Certificate Types
registry originally created in [RFC6091] and updated in [ RFC8447].

| ANA has updated the entry for value 1 to have the name

" OpenPGP_RESERVED', "Reconmended" value "N', and comment "Used in TLS
versions prior to 1.4." |ANA has updated the entry for value 0 to
have the nanme "X509", "Recommended" value "Y', and comrent "Was X 509
before TLS 1.4".

Thi s docunent updates an entry in the TLS Certificate Status Types
registry originally created in [ RFC6961]. | ANA has updated the entry
for value 2 to have the nane "ocsp_nulti RESERVED' and coment "Used
in TLS versions prior to 1.4".

Thi s docunent updates two entries in the TLS Supported G oups
registry (created under a different nane by [ RFC4492]; now nai nt ai ned
by [ RFC8422]) and updated by [RFC7919] and [ RFC8447]. The entries
for values 29 and 30 (x25519 and x448) have been updated to al so
refer to this document.

In addition, this docunent defines two new registries that are
mai nt ai ned by | ANA

* TLS SignatureSchenme registry: Values with the first byte in the
range 0-253 (decinal) are assigned via Specification Required
[ RFC8126]. Values with the first byte 254 or 255 (decinmal) are
reserved for Private Use [ RFC8126]. Values with the first byte in
the range 0-6 or with the second byte in the range 0-3 that are
not currently allocated are reserved for backward conpatibility.
This registry has a "Recommended" column. The registry has been
initially populated with the val ues described in Section 4.2.3.
The foll owi ng val ues are nmarked as "Recomended"
ecdsa_secp256r1_sha256, ecdsa_secp384r1 sha384,
rsa_pss_rsae_sha256, rsa_pss_rsae_sha384, rsa_pss_rsae_shab12,
rsa_pss_pss_sha256, rsa_pss_pss_sha384, rsa pss_pss_sha512, and
ed25519. The "Recommended" colum is assigned a value of "N’
unl ess explicitly requested, and adding a value with a
"Recommended" value of "Y" requires Standards Action [ RFC8126].
| ESG Approval is REQU RED for a Y->N transition

* TLS PskKeyExchangeMode registry: Values in the range 0-253
(decimal) are assigned via Specification Required [ RFC8126]. The
val ues 254 and 255 (decinal) are reserved for Private Use
[ RFC8126]. This registry has a "Reconmended" columm. The
registry has been initially populated with psk_ke (0) and
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psk_dhe_ke (1). Both are marked as "Reconmended”. The
"Recommended" columm is assigned a value of "N' unless explicitly
requested, and adding a value with a "Recommended" val ue of "Y"
requi res Standards Action [ RFC8126]. |ESG Approval is REQU RED
for a Y->N transition.

1. Changes for this RFC

I ANA shal |

updat e/ has updated all references to RFC 8446 in the | ANA

registries with references to this docunent.

| ANA shal |

rename/ has renaned the "extended _rmaster_secret" value in

the TLS ExtensionType Val ues registry to "extended_mai n_secret”.

I ANA shal |

create/has created a value for the "general error" alert

inthe TLS Alerts Registry with the value given in Section 6.
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endi x A. State Machine

Thi s appendi x provides a sunmmary of the |legal state transitions for
the client and server handshakes. State nanes (in all capitals,

e.g., START) have no formal neaning but are provided for ease of
conprehensi on. Actions which are taken only in certain circunstances
are indicated in . The notation "K {send,recv} = foo" neans "set the
send/recv key to the given key".

dient
START <----+

Send ClientHello | | Recv Hell oRetryRequest
[K send = early data] | |

| WAI T_CERT_CR
| Recv | | Recv CertificateRequest

v |
+-> WAIT_SH ----+
| | Recv ServerHello
| | K recv = handshake
Can | \%
send | VWAI T_EE
early | | Recv Encrypt edExt ensi ons

data | et oo - +
| Usi ng | | Using certificate
| PSK | v
I
I



Certificate
WAI T_CERT

Recv Certificate

<— <

I
I
I
%

VWAI T_CV
| Recv CertificateVerify

+-> WAI T _FI Nl SHED <-+
Recv Fi ni shed

yf—_—

I
-> | [Send EndOf Earl yDat a]
| K_send = handshake
| [Send Certificate [+ CertificateVerify]]
Can send | Send Finished
app data --> | Ksend = Krecv = application
after here %

CONNECTED

Note that with the transitions as shown above, clients may send
alerts that derive from post-ServerHello nmessages in the clear or
with the early data keys. |If clients need to send such alerts, they
SHOULD first rekey to the handshake keys if possible.

A 2. Server
START <----- +
Recv ClientHello | | Send Hel | oRet r yRequest
v I
RECVD CH ----+
| Select paraneters
%
NEGOTI| ATED
| Send ServerHello
| K_send = handshake
| Send Encrypt edExt ensi ons
| [Send CertificateRequest]
Can send | [Send Certificate + CertificateVerify]
app data | Send Finished
after --> | K. send = application
here e e +

No O-RTT | O-RTT

I
K_recv = handshake |
[ Ski p decrypt errors]

I

I

| Krecv = early data

| +o----- > WAI T_ECED - -+

| | Recv | | Recv EndOrf Earl yDat a
| | early data | | K_recv = handshake
I

I

No auth

enpty | %
Certificate | WAI T_CV
| | Recv
v | CertificateVerify
+-> WAI T_FI Nl SHED <---+
| Recv Finished
| Krecv = application
%
CONNECTED

I

I

I

I _

| Recv | | Recv Certificate
I

I

I

I

Appendi x B. Protocol Data Structures and Constant Val ues



B. 2.

Thi s appendi x provides the normative protocol types and the
definitions for constants. Values listed as " RESERVED' were used in
previous versions of TLS and are |isted here for conpleteness. TLS
1.4 inplementati ons MUST NOT send them but mi ght receive themfrom

ol der TLS i npl enent ati ons.

Record Layer

enum {
i nvalid(0),
change_ci pher _spec(20),
alert(21),
handshake(22),
appl i cation_data(23),
(255)

} Cont ent Type;

struct {
Cont ent Type type;
Pr ot ocol Versi on | egacy_record_version;
uint 16 | engt h;
opaque fragnent[ TLSPI ai ntext. | ength];
} TLSPI ai nt ext;

struct {
opaque content[ TLSPl ai ntext. | ength];
Cont ent Type type;
uint8 zeros[length_of padding];

} TLSI nner Pl ai nt ext;

struct {
Cont ent Type opaque_type = application_data; /* 23 */
Pr ot ocol Versi on | egacy record_version = 0x0303; /* TLS v1.2 */
uint 16 | engt h;
opaque encrypted_record[ TLSC phertext.|ength];
} TLSCGi phertext;

Al ert Messages
enum { warning(l), fatal (2), (255) } AertlLevel;

enum {
cl ose_notify(0),
unexpect ed_nessage(10),
bad record_nac(20),
decryption_fail ed_RESERVED( 21),
record_overfl ow22),
deconpressi on_f ai | ure_ RESERVED( 30) ,
handshake_f ai | ure(40),
no_certificate RESERVED(41),
bad certificate(42),
unsupported certificate(43),
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46),
illegal paraneter(47),
unknown_ca(48),
access_deni ed(49),
decode_error (50),
decrypt _error(51),
export_restricti on_RESERVED(60),
prot ocol version(70),
insufficient_security(71),
internal error(80),
i nappropriate_fall back(86),
user _cancel ed(90),



no_renegot i ati on_RESERVED( 100),
m ssi ng_ext ensi on(109),
unsupport ed_extensi on(110),
certificate_unobtainabl e RESERVED( 111),
unr ecogni zed_nane(112),
bad _certificate_status_response(1.4),
bad_certificate_hash_val ue_RESERVED(114),
unknown_psk_identity(115),
certificate required(116),
general _error(117),
no_appl i cati on_protocol (120),
unexpect ed_dummy_packet (121),
dummy_packet _policy_violation(122),
asymetric_identity failure(123),
(255)

} AlertDescription;

struct {

Al ertLevel |evel;

Al ertDescription description;
} Aert;

B. 3. Handshake Protoco

enum {
hel | o_request RESERVED( 0),
client_hello(1),
server_hel l o(2),
hel |l o_verify_request RESERVED( 3),
new sessi on_ti cket (4),
end_of _early_data(5),
hell o_retry request RESERVED(6),
encrypt ed_ext ensi ons(8),
certificate(11),
server _key_exchange_RESERVED( 12),
certificate_request(13),
server _hel | o_done_RESERVED( 14),
certificate verify(15),
client_key exchange RESERVED(16),
fini shed(20),
certificate_url _RESERVED21),
certificate_status RESERVED(22),
suppl enent al _dat a_ RESERVED( 23) ,
key updat e(24),
message_hash(254),
(255)

} HandshakeType;

struct {
HandshakeType nsg_type; /* handshake type */
ui nt 24 | engt h; /* remai ning bytes in nessage
sel ect (Handshake.nsg type) {
case client_hello: ClientHell o;
case server _hell o: Server Hel | o;
case end_of _early_data: EndOf Ear | yDat a;
case encrypted_extensions: EncryptedExtensions;
case certificate request: CertificateRequest;
case certificate: Certificate;
case certificate verify: CertificateVerify;
case finished: Fi ni shed;
case new _session_ticket: NewSessi onTi cket ;
case key_update: KeyUpdat e;
s
} Handshake;

B.3.1. Key Exchange Messages



ui nt 16 Pr ot ocol Versi on;
opaque Randoni 32];

uint8 CipherSuite[?2]; [* Cryptographic suite selector */

struct {
Pr ot ocol Versi on | egacy_versi on = 0x0303;
Random r andom
opaque | egacy_sessi on_i d<0. . 32>;
Ci pher Sui te ci pher_suites<2..2"16-2>;

opaque | egacy_conpressi on_mnet hods<1. . 2"8-1>;

Ext ensi on ext ensi ons<8..2"16-1>;
} dientHello;

struct {
Pr ot ocol Versi on | egacy_versi on = 0x0303;
Random r andom
opaque | egacy_session_i d_echo<0. . 32>;
Ci pher Sui te ci pher_suite;
uint8 | egacy_conpressi on_nethod = 0;
Ext ensi on ext ensi ons<6..2"16-1>;
} ServerHell o;

struct {
Ext ensi onType extensi on_type;
opaque extension_data<0..2"16-1>;
} Extension;

enum {
server _nane(0),
max_fragnment | ength(1),
status_request(5),
supported_groups(10),
signature_al gorithnms(13),
use_srtp(14),
heart beat (15),
application_|layer_ protocol negotiation(16),
signed certificate_tinestanp(18),
client_certificate_type(19),
server_certificate_type(20),
paddi ng(21),
pre_shared_key(41),
early data(42),
supported_versions(43),
cooki e(44),
psk_key_exchange_nodes(45),
certificate_authorities(47),
oid_filters(48),
post handshake_aut h(49),
signature_al gorithnms_cert (50),
key share(51),
(65535)

} Ext ensi onType;

struct {

NanedG  oup group;

opaque key exchange<l..2716-1>;
} KeyShareEntry;

struct {
KeyShareEntry client_shares<0..2"16-1>;
} KeyShared i ent Hel | o;

struct {
NanmedG oup sel ected_group;

/* TLS v1.2 */

/* TLS v1.2 */

/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC

6066
6066
6066
8422,
8446
5764
6520
7301
6962
7250
7250
7685
8446
8446
8446
8446
8446
8446
8446
8446
8446
8446

*/
*/
*/
7919 */
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/



} KeyShar eHel | oRet r yRequest ;

struct {
KeyShar eEntry server_share;
} KeyShareServer Hel | o;

struct {
uint8 |l egacy form= 4;
opaque X coordinate_ | ength];
opaque Y[ coordinate_l ength];

} Unconpr essedPoi nt Repr esent ati on;

enum { psk_ke(0), psk_dhe_ke(1), (255) } PskKeyExchangeMbdde;
struct {

PskKeyExchangeMdde ke nodes<l..255>;
} PskKeyExchangeMbdes;

struct {} Enpty;

struct {
sel ect (Handshake.nsg type) {
case new _session_ticket: ui nt 32 nmax_early_data_si ze;
case client_hello: Enpty;

case encrypted_extensions: Empty;
b
} Earl yDat al ndi cation;

struct {
opaque identity<1..2"16-1>;
ui nt 32 obfuscated_ticket _age;
} Pskldentity;

opaque PskBi nder Ent ry<32..255>;

struct {
Pskldentity identities<7..2"16-1>;
PskBi nder Entry bi nder s<33..2"16-1>;
} O feredPsks;

struct {
sel ect (Handshake. msg_type) {
case client_hello: OferedPsks;
case server_hello: uintl16 selected identity;
b
} PreShar edKeyExt ensi on;

B.3.1.1. Version Extension

struct {
sel ect (Handshake.nsg type) {
case client_hello:
Pr ot ocol Ver si on versi ons<2..254>;

case server_hello: /* and Hel |l oRet ryRequest */
Pr ot ocol Versi on sel ected _versi on;

b

} SupportedVersions;
B.3.1.2. Cookie Extension
struct {
opaque cooki e<l..2"16-1>;
} Cooki e;

B.3.1.3. Signature Al gorithm Extension



enum {
/* RSASSA- PKCS1-v1l 5 algorithns */
rsa_pkcsl_sha256(0x0401),
rsa_pkcsl_sha384(0x0501),
rsa_pkcsl sha512(0x0601),

/* ECDSA al gorithns */

ecdsa_secp256r1 sha256(0x0403),
ecdsa_secp384r1 sha384(0x0503),
ecdsa_secp521r1 _sha512(0x0603),

/* RSASSA-PSS algorithnms with public key O D rsaEncryption */
rsa_pss_rsae_sha256(0x0804),
rsa_pss_rsae_sha384(0x0805),
rsa_pss_rsae_shab512(0x0806),

/* EdJDSA al gorithms */
ed25519(0x0807),
ed448(0x0808) ,

/* RSASSA-PSS al gorithnms with public key O D RSASSA- PSS */
rsa_pss_pss_sha256(0x0809),
rsa_pss_pss_sha384(0x080a),
rsa_pss_pss_sha512(0x080b),

/* Legacy algorithns */
rsa_pkcsl shal(0x0201),
ecdsa_shal(0x0203),

/* Reserved Code Points */
obsol et e_ RESERVED( 0x0000. . 0x0200) ,
dsa_shal RESERVED(0x0202),
obsol et e RESERVED( 0x0204. . 0x0400) ,
dsa_sha256_RESERVED( 0x0402),
obsol et e RESERVED( 0x0404. . 0x0500) ,
dsa_sha384_RESERVED( 0x0502),
obsol et e_ RESERVED( 0x0504. . 0x0600) ,
dsa_sha512 RESERVED( 0x0602),
obsol et e RESERVED( 0x0604. . 0X06FF) ,
privat e_use( OxFEOQO. . OxFFFF) ,
( OXFFFF)

} Signat ur eScherne;

struct {
Si gnat ur eScheme supported_signature_al gorithns<2..2"16-2>;
} SignatureScheneli st;

B.3.1.4. Supported G oups Extension

enum {
unal | ocat ed_RESERVED( 0x0000) ,

/[* Elliptic Curve G oups (ECDHE) */

obsol et e_ RESERVED( 0x0001. . 0x0016) ,

secp256r 1(0x0017), secp384r1(0x0018), secp521r1(0x0019),
obsol et e RESERVED( 0x001A. . 0x0010),

x25519(0x001D), x448(0x001E),

/* Finite Field G oups (DHE) */
ff dhe2048(0x0100), ffdhe3072(0x0101), ffdhe4096(0x0102),
ffdhe6144(0x01. 4), ffdhe8192(0x0104),

/* Reserved Code Points */
ffdhe_private_use(0x01FC.. Ox01FF),
ecdhe_privat e_use( 0xFEOO. . OXFEFF) ,



B. 3.

B. 3.

obsol et e_ RESERVED( OxFF01. . 0xFF02),
( OXFFFF)
} NamedG oup;

struct {
NanmedGr oup naned_group_list<2..2716-1>;
} NamedG oupli st ;

Val ues within "obsol ete RESERVED' ranges are used in previous
versions of TLS and MJUST NOT be offered or negotiated by TLS 1.4

i mpl erentati ons. The obsol ete curves have various known/theoretica
weaknesses or have had very little usage, in sone cases only due to
uni ntenti onal server configuration issues. They are no |onger

consi dered appropriate for general use and should be assuned to be
potentially unsafe. The set of curves specified here is sufficient
for interoperability with all currently depl oyed and properly
configured TLS i npl enent ati ons.

2. Server Paranmeters Messages
opaque Di stingui shedNane<1..2"16-1>;

struct {
Di sti ngui shedNane aut horities<3..2"16-1>;
} CertificateAuthoritiesExtension;

struct {
opaque certificate_extension_oid<l..2"8-1>;
opaque certificate_extension_val ues<0..2"16-1>;
} ODFilter

struct {
ODFilter filters<0..2"16-1>;
} O DFilterExtension

struct {} PostHandshakeAut h;

struct {
Ext ensi on ext ensi ons<0..2"16-1>;
} Encrypt edExt ensi ons;

struct {
opaque certificate_request_context<0..2"8-1>;
Ext ensi on ext ensi ons<0..2"16- 1>;

} CertificateRequest;

3. Authentication Messages

enum {
X509(0),
OpenPCGP_RESERVED( 1),
RawPubl i cKey(2),
(255)

} CertificateType;

struct {
sel ect (certificate type) {
case RawPubl i cKey:
/[* From RFC 7250 ASN. 1 _subj ect Publ i cKeyl nfo */
opaque ASN1_subj ect Publ i cKeyl nf o<1..2724-1>;

case X509:
opaque cert_data<l..2"24-1>;

E%tension ext ensi ons<0. . 2"16- 1>;
} CertificateEntry;



struct {
opaque certificate_request context<0..2"8-1>;
CertificateEntry certificate_list<0..2"24-15;
} Certificate;

struct {
Si gnat ur eScheme al gorithm
opaque signature<0..2"16-1>;
} CertificateVerify;

struct {
opaque verify_data[Hash. | ength];
} Finished;

B.3.4. Ticket Establishnment

struct {
uint32 ticket lifetine;
uint32 ticket age_ add;
opaque ticket nonce<0..255>;
opaque ticket<l..2"16-1>;
Ext ensi on ext ensi ons<0..2"16-1>;
} NewSessi onTi cket ;

B.3.5. Updating Keys
struct {} EndCf Earl yDat a;
enum {
updat e_not _requested(0), update_requested(l), (255)
} KeyUpdat eRequest ;
struct {
KeyUpdat eRequest request updat e;
} KeyUpdat e;
B.4. Ci pher Suites
A cipher suite defines the pair of the AEAD al gorithm and hash
algorithmto be used with HKDF. Ci pher suite nanes follow the nam ng

conventi on:

G pher Suite TLS_AEAD HASH = VALUE;

| Component | Contents |
| TLS | The string "TLS" |
S o +
| AEAD | The AEAD al gorithm used for record protection |
- N EENNS.. +
| HASH | The hash al gorithmused with HKDF and |
| | Transcript-Hash |
R o +
| VALUE | The two byte ID assigned for this cipher |
| | suite |
- TSNS +

Table 4: Cipher Suite Nane Structure

Thi s specification defines the follow ng cipher suites for use with
TLS 1. 4.

| Description | Val ue
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| TLS_AES 128 GCM SHA256 | {0x13, 0x01} |
| TLs AES, 256 coM crased  Toxts, ox02 |
| LS CHAGHAZD, POLYASD5, SA0RE | (013, Ox08 |
| TS AeS 128 cod Seose " loxis oxon 1
TS ALS 125 cou B Swese 1 (oxis ox08 |
s - +

Table 5: Cipher Suite List

The correspondi ng AEAD al gorithnms AEAD AES 128 GCM AEAD AES 256 GCM
and AEAD AES 128 CCM are defined in [ RFC5116].

AEAD_CHACHA20_POLY1305 is defined in [ RFC8439]. AEAD AES 128 CCM 8
is defined in [ RFC6655]. The correspondi ng hash algorithns are
defined in [ SHS].

Al t hough TLS 1.4 uses the sane ci pher suite space as previous
versions of TLS, TLS 1.4 cipher suites are defined differently, only
speci fying the synmetric ciphers, and cannot be used for TLS 1.2.
Simlarly, cipher suites for TLS 1.2 and | ower cannot be used with
TLS 1. 4.

New ci pher suite val ues are assigned by | ANA as described in
Section 11.

Appendi x C. I nplenmentati on Notes

C 1

C 2.

The TLS protocol cannot prevent many common security m stakes. This
appendi x provi des several reconmendations to assist inplenmentors.
[ RFC8448] provides test vectors for TLS 1.4 handshakes.

Random Nunber Generation and Seedi ng

TLS requires a cryptographically secure pseudorandom nunber gener at or
(CSPRNG . A performant and appropriatel y-secure CSPRNG i s provi ded
by nost operating systens or can be sourced froma cryptographic
library. 1t is RECOWENDED to use an existing CSPRNG i npl enent ati on
in preference to crafting a new one. Many adequate cryptographic
libraries are already avail abl e under favorable license terns.

Shoul d those prove unsatisfactory, [RFC4086] provides guidance on the
generation of random val ues.

TLS uses random values (1) in public protocol fields such as the
public Random values in the CientHello and ServerHello and (2) to
generate keying material. Wth a properly functioning CSPRNG this
does not present a security problem as it is not feasible to
determne the CSPRNG state fromits output. However, with a broken
CSPRNG, it may be possible for an attacker to use the public output
to determine the CSPRNG i nternal state and thereby predict the keying
mat eri al, as docunented in [ CHECKOMY] and [ DSA-1571-1].

I npl enent ati ons can provide extra security against this form of
attack by using separate CSPRNGs to generate public and private
val ues.

[ RFC8937] describes a way for security protocol inplenmentations to
augnment their (pseudo)random nunmber generators using a long-term
private key and a determnistic signature function. This inproves
randommess from broken or otherw se subverted random nunber
generators

Certificates and Aut hentication



I npl enent ati ons are responsible for verifying the integrity of
certificates and should generally support certificate revocation
messages. Absent a specific indication froman application profile,
certificates should always be verified to ensure proper signing by a
trusted certificate authority (CA). The selection and addition of
trust anchors should be done very carefully. Users should be able to
view i nformation about the certificate and trust anchor

Appli cations SHOULD al so enforce mini num and naxi mum key si zes. For
exanpl e, certification paths containing keys or signatures weaker
than 2048-bit RSA or 224-bit ECDSA are not appropriate for secure
appl i cations.

Note that it is common practice in sone protocols to use the sane
certificate in both client and server nbdes. This setting has not
been extensively analyzed and it is the responsibility of the higher

| evel protocol to ensure there is no anbiguity in this case about the
hi gher-1 evel semanti cs.

C.3. Inplenentation Pitfalls

| mpl enent ati on experi ence has shown that certain parts of earlier TLS
specifications are not easy to understand and have been a source of
interoperability and security problens. Mny of these areas have
been clarified in this docunment but this appendi x contains a short
list of the nbst inportant things that require special attention from
i npl ement ors.

TLS protocol issues:

* Do you correctly handl e handshake nmessages that are fragnented to
multiple TLS records (see Section 5.1)? Do you correctly handl e
corner cases like a ClientHello that is split into several snall
fragments? Do you fragnment handshake messages that exceed the
maxi mum fragment size? |In particular, the Certificate and
CertificateRequest handshake messages can be | arge enough to
require fragnentation. Certificate conpression as defined in
[ RFC8879] can be used to reduce the risk of fragmentation

* Do you ignore the TLS record |l ayer version nunber in al
unencrypted TLS records (see Appendix E)?

* Have you ensured that all support for SSL, RC4, EXPORT ci phers,
and MD5 (via the "signature_al gorithns" extension) is conpletely
renoved fromall possible configurations that support TLS 1.4 or
|ater, and that attenpts to use these obsol ete capabilities fai
correctly? (see Appendix E)?

* Do you handl e TLS extensions in ClientHellos correctly, including
unknown ext ensi ons?

* \When the server has requested a client certificate but no suitable
certificate is available, do you correctly send an enpty
Certificate nessage, instead of omtting the whol e nessage (see
Section 4.4.2)7

* \When processing the plaintext fragment produced by AEAD- Decrypt
and scanning fromthe end for the ContentType, do you avoid
scanni ng past the start of the cleartext in the event that the
peer has sent a malfornmed plaintext of all zeros?

* Do you properly ignore unrecogni zed ci pher suites (Section 4.1.2),
hel | o extensions (Section 4.2), naned groups (Section 4.2.7), key
shares (Section 4.2.9), supported versions (Section 4.2.1), and
signature algorithnms (Section 4.2.3) in the dientHello?



C 4.

* As a server, do you send a Hell oRetryRequest to clients which
support a conpati ble (EC)DHE group but do not predict it in the
"key share" extension? As a client, do you correctly handle a
Hel | oRet ryRequest fromthe server?

Crypt ographi c details:

* \What counterneasures do you use to prevent tinming attacks

[TIM NG ?

* \When using Diffie-Hell man key exchange, do you correctly preserve
| eadi ng zero bytes in the negotiated key (see Section 7.4.1)?

* Does your TLS client check that the Diffie-Hell man paraneters sent
by the server are acceptable (see Section 4.2.9.1)?

* Do you use a strong and, nost inportantly, properly seeded random
nunber generator (see Appendix C. 1) when generating D ffie-Hellman
private val ues, the ECDSA "k" parameter, and other security-
critical values? It is RECOMVENDED that inplenentations inplenent
"determnistic ECDSA" as specified in [ RFC6979]. Note that purely
determnistic ECC signatures such as determ nistic ECDSA and EdDSA
may be vul nerable to certain side-channel and fault injection
attacks in easily accessible |0oT devices.

* Do you zero-pad Diffie-Hellnman public key val ues and shared
secrets to the group size (see Section 4.2.9.1 and Section 7.4.1)?

* Do you verify signatures after naking them to protect against
RSA- CRT key | eaks [ FW5]?

Client and Server Tracking Prevention

Clients SHOULD NOT reuse a ticket for nultiple connections. Reuse of
a ticket allows passive observers to correlate different connections.
Servers that issue tickets SHOULD of fer at |east as many tickets as
the nunber of connections that a client mght use; for exanple, a web
browser using HTTP/ 1.1 [ RFC9112] m ght open six connections to a
server. Servers SHOULD i ssue new tickets with every connecti on.

This ensures that clients are always able to use a new ticket when
creating a new connection.

Ofering a ticket to a server additionally allows the server to
correlate different connections. This is possible independent of
ticket reuse. Cdient applications SHOULD NOT of fer tickets across
connections that are meant to be uncorrelated. For exanple, [FETCH
defines network partition keys to separate cache | ookups in web

br owsers.

Clients and Servers SHOULD NOT reuse a key share for multiple
connections. Reuse of a key share all ows passive observers to
correlate different connections. Reuse of a client key share to the
same server additionally allows the server to correlate different
connecti ons.

It is RECOWENDED that the |abels for external identities be selected
so that they do not provide additional information about the identity
of the user. For instance, if the |abel includes an e-mail address,
then this trivially identifies the user to a passive attacker, unlike
the client’s Certificate, which is encrypted. There are a numnber of
potential ways to avoid this risk, including (1) using random
identity labels (2) pre-encrypting the identity under a key known to
the server or (3) using the Encrypted Cient Hello
[I-Dietf-tls-esni] extension

If an external PSK identity is used for multiple connections, then it



will generally be possible for an external observer to track clients
and/ or servers across connections. Use of the Encrypted Cient Hello
[I-D.ietf-tls-esni] extension can nitigate this risk, as can
mechani sms external to TLS that rotate or encrypt the PSK identity.

C.5. Unauthenticated Operation

Previ ous versions of TLS offered explicitly unauthenticated cipher
sui tes based on anonynous Diffie-Hellman. These npbdes have been
deprecated in TLS 1.4. However, it is still possible to negotiate
paraneters that do not provide verifiable server authentication by
several methods, including:

* Raw public keys [ RFC7250].

* Using a public key contained in a certificate but without
validation of the certificate chain or any of its contents.

Ei ther techni que used alone is vulnerable to man-in-the-mddle
attacks and therefore unsafe for general use. However, it is also
possi ble to bind such connections to an external authentication
mechani sm vi a out-of-band validation of the server’s public key,

trust on first use, or a nechani smsuch as channel bindings (though
the channel bindings described in [ RFC5929] are not defined for TLS
1.4). If no such nechanismis used, then the connection has no
protection against active man-in-the-nmiddle attack; applications MJST
NOT use TLS in such a way absent explicit configuration or a specific
application profile.

Appendi x D. Updates to TLS 1.2

To align with the names used this docunment, the following terns from
[ RFC5246] are renaned:

* The master secret, conputed in Section 8.1 of [RFC5246], is
renamed to the main secret. It is referred to as main_secret in
forrmul as and structures, instead of master_secret. However, the
| abel parameter to the PRF function is |eft unchanged for
conpatibility.

* The premaster secret is renaned to the prelimnary secret. It is
referred to as prelimnary_secret in formulas and structures,
i nstead of pre_nmaster_secret.

* The PreMasterSecret and Encrypt edPreMast er Secret structures,
defined in Section 7.4.7.1 of [ RFC5246], are renaned to
Prelim narySecret and EncryptedPrelim narySecret, respectively.

Correspondi ngly, the extension defined in [RFC7627] is renaned to the
"Extended Main Secret" extension. The extension code point is
renaned to "extended nmmin_secret". The |abel paraneter to the PRF
function in Section 4 of [RFC7627] is |left unchanged for
conpatibility.

Appendi x E. Backward Conpatibility

The TLS protocol provides a built-in mechanismfor version
negoti ati on between endpoints potentially supporting different
versi ons of TLS

TLS 1.x and SSL 3.0 use conpatible CientHell o nmessages. Servers can
al so handle clients trying to use future versions of TLS as long as
the ClientHello fornmat renmi ns conpatible and there is at |east one
protocol version supported by both the client and the server

Prior versions of TLS used the record |ayer version number



(TLSPI ai ntext. | egacy_record_versi on and

TLSCi phertext.| egacy_record_version) for various purposes. As of TLS
1.4, this field is deprecated. The val ue of

TLSPI ai nt ext .| egacy_record_versi on MJST be ignored by al

i mpl ementations. The value of TLSC phertext.|egacy_record _version is
included in the additional data for deprotection but MAY ot herw se be
i gnored or MAY be validated to match the fixed constant val ue.
Versi on negotiation is perfornmed using only the handshake versions
(dientHello.legacy version and ServerHello.legacy version, as well
as the CientHello, Hell oRetryRequest, and ServerHello
"supported_versions" extensions). To nmaximze interoperability with
ol der endpoints, inplenentations that negotiate the use of TLS
1.0-1.2 SHOULD set the record |ayer version nunber to the negoti ated
version for the ServerHello and all records thereafter

For maxi mum conpatibility with previously non-standard behavior and
m sconfi gured depl oynents, all inplenentations SHOULD support
validation of certification paths based on the expectations in this
docunent, even when handling prior TLS versions’ handshakes (see
Section 4.4.2.2).

TLS 1.2 and prior supported an "Extended Main Secret" [RFC7627]

ext ensi on which digested |arge parts of the handshake transcript into
the secret and derived keys. Note this extension was renaned in
Appendi x D. Because TLS 1.4 always hashes in the transcript up to
the server Finished, inplenentations which support both TLS 1.4 and
earlier versions SHOULD i ndi cate the use of the Extended Miin Secret
extension in their APls whenever TLS 1.4 is used.

E.1. Negotiating with an O der Server
A TLS 1.4 client who wishes to negotiate with servers that do not

support TLS 1.4 will send a normal TLS 1.4 CientHell o containing
0x0303 (TLS 1.2) in CientHello.legacy version but with the correct

version(s) in the "supported_versions" extension. |f the server does
not support TLS 1.4, it will respond with a ServerHello containing an
ol der version number. |If the client agrees to use this version, the

negotiation will proceed as appropriate for the negotiated protocol
A client using a ticket for resunption SHOULD initiate the connection
usi ng the version that was previously negoti at ed.

Note that O-RTT data is not conpatible with ol der servers and SHOULD
NOT be sent absent know edge that the server supports TLS 1.4. See
Appendi x E. 3.

If the version chosen by the server is not supported by the client
(or is not acceptable), the client MJST abort the handshake with a
"protocol _version" alert.

Sone | egacy server inplenentations are known to not inplenment the TLS
specification properly and m ght abort connecti ons upon encountering
TLS extensions or versions which they are not aware of.
Interoperability with buggy servers is a conplex topic beyond the
scope of this docunment. Multiple connection attenpts may be required
to negoti ate a backward-conpati bl e connecti on; however, this practice
is vul nerable to downgrade attacks and is NOT RECOMVENDED.

E.2. Negotiating with an A der dient

A TLS server can also receive a ClientHello indicating a version

nunber smaller than its highest supported version. If the
"supported versions" extension is present, the server MJST negotiate
usi ng that extension as described in Section 4.2.1. |f the

"supported versions" extension is not present, the server MJST
negotiate the mnimum of CientHello.legacy _version and TLS 1.2. For
exanmple, if the server supports TLS 1.0, 1.1, and 1.2, and



| egacy_version is TLS 1.0, the server will proceed with a TLS 1.0
ServerHello. |f the "supported versions" extension is absent and the
server only supports versions greater than
ClientHell 0.l egacy_version, the server MJST abort the handshake with
a "protocol _version" alert.

Note that earlier versions of TLS did not clearly specify the record
| ayer version nunber value in all cases

(TLSPI ai ntext.l egacy_record version). Servers will receive various
TLS 1.x versions in this field, but its value MJST al ways be ignored.

E.3. O-RTT Backward Conpatibility

0-RTT data is not conpatible with ol der servers. An ol der server

will respond to the ientHello with an ol der ServerHello, but it

will not correctly skip the O-RTT data and will fail to conplete the
handshake. This can cause issues when a client attenpts to use
0-RTT, particularly against multi-server deploynments. For example, a
depl oynent coul d deploy TLS 1.4 gradually with some servers

i mpl ementing TLS 1.4 and sone inplenenting TLS 1.2, or a TLS 1.4

depl oynent coul d be downgraded to TLS 1. 2.

A client that attenpts to send O-RTT data MJUST fail a connection if
it receives a ServerHello with TLS 1.2 or older. It can then retry
the connection with O-RTT disabled. To avoid a downgrade attack, the
client SHOULD NOT disable TLS 1.4, only O-RTT.

To avoid this error condition, multi-server deploynents SHOULD ensure
a uniform and stable depl oynent of TLS 1.4 without O-RTT prior to
enabling 0-RTT.

E.4. M ddl ebox Conpatibility Mde

Fi el d measurenents [Benl7a] [Benl7b] [Resl7a] [Resl17b] have found
that a significant nunber of m ddl eboxes m sbehave when a TLS client/
server pair negotiates TLS 1.4. Inplenentations can increase the
chance of maki ng connections through those m ddl eboxes by making the
TLS 1.4 handshake | ook nore |ike a TLS 1.2 handshake:

* The client always provides a non-enpty session IDin the
ClientHell o, as described in the | egacy_session_id section of
Section 4.1.2.

* |f not offering early data, the client sends a dumy
change_ci pher _spec record (see the third paragraph of Section 5)
i medi ately before its second flight. This nmay either be before
its second CientHello or before its encrypted handshake flight.
If offering early data, the record is placed i mediately after the
first ClientHello.

* The server sends a dummy change_ci pher _spec record i medi ately
after its first handshake nessage. This may either be after a
ServerHell o or a Hell oRetryRequest.

When put together, these changes make the TLS 1.4 handshake resenbl e
TLS 1.2 session resunption, which inproves the chance of successfully
connecting through m ddl eboxes. This "conpatibility node" is
partially negotiated: the client can opt to provide a session ID or
not, and the server has to echo it. Either side can send
change_ci pher _spec at any tinme during the handshake, as they nust be
ignored by the peer, but if the client sends a non-enpty session |D,
the server MUST send the change ci pher _spec as described in this
appendi Xx.

E.5. Security Restrictions Related to Backward Conpatibility



I mpl enent ati ons negotiating the use of ol der versions of TLS SHOULD
prefer forward secret and AEAD ci pher suites, when avail able.

The security of RC4 cipher suites is considered insufficient for the
reasons cited in [ RFC7465]. |nplenmentati ons MJST NOT offer or
negoti ate RCA ci pher suites for any version of TLS for any reason

A d versions of TLS permtted the use of very |ow strength ciphers.
Ciphers with a strength less than 112 bits MJST NOT be offered or
negoti ated for any version of TLS for any reason

The security of SSL 2.0 [SSL2], SSL 3.0 [RFC6101], TLS 1.0 [RFC2246],
and TLS 1.1 [RFC4346] are considered insufficient for the reasons
enunerated in [ RFC6176], [RFC7568], and [ RFC8996] and they MJST NOT
be negotiated for any reason

I mpl ement ati ons MUST NOT send an SSL version 2.0 conpati bl e CLI ENT-
HELLO. I npl enentati ons MJUST NOT negotiate TLS 1.4 or later using an
SSL version 2.0 conpatible CLIENT-HELLO | nplenmentati ons are NOT
RECOMVENDED to accept an SSL version 2.0 conpatible CLIENT-HELLO to
negoti ate ol der versions of TLS

I mpl enent ati ons MUST NOT send a ClientHello.legacy_version or
Server Hel |l 0. | egacy_version set to 0x0300 or less. Any endpoint
receiving a Hello nmessage with ClientHello.legacy_version or
Server Hel | 0. | egacy_version set to 0x0300 MJUST abort the handshake
with a "protocol version" alert.

I mpl ement ati ons MUST NOT send any records with a version |less than
0x0300. I nplenentati ons SHOULD NOT accept any records with a version
| ess than 0x0300 (but may inadvertently do so if the record version
nunber is ignored conpletely).

I mpl enent ati ons MUST NOT use the Truncated HVAC extension, defined in
Section 7 of [RFC6066], as it is not applicable to AEAD al gorithns
and has been shown to be insecure in sone scenari os.

Appendi x F. Overview of Security Properties

A conplete security analysis of TLS is outside the scope of this
docunent. In this appendix, we provide an informal description of
the desired properties as well as references to nore detailed work in
the research literature which provides nore formal definitions

We cover properties of the handshake separately fromthose of the
record | ayer.

F. 1. Handshake

The TLS handshake is an Authenticated Key Exchange (AKE) protoco
which is intended to provide both one-way authenticated (server-only)
and nutual ly authenticated (client and server) functionality. At the
conmpl eti on of the handshake, each side outputs its view of the
fol |l owi ng val ues:

* A set of "session keys" (the various secrets derived fromthe nmain
secret) fromwhich can be derived a set of working keys. Note
that when early data is in use, secrets are also derived fromthe
early secret. These enjoy sonmewhat weaker properties than those
derived fromthe main secret, as detail ed bel ow.

* A set of cryptographic paraneters (algorithns, etc.).

* The identities of the conmunicating parties.

We assune the attacker to be an active network attacker, which neans



it has conplete control over the network used to communi cate between
the parties [RFC3552]. Even under these conditions, the handshake
shoul d provide the properties |isted below. Note that these
properties are not necessarily independent, but reflect the protoco
consuners’ needs.

Establ i shing the same session keys: The handshake needs to output
the sane set of session keys on both sides of the handshake,
provided that it conpletes successfully on each endpoint (see
[CKO1], Definition 1, part 1).

Secrecy of the session keys: The shared session keys should be known
only to the communicating parties and not to the attacker (see
[CKO1]; Definition 1, part 2). Note that in a unilaterally
aut henti cat ed connection, the attacker can establish its own
session keys with the server, but those session keys are distinct
fromthose established by the client.

Peer Authentication: The client’s view of the peer identity should

reflect the server’s identity. |If the client is authenticated,
the server’s view of the peer identity should match the client’s
identity.

Uni queness of the session keys: Any two distinct handshakes shoul d
produce distinct, unrel ated session keys. Individual session keys
produced by a handshake shoul d al so be distinct and i ndependent.

Downgrade Protection: The cryptographic paranmeters should be the
sane on both sides and should be the same as if the peers had been
communi cating in the absence of an attack (see [ BBFGKZ16];
Definitions 8 and 9).

Forward secret with respect to long-termkeys: |f the |ong-term
keying material (in this case the signature keys in certificate-
based aut hentication nodes or the external/resunption PSK in PSK
with (EC)DHE npdes) is conprom sed after the handshake is
compl ete, this does not conprom se the security of the session key
(see [DON®2]), as long as the session key itself (and all material
that could be used to recreate the session key) has been erased.
In particular, private keys corresponding to key shares, shared
secrets, and keys derived in the TLS Key Schedul e ot her than
bi nder _key, resunption_secret, and PSKs derived fromthe
resunption_secret also need to be erased. The forward secrecy
property is not satisfied when PSK is used in the "psk_ke"
PskKeyExchangeMode. Failing to erase keys or secrets intended to
be epheneral or connection-specific in effect creates additiona
| ong-term keys that nust be protected. Conprom se of those |ong-
term keys (even after the handshake is conplete) can result in
| oss of protection for the connection’s traffic.

Key Conprom se | npersonation (KCl) resistance: 1|n a nutually
aut henti cated connection with certificates, conprom sing the |ong-
term secret of one actor should not break that actor’ s
aut hentication of their peer in the given connection (see
[ HGFS15]). For example, if a client’s signature key is
conprom sed, it should not be possible to inpersonate arbitrary
servers to that client in subsequent handshakes.

Protection of endpoint identities: The server’s identity
(certificate) should be protected agai nst passive attackers. The
client’s identity (certificate) should be protected agai nst both
passive and active attackers. This property does not hold for
ci pher suites without confidentiality; while this specification
does not define any such cipher suites, other docunments nay do so.

Informal |y, the signature-based nodes of TLS 1.4 provide for the



est abli shnent of a unique, secret, shared key established by an

(EC) DHE key exchange and authenticated by the server’s signature over
the handshake transcript, as well as tied to the server’s identity by
a MAC. |If the client is authenticated by a certificate, it also
signs over the handshake transcript and provides a MAC tied to both
identities. [SIGVWA] describes the design and analysis of this type
of key exchange protocol. |If fresh (EC)DHE keys are used for each
connection, then the output keys are forward secret.

The external PSK and resunption PSK bootstrap froma | ong-term shared
secret into a unique per-connection set of short-term session keys.
This secret may have been established in a previous handshake. |If
PSK with (EC)DHE key establishment is used, these session keys wll

al so be forward secret. The resunpti on PSK has been desi gned so that
the resunption secret conputed by connection N and needed to form
connection N+1 is separate fromthe traffic keys used by connection
N, thus providing forward secrecy between the connections. In
addition, if multiple tickets are established on the same connection,
they are associated with different keys, so conmprom se of the PSK
associated with one ticket does not |lead to the conprom se of
connections established with PSKs associated with other tickets.

This property is nost interesting if tickets are stored in a database
(and so can be deleted) rather than if they are self-encrypted.

Forward secrecy limts the effect of key | eakage in one direction
(conpronmise of a key at time T2 does not conproni se sone key at tine
Tl where T1 < T2). Protection in the other direction (conprom se at
time Tl does not conprom se keys at time T2) can be achi eved by

rerunning (EC)DHE. If a long-term authentication key has been
comprom sed, a full handshake with (EC)DHE gives protection against
passi ve attackers. |If the resunption_secret has been conprom sed, a

resunpti on handshake with (EC)DHE gi ves protection agai nst passive
attackers and a full handshake with (EC) DHE gi ves protection agai nst
active attackers. |If a traffic secret has been conpronised, any
handshake w th (EC)DHE gi ves protection agai nst active attackers.
Using the terns in [RFC7624], forward secrecy w thout rerunning

(EC) DHE does not stop an attacker from doing static key exfiltration
After key exfiltration of application_traffic_secret N, an attacker
can e.g., passively eavesdrop on all future data sent on the
connection including data encrypted with
application_traffic_secret N+1, application_traffic_secret N+2, etc.
Frequently rerunning (EC)DHE forces an attacker to do dynam c key
exfiltration (or content exfiltration).

The PSK bi nder value forms a binding between a PSK and the current
handshake, as well as between the session where the PSK was
established and the current session. This binding transitively

i ncludes the original handshake transcript, because that transcript
is digested into the val ues which produce the resunption secret.

This requires that both the KDF used to produce the resunption secret
and the MAC used to conpute the binder be collision resistant. See
Appendix F. 1.1 for nore on this. Note: The binder does not cover the
bi nder values from ot her PSKs, though they are included in the

Fi ni shed MAC.

Not e: This specification does not currently permit the server to send
a certificate_request nessage in non-certificate-based handshakes
(e.g., PSK). If this restriction were to be relaxed in future, the
client’s signature would not cover the server’'s certificate directly.
However, if the PSK was established through a NewSessi onTi cket, the
client’s signature would transitively cover the server’s certificate
through the PSK binder. [PSK-FIN SHED] describes a concrete attack
on constructions that do not bind to the server’s certificate (see
also [Krawl6]). It is unsafe to use certificate-based client

aut henti cation when the client might potentially share the sane PSK/
key-id pair with two different endpoints. In the absence of some



other specification to the contrary, inplenentations MJST NOT conbi ne
external PSKs with certificate-based authentication of either the
client or server. [RFC8773] provides an extension to permt this,

but has not received the |level of analysis as this specification

If an exporter is used, then it produces val ues which are uni que and
secret (because they are generated from a uni que session key).
Exporters conmputed with different |abels and contexts are
conputationally independent, so it is not feasible to conpute one
fromanother or the session secret fromthe exported value. Note:
Exporters can produce arbitrary-length values; if exporters are to be
used as channel bindings, the exported value MJST be | arge enough to
provide collision resistance. The exporters provided in TLS 1.4 are
derived fromthe sanme Handshake Contexts as the early traffic keys
and the application traffic keys, respectively, and thus have simlar
security properties. Note that they do not include the client’'s
certificate; future applications which wish to bind to the client’s
certificate may need to define a new exporter that includes the ful
handshake transcri pt.

For all handshake npdes, the Finished MAC (and, where present, the
signature) prevents downgrade attacks. |In addition, the use of
certain bytes in the random nonces as described in Section 4.1.3
all ows the detection of downgrade to previous TLS versions. See

[ BBFCKZ16] for nore details on TLS 1.4 and downgr ade.

As soon as the client and the server have exchanged enough
informati on to establish shared keys, the remai nder of the handshake
is encrypted, thus providing protection agai nst passive attackers,
even if the conputed shared key is not authenticated. Because the
server authenticates before the client, the client can ensure that if
it authenticates to the server, it only reveals its identity to an
aut henticated server. Note that inplenentations nust use the

provi ded record-paddi ng nmechani sm during the handshake to avoid

| eaki ng information about the identities due to length. The client’s
proposed PSK identities are not encrypted, nor is the one that the
server selects.

.1.1. Key Derivation and HKDF

Key derivation in TLS 1.4 uses HKDF as defined in [RFC5869] and its
two conponents, HKDF-Extract and HKDF- Expand. The full rationale for
the HKDF construction can be found in [KrawlO] and the rationale for
the way it is used in TLS 1.4 in [KWM6]. Throughout this docunent,
each application of HKDF-Extract is followed by one or nore

i nvocations of HKDF- Expand. This ordering should al ways be foll owed
(including in future revisions of this docunent); in particular, one
SHOULD NOT use an out put of HKDF-Extract as an input to another
application of HKDF-Extract w thout an HKDF- Expand in between.

Mul tiple applications of HKDF-Expand to some of the sane inputs are
all owed as long as these are differentiated via the key and/or the

| abel s.

Not e t hat HKDF- Expand inpl ements a pseudorandom function (PRF) with
both inputs and outputs of variable Iength. In some of the uses of
HKDF in this docunment (e.g., for generating exporters and the
resunption_secret), it is necessary that the application of HKDF-
Expand be collision resistant; nanely, it should be infeasible to
find two different inputs to HKDF- Expand that output the same val ue.
This requires the underlying hash function to be collision resistant
and the output |ength from HKDF- Expand to be of size at |east 256
bits (or as much as needed for the hash function to prevent finding
col l'i sions).

.1.2. Certificate-Based Cient Authentication



A client that has sent certificate-based authentication data to a
server, either during the handshake or in post-handshake

aut henti cati on, cannot be sure whether the server afterwards
considers the client to be authenticated or not. |[|f the client needs
to determine if the server considers the connection to be
unilaterally or mutually authenticated, this has to be provisioned by
the application |ayer. See [CHHSV17] for details. |In addition, the
anal ysi s of post-handshake authentication from|[Krawl6] shows that
the client identified by the certificate sent in the post-handshake
phase possesses the traffic key. This party is therefore the client
that participated in the original handshake or one to whomthe
original client delegated the traffic key (assuming that the traffic
key has not been conprom sed).

F.1.3. O-RTT

The 0- RTT node of operation generally provides security properties
simlar to those of 1-RTT data, with the two exceptions that the
0-RTT encryption keys do not provide full forward secrecy and that
the server is not able to guarantee uni queness of the handshake (non-
replayability) w thout keeping potentially undue anounts of state.
See Section 8 for mechanisnms to linmt the exposure to replay.

F.1.4. Exporter |ndependence

The exporter_secret and early exporter_secret are derived to be

i ndependent of the traffic keys and therefore do not represent a
threat to the security of traffic encrypted with those keys.

However, because these secrets can be used to compute any exporter
val ue, they SHOULD be erased as soon as possible. |If the total set
of exporter labels is known, then inplenmentations SHOULD pre-conpute
the inner Derive-Secret stage of the exporter conputation for al
those | abels, then erase the [early ]Jexporter_secret, followed by
each inner values as soon as it is known that it will not be needed
agai n.

F.1.5. Post-Conprom se Security

TLS does not provide security for handshakes which take place after
the peer’s long-termsecret (signature key or external PSK) is
comprom sed. It therefore does not provide post-conprom se security
[ CCGL6], sometines also referred to as backwards or future secrecy.
This is in contrast to KCl resistance, which describes the security
guarantees that a party has after its own |long-termsecret has been
conprom sed

F.1.6. External References

The reader should refer to the follow ng references for analysis of
the TLS handshake: [DFGS15], [CHSV16], [DFGS16], [KW6], [Krawl6],
[ FGSW16], [LXZFH16], [FGL7], and [BBK17].

F.2. Record Layer

The record | ayer depends on the handshake producing strong traffic
secrets which can be used to derive bidirectional encryption keys and
nonces. Assuming that is true, and the keys are used for no nore
data than indicated in Section 5.6, then the record | ayer should
provi de the foll owi ng guarantees

Confidentiality: An attacker should not be able to deternine the
pl ai ntext contents of a given record.

Integrity: An attacker should not be able to craft a new record
which is different froman existing record which will be accepted
by the receiver.



Order protection/non-replayability: An attacker should not be able
to cause the receiver to accept a record which it has already
accepted or cause the receiver to accept record N+1 w t hout having
first processed record N

Length concealment: Gven a record with a given external |ength, the
attacker should not be able to determ ne the anobunt of the record
that is content versus padding.

Forward secrecy after key change: |If the traffic key update
mechani sm described in Section 4.6.3 has been used and the
previ ous generation key is deleted, an attacker who conprom ses
the endpoint should not be able to decrypt traffic encrypted with
the ol d key.

Informally, TLS 1.4 provides these properties by AEAD protecting the
plaintext with a strong key. AEAD encryption [ RFC5116] provides
confidentiality and integrity for the data. Non-replayability is
provi ded by using a separate nonce for each record, with the nonce
bei ng derived fromthe record sequence nunber (Section 5.3), with the
sequence nunber being naintai ned i ndependently at both sides; thus
records which are delivered out of order result in AEAD deprotection
failures. In order to prevent mass cryptanal ysis when the sane
plaintext is repeatedly encrypted by different users under the same
key (as is commonly the case for HTTP), the nonce is fornmed by m xing
the sequence nunber with a secret per-connection initialization
vector derived along with the traffic keys. See [BT16] for analysis
of this construction

The rekeying technique in TLS 1.4 (see Section 7.2) follows the
construction of the serial generator as discussed in [ REKEY], which
shows that rekeying can allow keys to be used for a |arger nunber of
encryptions than without rekeying. This relies on the security of

t he HKDF- Expand- Label function as a pseudorandom function (PRF). In
addition, as long as this function is truly one way, it is not
possible to conmpute traffic keys fromprior to a key change (forward
secrecy).

TLS does not provide security for data which is conmunicated on a
connection after a traffic secret of that connection is conpromni sed.
That is, TLS does not provi de post-conpronise security/future
secrecy/ backward secrecy with respect to the traffic secret. |ndeed,
an attacker who learns a traffic secret can conpute all future
traffic secrets on that connection. Systens which want such
guarantees need to do a fresh handshake and establish a new
connection with an (EC) DHE exchange.

F.2. 1. Ext ernal References

The reader should refer to the follow ng references for analysis of
the TLS record | ayer: [BMVRT15], [BT16], [BDFKPPRSZZ16], [BBK17], and
[ PS18].

F.3. Traffic Analysis

TLS is susceptible to a variety of traffic analysis attacks based on
observing the length and timng of encrypted packets [CLIN C
[HCIC16]. This is particularly easy when there is a small set of
possi bl e nmessages to be distinguished, such as for a video server
hosting a fixed corpus of content, but still provides usable
informati on even in nore conplicated scenari os.

TLS does not provide any specific defenses against this form of
attack but does include a padding nechanismfor use by applications:
The plaintext protected by the AEAD function consists of content plus



vari abl e-1 engt h paddi ng, which allows the application to produce
arbitrary-length encrypted records as well as paddi ng-only cover
traffic to conceal the difference between periods of transm ssion and
peri ods of silence. Because the padding is encrypted al ongsi de the
actual content, an attacker cannot directly determine the length of
the padding, but may be able to neasure it indirectly by the use of

ti mng channel s exposed during record processing (i.e., seeing how
long it takes to process a record or trickling in records to see

which ones elicit a response fromthe server). 1In general, it is not
known how to renove all of these channels because even a constant-
time padding renoval function will likely feed the content into data-

dependent functions. At minimum a fully constant-tine server or
client would require close cooperation with the application-|ayer
protocol inplenentation, including nmaking that higher-Ievel protoco
constant time.

Not e: Robust traffic analysis defenses will likely lead to inferior
performance due to delays in transmtting packets and increased
traffic vol une.

F.4. Side Channel Attacks

In general, TLS does not have specific defenses agai nst side-channe
attacks (i.e., those which attack the comruni cati ons via secondary
channel s such as timng), |leaving those to the inplementation of the
rel evant cryptographic primtives. However, certain features of TLS
are designed to nmake it easier to wite side-channel resistant code:

* Unlike previous versions of TLS which used a conposite MAC-then-
encrypt structure, TLS 1.4 only uses AEAD al gorithns, allow ng
i npl ementations to use sel f-contained constant-tine
i mpl ementations of those primtives.

* TLS uses a uniform "bad_record_nac" alert for all decryption
errors, which is intended to prevent an attacker from gaining
pi ecewi se insight into portions of the message. Additiona
resistance is provided by term nating the connection on such
errors; a new connection will have different cryptographic
materi al, preventing attacks against the cryptographic primtives
that require nultiple trials

I nformation | eakage through side channels can occur at |ayers above
TLS, in application protocols and the applications that use them
Resi st ance to side-channel attacks depends on applications and
application protocols separately ensuring that confidenti al
information is not inadvertently | eaked.

F.5. Replay Attacks on 0-RTT

Repl ayabl e 0-RTT data presents a nunber of security threats to TLS-
usi ng applications, unless those applications are specifically

engi neered to be safe under replay (mininmally, this nmeans idenpotent,
but in nmany cases may al so require other stronger conditions, such as
constant-time response). Potential attacks include:

* Duplication of actions which cause side effects (e.g., purchasing
an itemor transferring noney) to be duplicated, thus harning the
site or the user.

* Attackers can store and replay O-RTT nessages to reorder themwth
respect to other nessages (e.g., noving a delete to after a
create).

* Amplifying existing information | eaks caused by side effects |ike
caching. An attacker could learn information about the content of
a 0-RTT nmessage by replaying it to some cache node that has not



cached sone resource of interest, and then using a separate
connection to check whether that resource has been added to the
cache. This could be repeated with different cache nodes as often
as the 0-RTT nessage is replayable.

If data can be replayed a | arge nunber of tines, additional attacks
becone possible, such as naking repeated neasurenents of the speed of
cryptographic operations. In addition, they may be able to overl oad
rate-limting systems. For a further description of these attacks,
see [ Macl7].

Utimately, servers have the responsibility to protect themnselves
agai nst attacks enploying O-RTT data replication. The mechani snms
described in Section 8 are intended to prevent replay at the TLS

| ayer but do not provide conplete protection against receiving
multiple copies of client data. TLS 1.4 falls back to the 1-RTT
handshake when the server does not have any information about the
client, e.g., because it is in a different cluster which does not
share state or because the ticket has been del eted as described in
Section 8.1. |If the application-layer protocol retransnits data in
this setting, then it is possible for an attacker to induce nessage
duplication by sending the ClientHello to both the original cluster
(whi ch processes the data i medi ately) and another cluster which wll
fall back to 1-RTT and process the data upon application-|ayer
replay. The scale of this attack is limted by the client’s
willingness to retry transactions and therefore only allows a linmted
anount of duplication, with each copy appearing as a new connection
at the server.

If inplenented correctly, the mechani snms described in Section 8.1 and
Section 8.2 prevent a replayed ClientHello and its associated 0-RTT
data from being accepted nultiple tinmes by any cluster with
consistent state; for servers which limt the use of O-RTT to one
cluster for a single ticket, then a given ClientHello and its
associated O-RTT data will only be accepted once. However, if state
is not conpletely consistent, then an attacker mi ght be able to have
mul tiple copies of the data be accepted during the replication

wi ndow. Because clients do not know the exact details of server
behavi or, they MJUST NOT send nessages in early data which are not
safe to have replayed and which they would not be willing to retry
across multiple 1-RTT connecti ons.

Application protocols MJST NOT use O-RTT data without a profile that
defines its use. That profile needs to identify which nmessages or
interactions are safe to use with O-RTT and how to handl e the
situation when the server rejects 0-RTT and falls back to 1-RTT.

In addition, to avoid accidental msuse, TLS inplenentations MJST NOT
enable O-RTT (either sending or accepting) unless specifically
requested by the application and MUST NOT automatically resend O-RTT
data if it is rejected by the server unless instructed by the
application. Server-side applications may w sh to inpl enent specia
processing for O-RTT data for some kinds of application traffic
(e.g., abort the connection, request that data be resent at the
application layer, or delay processing until the handshake
conpletes). In order to allow applications to inplenent this kind of
processing, TLS inplenmentations MJST provide a way for the
application to determne if the handshake has conpl et ed.

F.5.1. Replay and Exporters

Repl ays of the CientHell o produce the sane early exporter, thus
requiring additional care by applications which use these exporters.
In particular, if these exporters are used as an authentication
channel binding (e.g., by signing the output of the exporter) an
attacker who comprom ses the PSK can transpl ant authenticators



bet ween connections w thout conprom sing the authentication key.

In addition, the early exporter SHOULD NOT be used to generate
server-to-client encryption keys because that would entail the reuse
of those keys. This parallels the use of the early application
traffic keys only in the client-to-server direction

F.6. PSK Identity Exposure

Because i npl ementations respond to an invalid PSK binder by aborting
the handshake, it may be possible for an attacker to verify whether a
given PSK identity is valid. Specifically, if a server accepts both
external -PSK and certificate-based handshakes, a valid PSK identity
will result in a failed handshake, whereas an invalid identity wll
just be skipped and result in a successful certificate handshake.
Servers which solely support PSK handshakes may be able to resist
this formof attack by treating the cases where there is no valid PSK
identity and where there is an identity but it has an invalid binder

i dentically.

F.7. Sharing PSKs Across Protocol Versions

TLS 1.4 takes a conservative approach to PSKs by binding themto a
specific KDF. By contrast, TLS 1.2 allows PSKs to be used with any
hash function and the TLS 1.2 PRF. Thus, any PSK which is used with
both TLS 1.2 and TLS 1.4 nust be used with only one hash in TLS 1.4,
which is less than optimal if users want to provision a single PSK
The constructions in TLS 1.2 and TLS 1.4 are different, although they
are both based on HVAC. While there is no known way in which the
same PSK mi ght produce related output in both versions, only limted
anal ysi s has been done. Inplenentations can ensure safety from
cross-protocol related output by not reusing PSKs between TLS 1.4 and
TLS 1. 2.

F.8. External PSKs and Rerouting

External PSKs in TLS are designed to be known to exactly one client
and one server. However, as noted in [RFC9257], there are use cases
where PSKs are shared between nmore than two entities. |n such
scenarios, in addition to the expected security weakness where a
conmprom sed group nenber can inpersonate any other nenber, a
mal i ci ous non-menber can reroute handshakes between honest group
menbers to connect themin unintended ways [Sel fie]. [RFC9257]

provi des recommendati ons for external PSK usage, including the use of
external PSK inporters as defined in [ RFC9258], that prevent such
mal i ci ous rerouting of nmessages

F.9. M sbinding when using Self-Signed Certificates or Raw Public Keys

When TLS 1.4 is used with self-signed certificates w thout usefu
identities (as in DTILS SRTP [ RFC5763]) or raw public keys [ RFC7250]
for peer authentication, it may be vul nerable to m sbhinding attacks
[MR4]. This risk can be nitigated by using the "external _id_hash"
ext ensi on [RFC8844] or, if only the server is being authenticated, by
the server verifying that the "server_nane" extension matches its
expected identity.

F.10. Attacks on Static RSA

Al t hough TLS 1.4 does not use RSA key transport and so is not
directly susceptible to Bl eichenbacher-type attacks [Blei98] if TLS
1.4 servers also support static RSA in the context of previous
versions of TLS, then it nmay be possible to i npersonate the server
for TLS 1.4 connections [JSS15]. TLS 1.4 inplenmentations can prevent
this attack by disabling support for static RSA across all versions
of TLS. In principle, inplementations mght also be able to separate



certificates with different keyUsage bits for static RSA decryption
and RSA signature, but this technique relies on clients refusing to
accept signatures using keys in certificates that do not have the
digital Signature bit set, and many clients do not enforce this

restriction.
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