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Abst ract

Thi s docunent specifies a new version of the Transport Layer Security
(TLS) protocol, version 1.4. It is designed to address key
chal | enges that have energed since the standardization of TLS 1.3,
specifically related to the mobility of devices, the need for
enhanced O-RTT security, the integration of post-quantum

crypt ography, and the refinement of downgrade protection nmechani sms.

TLS 1.4 introduces a fundanental architectural shift by decoupling
the cryptographic session state fromthe underlying transport-|ayer
connection. This is achieved through a new, transport-agnostic
Connection ID (CID). The protocol also provides a new,

crypt ogr aphi cal l y-enforced replay defense for 0-RTT handshakes based
on an atomi c "read-conpare-wite" operation on a single-use Session
Nonce. A native hybrid post-quantum key exchange framework is
integrated into the handshake, offering a robust "safety net" against
future cryptanalytic threats. This specification fornmally obsol etes
TLS 1.3 (RFC 8446) and all its rel ated nmechani sns.

Thi s docunent updates RFCs 5705, 6066, 7627, and 8422 and obsol etes
RFCs 5077, 5246, 6961, 8422, and 8446. This docunent al so specifies
new requirenments for TLS 1.2 inplenentations.
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1. Introduction

The Transport Layer Security (TLS) protocol has |ong been the
cornerstone of secure comunications on the Internet. Wth the
standardi zati on of TLS 1.3 (RFC 8446), the protocol achieved a
significant reduction in handshake | atency and an enhancenent of its
crypt ographi ¢ hygi ene. However, the subsequent years have

hi ghl i ght ed new requirenents and chal |l enges driven by the evolution
of network architecture and the advent of powerful new computing
par adi gns.

The core notivations for the devel opnment of TLS 1.4 are:

* *Connection and Session Decoupling:* In an era of ubiquitous
mobi | e devi ces, network transitions (e.g., fromW-Fi to 5G are a
common occurrence. Prior TLS versions, which inplicitly tied the
session to a transport-layer identifier (like the TCP 4-tuple),
woul d require a full re-handshake upon a network change, causing
di sruption and | atency. TLS 1.4 addresses this by introducing a
new, transport-agnostic session identifier.

* *Atomic O-RTT:* While TLS 1.3 introduced a O-RTT nmechani sm f or
| atency reduction, it relied on tinme-based replay protection, a
met hod that is conplex to inplenent robustly across a distributed
server infrastructure. TLS 1.4 introduces a fundanentally
di fferent approach, using an atom c, single-use nonce to provide a
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statel ess, cryptographically-enforced replay defense that is both
sinmple and highly effective in many depl oynment scenari os.

*  *Post-Quantum Hybrid Cryptography:* The threat of a |arge-scale
quant um conput er capabl e of breaking current public-key
cryptography is no |l onger theoretical. To ensure the long-term
security of the Internet, TLS 1.4 provides a native, integrated
framewor k for depl oyi ng Post-Quantum Crypt ography (PQC) al ongsi de
traditional algorithnms. This hybrid approach allows for a secure
transition, providing a "safety net" where the session’s security
is guaranteed as long as either the traditional or the PQC
al gorithm remai ns unconpromni sed

* *Enhanced Downgrade Protection:* To prevent attacks where an
adversary forces a connection to an ol der, |ess secure protoco
version, TLS 1.4 strengthens the downgrade protection nmechani sm
with a non-negoti abl e handshake verification process.

Thi s docunent formally obsoletes TLS 1.3 (RFC 8446) and all its
rel ated nmechani sns, including the Session Resunption ticket (RFC
5077), the Session Hash and Extended Master Secret (RFC 7627), and
the original Connection ID (RFC 6961 and RFC 8422).

Core Architectural Principles
The TLS 1.4 protocol is built on two primary architectura

principles: Decoupling and Atomicity. These principles are nanaged
by a core set of cryptographic conponents, formng the "Core Triple."

1.1.1. Decoupling: Separation of Session and Transport

1.

1.

The protocol fundanentally separates the *TLS session’s cryptographic
state* fromthe underlying *transport-layer state*. A session is no

| onger tied to the epheneral properties of the network connection but
is identified by a unique, opaque, and stable identifier

The core conponent enabling this decoupling is the *Connection ID
(CD*. The CIDis a variable-length identifier (negotiated to be 4,
8, or 16 bytes) that is independently assigned by the server to each
session during the full handshake. The client MJST include this CID
in a dedicated record layer field for every TLS record. This allows
the server to |l ook up the correct session state w thout relying on
net wor k-1 ayer information such as the TCP 4-tuple.

* *CID Lifecycle:* The CIDis generated by the server and sent to
the client. The client uses this CID for all subsequent records
related to that session, regardless of the underlying network
path. The server MAY issue a new CID to the client at any point
in the session to facilitate session updates or for privacy
reasons.

2. Atomicity: The Read-Conpare-Wite Operation

TLS 1.4’s O-RTT mechanismis designed around an *atomi c operation* at
the server to provide a determ nistic and robust defense agai nst
replay attacks. The nechanismrelies on a single-use credential, the
*Sessi on Nonce (SN)*.

The server’s atomic operation is a single, indivisible "read-conpare-
wite" action that MJUST be performed on the server’s session state
tabl e:

1. *Read:* The server reads the provided Session Nonce fromthe
incomng client_hello Ortt nessage, identified by the ClD.

2. *Conpare:* The server performs a cryptographically secure



compari son of the received Nonce with the one stored in its
session state table. This conparison MJST be constant-tine to
prevent tining attacks.

3. *Wite:* If the nonces match, the server inmediately and
atomi cally replaces the old Nonce with a new, randonmly generated
one.

This atom c process ensures that any subsequent attenpts to use the
same Session Nonce will fail, as the server’s stored val ue has

al ready been updated. The new Session Nonce is sent to the client in
the server_hello_Ortt message, conpleting the exchange of a fresh,
one-tine credenti al

1.1.3. The Core Triple: Session State Conponents

1.
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The session state is managed by a core triple of cryptographic
component s:

* *Connection ID (CID):* A unique, opaque identifier for a session,
assigned by the server. It is the primary |ookup key for a
session’'s state on the server

* *Session Nonce (SN):* A 64-byte, one-tine-use random value. It
acts as a single-use credential for O-RTT data. The size of 64
bytes is chosen to be sufficiently large for cryptographic
randommess while also | eaving roomfor future nonce-derivation
schenes.

* *Master Secret (MS):* The root key for the entire session. It is
generated during the initial full handshake and is used to derive
al | subsequent session keys.

Handshake Protoco
1. Full Handshake (1-RTT)
The full handshake is a TLS 1.3-1ike epheneral key exchange with

significant nodifications to support hybrid post-quantum key
exchange.

1.2.1.1. dientHello

The ClientHell o nmessage MJUST include two new extensions:
supported_pqc and pqc_key share. These are in addition to the
standard TLS 1.3 extensions.

The format of a ClientHello is defined as:

struct { uintl6 |egacy_version = 0x0305; /* TLS 1.4 */ opaque
randoni 32] ; opaque | egacy_session_i d<0..32>; Ci pherSuite

ci pher _suites<2..2"16-2>; opaque

| egacy_conpressi on_met hods<1..278-1>; Extension

ext ensi ons<0..2716-1>; } CientHello;

To provide backward conpatibility, the |legacy version field is set to
0x0305 (TLS 1.4), but the client MAY use a different value to trick

| egacy m ddl eboxes, such as 0x0304 (TLS 1.3). The randomfield is a
32-byte opaque value that helps in key derivation. The

| egacy_session_id field is set to a non-zero, single value to satisfy
ol der inplenentations, but its contents are ignored by TLS 1.4
servers.

The extensions field MJST contain:

* A *supported_groups extension* for traditional key exchange



algorithms (e.g., X25519, secp256r1l).

* A *key_share extension* containing the public key for a
traditional algorithmfromthe supported_groups list.

* A *supported_pgc extension* for post-quantum algorithms (e.g.,
Kyber-768, Dilithium512). The client lists its preferred PQC
al gorithms here in descending order of preference.

* A *pgc_key _share extension* containing the public key for a PQC
al gorithmfromthe supported_pqc list.

1.2.1.2. ServerHello

The server processes the ClientHello and responds with a ServerHell o.
The server has two prinmary options for key exchange negotiation

* *Hybrid Mbde (SHOULD):* This is the preferred node. The server
MJST select a pair of a traditional and a PQC al gorithmfromthe
client’s lists.

- The chosen traditional algorithmis sent in the
Server Hel | 0. supported_groups field.

- The chosen PQC algorithmis sent in the
Server Hel | 0. supported _pgc extension

- The server’s public key for the traditional algorithmis sent
in the ServerHello.key_share extension

- The server’s public key for the PQC algorithmis sent in the
Server Hel | 0. pgc_key_share extension

* *PQC-Only Mode (MAY):* |If the server does not support a
traditional algorithmfromthe client’s list, or is configured for
PQC-only, it MJST select a PQC al gorithm

- The server sends a reserved value Ox1F (to be registered by
IANA) in the ServerHello.supported groups field to explicitly
i ndi cate "PQC-only".

- The chosen PQC algorithmis sent in the
Server Hel | 0. supported_pgc extension

- The ServerHello. key share extension is *omtted*.

- The server’s public key for the PQC algorithmis sent in the
Server Hel | 0. pgc_key_share extension

1.2.1.3. WMaster Secret Derivation

In hybrid node, the *Master Secret* is derived fromboth the
traditional and PQC shared secrets using the HKDF- Extract and HKDF-
Expand functions. This ensures that the session remai ns secure even
if one of the underlying cryptographic primtives is broken

The derivation process is as foll ows:

| $shared_secret _{hybrid} =
| shared_secret_{traditional}

| $Master Secret = HKDF-
| Extract(shared _secret {hybrid},
| client_hello.random
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Table 1

After the initial handshake, the server generates a *Connection |D*
and an initial *Session Nonce*. These are securely transnitted to the
client as part of the encrypted handshake extensions and are used for
all subsequent 0-RTT handshakes.

2.2. Connection Mgration and 0- RTT Handshake

TLS 1.4 introduces a new, dedicated 0-RTT handshake type to allow for
i mmedi at e application data transfer upon session resunption or
connection mgration. This mechanismis fundamentally different from
the TLS 1.3 new session_ticket approach

1.2.2.1. dientHelloOrtt Message

The client initiates the 0-RTT handshake by sending a
client_hello_Ortt message. This nessage is specifically designed to
be concise and does not contain all fields of a standard dientHello.
The handshake type is 0x03.

The format of the client_hello_Ortt message is as foll ows:

struct { uint8 type = 0x03; /* client_hello_Ortt */ uint24 |ength;
uint16 | egacy_version = 0x0305; /* TLS 1.4 */ opaque
connection_id<4..16>, opaque session_nonce<64>; Extension

ext ensi ons<0..2716-1>; opaque application_data<0..2"16-1>; }
ClientHelloOrtt;

The application_data field contains the early application data, which
is encrypted using a key derived fromthe Master Secret and the
Sessi on Nonce.

1.2.2.2. ServerHelloOrtt Message

1.

Upon receiving the client_hello_Ortt message, the server perforns the
atomi c verification of the provi ded Sessi on Nonce.

* *Verification Failure:* If the Nonce conparison fails, the server
MUST i mmedi ately drop the packet and send a cl eartext
session_nonce_m smatch alert. The client, upon receiving this
alert, MJST abort the O-RTT handshake and initiate a full 1-RTT
handshake.

* *Verification Success and Response:* |f the verification succeeds,
the server sends a server_hello Ortt nessage. This nessage is
encrypted using the Master Secret and contains the new Session
Nonce for future O-RTT handshakes. It also includes the
Certificate and CertificateVerify nessages to prevent |IP address
spoofing, and a Finished nessage to concl ude the handshake.

The format of the server_hello_Ortt message is as foll ows:

struct { uint8 type = 0x04; /* server_hello_Ortt */ uint24 |ength;
uint16 | egacy _version = 0x0305; /* TLS 1.4 */ opaque

new _sessi on_nonce<64>; Extension extensions<0..2"16-1>; Certificate
certificate; CertificateVerify certificate verify; Finished finished;
opaque application_data<0..2716-1>; } ServerHelloOrtt;

The server response also includes the Certificate and
CertificateVerify messages for server identity validation, and a
Fi ni shed nessage to concl ude t he handshake.

2.3. Key and Master Secret Updates



TLS 1.4 supports the Master Secret update mechanismfrom TLS 1.3 (RFC
8446) but with a new extension to provide explicit control. A new
ext ension, master_secret _update_al |l owed, can be sent in the
ServerHello to indicate if the server pernmits Master Secret updates
for this session. The new Session Nonce is piggybacked in this
update process. |If the client sends a key_update nessage and this
extension is not present or marked as fal se, the request MJST be
ignored and the client SHOULD term nate the connection with an
unsupported_extension alert.

1.3. Record Protocol and Paddi ng

TLS 1.4 introduces a new record |layer format. The Connection ID
field is a nandatory addition to every TLS record

struct { opaque connection_id<4..16>, uint8 opaque_type; uintl6
| egacy_record_version = 0x0305; uintl16 |ength; opaque
encrypt ed_payl oad[ TLSPl ai ntext.length]; } TLSG phertext;

TLS 1.4 mandates a standardi zed paddi ng schene for all encrypted

payl oads. The paddi ng MJUST consist of all zero bytes, and the tota

I ength of the payload (including padding) MJST be a nultiple of 16
This is a nandatory requirement for all inplenmentations to ensure
interoperability and to mitigate certain side-channel attacks based
on payl oad size. The padding length is inplicitly derived fromthe
total payload Iength. The client or server can add up to 15 bytes of
zero padding to ensure the total length is a nultiple of 16

1.4. Downgrade Protection and Alerts

To prevent downgrade attacks, TLS 1.4 clients and servers MJST
i npl ement a specific check using a series of 8-byte magi ¢ nunbers
enbedded in the ServerHello.random fi el d.

The logic is as foll ows:

* |f a TLS 1.4 server negotiates TLS 1.3, the last 8 bytes of the
Server Hel | 0. random MJUST be the magi ¢ nunber: 0x444F574E47524402

* |f a TLS 1.4 server negotiates TLS 1.2, the last 8 bytes of the
Server Hel | o. random MUST be 0x444F574E47524401

* |f a TLS 1.4 server negotiates TLS 1.1 or older, the last 8 bytes
of the ServerHello.random MUST be 0x444F574E47524400.

A TLS 1.4 client that receives a ServerHello.random ending with one
of these values MJST inmmediately term nate the connection with an
illegal _paraneter alert, thereby preventing a successful downgrade.

1.4.1. Alerts

Thi s docunent defines a nore conprehensive set of alerts to provide
better error handling and debuggi ng.

* *gession_nonce_m smatch (201):* Sent by the server when the
provi ded Session Nonce in a 0-RTT handshake does not match the one
stored in the session state table.

* *unsupported_pqgc_al gorithm (202):* Sent by the server if the
client’s supported_pgc list does not contain a PQC al gorithm
supported by the server.

* *jnvalid_connection_id (203):* Sent by either peer when a
Connection IDis received that is not associated with an active
sessi on.
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* *jl||egal _paranmeter (204):* Sent when a handshake nmessage contains
an invalid paranmeter, such as a nmal forned extension or an
incorrect field value. This is used for downgrade protection and
ot her general errors.

Ext ended Confi gurati on and ECH

If aclient, via DNS records or other out-of-band nmechani sns, detects
that a server supports *ECH (Encrypted CientHello)*, it MJST
initiate an ECH handshake. An ECH enabl ed server receiving a bare
TLS 1.4 handshake (without ECH) MUST reject the connection and
attenpt a graceful downgrade. The server will send a ServerHello
with the | ast 8 bytes of random set to Ox444F574E47524403, a specific
downgrade signal for ECH fall back. This forces the client to fal
back to a TLS 1.3 handshake as per the downgrade protection
mechanism allowing for a snmooth transition

Deprecati ons and (bsol etions

Thi s docunent formally obsol etes RFC 8446, TLS 1.3. As a result, the
following TLS 1.3 extensions and nechani snms are deprecated in TLS
1. 4.

* *pre_shared_key extension:* Replaced by the nore flexible and
repl ay-resi stant Connection I D and Sessi on Nonce nechani sm

* *psk _key exchange nodes extension:* Cbsolete due to the renoval of
PSK.

* *cooki e extension:* (bsolete as the new 0- RTT nechani sm does not
require a cookie.

* *client_hello_id extension:* Cbsolete.

*  *npew_session_ticket mechanism* Replaced by the Session Nonce-
based 0-RTT handshake, which provides a nore robust replay
def ense.

* *Original connection_id extension (RFC 6961, updated by RFC
8422):* (bsol eted by the new, nore robust, and protocol-native
Connection I D v2 extension

Security Considerations

The atom ¢ O-RTT nechani sm provi des a robust defense agai nst repl ay
attacks in a single-server environment. However, this nodel faces
significant challenges in high-concurrency, distributed environments.
Wthout a centralized, synchronized, and |l owlatency state store,
there is a risk of a replay attack succeeding if a second server in a
cluster processes the sane 0-RTT packet before the first server can
update the shared state. This docunent acknow edges this as a known
weakness in a distributed context. Deployments requiring high-
availability and | arge-scal e | oad bal anci ng may need to i npl enent

addi tional, nore conplex nmechanisnms to ensure full replay protection

Possi bl e solutions for distributed depl oynments incl ude:

* *Distributed Consensus Al gorithnms:* Using protocols like Raft or
Paxos to ensure a single, consistent state across all cluster
nodes before a 0-RTT packet is processed.

* *Optimstic Concurrency Control:* Each server in a cluster could
attenpt to atomcally update the shared state. |[|f the update
fails (due to a race condition), the server could fall back to a
1- RTT handshake.



* *Centralized Atomic State Store:* A dedicated, highly-available,
and | ow | atency service (e.g., a distributed database with strong
consi stency guarantees) could be used to nmanage the Session Nonce
state for the entire cluster

The hybrid post-quantum key exchange ensures a "safety net" where a

session remai ns secure even if one of the two key exchange al gorithns

is broken. The Master Secret derivation fromboth shared secrets
ensures that a conprom se of one does not conprom se the other
1.8. | ANA Consi derations

Thi s docunent requires the registration of several new values with
| ANA.

Thi s docunent defines two new TLS handshake nessage types
* client_hello_Ortt (0x03)
* server_hello Ortt (0x04)

Thi s docunent defines new TLS extensions that require a fornal
codepoi nt :

* supported_pqc

* pgc_key share

* pmaster_secret_update_al | owed
* Connection ID v2

A new ServerHel | o. supported_groups value for PQC-only node al so needs
to be registered with 1 ANA. W suggest Ox1F as a tenporary val ue.

Thi s docunent al so requests the allocation of a new alert code:
* session_nonce_m smatch (201)
* unsupported _pqc_al gorithm (202)
* invalid_connection_id (203)
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