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Abst ract

Thi s docuenment defines the information nodel for perceptive routing,
whi ch coul d serve as a foundational conponent in the inplenentation
of perceptive routing.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction
Term nol ogi es . . e
Per cepti ve Routing GEneraI Process
Perceptive Routing I nformation Mde
Local information nodel of PR SenS|ng hbde
1.1. Port Failure
1.2. Congestion
1.3. Queue Length
1.4. Link SLA . e e
Net wor k i nf ormati on nDdeI of PR Sensing Node
1. On Path Information . e
2. Bottleneck Information
3. Topol ogy Information . e e e e e
Routi ng deci sion information nDdeI of PR routi ng node
1. Reroute . .
. 2. Congestion Cbntrol . .
.3. ECWP (Equal - Cost NUIt|—Path) Nbde
.4. Hierarchical Routing
.5.  Service Routing

bR

el i al e el ol el ol o
NN

WwWwww

5. Securlty Consi der ati ons
6. | ANA Consi derations .
7. Acknow edgenent s

8. Normmtive References

Aut hors’ Addr esses

QOO OWOWOOOOONNNNOOCOOODOUTUITURADMWWN

1. Introduction

In a lot of scenarios, especailly in DC, adaptive routing has energed
as a crucial technique for enhancing network perfornmance and
resilience. Traditional routing nethods, which rely on static or
pre-defined paths, often struggle to cope with rapidly changing
network conditions, such as link failures, congestion, and varying
traffic demands. Adaptive routing addresses these chall enges by

all owi ng routing decisions to be adjusted in real time, based on the
current state of the network.
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Adaptive routing systens |ike Perceptive Routing (PR) continuously
moni tor network paraneters, such as port status, congestion |evels,
and link SLAs, to make informed decisions that inprove traffic
distribution and fault tolerance. A standardized information nodel
coul d abstract the essential properties and relationships within the
system allowing different inplenentations to interact seam essly.
Thi s nodel offers a conmon information nodel for representing the
state of the network, allow ng devices to comunicate critica

i nformati on such as failures, congestion, and optinmal paths,
facilitating dynam c and aut omat ed deci si on- maki ng.

Thi s docuenent defines the information nodel for perceptive routing,
whi ch coul d serve as a foundational component in the inplenentation
of perceptive routing.

2. Term nol ogi es

PR-SN. Perceptive Routing Sensing Node, percept |ocal and network
i nformati on for routing decisions.

PR-RN: Perceptive Routing Routing Node, use nulti-dinensional sensory
informati on to nake routing decisions, including reroute, adjust
speed, | oad bal ance, etc.

PR-N: Perceptive Routing Notification, the message fromPR-SN to PR
RN.

3. Perceptive Routing General Process

The perceptive routing (PR) nmechanism akin to the adaptive routing
network (ARN), ains to ensure efficient and resilient routing in
dynani ¢ network environments. PR involves real-tine nonitoring and
deci si on- nmaki ng based on nul ti-di nensi onal network status

i nformati on, which enables the network to adapt to changes, such as
congestion or link failures, with mninal disruption. Here's a
summary of the general process:

1. Detection of Network Status Changes

Per cepti ve Routing Sensing Nodes (PR-SN) continuously nonitor both

| ocal and network-level conditions to detect any anonalies or changes
in network performance, for exanple congestion or |ink/node failure.
When such conditions are detected, PR-SN assesses whet her they can be
resolved locally or require further action

2. I npact Assessnent and Notification
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4.

4.

If the PR SN determ nes that the | ocal neasures (e.g., congestion
mtigation strategies) are insufficient to address the problem it
generates a Perceptive Routing Notification (PR-N). The PR-N nessage
contains detailed informati on about the change in network status
(e.g., the type of failure, affected links/nodes, etc.) and is sent
to the Perceptive Routing Routing Node (PR-RN) or other designated
nodes. These nessages inform PR-RN about issues that could affect
networ k performance, allowi ng themto take proactive steps.

3. Routing Decision and Mtigation

Upon receiving the PR-N nmessage, PR-RN anal yzes the specific
i nformati on provided to rmake appropriate routing decisions. This
deci si ons incl udes:

* Rerouting: Selecting an alternative path to avoid the inpacted
I'ink or node.

* Traffic |oad adjustnment: Rebalancing traffic flows to prevent
further congestion or |ink overl oad.

* Congestion control and ECMP: Adjusting traffic flows across
multiple paths if available, using nmechanisns |ike Equal - Cost
Mul ti-Path (ECVP).

* Hi erarchical routing decisions: In cases of |arge-scale network
changes, PR-RN may use hierarchical routing strategies to route
traffic across different |layers of the network efficiently.

By | everaging real-time data provided by PR- SN and usi ng advanced
deci si on-naki ng al gorithms, PR-RN ensures that traffic is rerouted or
adj usted dynami cal |y, reducing |atency, avoiding congested paths, and
enhanci ng overall network efficiency.

The foll owi ng sections Define a standardi zed i nformati on nodel for
this general process.

Perceptive Routing |Information Mdel

1. Local information nodel of PR Sensing Node

This section focuses on the attributes collected by a Perceptive
Routing (PR) sensing node that nonitors and gathers real-tinme data
about | ocal conditions.
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4.

4.

4.

1.

1.

1.

1. Port Failure

This type of attribute represents the status of ports on a node.
This attribute indicates whether a port has failed and can no | onger
transmt or receive traffic. Monitoring port failures allows the
network to quickly reroute traffic or trigger failover nechani sns.
The possible attributes could include:

* Port Status: Indicates if the port is active, down, or in a failed
state.

* Failure Cause: Specifies reasons for failure, such as hardware
i ssues, msconfigurations, or timeouts.

2. Congestion

This type of attribute represents the |evel of congestion at the
node, typically measured by nonitoring packet delay, packet |oss, and
throughput. This attribute infornms the system of where congestion
points are formng, helping to reroute traffic or apply congestion
control techniques

The possible attributes could include:

* Traffic Load: Measures current traffic levels on the Iink

* Congestion Thresholds: Defines limts for congestion states

* Packet Drop Rate: The rate at which packets are dropped due to
congestion

3. Queue Length

This type of attribute represents the I ength of queues in the node.
H gh queue lengths indicate potential bottlenecks and del ays, while
short queues suggest fast packet forwarding. This attribute is vita
for assessing node performance and avoi di ng network congestion

The possible attributes could include:

*  Queue Depth: Real-tinme data about the nunber of packets in the
gueue.

* Queue Threshol ds: Defines situations where the queue has
overfl owed, possible |eading to packet |oss
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4.

4.

4.

4.

1.4. Link SLA

This type of attribute represents the Service Level Agreenent (SLA)
associated with the Iink, including nmetrics |ike bandw dth, |atency,
jitter, and availability. The node nonitors whether the link's
performance is within the agreed SLA paraneters and fl ags any

viol ations for corrective actions.

The possible attributes could include:
* Link Latency: Measures the round-trip delay across the |ink

* Bandwidth Utilization: Tracks the percentage of avail able
bandwi dt h bei ng used.

2. Network information nodel of PR Sensing Node

This section covers the attributes about network conditions beyond
the 1 ocal node, providing insights about paths, bottlenecks, and
topol ogy to assist in making routing decisions.

2.1. On Path Information

This type of attribute represents detailed information about the
current paths in use for traffic forwarding, including path nmetrics
such as latency, jitter, and hop count. This attribute allows the
node to assess the quality of the existing paths and their
suitability for ongoing traffic demands.

The possible attributes could include:

* Hop Count: Nunber of hops the data takes between source and
destination.

* Latency Per Hop: The tinme it takes to traverse each node.

2.2. Bottleneck Information
This type of attribute identifies and describes network bottl enecks
where traffic is delayed or congested. This can include points where
the capacity of a link is exceeded or where high latency is
i ntroduced due to excessive queui ng.

The possible attributes could include:

* Link Utilization: Mnitors bandw dth use on specific bottleneck
I'i nks.
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* Queue Status: Alerts when queues at a bottleneck link are nearing
full capacity.

3. Topol ogy Infornmation

This type of attribute rsepresents the structure of the network from

the node’s perspective. This attribute includes details such as

connect ed nei ghbors, available paths, link states, and node status,

provi ding a gl obal view of the network for optimzing routing

deci si ons.

The possible attributes could include:

* Nei ghboring Nodes: A list of adjacent nodes and their statuses.

* Link Metrics: Performance and quality of |inks connecting nodes in
t he t opol ogy.

Routi ng decision informati on nmodel of PR routing node

This section covers the key attributes that influence the decision-
maki ng processes within a routing node. These attributes determ ne
how traffic is routed, how congestion is nmanaged, and how network
resources are all ocated.

1. Reroute

This type of attribute describes the nmechanisns and criteria used to
reroute traffic in response to changes in the network, such as link
failures or congestion events. This attribute ensures that traffic
is dynamically redirected to optinal paths.

The possible attributes could include:

* Reroute Path: The alternative path selected during rerouting.

* Failover Time: Tine taken to switch to an alternate path.

2. Congestion Control

This type of attribute details the strategies and protocols used to
manage congestion at the routing node. This attribute includes
techniques like rate-linmiting, traffic shaping, or prioritizing

certain flows to alleviate network congestion

The possible attributes could include:

u, et al. Expi res 23 COctober 2025 [ Page 7]



Internet-Draft draft-zhou-rtgwg-perceptive-routing-info April 2025
* Congestion Avoi dance Policies: Mechanisnms to prevent congestion
before it occurs.

* Rate Limting: Controls the traffic rate to avoid overwhel ning the
net wor k.

4.3.3. ECWP (Equal -Cost Multi-Path) Mde
This type of attribute refers to Equal - Cost Milti-Path (ECWVP)
routing, where nultiple paths with equal cost are used to distribute
traffic evenly across the network. This attribute describes how ECWP
is inmplemented and the criteria for path selection
The possible attributes could include:

* Hash Algorithm Determ nes how ECMP chooses paths

* Traffic Distribution: Shows how traffic is split across nultiple
pat hs.

4.3.4. Hierarchical Routing
This type of attribute covers the use of hierarchical routing
techni ques to manage | arger networks efficiently. This attribute
provi des information about how the network is divided into tiers or
areas, with routing decisions optimzed within each |ayer.

The possible attributes could include:

* Routing Layers: Defines the layers of routing, such as access,
aggregation, and core.

* Aggregated Traffic Metrics: Summarizes traffic data for groups of
| ower -1 ayer nodes.

4.3.5. Service Routing
This type of attribute describes how the routing node handl es
service-specific routing requirenents, such as directing traffic
based on application needs (e.g., video stream ng, voice, or data).
This attribute ensures that service-level routing objectives are net,
such as prioritizing latency-sensitive traffic.
The possible attributes could include:

* Service Path: The path chosen for traffic according to a specific
service type
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* Service-Specific SLAs: Mnitors SLA adherence based on service-
| evel routing.
5. Security Considerations
TBD
6. | ANA Consi derations
Thi s docunent nmakes no request of | ANA
Note to RFC Editor: this section may be renoved on publication as an
RFC.
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