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Abst ract

Thi s document specifies the use of Bidirectional Forwarding Detection
(BFD) for fast failure detection of Routing in Fat Trees (Rl FT)

adj acencies. RIFT is specified in RFC 9692. Wile RFC 9692
describes interactions with BFD, it does not define normative
behavi or. This docunent specifies the use of single-hop BFD, as
defined in RFC 5881, for RIFT adjacencies, including behavior for
parallel links and nultiple R FT instances.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 29 August 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Wth | arge-scale Al and nodel -trai ni ng workl oads beconm ng comonpl ace

in data center networks, transient network failures (e.g., link
flaps, port flapping, and optical nodul e/cabling anonalies) can
create short-1lived bl ackholes and introduce reroute latency. In

practice, such inpairnments are anplified into application-Ilevel tai

| atency, job retries, and even reduced aggregate training throughput.
As a result, the control plane of a fat-tree fabric is expected to
provi de sub-second and often mllisecond-scale failure detection and
convergence. RIFT s keepalive mechanism centered around a seconds-
scale holdtinme, is inherently oriented toward stability and scal abl e
adj acency nmi ntenance, and is therefore not well suited to serve as
the primary trigger for sub-second fast convergence. Consequently,
it is necessary to introduce and standardi ze the use of Bidirectiona
Forwar di ng Detection (BFD) in R FT-based fat-tree deployments in
order to neet the fast failure-convergence requirenents of training
and simlar |atency-sensitive workl oads.
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Thi s docunent specifies the use of single-hop BFD, as defined in
[ RFC5881], for failure detection of RIFT adjacencies. |t defines BFD
session establishnment, interaction with the RIFT adjacency state
machi ne, and behavior for parallel links and nmultiple RIFT instances.

1.1. Term nol ogy

Thi s docunent uses the acronyns defined in [ RFC9692] along with the
fol | owi ng:

RI FT instance: A logical instance of the RIFT protocol running on a
node.

BFD session: A BFD control session as defined in [ RFC5881].
1.2. Conventions Used in This Documnent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Overview of BFD Usage in R FT

I mpl enent ati ons of RIFT using BFD as specified in this document MJST
use single-hop BFD as defined in [ RFC5881]. BFD is used for rapid
detection of failures that affect R FT adjacencies. BFD operation is
i ndependent of RIFT ThreeWay hell o and hol ddown ti ner.

3. BFD Session Establishnent

RI FT advertises BFD capability on a per-link basis. |In [RFC9692],
support for BFD is indicated via the LinkCapabilities field carried
in LIE nessages. Based on this capability advertisenment, an

i mpl ementati on MAY enable BFD to accel erate RIFT adjacency state
updat es and achi eve faster routing convergence.

A BFD session SHOULD be started after the corresponding RIFT

adj acency has reached ThreeWay state. |If link identifiers or BFD
capabilities change, both the LIE and any BFD sessi ons SHOULD be
brought down and back up again. In case only the advertised

capabilities change, the node MAY choose to persist the BFD session

Zhou, et al. Expi res 29 August 2026 [ Page 3]



Internet-Draft Bidirectional Forwarding Detection (BFD) February 2026

3.1. Parallel Link Considerations

Sharing a single BFD session across nultiple parallel |inks may | ead
to incorrect liveness inference for individual |links (e.g., partial
link failures becomng invisible to the control plane, or being
anplified into a full adjacency failure). Therefore, for parallel

i nks between the sane pair of RIFT nodes, each link is RECOMVENDED
to have an independent BFD session

Wth per-link BFD sessions, each parallel |ink can fai

i ndependently. Wen one or nore (but not all) parallel links
experience a BFD Down condition, the advertising node SHOULD update
its Node TIE to reflect the affected link(s), for exanple by
adjusting the corresponding link_ids and bandw dth attri butes,

wi t hout unnecessarily treating the entire adjacency as unreachabl e.

I n depl oynents where precise per-link failure information i s not
required, inplenentations MAY share a single BFD session across

multiple parallel links. However, this document does not specify
procedures or interoperability requirenents for shared-session
operati on.

3. 2. BFD Par aneters

After RIFT ThreeWay hell o adj acency convergence, a BFD sessi on MAY be
fornmed automatically between the RIFT endpoints w thout further
configuration using the exchanged discrimnators that are equal to
the local id in the LIEPacket.

BFD sessions for RIFT MJST foll ow t he encapsul ati on and

demul tiplexing rules defined in RFC 5881. To ensure that BFD

provi des neani ngful acceleration of failure detection relative to the
Rl FT LI E keepalive mechani sm the negotiated BFD paraneters (e.qg.
Desired Mn TX Interval, Required Mn RX Interval, and Detect Milt)
SHOULD result in a BFD Detection Tinme that is significantly smaller
than the LIE holdtinme advertised on the adjacency (the default LIE
FSM hol dtinme is 3 seconds in [RFC9719]).

4, Interaction with the R FT

A BFD session transition to Down on a RIFT-enabled |link can result in
the followi ng actions within the |ocal RIFT instance:

1. The corresponding R FT adjacency SHOULD be re-initialized (i.e.,
the LIE FSMis reset and restarted fromits initial state), and
any adj acency-related state and tinmers (e.g., holddown tiner) are
cleared as appropriate.
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2. The node SHOULD update the neighbor information advertised inits
Node TIE to reflect the loss of the affected adjacency/link(s).

3. The updated TIE informati on SHOULD be fl ooded according to the
RI FT fl oodi ng procedures (e.g., via TIE TIDE/ TI RE exchanges).

4. Nodes receiving the updated topol ogy informati on SHOULD perform
reachability reconputation (e.g., N SPF and/or S-SPF) as
required.

5. If the resulting topol ogy change satisfies the conditions for
di saggregation, disaggregation procedures MAY be triggered (in
particular for nulti-plane "fallen |l eaf" scenarios).

Besi des, in case an established BFD sessi on goes Down after it was
Up, RIFT adjacency SHOULD be re-initialized and subsequently started
fromlnit after it receives a consecutive BFD Up

5. Milti-Instance Considerations

In RIFT, a node may be configured with nultiple RIFT instances. Such
i nstances can be depl oyed over distinct interfaces, or, subject to

| ocal configuration, over the sanme physical, sub-, or |ogica
interface. Each R FT instance maintains its own adjacency state and
control - pl ane state independent of other instances.

5.1. Shared BFD Mbdel

A BFD session is associated with a specific point-to-point |ink, and
its state transitions can be used as an input signal for any R FT

i nstance running over that link. Therefore, to reduce the tota
nunber of BFD sessions, inplenmentations MAY share a single BFD
session across multiple R FT instances on the sane interface (i.e.,
bet ween the sanme pair of nodes over the sane link). |If a shared BFD
session transitions to Down, all adjacencies of the associated R FT
i nstances that depend on that link MJST treat the link as failed
(e.g., the adjacencies MIST be re-initialized or brought down,
consistent with the inplenentation s adjacency handling procedures).

Wien the shared-BFD nodel is used, all associated RIFT instances on
the sane interface MJUST use conpati bl e BFD paraneters such that a
singl e BFD sessi on can be established and rmai ntained. |f

i nconpatible requirenents are configured (e.g., conflicting BFD
interval and detection paraneters that cannot be satisfied by one
session), the inplenentation MIST either

a. fall back to the per-instance BFD nodel, or
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b. reject the configuration
5.2. Per-lnstance Model

Different RIFT instances on the sane node nay have different
operational requirenents for BFD (e.g., different failure-detection
targets or stability thresholds). |In such cases, the shared-BFD
model cannot be used. A separate BFD session MJIST be established for
each RIFT instance adjacency.

In the per-instance BFD nodel, each BFD session is uniquely
associ ated (by local demultiplexing policy) wth:

* the underlying point-to-point |ink; and
* a specific R FT instance adjacency on that |ink

To establish multiple BFD sessions over the same interface, an
i mpl erent ati on MAY use one or nore of the follow ng demultiplexing
mechani sns:

a. distinct UDP source ports;

b. distinct discrimnators. |In this case, the discrimnator
all ocation MJUST NOT rely solely on the per-link identifier
described in Section 3.2; instead, discrimnators MJST be
al | ocated such that they uniquely identify the comnbination of a
RI FT i nstance and a |i nk.

If a per-instance BFD session transitions to the Down state, only the
correspondi ng R FT instance adjacency MJIST be treated as failed
(e.g., brought down or re-initialized), and other RI FT instances on
the same interface MJUST NOT be affected.

5.3. Restart Behavi or

Wien a RIFT instance is restarted or reconfigured, only the BFD
sessions associated with that instance MJST be affected in the per-
instance nmodel. In the shared nodel, a restart of a single RIFT

i nstance MUST NOT reset the shared BFD session unless all associated
i nstances are renoved.

6. Security Considerations
Thi s docunent does not introduce new protocol mechani sms beyond those
defined in [ RFC5880], [RFC5881], and [ RFC9692]. The security

consi derations described in those docunents apply to the nechani sns
speci fied here.
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In particular, the security properties of BFD, including optional

aut henti cation, as described in [ RFC5880], remain applicable. The
singl e-hop protection nechani sns described in [ RFC5881], such as the
use of a TTL or Hop Limt of 255, also apply.

In the shared BFD session nodel, a failure, msconfiguration, or
attack that causes the shared BFD session to transition to the Down
state may result in the simultaneous loss of multiple RFT

adj acenci es across different R FT instances. Such correl ated

adj acency failures may lead to transient routing instability or

i ncreased convergence events within the affected topology. Operators
SHOULD carefully evaluate the use of the shared BFD sessi on nodel,
taking into account scaling requirements and the potential inpact of
|l arger failure domains. \Where strict failure isolation between RIFT
instances is required, the per-instance BFD nodel defined in this
docunment SHOULD be used.

| ANA Consi der ati ons
TBD.
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