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Abst r act

Thi s docunent extends the | Pv6 Alternate Marking Option to provide
enhanced capabilities and all ow advanced functionalities. Wth this
extension, it can be possible to performthicker packet |oss

measur enents and nore dense del ay measurenents with no limtation for
the nunber of concurrent flows under nonitoring.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 June 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Alternate Marking [ RFC9341] and Multipoint Alternate Marking
[ RFC9342] define the Alternate Marking technique that is a hybrid
performance neasurenent nethod, per [RFC7799] classification of
measur enent nethods. This nmethod is based on marki ng consecutive
bat ches of packets and it can be used to neasure packet | oss,
|atency, and jitter on live traffic.

The 1 Pv6 AltMark Option [ RFC9343] applies the Alternate Marking

Met hod to | Pv6, and defines an Extension Header Option to encode the
Al ternate Marking Method for both the Hop-by-Hop Options Header and
the Destination Options Header

Wiile the IPv6 AltMark Option inplenents the basic alternate narking
met hodol ogy, this docunent defines extended data fields for the
Al t Mark Option and provi des enhanced capabilities to overconme some
chal | enges and enabl e future proof applications.

It is worth nmentioning that the enhanced capabilities are intended
for further use and are optional
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Sone possi bl e enhanced applicati ons MAY be

1. thicker packet |oss measurenents: the single marking nethod of
the base AltMark Option can be extended w th additional marking
bits in order to get shortest marking periods under the sane
timng conditions.

2. nore dense del ay measurenents: than doubl e marking nmethod of the
base AltMark Option can be extended with additional marking bits
in order to identify down to each packet as del ay sanpl e.

3. increase the nunber of concurrent flows under nonitoring: if the
20-bit FlowvbnI D i s set independently and pseudo randomy, there
is a 50% chance of collision for 1206 flows. The size of
Fl owvbnl Dcan can be extended to raise the entropy and therefore
to increase the nunber of concurrent flows that can be nonitored

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Dat a Fi el ds For mat

The Data Fields format is represented in Figure 1. A 5-bit

NH( Next Header) field is allocated fromthe Reserved field of |Pv6
Al'tMark Option [RFC9343]. It is worth highlighting that remaining
bits of the forner Reserved field continue to be reserved.

0 1 2 3
01234567890123456789012345678901
e R pepR ocmmnaaan +
| FI owivbnl D | L] Dl Reserved| NH |
Fo e e eemeeeeieeieeccicemeaccneaaaas S T +

Figure 1: Data fields indicator for enhanced capabilities

The NH (Next Header) field is used to indicate the extended data
fields which are used for enhanced capabilities:

*  Next Header value of 0 is reserved for backward conpatibility. It
means that there is no extended data field attached.

* Next Header val ues of 1-15 are reserved for private use or for
experinentation.
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Next Header val ue of 16-31 indicates the extended data fields that
shoul d be defined in | ETF. This docunment specifies the extended
data fields when the NextHeader is 16. The format is shown in

Fi gure 2.

0 1 2 3

01234567890123456789012345678901

o m e e e e e e e e e e e e e emamao - B S —— N +

| Fl owvonl D Ext |Fl P | M| Reserved

o mm e e e e e e a— oo oo AR, S R +

| Met al nf o | Paddi ng |

e Y +
Figure 2: Data fields extension for enhanced alternate marking

wher e:

*

Zhou,

Fl omvonl D Ext - 20 bits unsigned integer. This is used to extend
the FlowMonl D in order to reduce the conflict when random

all ocation is applied. The disanbiguation of the FlowonlD field
is discussed in IPv6 AltMark Option [ RFC9343].

F - The flag to enable the automatic backward flow nmonitoring. |If
F=1, it indicates the egress node to setup the backward fl ow
moni toring automatically based on 5 tuple of the forward fl ow.

P - It indicates period of the alternate marking.
- 000: 1s

- 001: 10s

- 010: 30s

- 011: 60s

- 100: 300s

M- It indicates the measurenent node.
- 00: Reserved;

- 01: Edge to edge node;

- 10: Hop by hop node;

- 11: Reserved
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*

*

Metalnfo - A 16-bit Bitmap to indicate nore neta data attached for
the enhanced function (see bel ow).

Paddi ng - These bits MJST be set to zero when not being used.

The Metalnfo is defined in the followng Figure 4 as a bit map:

Zhou,

bit 0: If set to 1, it indicates a 6 bytes Tinmestanp that is
attached after the Metalnfo. Tinestanp(s) stands for the nunber
of seconds in the timestanp. It will overwite the Padding after
Met al nfo. Tinestanp(ns) stands for the nunber of sub-seconds in
the timestanp with the unit of nano second. This Timestanp is
filled by the encapsul ation node, and is taken all the way to the
decapsul ati on node. So that all the internmedi ate nodes coul d
compare it with its local time, and measure the one way del ay.

0 1 2 3
01234567890123456789012345678901
o +

| Ti mest anp(s) |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +
Ti mest anp( ns) |
e +

Fi gure 3: Tinestanmp data field

bit 1: If set to 1, it indicates nore detailed control information
with the following data format that is attached after the
Met al nf o:

0 1 2 3
01234567890123456789012345678901
o ee e o ee e o e e s o e aaaa +
| DIP Mask | SIP Mask [P[1]O V]S T Peri od |
oo oo e e oo o e e oo +

Figure 4: Control information data field

This is used to set up the backward direction flow nonitoring.
Wher e:

* DIP Mask: The length of the destination IP prefix used to match
the flow.

* SIP Mask: The length of the source IP prefix used to match the
flow
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* Pbit: If set to 1, it indicates to match the flow using the
protocol identifier in the trigger packet.

* | bit: If set to 1, it indicates to match the source port.
* Obit: If set to 1, it indicates to match the destination port.

* Vbit: If set to 1, the egress node will automatically set up
reverse direction nmonitoring, and allocate a Fl owibnl D.

* Sbit: If set to 1, it indicates to match the DSCP

* T bit: Used to control the scope of tunnel measurenent. T=1
means meausre between Network-to-Network Interfaces (i.e., NN
to NNI'). T=0 nmeans mneasure between User-to-Network Interfaces
(i.e., UNI to UNI).

* Period: it indicates the alternate marking period with the unit
of second.

bit 2: If set to 1, it indicates a 4 bytes Sequence nunber with
the following data format that is attached after the Metalnfo.

The uni que Sequence coul d be used to detect the out-of-order
packets, in addition to the normal |oss neasurenment. Mre over,
the Sequence can be used together with the | atency nmeasurenent, so
as to get the per packet tinestanp.

0 1 2 3
01234567890123456789012345678901

Fi gure 5: Sequence nunber data field

It is worth noting that the neta data information form ng the Paddi ng
and specified above in Figure 3, Figure 4 and Figure 5 nust be
ordered according to the order of the Metalnfo bits.

3. Security Considerations

I Pv6 AltMark Option [RFC9343] anal yzes different security concerns
and rel ated solutions. These aspects are valid and applicable also
to this docunment. In particular the fundanental security requirenent
is that Alternate Marking MJST only be applied in a specific limted
domai n, as also nmentioned in [ RFC8799].

Zhou, et al. Expires 8 June 2026 [ Page 6]



Internet-Draft

enhanced- al t er nat e- mar ki ng Decenber 2025

4. | ANA Consi derations

Thi s docunent has no request to | ANA

5. Acknow edgenents

The authors would like to thank Adrian Farrel for the comrents and
revi ew of this docunent.

6. References

6. 1.

Nor mat i ve Ref erences

[ RFC2119]

[ RFC8174]

[ RFC9341]

[ RFC9342]

[ RFC9343]

6. 2.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/info/rfc2119>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Fi occola, G, Ed., Cociglio, M, Mrsky, G, Mzrahi, T.,
and T. Zhou, "Alternate-Murking Method", RFC 9341,

DO 10.17487/ RFC9341, Decenber 2022,
<https://www.rfc-editor.org/info/rfc9341>.

Fi occola, G, Ed., Cociglio, M, Sapio, A, Sisto, R, and
T. Zhou, "Custered Alternate-Marking Method", RFC 9342,
DA 10.17487/ RFC9342, Decenber 2022,
<https://ww.rfc-editor.org/info/rfc9342>.

Fi occola, G, Zhou, T., Cociglio, M, Qn, F., and R
Pang, "IPv6 Application of the Al ternate-Mrking Method",
RFC 9343, DO 10. 17487/ RFC9343, Decenber 2022,
<https://www. rfc-editor.org/info/rfc9343>.

I nformati ve References

[ RFC7799]

[ RFC8799]

Zhou,

et al.

Morton, A., "Active and Passive Metrics and Methods (with
Hybrid Types In-Between)", RFC 7799, DO 10.17487/ RFC7799,
May 2016, <https://ww.rfc-editor.org/info/rfc7799>.

Carpenter, B. and B. Liu, "Limted Domai ns and I nternet

Protocol s", RFC 8799, DO 10.17487/RFC8799, July 2020,
<https://ww.rfc-editor.org/info/rfc8799>.

Expires 8 June 2026 [ Page 7]



I nternet-Draft enhanced- al t er nat e- mar ki ng Decenber 2025

Aut hors’ Addresses

Ti anran Zhou (editor)

Huawei

156 Bei gi ng Rd.

Beijing

100095

Chi na

Emai | : zhouti anran@uawei . com

G useppe Fioccol a
Huawei

Viale Martesana, 12
20055 Vi modrone (M1 an)

Italy

Emai | : gi useppe. fi occol a@uawei . com
Yi song Liu

Chi na Mobile

Bei jing

Chi na

Emai | : |iuyi song@hi nanobi |l e. com

Mauro Cociglio
Telecomltalia
Enmai | : mauro. coci gl i o@ut | ook. com

Ran Pang

Chi na Uni com

9 Shouti South Rd.

Bei jing

100089

Chi na

Emai | : pangran@hi nauni com cn

Li xi a Xi ong

aTC

Beijing

Chi na

Emai | : xi ongl x1@i npt . com

Zhou, et al. Expires 8 June 2026 [ Page 8]



Internet-Draft

Shi nyoung Lee

LG U+

71, Magokj ungang 8-ro, Gangseo-gu
Seoul

Republ i ¢ of Korea

Emai | : | eesy@ gupl us. co. kr

Wei dong Li

Huawei

156 Bei gi ng Rd.

Beijing

100095

Chi na

Emai | : poly.li @uawei.com

Zhou, et al. Expires 8 June 2026

enhanced- al t er nat e- mar ki ng

Decenber 2025

[ Page 9]



