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Abst r act

Thi s docunent proposes an experinental protocol, |P over Avian
Carriers using Drones (1 PoAC-Drone), as an extension to the classic
| POAC (RFC 1149) for nodern |lowaltitude econony applications. It
descri bes how UAVs (Unmanned Aerial Vehicles) can be utilized as
network carriers to provide a store-and-forward data transmni ssion
nmodel . The docunent covers protocol design, operational

consi derations, and potential applications, including emergency
conmuni cation, rural networking, and disaster recovery.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

| POAC (RFC 1149) introduced a nmethod for transmitting | P packets via
avian carriers (pigeons). Later, RFC 2549 inproved its reliability
with Quality of Service (QS). However, the Iimted payl oad capacity
and unpredi ct abl e behavi or of biological carriers nake them

i mpractical for nodern high-speed conmuni cati on. The advancenent of
drone technol ogy enables a nore reliable and scal abl e i npl ementation
of the 1 PoAC concept. |PoAC-Drone replaces avian carriers with

aut ononous UAVs, providing a progranmabl e, high-bandw dth, and
predictable alternative.

Prot ocol Overvi ew
1. Transm ssi on Mechani sm

1. Data packets are encapsulated into storage devices (e.g., SSD,
m croSD, or encrypted flash drives) attached to UAVs.
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2. UAVs operate on pre-defined flight paths to relay packets between
nodes.

3. Upon reaching the destination, UAVs transfer the data to ground
stations via wireless or physical offloading.

4. Acknow edgnents (ACKs) are either relayed back via the sane UAVs
or an alternative conmuni cati on channel

2.2. Addressing & Routing

1. |1 Pv6-Conpatibl e Headers: UAVs are assigned virtual |P addresses
for tracking.

2. Routing Protocol: Mbdified Del ay/Di sruption Tol erant Network
(DTN) approach with a schedul ed delivery nodel.

3. Milti-hop Support: Drones act as relays between ground stations,
ensuring wi der network coverage

3. I nplenentati on Considerations
3.1. Drone Specifications

1. Payload Capacity: Sufficient to carry Iightweight storage
devi ces.

2. Flight Range: Dependent on battery efficiency and wei ght
di stribution.

3. Conmunication Interface: W-Fi, LoRa, 5G or direct physica
of f | oadi ng.

4. Autononous Navigation: Pre-defined routes with GPS & Al -based
adj ust nent s.

3.2. Security Concerns

1. Data Encryption: AES-256 encryption to prevent unauthorized
access.

2. Tanper-Proofing: Secure storage conpartnents for physical data
integrity.

3. Access Control: Only authorized stations can read/wite data.

3.3. Network Perfornmance
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1. Latency: Variable based on drone speed and travel distance.

2. Packet Loss: Mtigated by redundant UAVs or re-transm ssion
polici es.

3. Throughput: H gher than traditional |PoAC, but constrained by
drone storage limts.

4. Applications
4.1. Emergency & Disaster Recovery

UAVs can establish a tenporary comuni cation network where
traditional infrastructure is damaged.

4.2. Rural Internet Depl oynent

Drones can serve as periodic data carriers between renpte villages
and urban data centers.

4.3. Mlitary & Secure Data Transport

In high-risk areas, |PoAC-Drone provides a secure and physically
i sol ated comuni cati on net hod.

5.  Concl usion
| POAC-Drone offers a noderni zed approach to packet transport in areas
where conventional networking is unavailable. Wile |atency renains
high, its predictable routing, security enhancenents, and scalability
make it a viable solution for specialized use cases.
Future work includes optimzing flight paths for reduced del ays, Al-
driven adaptive routing, and hybrid networks integrating UAVs with
exi sting infrastructure.

6. | ANA Consi derations
Thi s docunent does not request any changes to | ANA registries.

7. Security Considerations

1. Data Integrity: Storage devices nust inplenment cryptographic
verification.

2. Physical Interception: Drones nust enploy anti-tanpering
mechani sns.
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3. Interference & Jamm ng: UAVs shoul d support frequency-hopping for
secure communi cati on.
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