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1. Introduction

Thi s docunment specifies an extension to QU C version 1

[ QUI G TRANSPORT] to supports Forward Error Correction (FEC). FEC is
a met hod of erasure control in data transm ssion by sinultaneously
sendi ng redundant data (see [RFC6363]). This redundancy allows the
receiver to detect and recover linmted | ost data w thout waiting for
retransm ssion, which can be beneficial in |atency-sensitive

scenari os.

For instance, real-tinme conmunication frameworks |ike WebRTC, which
is widely applied in scenarios such as video conferencei ng and voi ce
call. FEC plays an inmportant role by recovering | ost packets under
unreliabl e network, thereby optinizing user experience.

QUI G FEC mi ght become a crucial foundation for MQ (Media over QU Q),

which is primarily used for video streamtransm ssion, which can
m grate the inpact of packet |oss on nedia transm ssion.
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Thi s docunent defines how FEC franmework take effects in QU C
transport process. Since FEC extension introduce new QU C frames and
paraneters, it requires negotiation between two endpoints.

Thi s docunent does not define howthe flows to be protected are
determ ned, nor does it defines how the redundant data are cal cul ated
via FEC schenes.

For further discussion, the FEC mechani sm ni ght effect data
retransm ssions by notifying the renote of successfully recovered
packets, thereby effectively avoidi ng bandw dth waste.

1.1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

We assune that the reader is famliar with the term nol ogy used in
[ QUI G TRANSPCORT]. In addition, we introduce the follow ng FEC
rel ated terns:

* Source synbol: piece of information exchanged by two endpoints.
Thi s docunent considers QU C packets payl oads as source synbol s.

* Repair synbol: redundant information constructed fromthe
conbi nation of several source synbols.

* Erasure: |1oss of one or nore synbols

* Erasure correction code: algorithmgenerating repair synbols and
reconstructing mssing source synbols froma set of source and
repair synbol s.

* Forward Erasure Correction: process of recovering erased synbol s
before the detection of their erasure.

* FEC schene: the conjunction of an erasure correction code and the
specific protocol elenments required to use it with the design
described in this docunent.

* Encoder: entity producing repair symbols using an erasure
correction code. The encoder can be a library used by the
protocol inplenentation or a programrunning in a separate process
or machi ne.
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* Decoder: entity reconstructing m ssing source synmbols using an
erasure correction code. The decoder can be a library used by the
protocol inplenmentation or a programrunning in a separate process
or machi ne.

*  Codi ng wi ndow. w ndow of source synbols that are required to
decode a repair synbol .

2. Architecture Overview

FEC Framework is designed as a nodule within QU C Transport | ayer.
The primary target of current draft is to establish comon mechani sm
for integrating FEC logic into the QU C protocol, thus ensuring
interoperability across different QU C instances.

Endpoi nts use transport paraneters in [ QU C TRANSPORT] to negotiate
whet her to enable the FEC nechanism The FEC Franmework specifies
necessary configuration information that needs to be exchanged

bet ween QUI C endpoi nts using transport paraneters during the QU C
handshake process.

The FEC Franework operates within the QU C Transport |ayer. It
facilitates the transm ssion of FEC i nformati on and redundant data
usi ng QUI C franes.

The FEC framework calls upon the FEC schenme to manage the detail ed
processes of FEC encodi ng and decodi ng. The FEC schene defines
detailed al gorithm process, and the procedures used to identidy
packet payload data in the context of FEC schene. This draft will
describe the interface specification between FEC Framework and FEC
schene.

FEC Framewor k MJUST ensure conpatibility with existing nodules within
the QU C protocol. Special attention is given to ensuring
interoperability with the congestion control and the ACK handling and
retransm ssion decisions (see [ QU C RECOVERY] and [ RFC9265]).
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Figure 1. FEC Franmework
3. Handshake Negotiation and Transport Paraneter
3.1. Transport Paraneter

Thi s extension defines several new transport paraneters used to
negoti ate the use of the FEC extension and specific FEC schenes
during the connection handshake (see [ QU C TRANSPORT]). The new
transport paraneters are defined as foll ows:

* fec_encode_schenes (current version uses OxfeceOl): A list of
vari abl e-1 ength integers specifying the FEC schenmes supported by
endpoints for encoding. The presence of this transport paraneter
i ndi cates whether FEC functionality is enabled for encoding.

* fec_decode_schenes (current version uses Oxfecd02): A list of
vari abl e-1 ength integers defining the FEC schenes supported by
endpoints for decoding. The content of this transport paraneter
det ermi nes whi ch FEC schene is used for decoding.

Figure 2 introduce the transport parameter format of
fec_encode_schenes and fec_decode_schenes:
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FEC_ENCODER_SCHEMES TRANSPORT_PARAM
OxfeceOl1l (i),
Transport Paraneter Length (i),
Transport Paraneter Val ue {
FEC Encoder Schenes Length (i),
FEC Schenel 1D(i),
FEC Schene2 1D(i),

}
}

FEC_DECODER_SCHEMES TRANSPORT_PARAM
OxfecdOl1l (i),
Transport Paraneter Length (i),
Transport Paraneter Val ue {
FEC Encoder Schenes Length (i),
FEC Schenel 1D(i),
FEC Schene2 1D(i),

}

Figure 2: Transport Paranmeter for FEC

*  fec_max_synbol _num (current version uses Oxfecb02): A variable-
Il ength integer indicating the block size (i.e., the nunber of
synmbol s in each encodi ng group) used in block encoding. This is
an optional transport paraneter and SHOULD be sent only when an
endpoi nt uses bl ock code schenes for encoding. For codi ng net hods
such as convol utional codes that do not require a fixed bl ock
size, this parameter SHOULD NOT be i ncl uded.

For a single endpoint, FEC encodi ng and decodi ng are i ndependent
processes. By negotiating these separately, the framework can
support distinct FEC schenes for encodi ng and decodi ng, or enable
uni di rectional encodi ng/decoding only. This flexibility allows FEC
operations to adapt to diverse requirenents and configurations.

To ensure interoperability of FEC negotiation across QU C protoco
stacks, FEC schenes MJST use standardi zed identifiers registered with
I ANA (I nternet Assigned Nunbers Authority). This standardization
guar ant ees seam ess conmmuni cati on and conpatibility between

i mpl ement ati ons.

During negotiation, if a receiver’s encoder scheme matches any of the
sender’s encoder schenes, the negotiation for that direction is
consi dered successful
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3.2. Handshake Negoti ation

Endpoi nts negotiate the transport paraneters for FEC during the
connecti on handshake, as outlined in Section 3.1

Figure 3 illustrates an exanple of the negotiation process:

dient Server

fec_encode_schenes={ REED_SOLOVON, XOR}
fec_decode_schenmes={ XOR}

fec_max_synbol _num=10

f ec_encode_schenmes={ XOR}
fec_decode_schenmes={ REED_SOLOMON}
fec_max_synmbol _nume5
Fi gure 3: Handshake negotiation for FEC
Pl ease note that in the actual process, the Cient first declare the
list of encoder/decoder algorithnms it can handle. Wen the server
receive the fec_encode_schenes and fec_decode _schenes, it chooses one
proper schene for each direction, and set fec_decode schenes and
fec_encode_schenes parans as correspondi ng schene for decodi ng and
encodi ng.
Note that if the client wants to specify the FEC algorithm it can
provide only one FEC al gorithmfor fec negotiation process, the
server could choose to support or not; otherw se, the algorithm
sel ecti on SHOULD be based on the server’'s priority.
For exanple, if the client’s FEC schenes paranmeter is set as follows:
* fec_encode_schenes {Algorithml, Algorithn2, AlgorithnB8, ...}
* fec_decode_schenmes {Algorithml, Algorithn2, AlgorithnB, ...}

The encoder/decoder algorithmused in practice is chosen and returned
by the Server:

* supported fec_encode_schenmes {Al gorithml}
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* supported_fec_decode_schenmes {Al gorithnB}

Note that the encodi ng/ decodi ng option and the sel ected al gorithm may
differ after negotiation

4. Transport nechani sm

The FEC nodul e directly participates in and influences the sending
and receiving stages of packet transm ssion:

As the sender, the FEC Franework takes the original data frane as
source synbols and provides the required source synbols to the FEC
schene nmodul e. The FEC scheme can encode the data grouped by
streans, or mxed data fromdifferent streans.

FEC Framework retrieves the following information fromthe FEC
schene:

1. Source Synmbol ID (SID) frame: SID frame is viewed as an uni que
identification for source synbol, which is conposed of block ID
and synbol index typically.

2. Repair packets: Wen the incom ng source synbols neets the
encodi ng conditions, the FEC scheme coul d generate origina
source synbol with repair packets. Repair packet contains FEC
Payl oad I D, repair synbol, and optional repair key.

At the sender, FEC Framework is required to acquire and insert the
SID frane into the packet that includes the source synbols.
Subsequently, FEC Framework SHOULD generate and transmit repair
packets to the receiver after processing a sufficient nunber of
source synbols. Generally, the repair packets SHOULD be sent

i medi ately foll owi ng the source packets fromthe same bl ock

As the receiver, the source packets can be normally parsed by
ignoring SID frame, but it mght be necessary to store source synbols
and identifications to perform FEC decoding after receiving repair
packets fromthe sanme bl ock.
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Figure 4: Wrk Flow for FEC
4.1. Sender Qperation
### Define FEC-protected QU C payl oad

Endpoi nts can deci de which types of data require FEC protection. As
appl ying equal protection to all data types may result in inefficient
bandwi dth utilization, it is RECOVWENDED t hat protocol

i npl ementations selectively prioritize protection for critical data,
such as restricting FEC to stream frames and datagram frames. For
retransmtted franes or non-tinme-sensitive data, FEC SHOULD NOT be
appl i ed.
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4.1.1. ldentify source synbols using SID frane

In the context of packets that require protection through FEC
(Forward Error Correction), it is necessary to define a SID (Source
Identifier) franme that conveys the identity information of the data.
This is intended to help the receiver clarify the foll ow ng

i nformati on during the decodi ng process:

* \Which part of data insides the packet will be taken part in the
FEC decode process

* Which bl ock and the index inside the block the source synbol
bel ongs to.

Therefore, it’s recommended to append the SID frame after the fec-
protected QUI C packet data to indicate that the data preceding this
frane is identified by the current SID frane and is involved in the
decodi ng process at the receiver

Based on the above reason, generating and inserting the SID frane
SHOULD occur before the encryption process of packets.

As the FEC npdule requires an additional data frame to be appended
after the protected packet, devel opers MJST consi der reserving space
for the FEC data frames within the packet. This ensures that the

I ength of the packet does not exceed the MIU ( Maxi mum Transmi ssion
Unit) limt. Additionally, the SID MIST include Explicit Source
Payl oad ID information to facilitate the resolution of the current
data’'s identity, as shown in Figure 6

4.1.2. Cenerate and send repair synbols

The encodi ng content of the Repair package originates fromthe
original data identified by the SID frane. It requires encoding the
identity information of the FEC for the receiver to recognize the
protection object of the current Repair package, as shown in

Fi gure 6.

The specific encoding process is carried out by the FEC schene
nmodul e, which typically requires the sender to pre-set the follow ng
paraneters

* Bl ock size: How many original packets are involved in the
calculation for a conmputing unit, which directly affects the
frequency of Repair symbol generation.

* Redundancy | evel of FEC. How many redundant packets can be
generated fromthe bl ock.
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* Repair key (optional): The encoding key required by the FEC schene
modul e, which usually needs to be included in the Repair package
for the receiver to use for decoding.

4.2. Receiver Qperation

4.

5.

2.1. Process recovered synbols

In the FEC nodul e, the block triggering the decodi ng nodul e generally
needs to satisfy the follow ng conditions:

1. The block receives a sufficient nunber of source synbols;
2. The block receive at |east one repair synbol.

However, the specific required anmounts of source synbols and repair
synbol s SHOULD be determi ned by the FEC schenes nodul e.

FEC Franme Types

FEC will introduce two new frames into QU C protocol: one is the
Source Synbol ID frane, which SHOULD be attached to the original
packet, and the other is the Repair Frame, which contains repair
data, and SHOULD be encapsul ated and transm tted i ndependently.

1. Source Synbol ID Frame

FEC SID FRAME contains the identification of the current source
packet, which declares the encoding flow and the bl ock current synbol
is invol ved.

SID Frane SHOULD be inserted after the fec-protected QU C frame to
indicate the range of FEC protected data. Since the maxi mum | ength
of the repair synbol is equal to that of the source synbol, it is
necessary to restrict the content | ength of the source packet to
prevent the content |ength of the repair packet from exceeding the
MU limt.

SRC SYMBOL_|I D Frane Structure:

SRC SYMBOL_|I D Frane {
Type (i) = Oxfech,
Flow ID (i),
Explicit Source Payload 1D(i),

}
Figure 5: SRC SYMBOL_ I D Frane
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5

2

* Flow ID (i): A variable-length integer that identifies which data
streamthe synbol bel ongs to.

* Explicit Source Payload ID (SID): A variable-length integer that

serves as a unique identifier for the source synmbol. It MJST
i ncludes the block id and the synbol index of current source
synbol. This can be formatted as foll ows.
3 bytes 1 byte
o e e e e m oo oo R +
bl ock id | symbol idx
o e e e e oo s Fom e e o - +

Figure 6: Explicit Source Payload ID
Repair Synbol Frane

In contrast to the SID Frane nentioned above, the Repair Frane SHOULD
include not only the identification but also the encoded content of
the source synbol s.

Repair synbol frame SHOULD i ncorporate the follow ng i nformations:

REPAI R_SYMBOL Frame {
Type (i) = Oxfec6,
Repair 1D {
Flow I D(i),
Expilicit Repair payload id (4 bytes),
}
Repair Key (4 bytes),
Repai r Synbol Payl oad (E),

Fi gure 7: REPAI R _SYMBOL Frane

* Repair ID(i): - Flow ID(i): A variable-length integer that
identifies which data streamthe synbol belongs to; - Explicit
Repair Payload ID (4 bytes): A variable-length integer that serves
as a unique identifier for the repair synbol. It MJST includes
the block id and the synbol index of current repair synbol.

* Repair Key (4 bytes): An optional key generated by fec schene, and
is used for FEC decodi ng.

* Repair Symbol Payl oad: The content of repair synbol, whose |ength
is typically aligns with the block’s |Iongest synbol. This can be
formatted as Figure above.
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6

Operation & Managenent Consi deration

The QUI C-FEC protocol are expected to be a universal solution against
packet | oss.

When i npl emrented, the QUI C packets will be finally divided into
different FEC bl ocks according to the stream size or fixed size.
Since that, the FEC Franmework only needs to focus on whether the
synbols within the bl ock satisfy the encodi ng/ decodi ng conditi ons,
regardl ess of the upper |ayer protocols.

It's inmportant for FEC Franework to determ ne how to group QU C
packets into bl ocks, which needs to consider the optimisation effects
at the application |layer and the FEC schenme support.

For exanple, dividing data into fixed-size blocks is a nore
conveni ent approach and allows better control over the packet repair
rate.

However, this may result in some repair packets arriving too late for
the source packets to be protected, just as for source packet 4

bel ows, repair packet of packet 4 will not be send until stream 2
finish the sending:
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Figure 8: FIXED BLOCK | npl enmentation Steps

Di viding the bl ock according to the QU C Stream can avoid the probl em

of long tine difference between the generation of
of protected packets.

the arrival

But not all

repair packets and

the fec schenes supports variabl e-l1ength bl ock codecs.

It requires the fec scheme to carry the block size information with

the FEC frane. For
field to specify the nunber
bl ock,
Wthout this information,

i nst ance,

certain algorithnms enploy a repair key
of packets and their indices within a

enabling the receiver to deterni ne when decoding is possible.
the recei ver cannot support encodi ng

schenmes with fl exible bl ock sizes.
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Figure 9: FLEXI BLE BLOCK | npl enentati on Steps

In short, the FEC schene determ nes which block partitioning nmethod
can be chosen, and the application |ayer optim zation effect

determ nes which partitioning nethod shoul d be chosen. And the
specific codec flow and repair key design should be decided by the
fec schene.

The both steps can be applied to nost application |ayer requests

based on the QU C protocol, and it’'s been proven to work with the
HTTP/ 3 and MdQ protocols as the above steps.
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However, FEC should not protect all application |ayer data without
discrimnation in the QU C connection. |n order to reduce the

bandwi dt h overhead, the FEC nodul e shoul d provide the upper |ayers
with an interface to switch off the FEC nodule at the Stream | evel

It did make differences on when and how to switch of f FEC anong
different application layer. W offers an abstract steps as an
exanpl e here

Client-APP Ser ver - APP
I

v
set _fec_close_API (stream. d)

%
stream state.enable fec = fal se

v
generate close_fec_frane to packet

QUI C Packet { |
... Franes, |
CLOSE_FEC FRAME{stream i d} |

}

parse close_fec_frame from packet

v
stream state.enable fec = fal se

Figure 10: CLCSE FEC I npl enentati on Steps
7. Security Consideration
TBD
8. | ANA Consi derati ons

Thi s docunent defines three new transport paraneters for the
negoti ati on of enable fec for QUC, and two new frane types.

8.1. New transport paraneters

The following entry in Table 1 should be added to the "QU C Transport
Par anet ers" regi stry under the "QU C Protocol" headi ng.
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B oo oo oo s
| Parameter ID | Paraneter nane | Specification |
[ ooy oo ooy e
| OxfeceOl | fec_encode_schemes | Section 3.1 |
- e Ty +
| Oxfecd02 | fec_decode schenes | Section 3.1 |
T e . +
| Oxfecb02 | fec_max_symbol _num | Section 3.1 |
o e e - o e e e T +

Table 1. Addition to QU C Transport Paraneters
Entries

8. 2. New fr anes

The followi ng frane types defined in Table 2 should be added to the
"QUI C Frane Types" registry under the "QUI C Protocol" heading.

[ b ool s et e o}
| Frane 1D | Franme nane | Specification |
E St s s sty o
| Oxfech | SID Frame | Section 5.1 |
I I I i +
| Oxfec6 | Repair Frame | Section 5.2 |
R i I I I T +

Table 2: Addition to QU C Franme Types
Entries
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