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Abst r act

Thi s docunent defines a new extension header called the SRv6 Policy
Key, which enhances path awareness in SRv6 networks. By enbedding a
uni que path identifier within the packet header, network nodes can
report path information to the controller. This enables the
controller to maintain a real-tine and accurate view of SR path
status—even when Segnent ldentifiers (SIDs) are |l ost or real-tine
monitoring is infeasible. The nechanismsignificantly inproves
network availability and operational efficiency, especially in nulti-
pat h and | oad- bal anci ng scenari os.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 March 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In SRv6 networks, the Software-Defined Networking (SDN) controller is
responsi ble for centralized managenment and dynam c configuration of
networ k resources, which is essential for achieving network
flexibility and intelligence. However, the controller’ s awareness of
SRv6 packet paths currently relies on theoretical derivation, which

| acks tinmeliness and accuracy. Delays in state updates and failures
in acquiring real-tine path information pose challenges in dynamc

net wor k environnents.

For instance: * In nmulti-path tunnel configurations, the controller
shoul d adjust traffic routing based on the active/standby status and
priority of pre-configured tunnels. Latency in state awareness can
prevent pronpt response to network changes, resulting in inaccurate
pat h decisions. * In | oad-bal ancing scenarios with nultiple parallel
sub-paths, traffic distribution strategies (e.g., hashing or random
sel ection) inprove bandwi dth utilization but conplicate operations
due to the difficulty of tracking packet routes in real tine. To
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address these issues, this docunent defines a new Segnment Routing
Header (SRH) extension: the SRv6 Policy Key, which serves as a unique
tunnel identifier. ## Requirenents Language The key words " MJST",
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT",
" RECOMMENDED', " NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

2. SRv6 Policy KEY

Thi s docunent defines a new SRH extension header, the SRv6 Policy

Key, which is used to identify an SRv6 policy tunnel. This

identifier is carried within the packet header and reported by

network nodes to the controller. Using this identifier, the
controller can accurately determine the actual path taken by packets
within the Segnment Routing domain. This significantly enhances the
controller’ s state awareness, allowing it to obtain a nore tinmely and
accurate view of network status, thereby inproving operationa

mai nt enance and deci si on- maki ng processes.

2.1. Format of an SRv6 Policy KEY

The SRv6 Policy Key is appended to the end of the standard SRH (as
defined in RFCO9386) and has the followi ng format:

1 2 3
1234567890123456789012345678901
B T S i S S S S it SN SRR DR S
Next Header | Hdr Ext Len | Routing Type | Segnents Left |
B S T s o S i S S T b i St N S

Last Entry | Fl ags | Tag |

B S S e i S S T A S S S S S S i S S
Segnent List[0] (128-bit |IPv6 address) |

B S i i S e s i i e
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Segnment List[n] (128-bit |Pv6 address) |

B S S e i S S T A S S S S S S i S S
SRv6 Policy KEY |

e s i i T S wih it NI R SR S

—+—+— +— +— +— + 0O

/1 /1
/1 Optional Type Length Val ue objects (variable) /1
/1 /1

B i s T T i i o S o T Ji I
Figure 1: Format of an SRv6 Policy KEY
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* SRv6 Policy KEY Field: Carries the core identifier information of

the SRv6 tunnel, inplemented in TLV format (see Section 3.
details).
* Oher fields (Next Header, Hdr Ext Len, etc.): Conply with

standard SRH definition in RFC9386 to ensure conpatibility
exi sting SRv6 devi ces.
2.2. SRv6 Policy KEY TLV

The SRv6 Policy Key is encapsulated in a TLV structure, which

2 for

t he
with

contains all

paraneters required to identify the SRv6 tunnel and its

candi date paths. The TLV fornat

is as foll ows:

+ =

Pref erence

B S S e i S S T A S S S S S S i S S
Pol i cy Col or |

B S i i T S e A b it
Headend |

B s o T o i R R S i ik i Sh SRR N S
Endpoi nt |

B S S e i S S T A S S S S S S i S S
SI D Li st |

B S i i T S i ik i H

Figure 2: SRv6 Policy KEY TLV

-+ +
I

Sttt
I

+—+—+—+— +— +— + 0O

Type: 8-bit code point
Length: Variable-length field size
Fl ags: 8-bit flag field

Preference: 32-bit priority value for candidate paths

* Policy Color: 32-bit color identifier
* Headend: 128-bit |Pv6 address of the tunnel start point
* Endpoint: 128-bit | Pv6 address of the tunnel endpoint
* SID List: Segnment ldentifier list for candi date paths under the
policy.
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3. Key Technol ogi es and | npl enentation
3.1. Overall Interaction Architecture

The sol ution adopts a coll aborative "controll ernetwork node"
architecture as its core: the controller assunes centralized anal ysis
and deci si on-nmaking responsibilities, while network nodes (including
source nodes, destination nodes, and internedi ate forwardi ng nodes)
are responsi bl e for packet processing and information reporting.
Through the interaction nechani smof configuration distribution and
informati on reporting, precise identification of service transni ssion
tunnel s is achieved.

3.2. Detailed Steps
3.2.1. Pre-configuration (Controller-Driven)

The controller configures the source node to enbed a "SRv6 Policy
Key" containing key tunnel information in the Segment Routing Header
(SRH) of SRv6 packets when sending them Sinultaneously, it
configures rel evant network nodes, such as source nodes, destination
nodes, or internediate forwardi ng nodes, to detect SRv6 packets
carrying specific service data, extract the service information and
SRv6 Policy Key fromthem and report these to the controller. |If
dynani ¢ adjustnent is not required, these configurations can al so be
pre-configured on the nodes.

3.2.2. Packet Processing (Executed by Network Nodes)

When generating SRv6 packets carrying specific service data, the
source node attaches the SRv6 Policy Key in the SRH of the packets as
per the pre-configuration and sends them During the process of
forwardi ng or receiving packets, network nodes such as source nodes,
destination nodes, or internediate forwardi ng nodes automatically
extract the service information (e.g., service type, traffic
characteristics) and SRv6 Policy Key fromdetected SRv6 packets
carrying service data, preparing them for subsequent reporting.

3.2.3. Information Reporting and Tunnel Ildentification (Collaborative
Conpl eti on)

Net wor k nodes report the extracted service informati on and SRv6
Policy Key to the controller, supporting batch reporting of nultiple
sets of associated information over a specific time period. After
receiving the information, the controller parses the correspondi ng
SRv6 tunnel authentic specific service path using the SRv6 Policy
Key, ultimately establishing a clear association that "a specific
service is transmitted through a specific SRv6 tunnel."
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4. Functional Description
4.1. Functionl: Path Consistency Verification

The controller uses the SRv6 Policy Key to conpare actual packet
pat hs agai nst intended paths. This ensures congruence between data
transm ssion routes and pre-configured paths, enhancing reliability
and operational efficiency.

4.2. Function2: Service flow analysis function

Net wor k nodes record and performstatistics on service flows based on
the SRv6 Policy Key, candidate paths, and segnent lists. This
enabl es service inpact anal ysis during node upgrades or relocations.

4.3. Function3: Controller path visualization

The controller collects and anal yzes packet headers from network
nodes, inproving path visibility and nmanageability. The SRv6 Policy
Key enables the controller to query candi date paths and reconstruct
real -tinme service trajectories.

+-+-+
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5.

1.

2

Use Case
Enhanci ng Real - Ti me Path Recognition

In practical SRv6 deploynments, the controller often |acks real-tine
awar eness of actual packet paths due to state update | atency and
acqui sition mal functions. The SRv6 Policy Key provides a unique
identifier that enhances real-tinme path recognition

As shown in Figure 3, when a packet enters the headend node PE1l, the
SRv6 Policy Key is added to the packet header. This key carries
essential tunnel identification information that enables precise path
recognition throughout the transm ssion path.

Thi s enhancenent is particularly valuable in:

* Tripl e-Redundant Tunnels (P1l, P2, P3): Achieving seanl ess swtch-
over between primary and backup tunnel s requires precise awareness
of each path’'s state. The SRv6 Policy Key enabl es each node (P1
P2, P3) to accurately identify and report the path bei ng used,
all owi ng infornmed swi tching deci sions.

* Single-Tunnel Multipath Policy: Traffic is dynami cally distributed
anong nultiple paths (P1, P2, P3) according to link conditions and
priority levels. The SRv6 Policy Key provides accurate path
awar eness at each transit node, enabling efficient traffic
handl i ng and network optim zation

I mproving Path Visibility

In the network topol ogy shown in Figure 3, intricate | oad-bal ancing
scenari os present significant challenges for path visibility. A
single logical path fromPELlL to PE2 may be distributed across three
concurrent sub-paths (via Pl1, P2, P3) follow ng hash rul es.

Through the SRv6 Policy Key mechani sm each node al ong the path (P1
P2, P3, and PE2) can detect and report the actual path usage to the
controller. This enables the controller to:

* |dentify exactly which sub-path (P1, P2, or P3) is carrying
specific traffic flows

* Mnitor load distribution patterns in real-tinme across al
avai |l abl e pat hs

* Correlate service performance nmetrics with specific paths through
t he network
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* Make data-driven decisions for traffic engineering and
optim zation

Thi s enhanced visibility is crucial for maintaining service |evel
agreenents and troubl eshooting performance issues.

6. Security Considerations
TBD.

7. | ANA Consi derations
TBD.
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