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Abstract

Thi s docunent proposes an Al agent architecture for Network Digital
Twin (NDT) that integrates Al agents with digital twi n technol ogy.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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Digital twins have energed as a powerful paradigmfor network
managenent, providing virtual representations of physical networks
that enabl e sinulation, analysis, and optim zation. However,
traditional digital twin architectures often |ack the autononous
deci si on-naki ng capabilities needed for nbdern network environnents.
Thi s docunent proposes an architecture that conbines digital twn
concepts with intelligent Al agents, creating a nore dynamnmic and
responsi ve network managenent system

The architecture is designed to be conpatible with existing digital
twin architectures. This approach enables distributed
maki ng, adaptive behavi or, and enhanced col | aborati on between digital
twi n conponents.

Agent Architecture for Network Digital Twin

deci si on-

Based on the concept of the Network Managenment Agent (NMA)

[1-D. zhao- nnop- net wor k- managenent - agent |,

architecture for Network Digital Twi n (NDT)

[1-D.irtf-nnrg-network-digital-tw n-arch].

the traditional network digital twin by integrating Al
each core conmponent. \hile preserving the fundanental
digital twins, the architecture introduces enhanced aut ononous

capabilities and intelligent decision-naking across the network
managenment |ifecycle.
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Figure 1: Al Agent Architecture for Network Digital Twin
The following figure illustrates the hierarchical interaction between

t he Management, Functional, Basic, and Data agents.

Archi tecture Components



3.1. Network Digital Twin Managenent Al Agent

The Network Digital Twin Managenent Agent serves as the central
coordi nati on and managenent conponent, providing the follow ng key
functionalities:

* Resource Mnitoring: Continuously tracks and nonitors the status,

performance netrics, and operational health of all resources
within the digital twin environment.
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Li fecycl e Managenent: Governs the conplete lifecycle of NDT
i nstances, enconpassing instantiation, configuration, state
synchroni zati on, mai ntenance, and term nation

Session Control: Orchestrates comunication sessions and
i nteracti ons anong various Al agents to ensure coherent operation

Intent Translation & Policy Derivation: Derives executable
policies from high-1level business intents through semantic parsing
and internal |ogic nodels.

Vi rtual - Physi cal Synchroni zation Control: Manages bidirectiona
data fl ow between the NDT and the physical network to ensure
accurate representation.

3.2. Functional Mdel Al Agent

The Functional Mdel Agent is responsible for advanced service

nmodel i ng, configuration generation, and optinization. It

aut ononously invokes required functional nodels per validation

policies and refines themvia historical data anal ysis.

* Service Mddel Optimzation: Refines nodels through performance
anal ysi s and adaptive | earning al gorithns.

* Automated Configuration Synthesis: Generates vendor-specific
configurations or intermedi ate policy representations based on the
i ntent nodel .

* Hierarchical Sinmulation Sandbox: Provides a multi-stage
environnment to verify configurations across conpliance, |ogic, and
busi ness i npact |ayers.

TBD.

3.3. Basic Mddel Al Agent

The Basi c Mddel Agent naintains fundanmental network el ement and

topol ogy representations. It is capable of updating digital nodels

in real-tinme based on physical network changes to ensure the accuracy

of validation.
3.4. Data Repository Al Agent

The Data Repository Al Agent serves as the intelligent data

governance and provisioning conponent. It autononpusly nmanages the

data lifecycle with the followi ng capabilities:
Zhao, et al. Expi res 3 Septenber 2026 [ Page 4]
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5.

5

5.

1.

1.

* Real-time Data Collection: Inplenments multi-protocol ingestion for
streamng telenetry whil e autononously detecting data anomali es.

* Historical Data Intelligence: Curates structured data and
know edge graphs to support pattern mning, and nodel training.

* Adaptive Data Services: Provides context-aware data retrieval with
intelligent caching and conflict resolution

* Know edge Base Integration: Stores network configurations, vendor
docunents, and best practices to support increnental nodel
updat es.

* Validation Reporting: Generates standardi zed, machi ne-readabl e
validation reports including rule IDs, configuration items, and
evi dence.

Agent Interactions

The architecture enpl oys bidirectional Agent-to-Agent (A2A)

communi cati on: the Functional and Basic Mdel Agents interact with
the Data Repository Agent for data synchroni zation, while the
Managenent Agent centrally orchestrates these interactions to

mai ntai n a coherent workfl ow.

Inter-agent interactions SHOULD support state roll back nechanisns to
ensure the virtual state remains synchronized with the physica
network during failed intent deconpositions.

Intelligent Use Case Realization

Aut omat ed | P Network Configuration Generation

Thi s use case denpbnstrates how the Al Agent architecture autonates
the end-to-end lifecycle of network configuration

1. Intent Understanding and Policy Generation

* Intent Parsing: The Managenent Agent receives declarative intents,
i dentifying network objects and resolving |l ogic conflicts between
multiple intents.

* Config Ceneration: The Functional Mdel Agent produces vendor -
specific configurations. |t maintains context awareness by
retrieving current states fromthe Basic Mdel Agent.
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*

5.1. 2.

Vendor - agnosti c Abstraction: The systemuses an internedi ate
policy representation to ensure functional consistency across
het er ogeneous har dwar e.

Mul ti-Level Simulation and Verification

Bef ore depl oynent, configurati ons MJUST undergo a nulti-stage
verification process:

*

5.1. 3.

5. 2.

Semantic Consistency Verification: Ensures that synthesized
configurations result in determ nistic network behavi or, bridging
the gap between probabilistic Al generation and determnistic

net wor k operati ons.

Hi erarchical Validation: The Functional Mddel Agent executes
simulations in a sandbox | ayer-by-layer: 1. Conpliance: Detecting
syntax errors and policy violations. 2. Functional Correctness:
Verifying reachability and protocol convergence via the Basic
Model Agent. 3. Service Inpact: Evaluating potential perfornmance
degradation using traffic patterns fromthe Data Repository Agent.

Model Evol ution and Feedback Loop

Cl osed-loop Optimization: If verification fails, the Managenent
Agent feeds error reports back to the generation nodels of the
Functi onal Model Agent for iterative optimzation

I ncrenental Learning: Experts can nanually correct Al outputs,
which are stored in the Data Repository Agent to fine-tune future
generation and verification nodels.

Cut over Sinmulation (Scenario Construction)

Process Reproduction: The architecture sinulates the conplete
cutover lifecycle, including device startup/shutdown, routing
adj ustnents, and configuration delivery.

Risk Mtigation: By nonitoring |ink status and busi ness capacity
in the NDT, the Network Digital Twi n Managenent Al Agent and
Functional Model Agent jointly identify plan | oophol es and
optinize energency response sequences before physical execution

6. Security Considerations

Al - Generated Ri sks: Specific checks nmust be inplenmented to detect
"hal | uci nat ed" conmands or non-conpliant security policies generated

by

Zhao,
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7. | ANA Consi derati ons
TBD.
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