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Abst ract

The evolution fromLevel 3 (assisted automation) to Level 4

(aut ononous sel f-optim zation) in Autononous Networks (AN) introduces
requirenents for Agentic capabilities, including intent-based
reasoni ng, autononous planning, and context-aware deci si on- naki ng,

whi ch transcend the static, rule-based logic of traditional SDN
Controllers. This docunent defines the concept of the Network
Management Agent (NMA), an Al-driven entity designed to enbody these
cognitive functions and bridge the gap between service intent and

net wor k operati ons.

Thi s docunent al so specifies how the NVA utilizes the existing
capabilities of SDN Controll ers—such as topol ogy managenent,
telemetry, and enforcement —to achi eve Autononous L4 wi t hout
duplicating policy control functions. It further details the
architectural integration nodes and defines the interface

requi renents necessary for SDN Controllers to interoperate with NVAs.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunment takes place on the Network Managenent
Qperations Wrking Goup mailing list (nmp@etf.org), which is
archived at https://mailarchive.ietf.org/arch/btrse/ nnop/.
Source for this draft and an issue tracker can be found at

https://datatracker.ietf.org/doc/draft-zhao- nnmop- net wor k- managenent -
agent /.
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1. Introduction
1.1. Modtivation: The Gap between AN L3 and L4

The Aut ononous Networks (AN) franmework [ TM-1GL230] defines a series
of evolution stages fromLevel 0 (nanual) to Level 5 (fully

aut ononous) as listed in Appendix |I. Current operator networks
typically operate at Level 2 or 3, where automation is primarily
policy-driven and reactive. Achieving Level 4 (L4) requires evol ving
fromstatic execution to dynam ¢ assurance

The initial journey towards L4 could target pragmatic, high-value
scenari os, such as automated Root Cause Analysis (RCA), SLA
assurance, and service restoration. These use cases allow operators
to deploy Al for observability and recomendati on, reducing manua
toil while nmaintaining control

Traditional SDN Controllers excel at deterministic configuration and
telemetry collection but |lack the analytical depth required for these
compl ex assurance tasks. They execute instructions but cannot

aut ononously di agnose the "why’' behind a failure or predict SLA
violations. Introducing Al-driven logic is necessary to bridge this
gap. However, decoupled Al nodels are insufficient. A new
architectural entity—the Network Managenent Agent (NMA) —is needed to
integrate Al-based reasoning with SDN control, starting with

assurance use cases and gradually evolving towards full cl osed-1oop
aut onony.

Wil e the key issues after the introduction of Al in network
managemnent i ncl ude:

1. The application architecture and depl oynment methods of Al in
net wor k managenent are still unclear, that is in what form Al can
hel p net wor k managenent ?

2. The relationship between Al and the existing network controllers
is not clear.

3. Newinterface capability requirements after Al is introduced are
not clear either.

Therefore, it is necessary to define the general architecture and
application formof Al in network managenent.

2. NMA and SDN Control |l er: Roles and Col |l aboration
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2.1. Wiy NMA is Required for Autonomous L4

Achi eving L4 autonony requires a cognitive | oop of Intent
Interpretation, Perception Analysis, and Dynam c Deci si on-
maki ng—capabilities that extend beyond the native design of
traditional SDN Controllers

* *|Intent Translation (The "Way")*: L4 noves beyond sinple AP
commands to handling fuzzy, high-Ievel operational intents.
Unli ke SDN Controllers, which require precise, |lowlevel technica
paraneters (e.g., specific bandw dth val ues or queue IDs), the NVA
acts as an Agentic Interpreter. It autonmatically deconposes
abstract goals (e.g., "Ensure optinmal experience for VPN users")
into concrete, verifiable technical specifications, handling the
anbiguity and context that traditional controllers cannot resolve

* *Perception & Contextual Analysis (The "Sense")*: L4 requires
holistic observability not just raw data collection. SDN
Controllers excel at gathering telenmetry but lack the ability to
fuse multi-dinensional data (netrics, logs, traces, alarns) to
understand the "state of the network™ in a service context. The
NMA conbi nes its own know edge base and nenory, using Al nobdels to
perform Root Cause Anal ysis (RCA), detect anonmlies, and correl ate
events across the network to build a conmprehensive operationa
pi cture.

*  *Aut ononmous Decision & Policy Synthesis (The "Think")*: L4 demands
the ability to make non-determ nistic decisions in response to
unf oreseen scenarios. Traditional controllers operate on
deterministic, reactive logic (e.g., "If X, then Y"), which cannot
handl e novel failures or conplex optimzation trade-offs. The NVA
enbodi es the Decision function, utilizing reasoning capabilities
to synthesize new strategies, weigh potential outcomes, and decide
on the optiml course of action when standard procedures do not
apply, and can be iteratively optimzed itself.

Therefore, the NVA serves as the Autononous Brain (Cognitive Layer)
that defines what needs to happen and why, orchestrating the SDN
Controllers, which act as the Execution function (Control Layer) that
handl e how to enforce those decisions on the network infrastructure.

2.2. Uilizing Existing SDN Controller Capabilities

To realize Autononous L4, the NMVA | everages the mature, stable
functions already present in SDN Controllers rather than reinventing
them NMA is conpatible with the YANG based automati on franmework
described in [RFC8969], and utilizes the Controller as its primary
execution engi ne:
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* *NMbdel - Based Abstraction*: The NVMA interacts with the Controller
through standard YANG Servi ce and Network Mdels, bridging the gap
bet ween hi gh-level intent and concrete network resources.

* *Telemetry & State Access*: The NMA consunes real -tinme operational
data and topol ogy information provided by the Controller to
mai ntain an accurate perception of the network state.

* *Policy Enforcenment*: The NMA i nvokes the Controller’s
configuration interfaces to apply changes, relying on the
Controller’s built-in validation and transaction capabilities to
ensure stability.

By integrating Al reasoning with this standards-based automation
foundation, the NVA el evates the network from L3 (Automated Control)
to L4 (Autononous Managenent).

3. Term nol ogy

3.1. Acronyns and Abbreviations
Al: Artificial Intelligence

LLM Large Language Mbdel

NMA: Net wor k Management Agent, refers to Al based network managenent
agent

3.2. Definitions
The docunent defines the follow ng terns:

*Net wor k Managenent Agent (NMVA):* A network managenent entity built
based on M./ Al and equi pped with the autononous task processing
capabilities. It can automatically carry out network status
perception, task intent [RFCO315]interpretation, task planning,
deci si on- naki ng and task execution operations based on user task
intentions or preset goals, so as to achieve cl osed-I| oop
processi ng of scenarios-oriented network management tasks. For
different application scenarios, NVA can be subdivided into
mul tiple scenario-oriented agents.

4. Reference architecture of NMA and Depl oynent Modes
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4.1. Intelligent Network Managenment and Control Framework Based on NVA

[ RFC8969] proposed the franmework for automating service and network
managenment with YANG Building on the architecture proposed in

[ RFC8969], higher-level intelligent network nmanagenent and contro

can be achi eved by addi ng NMA conponents. Based on the Figure 3 of

[ RFC8969], the |layered architecture of intelligent network managenent
and control after the introduction of NMA is shown in the follow ng
figure. NVA can exist at both the Controller and Orchestrator

| evel s; for the device layer, due to the constraints on the conputing
power of network el enents, sone end-side Al conponents nay be added
on the device side, while it is unlikely to deploy a conplete NVA
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Fi gure 1: Enhanced intelligent network managenent and control
framework based on NVA
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Among them there may be interaction requirements between NMAs at
different |ayers and between different NMAs at the sane |ayer.
Cross-layer NMAs interact through inter-layer Agent-to-Agent (A2A)
conmmuni cation, while different NMAs within the same | ayer interact
through intra-layer A2A comruni cati on

Thi s docunent can be regarded as an enhancenent of the intelligent
capabilities of [RFC8969], and subsequent discussions will mainly
focus on the NMAs at the controller |ayer

4.2. Deploynent nodes of NVA

It should be noted that although NVA is depicted inside the
controller in Figure 1, in practice, NVMA can al so be depl oyed as an

i ndependent conponent outside the controller. This docunment does not
i npose nandatory restrictions on the deploynent |ocation of NVA. The
two depl oynment nodes can be call ed: |ndependent depl oynent node and

I ntegrated depl oyment node and are shown in Figure-2, where the NVA
can be part of an existing network controller, or can be an

i ndependent system depl oyed separately and interacting both with the
controller and the network.
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Ext ended NBI (i ncl udi ng A2U)
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(b) Independent Mbde

Figure 2: Depl oynment node of network managenent agent (NVA)

*Integrated depl oyment node:* As shown in Figure-2 (a), NMAis

Zhao,

i ntegrated and deployed with the original network controller, and
the NVA serves as a function of the controller. NMA interacts
with original function nodul es through internal A2C interface.
The enhanced controller interacts with the underlay physical
networ k through extended SBlI satisfying the A2N interaction
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requirenents. The specific functional requirenents and
informati on nodel definition of interfaces nmentioned above will be
di scussed in Section 4.4.

Integrated node is targeted at network scenarios with single-
vendor SDN infrastructure and hi gh requirenents for service real -
time performance. This node features deep coupling between the
NMA and the SDN Controller, |ow decision-making and execution

| at ency, and sinple depl oynment and operation & maintenance (&M,
making it suitable for autononous network nmanagenent in single-
vendor domains. At the same tinme, since it is extended on the
basis of an existing SDN controller, the changes and inpacts on
the live network are also smaller, which facilitates the
application and evolution of NMA in the |live network.

*| ndependent depl oynent node:* As shown in Figure 2 (b), NMA is

i ndependently depl oyed fromthe original network controller. NVA
and controller are independent systenms. A new east-west interface
needs to be added between the NVA and the controller to achieve
capability calling and result feedback operations. This interface
can be called “Agent-to-Controller Interface” (A2C). In this

depl oynent node, controller uses southbound interface (SBl) to
interact with physical network, while an Agent-to- Network

interface (abbreviated as “A2N’ ) needs to be added between NVA and
t he underlying physical network.

I ndependent node is applicable to nulti-domain, multi-vendor

het er ogeneous network environments. Boasting high flexibility and
scalability, this node enables the NMA to act as a centralized
cognitive brain that orchestrates nmultiple SDN Controllers to

achi eve cl osed-1oop execution of end-to-end service intents.

Wi | e the i ndependent depl oynent node brings significant flexibility

to the managenent of |arge-scal e and conpl ex networks, its decoupled

architecture between the NMA and SDN Controllers introduces a series

of potential issues in practical deploynent, including managenent and
O & Mconflicts between the two entities, which are mainly reflected

in the foll owi ng aspects:

*Configuration and policy conflicts:* Concurrent delivery of

Zhao,

configurations to network devices by the NVA and the Controller
may result in configuration conflicts on the devices. In
addition, the NMA generates dynam c control policies based on Al-
driven intent reasoning and real -tine network context analysis,
whereas SDN Controllers maintain pre-configured static rule sets
and traditional determnistic automation policies.

I nconsi stenci es between these two types of policies may lead to
policy execution failures and even service interruptions.
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*] nconsi stent network state synchronization:* The aut ononous
deci si on-naking of the NVA relies on real-time and accurate
network state data (telenetry, alarms, topology) provided by SDN
Controllers. In the independent nbde, network transm ssion
| at ency and data processing del ays between the NVA and Controllers
may conproni se the accuracy of the NMA' s deci si on-maki ng.

Thi s docunent does not mandate a specific depl oynent node for the
NVA.  Wien the independent depl oynment node is adopted, it is advised
to follow the principle of separation of cognitive decision-nmaking
and execution enforcenment: the NVA is responsible for intent
interpretation, context anal ysis and aut ononous deci si on- naki ng,
while SDN Controllers retain the authorities of policy validation,
resource enforcenment and network state managenent. This ensures the
consi stency and effectiveness of the coll aborative operation between
the NMA and SDN Controllers.

4.3. Reference Functional Architecture of NVA
In order to achi eve above capabilities, by referring to the comon Al

agent franmework, this docunment presents the reference functional
architecture of NVA as shown in Figure 3.

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —mm o m -
| NMA( Net wor k Managenent Agent)

I o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo +

| Autononous | I ntent Managenent |

| Logi c R R T +

| Layer e S I S R R S I +

| | Awareness | | Analysis | | Decision | | Execution |

| S + e e mma oo + - e oo -- + e e mma oo +

| ___________________________________________________________________________
I

| Supporting +----------------- + 4=================4 - +

| Function | Menory& | ] Al Model | | Tool & Function |

| Layer | Know edge Base | | Service | ] Manager |

| E T T + [} e E T T +

|

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e e m e m - =

Figure 3: Reference function architecture of NVA
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The NMA is structured into two primary |layers: the Autononous Logic
Layer, which enbodi es the autonomous cl osed-loop fromintention to
perception, analysis, decision-mking, and execution, and the
Supporting Function Layer, which provides foundational capabilities
to enabl e aut ononbus operati ons.

4.3.1. Autononous Logic Layer

This layer enbodies the intelligent |oop of L4 autonony, translating
service goals into network actions. It mainly includes the foll ow ng
| ogi cal functional nodules which are fully consistent with the | AADE-
cl osed | oop of autononmous network defined in TMF (see detailed in
Section 8):

*]I ntent Managenent:* This nodul e serves as the entry point for
Intent. It is responsible for receiving high-level goals from
users or orchestration systens, interpreting natural |anguage or
policy objectives, and nornmalizing theminto structured,
verifiable intents that the agent can pursue. It ensures that the
aut ononous operations remain aligned with service KPIs. After
interpreting the target intent and reasoning through the necessary
steps to achieve it, this nodule can orchestrate the sequence of
operations required to progress toward that goal. It breaks down
conpl ex objectives into a sequence of executable sub-tasks (e.qg.,
awar eness -> analysis -> decision -> execution) and handl es
dynani ¢ pl anni ng under uncertainty, ensuring that the chosen
course of action aligns with the desired intent.

*Awar eness:* This nodul e acts as the intent-driven sel ective sensing
hub of the NWVA, responsible for orchestrating the targeted query
and perception of task-relevant network data. It proactively
initiates data acquisition operations across heterogeneous sources
such as controllers, physical/virtual network devices, etc., with
a core focus on filtering out irrelevant information to coll ect
only the network data pertinent to the current intent. Covering
critical dinmensions including device operational status, link
performance metrics, service traffic statistics, and configuration
paraneters, this nodul e lays a precise foundati onal data base for
the subsequent anal ysis, decision-nmaking, and execution processes.

*Anal ysis:* This nodule serves as the intelligent analytics core,

| everagi ng the reasoning capabilities of the Al Mdel Service in
the Supporting Function Layer. It orchestrates advanced

anal ytical tasks tailored to the specific task intent, including
anomaly detection, root cause analysis (RCA), event correlation,
and inpact quantification, etc. By conbining real-tine perceived
data with historical insights retrieved fromthe Menory&Know edge
Base, it transforms raw data into actionable, context-rich network
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i nsights and di agnostic conclusions. It can clearly identify the
root causes of network issues, evaluates the inpact of abnorma
states on service objectives, and outputs structured anal ytica
results that directly guide the strategic decision-nmaking.

*Decision:* This nodule functions as the strategic deci sion-naking
core of the NVA, responsible for fornulating optimal and feasible
operation strategies based on the analytical insights fromthe
Anal ysi s Managenent nodul e and the constraints of the origina
user intent. It enploys Al reasoning capabilities and draws on
the Menory&Know edge Base to evaluate nultiple potential action
pat hs, selecting the strategy that best aligns with service-Ievel
obj ectives and network operation rules. It deconposes conpl ex
strategic decisions into a hierarchical, ordered sequence of
execut abl e sub-tasks, defines clear trigger conditions and task
dependenci es for each step, and maps these sub-tasks to specific
tools or functions nanaged by the Tool &uncti on Manager. This
process ensures that the generated decisions are not only
logically sound but also fully operationalized for subsequent
executi on.

*Execution:* This nodule acts as the intent-closed-1oop operationa
execution core, tasked with translating the structured sub-tasks
fromthe Decision Managenent nodule into concrete, reliable
network operations. It orchestrates the invocation of appropriate
network interfaces, nmanagenent tools, and operational functions
via the Tool & uncti on Manager, executing tasks such as
configuration adjustnment, fault renedi ation, resource scheduling,
and service provisioning in a sequential and controlled nanner.

It real-time nmonitors the execution status of each sub-task,
handl es executi on exceptions and retries according to pre-defined
rul es, and conducts rigorous result validation against the
original user intent and decision criteria. Finally, it feeds
back the execution outcomes, status, and validation results to the
Menor y&Know edge Base and upper-layer nodules, fornming a conplete
cl osed-1 oop of autononous network managenent driven by intent.

NMA enabl es the cognitive capabilities on task |lifecycl e nmanagenent
procedure described in [ RFC8969].

4.3.2. Supporting Function Layer

This |l ayer provides the foundational capabilities and resources
necessary for the Autononous |ogic Layer to function effectively.

*Menory & Know edge Base:* This nodul e serves as the | ong-term and
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*Al

short-termnmenory of the NMA, storing historical operational data,
net wor k t opol ogy snapshots, and a conprehensive repository of
expert know edge including technical documents, troubl eshooting
gui del i nes, and past incident resolution cases, etc. It provides
uni fied search capabilities across multi-type know edge sources
such as vector know edge bases, systemonline hel p docunentation,
and operation and nai ntenance data | ogs. Based on accurate

domai n-specific information, this nodul e i nproves the accuracy and
reliability of NMA" s reasoning and deci si on-maki ng, enables the
agent to reuse historical experience and expert |logic, and ensures
the consi stency and effectiveness of autononpbus operations.

Model Service:* This nodule acts as the cognitive engine of the
NMA, providing unified upward exposure of diversified Al
capabilities. It supports not only Large Language Mdels (LLM
and ot her generative Al nodels, but also classic Al algorithnms and
| i ght wei ght dedi cated nodel s, enabling natural |anguage
under st andi ng, | ogical inference, tine-series analysis and other
intelligent capabilities. It supplies the conprehensive genera
and domai n-specific intelligence required to drive the core
processes of intent nanagement, perception and anal ysis, reasoning
and pl anni ng, and deci si on and executi on.

It should be noted that the Al Mddel Service is not limted to
bei ng depl oyed inside the NMA; it can al so be | ocated outside the
NMA, and the NMA can invoke Al nodel capabilities in real tine to
compl ete rel evant reasoni ng operations.

*Tool & Function Manager:* This nodul e serves as the Gateway to

4. 4.
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Reality. |t manages the connection between the NMA and externa
systens, primarily the SDN Controllers via the A2C (Agent-to-
Controller) interface. It abstracts network functions (e.g.,

configuration, telenetry, simulation, etc.) as invocable "Tools."
Thi s nodul e ensures that the decisions nade by the upper |ayer are
translated into concrete, standard-conpliant network operations
(e.g., YANG data mani pul ation).

Interface Requirements for NVA Integration
As shown in Figure 2, the interfaces related to NVA include three
types:
1. *Agent-to-User interface (A2U):*the interface between the NVA and

the user, where the user can be upper-layer NMA, controllers or
orchestrators. This interface is used to receive call requests
fromusers and return task processing results. It should support
both structured and natural |anguage nodes. The natural |anguage
interface is mainly used for interaction with humans, while the
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structured interface is used for interaction with other upper-

| ayer systens or other Agents. The Agent-to-Agent (A2A)
interface between NMAs is included in the scope of this
interface. In the independent node, this interface is a separate
one provided by the NVA to the outside; in the integrated node,

it is included in the northbound interface of the controller

Since this interface bridges the NMA with human operators or
hi gher-1evel orchestrators. It must support dual - node
i nteraction:

*Nat ural Language Interaction:* For human operators, the
i nterface nmust support conversational inputs (e.g., text) and
return structured responses or execution confirmations.

*Structured Intent Interface:* For upper-layer orchestrators or
peer agents, the interface nmust support structured intent
definitions (e.g., based on YANG nodels or JSSONGN\M ). It
requires:

* Intent Submission: Accepting high-level goals with
constraints (e.g., latency, cost).

* Status Reporting: Providing real-tinme feedback on intent
fulfillment progress, including internediate states (e.qg.,
"Anal yzi ng", "Planning", "Executing").

2. *Agent-to-Controller interface (A2C):* the interface between NVA
and the controller or the original functional conponents of the
controller. In the independent node, this interface is an east-
west interface between the controller and NMA; in the integrated
mode, this interface is an internal interface of the controller
and is not within the scope of this docunent.

3. *Agent-to-Network (A2N):*the interface between NVA and the
physi cal network. In the independent node, this interface is a
sout hbound interface between the Agent and the network; in the
integrated node, it is included in the original southbound
interface of the controller

To elaborate in nore detail, when NMAs are deployed in integration

with the controller, as shown in Figure 4, the related interface to
be extended incl udes:

1.
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*Ext ended SBI of the controller:* The sout hbound interface

bet ween the controller and devices, including the aforenentioned
A2N i nterface function. Theoretically, NVAs will not directly
configure or operate devices; instead, they will call the
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original functional nodules of the controller for device-related
configuration and managenent. Therefore, the need for standard

extension of this interface is mnimal, and it is not within the
scope of this draft.

2. *Extended NBI:* The northbound interface of the controller. As a
key interface for coll aboration between upper and | ower |ayer
systens, this interface needs to realize functions such as
capability discovery and invocation between upper and | ower |ayer
NMAs. Hence, there is a strong denand for its standardization,
and it is necessary to consider the extension of the northbound
interface of the controller oriented to the comunicati on needs
between NMAs. NBI rnust be augnented to expose the NVA' s
cognitive capabilities as Intent-Based RPCs. Unlike standard
configuration RPCs that set specific parameters (e.g., set-
bandwi dt h), these Intent-Based RPCs accept high-1level operationa
goals (e.g., optinize-performance or diagnose-incident). This
distinction allows upper-layer systens to i nvoke aut ononous
behavi ors that require reasoning and pl anni ng—capabilities that
native controller interfaces |ack.

In terms of communication channels, the orchestrator and the
control |l er comuni cate one-to-one through the northbound
interface. Wien there is a need for direct comruni cation between
NMAs in the upper-|ayer orchestrator and those in the | ower-|ayer
controller (A2A Communication), it will manifest as a single
communi cati on channel physically but multiple comrunication
processes logically (i,e.including nmultiple A2A comunication
processes).

To sum up, entended NBI shoul d handl e | ogical multi-process

mul tiplexing. Current protocols typically handle a single
request -response session. The extended NBI rmnust support multiple
i ndependent A2A communi cati on processes over a single physica
channel. It nust maintain strict context isolation between
different agent tasks (e.g., one diagnosing a fault, another
optinmizing QoS) to prevent state interference—a requirenent not
addressed in standard HTTP/ RPC nodel s.

Besi des, there are several internal interfaces within the controller,
whi ch include the interaction interfaces between NMAs within the
controller and the original functional nodul es of the controller, as
well as the interaction interfaces between nultiple NMAs within the
controller. Since all the above are internal inplenentations of the
controller, there is no need for standardization

The specific inplenentation nethods, related protocols, etc. of each
interface are to be defined subsequently in other docunents.
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Figure 4: Interfaces to be extended on the controller
5. Operational Agent Exanple

To address specific operational needs, the NMA architecture supports
mul ti ple specialized agents. These agents function as nodul ar
entities, with the Intelligent Assistant Agent serving as the primary
entry point for interaction, foll owed by specialized agents such as
Faul t managenent Agent and Optim zation Agent:

* *Intelligent Assistant Agent*: Serving as the primary interface
for human operators, this agent |everages LLMs to provide natura
| anguage Q%A and conversational capabilities. It enables users to
perform "one-click" queries for fault descriptions or resource
status. By automatically translating human intent into precise
data retrieval conmands, it significantly enhances the efficiency
of know edge retrieval and daily naintenance support.

* *Network Fault Managenent Agent*: Focused on service assurance,
this agent |everages conprehensive troubl eshooting gui des and

expert know edge bases to support intelligent fault handling. It
i npl ements aut onat ed root cause anal ysis (RCA) and fault inpact
analysis. In addition to fault diagnosis, it orchestrates contro
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pl ane APls to execute self-healing operations, and integrates with
external work order systens to achi eve cl osed-I|oop incident

resol ution.or self-healing actions and integrates with externa
work order systens to enable cl osed-1oop incident resolution.

*Net work Optim zation Agent*: Focused on performance and
efficiency, this agent translates high-level optimzation goals
into technical constraints, such as load thresholds or routing
policies. Leveraging traffic prediction nodels, it anticipates
net wor k congestion and proactively generates strategies for
traffic engineering (e.g., pre-diversion) and dynam c energy
saving. It operates in a closed-loop nanner to autononobusly
execute decisions that maintain optinmal network perfornance.

6. Security Considerations

Since networks are critical infrastructure, nisoperations can have a
significant inmpact on them Therefore, NMAs shall neet the follow ng
security and reliability requirenments:

1.
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Support multi-factor authentication nechanismfor sensitive
operations. For operations involving network configuration
changes or those that pose significant risks to network operation
security, a manual confirmation nechani smnmust be introduced, and
mul ti pl e authentication nmethods such as passwords and dynanmic
tokens shall be used to ensure operation security.

Support circuit breaker nmechanism Wen abnornmal results occur
during the execution of an NMA task, it shall provide error
pronpts and transfer the task directly to manual control for
handl i ng.

Support roll back nechanism After the execution of an NVA task
is completed, it shall support operation rollback to restore the
net wor k configuration

Support data security and privacy protection mechanism It shal
support the encryption of sensitive data such as network
configurations and user behavior |ogs; support user perm ssion
division, and set differentiated data access perm ssions for

di fferent users.

Support operation perm ssion control mechanism For different
application scenarios, the m ni mum perni ssions required to
performtasks in the scenario shall be set. For exanmple, a fault
handl i ng NMA nay query data such as topol ogy resources and
performance, but shall not have perm ssion to perform service
configuration operations.
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7

I ANA Consi derations
Thi s docunent has no requests for | ANA acti on.
Appendi x : Definition of LO~L5 | evels in Autononous Network

Tabl e 1 sunmari zes the Autononous Network (AN) |evels defined in TM
Forum 1 G1230 [ TMF-1GL230]. It illustrates that current |ETF

aut omati on franmeworks, such as [RFC8969], primarily enable Level 3
(Partial Autonony) by utilizing data nodels (YANG to enforce pre-
defined policies.
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| LEVEL| NAMVE | DESCRI PTI ON ( CORE|] HUMAN VS. NMACHI NE RCLE |
| | | CHARACTERI STI CS) |
| LO | Manual | Ful I'y manual Human does everytding. |

| | | processes. No
| | | aut onati on.

Fomm - - o m e e e oo - o e e e e oo - o e e e e e e oo o +
| L1 | Assi st ed | System provides | Human nakes all |
| | | tools | decisions; tools assist. |
| | | (dashboar ds, | |
I I | al arms) . I I

Hommm- I IRy e mmememeeaaaas e T e +
L2 | Syst em assi st ed| Aut omati on of Human initiates tasks;

| I
| | | singl e tasks/ |
| | | scripts witdin a

| | | specific domain. |

syst em execut es.

| L3 | Parti al | A osed- 1 oop | "Human-in-the-Loop": |
| | Aut onorny | aut omati on based | Humans define rul es/ |
| | | on pre-defined | nodels and nonitor; |
| | policies/nodels | system executes and |
| |witdin a domain. | reports exceptions. |

| H gh Aut onony | Cross-domai n/ | "Human-on-the-Loop": |
| | cross-1 ayer | Hurmans define high-Ievel

| | context analysis | intents; systemself- |
| | and cl osed-loop | configures and heals. |
| | optim zation | Hurman only intervenes on

| | based on Intents.| systemfailure. |

| L5 | Ful'l  Aut onony | Sel f-evol vi ng, | "Human-out - of -t he- Loop":
| | | sel f-optim zing, | Systemrequires no human
| | |fully driverless | intervention for |
| | | operati ons. | business goal s. |

Table 1: Autonompous Network Levels (LO-L5)

Figure 5 depicts the ‘Intent-Awareness-Analysis-Decision-Execution
(1 AADE)” control |oop AN architecture, highlighting the evol ution
fromthe rul e-based autonati on of Level 3 to the intent-driven, Al-
power ed aut onony of Level 4, which is the focus of this docunent.

Net wor k Management Agent can serve as an augnentation |ayer
enhanci ng networ k managenent automati on and orchestration
capabilities through natural |anguage intent translation, cross-
vendor semantic bridging, and know edge codification. In this
context, Agents focus on decision support and workfl ow orchestration,
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while critical configuration changes continue to follow rmanual
approval and transactional execution mechani sms via existing
determnistic protocols (e.g., NETCONF), striking a bal ance between
aut omati on efficiency and operational certainty.

v
R + T + T + R +
| AWARE | | ANALYZE | | DECI DE | | EXECUTE |
-> | -> ->
| (Awar eness) | | (Analysis) | | (Decision) | | (Execution) |
Femmm o - Femmm o - + Femmm o - +--m o= + Femmm o - +--m o= + Femmm o - Femmm o - +
I I I I
Fom e e e oo o o +
I
%
R +
| NETWORK |
oo s +

Figure 5: | AADE Control Loop for Autononous Networks
9. References
9.1. Normative References
9.2. Informative References

[I-D.irtf-nnrg-ai-chall enges]
Franois, J., demm A, Papadinmtriou, D., Fernandes, S.,
and S. Schneider, "Research Challenges in Coupling
Artificial Intelligence and Network Managenent", Wirk in
Progress, Internet-Draft, draft-irtf-nnrg-ai-challenges-
03, 4 March 2024, <https://datatracker.ietf.org/doc/htm/
draft-irtf-nnrg-ai-chall enges-03>.

[1-D. kdj-nnrg-ibn-usecases]
Yao, K., Chen, D., Jeong, J., Wi, Q, Yang, C., and L.
Contreras, "Use Cases and Practices for Intent-Based
Net wor ki ng", Wbrk in Progress, Internet-Draft, draft-kdj-
nnr g-i bn-usecases-01, 8 July 2024,
<https://datatracker.ietf.org/doc/htm/draft-kdj-nnrg-ibn-
usecases- 01>.

Zhao, et al. Expi res 31 August 2026 [ Page 22]



I nternet-Draft Net wor k Managenent Agent Concept February 2026

[ LLM power ed- aut ononous- agent s]
Weng, L., "LLM Powered Autononous Agents", 23 June 2023.

[ RFC7575] Behringer, M, Pritikin, M, Bjarnason, S., Cemm A,
Carpenter, B., Jiang, S., and L. C avaglia, "Autonomc
Net wor ki ng: Definitions and Design CGoal s", RFC 7575,
DO 10.17487/ RFC7575, June 2015,
<https://www. rfc-editor.org/rfc/rfc7575>.

[ RFC7576] Jiang, S., Carpenter, B., and M Behringer, "General Gap
Anal ysis for Autononi c Networking", RFC 7576,
DA 10. 17487/ RFC7576, June 2015,
<https://ww. rfc-editor.org/rfc/rfc7576>.

[ RFC8969] Wi, Q, Boucadair, M, Lopez, D, Xie, C, and L. Geng, "A
Framewor k for Automating Service and Network Managenent
with YANG', RFC 8969, DO 10.17487/RFC8969, January 2021,
<https://www. rfc-editor.org/rfc/rfc8969>.

[ RFC9315] demm A, Cavaglia, L., Ganville, L. Z, and J.
Tantsura, "Intent-Based Networking - Concepts and
Definitions", RFC 9315, DA 10.17487/ RFC9315, Cctober
2022, <https://ww.rfc-editor.org/rfc/rfc9315>.

[ TMF- AN-j our ney- gui de]
Tansut hepver awongse, Boonchoung., "AN Journey Quide
Aut ononous Networ ks L4 industry bl ueprint-high-val ue
scenarios", June 2024.

[ TMF-1 GL230]
McDonnel |, K., Machwe, A., Mlham D., O Sullivan, J.,
Cemm A, and J. Nienmler, "Autononpus Networks
Techni cal Architecture", TMF | G1230, Decenber 2022.

Aut hors’ Addr esses

Xi ng Zhao

CAI CT

Bei jing

Chi na

Enai | : zhaoxi ng@ai ct. ac. cn

M nxue Wang

Chi na Mbil e

Bei jing

Chi na

Emai | : wangmi nxue@hi nanobi | e. com

Zhao, et al. Expi res 31 August 2026 [ Page 23]



I nternet-Draft Net wor k Managenent Agent Concept February 2026

Bo Wi
Huawei
Chi na
Emai | : | ana. wubo@uawei . com

Dani el e Ceccarelli
Ci sco
Emai | : dceccare@i sco. com

Haomi an Zheng

Huawei

Chi na

Emai | : zhenghaom an@uawei . com

Jin Zhou

ZTE

Chi na

Emai | : zhou.jin6@te.comcn

Zhao, et al. Expi res 31 August 2026 [ Page 24]



