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Abst ract

Wth the devel opnent of Al(Artificial Intelligence) technol ogy, |arge
nmodel have shown significant advantages and great potential in
recogni ti on, understanding, decision-nmaking, and generation, and can
well match the self-intelligent network nmanagenent requirenents for
the goal of autonomobus network or Intent-based Networking, and can be
used as one of the potential driving technologies to drive high-I|eve
aut ononous networks. \Wen introducing Al for network managenent, how
to integrate Al technology and deal with the relationship with the
exi sting network nanagenent entity (such as network controller) is
the focus of research and standardi zati on

Thi s docunent presents the concept of Al based network managenent
agent (NMA), provides the basic definition and reference architecture
of NMA, discusses the relationship of NMA with traditional network
controller or other network nmanagenment entity by exploring the

del poynent node of NMA, and proposes the conman processing flow and
typical application scenarios of NVA

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this document takes place on the Network Managenent

Operations Wrking Goup mailing list (nmop@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ nnop/.
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Source for this draft and an issue tracker can be found at
https://datatracker.ietf.org/doc/draft-zhao- nmop- net wor k- managenent -
agent /.
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1. Introduction

1.1. Background

As the types of operator services becone increasingly diverse, the
complexity and difficulty of network operations and mai nt enance
continue to grow. On one hand, new service scenarios such as
industrial internet, vehicle-road collaboration, and 5G oB for
vertical industries are constantly energing, and custoner services

|i ke Extended Reality (XR), Virtual Reality (VR), and snmart hone are
becom ng nore abundant, with a continuous increase in network access
volume. On the other hand, with the popul arization of 5G and gi gabit
optical networks, operators’ networks are facing a situation where
networks from 2G to 5G coexist. The network protocols and
characteristics vary across different network donmains, leading to a
continuous increase in the difficulty and conplexity of network
operations and mai ntenance. Relying solely on traditional nanual
operations and mai ntenance net hods can no | onger neet the

i ncreasingly conpl ex network operations and mai nt enance demands. The
| evel of network intelligence has becone a key factor directly

af fecting network performance and user experience. Against this
backdrop, enhancing the |level of network intelligence and creating
Aut ononous Networks (AN)[ TMF-1 GL230] or Intent-based Networking

[ RFC9315] has becone a gl obal consensus anong operators

Aut ononobus Networ ks provide an architecture for the delivery of
services and capabilities with “Zero-X’ (Zero-wait, Zero-trouble,
Zer o-touch) experience for the users of vertical industries and
consuners and “Self-X" experience (Self-configuration, self-healing,
self-optim zing) for network operators. |In particular, the AN
framework defines 6 automation |levels, spanning from Level 0 (LO)
wher e operations and mai ntenance are fully manual, to Level 5 (L5)
where the network is fully automated, nmanaged by the Al and the human
intervention is reduced to the m ni num
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As of today, the industry sees quite different |levels of automation
fromoperator to operator, but the average level is considered to be
between L2 and L3. Mainstream operators are rel easing goals and

pl ans to achi eve Level 4 (L4) autononbus networks by 2025. L4+ AN
sets higher requirenent in intention, decision-nmaking, analysis,
perception, and execution. Artificial Intelligence (Al) |arge nodel
technol ogy has shown significant advantages and great potential in

i dentification, understandi ng, decision-making, and generation. It
has technical features such as nultinodal fusion perception
capabilities, nore user-friendly human-conputer interaction and
know edge RA capabilities, and content generation capabilities,

whi ch can well match the new requirenents of Level 4 Autononous

Net wor ks and al ready be one of the core driving technologies to

achi eve hi gh-1evel autononbus networks.

Wil e the key issues after the introduction of Al in network include:

1) The application architecture and depl oynent nethods of Al in
net wor k managerment are still unclear, that is in what form Al can
hel p net wor k nanagenent ?

2) The rel ationship between Al and the existing network controllers
is not clear.

3) New interface capability requirenents after Al is introduced are
not cl ear either.

Therefore, it is necessary to define the general architecture and
application formof Al in network nmanagenent.

1.2. Introduction of Network Managenent Agent (NMR)

The concept of Network Managenment Agent (NMVA) draws inspiration from
the “Al Agent” . According to the framework proposed in the

bl og[ LLM power ed- aut ononous- agent s] by OpenAl’'s Lilian Wng, the
functions of an LLM powered Agent include several key conponents:

pl anni ng, menmory and using tools to conplete actions. Follow ng the
mai nstream definition widely accepted in the industry, an Al Agent
refers to “an intelligent entity with the ability to perceive the
environment, make deci sions, and execute actions, and can gradually
achi eve set goal s through independent thinking and tool invocation”
In Google' s |atest Agent white paper[Agents], “a Generative Al agent
can be defined as an application that attenpts to achieve a goal by
observing the world and acting upon it using the tools that it has at
its disposal. Agents are autononous and can act independently of
human i ntervention, especially when provided with proper goals or

obj ectives they are neant to achieve.”
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The key features of Al agents include reasoning and deci si on- naki ng
abilities, goal-orientation, and autonomny. Anong these, autonony
means that once the appropriate goals are provided, it can act

i ndependently without human intervention. As the concept of Al agent
beconmes widely accepted in the industry, it’ s expected to becone one
of the nost feasible application fornms of Al.

Simlarly, the network management agent (NMA) which can be understood
as the Al Agent for network managenent, refers to a network
managenent entity built based on M./ Al and equi pped with the

aut ononous cl osed-1 oop task processing capabilities. 1t can
automatically carry out network status perception, task intent
interpretation, task planning, decision-making and task execution
operations based on user task intentions or preset goals, so as to
achi eve cl osed-1 oop processing of scenarios-oriented network
managenent tasks.

This docunent is trying to give a standardi zed common architecture
for the use of Al in network nanagenment, which can be in the form of
NMA.  The followi ng chapters will propose the concept of Al-based
NMA, define the reference architecture of NVA and functi onal
requirenents of NVA for different scenarios, clarify the relationship
of NMA with existing controller or other control systens, and di scuss
the general task processing workflow and typical application
scenari os of NVA

2. Term nol ogy

2.1. Acronyns and Abbreviations
Al: Artificial Intelligence
LLM Large Language Mbdel

NMA: Net wor k Managenment Agent, refers to Al based network managenent
agent

2.2. Definitions
The docunent defines the follow ng terns:

Net wor k Managenent Agent (NMA): A network managenent entity built
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based on M./ Al and equi pped with the autononmous task processing
capabilities. It can automatically carry out network status
perception, task intent[ RFC9315]interpretation, task planning,
deci si on-naki ng and task execution operations based on user task
intentions or preset goals, so as to achieve cl osed-I| oop
processi ng of scenarios-oriented network nanagenent tasks. For
di fferent application scenarios, NVA can be subdivided into

mul tiple scenario-oriented agents.

3. Reference architecture of NVA

In this section we’ |l analyze the functional requirenents and
reference architecture of the NVA

3.1. Intelligent Network Managenent and Control Framework Based on NVA

As proposed in TMF s AN journey guide : Autononmous Networks Level 4
i ndustry bl ueprint high-val ue scenari os[ TM- AN-j our ney-gui de], GenAl
will be fully integrated into the AN three-layer architecture, i,e.
resource operations |ayer, services operations |ayer and busi ness
operations layer, working in tandemwith Al to develop two primary
types of agent applications: role-oriented copilots and operation

scenario-oriented agents. It should be noted that in this docunent,
we will not nmake a distinction between the concepts of "copilot" and
"agent"; instead, we will collectively refer to themas NVA. A

copil ot can be regarded as an initial-stage NVA or a specific type of
NVA.

[ RFC8969] proposed the framework for automating service and network
management with YANG  Building on the architecture proposed in

[ RFC8969], higher-level intelligent network nanagenent and contro
can be achi eved by addi ng NMA conponents. Based on the Figure 3

of [ RFC8969], the | ayered architecture of intelligent network
managenent and control after the introduction of NMA is shown in the
following figure. NMA can exist at both the Controller and
Orchestrator levels; for the device layer, due to the constraints on
the conputing power of network el enents, some end-side Al conponents
may be added on the device side, while it is unlikely to deploy a
conmpl et e NVA.
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Fi gure 1: Enhanced intelligent network managenent and control
framework based on NVA
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Among them there may be interaction requirements between NMAs at
different |ayers and between different NMAs at the sane |ayer.
Cross-layer NMAs interact through inter-layer Agent-to-Agent (A2A)
conmmuni cation, while different NMAs within the same | ayer interact
through intra-layer A2A comruni cati on

Thi s docunent can be regarded as an enhancenent of the intelligent
capabilities of [RFC8969], and subsequent discussions will mainly
focus on the NMAs at the controller |ayer

It should be noted that although NVA is depicted inside the
controller and orchestrator in Figure-1, in practice, NVA can al so be
depl oyed as an i ndependent conponent outside the controller and
orchestrator. This docunent does not inpose mandatory restrictions
on the depl oynent |ocation of NMA. The two depl oynent nodes can be
cal l ed: I ndependent depl oynent node and Integrated depl oynent node
and are shown in Figure-2, where the NVMA can be part of an existing
network controller, or can be an independent system depl oyed
separately and interacting both with the controller and the network.
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Figure 2: Depl oynment node of network managenent agent (NVA)

I ndependent depl oynent node: As shown in Figure 2(a), NMA is

Zhao,

i ndependent |y depl oyed fromthe original network controller. NVA
and controller are independent systems. A new east-west interface
needs to be added between the NMA and the controller to achieve
capability calling and result feedback operations. This interface
can be called “Agent-to-Controller Interface” (A2C). In this
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depl oynent node, controller uses southbound interface (SBl) to
interact with physical network, while an Agent -t o- Network

interface (abbreviated as “A2N’ ) needs to be added between NVA and

t he underlying physical network.

Integrated depl oyment node: As shown in Figure-2 (b), NMAis

3. 2.

i ntegrated and depl oyed with the original network controller, and
the NVA serves as a function of the controller. NMA interacts
with original function nodules through internal A2C interface.

The enhanced controller interacts with the underlay physica
networ k through extended SBI satisfying the A2N interaction
requirenents. The specific functional requirenents and

i nformati on nodel definition of interfaces nmentioned above will be
di scussed in Section 3.4.

Function Requirenments of NVA

The NMA shoul d support the followi ng capabilities:

1.

Zhao,

Support receiving task requests initiated by network operators or
users through natural |anguage. It should be noted that natura

| anguage interaction is not the only way to use NVA, network
operators can al so use QU (Graphical User Interface) to operate
NMVA.  But NMA shoul d have the capability of understanding natura
| anguage and translate into task intents through the build-in
Large Language Mddel s (LLMs) reasoning capability.

Support perception of network status through querying the data of
controll er and ot her network managenent tools. Network status

i ncl ude network topol ogy, service configuration, alarnms,
performance and other information needed for processing the task

Support task planning and breaking down task intent into specific
operations based on the user input and network status perception
The task planning process can also utilize the reasoning
capability of LLMs.

Support selecting appropriate tools and automatically invoking
corresponding tools or APIs to conplete the execution of each sub
operation. The toolkit includes managenent functions from
existing controller as well as other standal one nmanagenent tools
like Network Digital Twin (NDT)
[1-Dirtf-nnmrg-network-digital-twin], etc. Introducing new
features in network is conplex and extrenely risky. A thorough
service inpact analysis nust be perforned before new features can
be effectively enabled. Network digital twin can greatly help
eval uate innovative network capabilities wthout jeopardizing the
daily operation of actual network.
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5. Support generating the task execution results based on the output
of each operation and sending back to network operators or users.

6. Support analysis and sel f-assessnent of execution results, and
enabl e aut ononous or human intervention optim zati on based on
eval uation results to continuously inprove the accuracy of task
execution.

7. Support collaboration among nmultiple intelligent agents to
conpl ete conpl ex tasks

8. For operations that have a significant inpact on the network,
support simulation and verification before decision-maki ng and
delivery.

3.3. Reference Architecture of NVA
In order to achi eve above capabilities, by referring to the comon Al

agent franmework, this docunment presents the reference functiona
architecture of NMA as shown in Figure 1.
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Figure 3: Reference function architecture of NVA
The main function conponents of NMA incl ude:

I ntent Managenent: Basic capability provided by Al nodel s,
responsi ble for collecting the input task information and
translate into intents through Al nodel reasoning.

Net wor k Perception: Achieve real-tine query for network status
information related to the task intent. Network status
information is not limted to network topol ogy, service
configurations, device status, alarns, perfornmances, etc. The
query source can be controller, ENO etc.

Task Pl anning: Based on the reasoning ability of Al nodels, break
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down the task intention into nultiple sub operations.

Orchestration and execution: Select the appropriate tools based on
the specific operation, and automatically call the relevant tools
or interfaces to performthe operation. After each sub operation
is conpleted, the execution results of each operation are fornmed
into task execution results.

Refl ection and self-optimzation: Select the appropriate tools based
on the specific operation, and autonmatically call the rel evant
tools or interfaces to performthe operation. After each sub
operation is conpleted, the execution results of each operation
are formed into task execution results.

Additionally, artificial evaluation nmethods can be integrated to
further optimze the NMA's perfornmance through human supervi si on,
enhancing the NMA's intention understanding and task execution
capabilities.

Menory: Responsible for storing and processing various types of
i nformati on during the operation of NMA, including | ong-term
menory (LTM and short-termnenory (STM. STMstores information
that NMA is currently aware of and needed to carry out conplex
cognitive tasks such as |earning and reasoning. LTM can store
information for a remarkably long tine, ranging froma few days to
mont hs or years. To sunmarize, STMis for in-context |earning
which is short and finite, as it is restricted by the finite
context window |l ength of Transformer. LTMis for the externa
vector store that the NVA can attend to query tine, accessible via
fast retrieval

Mul ti-agents coll aboration Responsible for conpleting collaboration
between multiple NMAs at different levels or in different
application scenarios. The specific collaboration mechani sm needs
further research.

In addition, there is a conmon Al service layer, including various

| arge | anguage nodels (LLMs), nultinodal nodels, small nodels, and
know edge base. Amobng them Al nodels provide public interactive
intelligence capabilities as unified agent engine, to sinplify NVA
devel opment. Know edge base provides unified search for nmulti-type
know edge bases including vector know edge base, system online help,
operation and mai ntenance data | ogs), conbines Al nodels to conplete
know edge fusion and extraction, and inproves the accuracy of NVA
task executi on.
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Various NMAs can be constructed based on the common Al service |ayer
During the operation of NMA, it |everages the nodel reasoning
capabilities and know edge base provided by the Al service layer to
achi eve functions such as intent parsing and task planning. It
shoul d be noted that, depending on the actual depl oynent

requi renents, the Al basic service can also be deployed within the
NVA.

For different application scenarios, there can be nmultiple scenario-
oriented agents (like apps in the phone). Ained at the network

pl anni ng, construction, naintenance, optim zation, and operation
scenarios, the main NMAs coul d incl ude:

*  Network Fault Handling Agent: This agent can be created by pre-
training specific Al nodel based on the network troubl eshooting
gui dance docunents, network equi pment product docunents, and other
materials. The agent can solidify the fault handling experience
of experts, and realize fault inpact analysis, root cause self-

di agnosi s, and self-repair of network faults by orchestrating and
calling nodels or network control APlIs. It also interfaces with
the work order dispatching systemto achieve automated cl osed-| oop
processi ng of work orders, etc.

*  Network Planning Agent: Mkes use of the capabilities of Al large
nmodel to understand the network planning intent (user intent,
busi ness devel opnent goal s, network construction plans, etc.), and
anal yzes and forecasts the current network resource usage
(traffic, performance, user scale, resource utilization, etc.) to
out put pl anni ng schenes.

*  Network Optimzation Agent: Understands the network optim zation
goal through natural |anguage, converts the optim zation intent
into network optim zation constraint rules, such as network | oad
threshol ds, service route optimzation strategies, etc. The
instance can use traffic prediction nodels to predict the future
traffic and bandwi dth utilization of the entire network,
automatically generate resource, hidden danger, perfornmance,
traffic, and other prediction results, and can automatically
generate optim zation strategi es based on the prediction results
to performtraffic pre-diversion, autononous decision-naking, and
automati c execution to achi eve dynam ¢ energy savi ng of equi pnent
and optimal traffic of the entire network, etc.
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3.
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*

4.

Intelligent Assistant Agent: This instance can have open QA
capability based on LLM providing a dial ogue QA style operation
and mai ntenance. Users can "one-click" input fault descriptions
or resource nanes in natural |anguage, and the instance wll
automatically performintent recognition and query to
significantly inprove the efficiency of know edge questi oning,
fault reporting, and mai ntenance support.

NMA | nterfaces

As shown in Figure 2, the interfaces related to NVA include three
types:

1.

Agent -to-User interface (A2U): the interface between the NVA and
the user, where the user can be a human or another system This
interface is used to receive call requests fromusers and return
task processing results. It should support both structured and
nat ural |anguage nodes. The natural |anguage interface is mainly
used for interaction with humans, while the structured interface
is used for interaction with other upper-Ilayer systems or other
Agents. The Agent-to-Agent (A2A) interface between NMAs is
included in the scope of this interface. |In the independent

nmode, this interface is a separate one provided by the NVA to the
outside; in the integrated node, it is included in the northbound
interface of the controller

Agent-to-Controller interface (A2C): the interface between NVA
and the controller or the original functional conponents of the
controller. In the independent node, this interface is an east-
west interface between the controller and NMA; in the integrated
mode, this interface is an internal interface of the controller
and is not within the scope of this docunent.

Agent -to-Network (A2N): the interface between NMA and the
physical network. |In the independent node, this interface is a
sout hbound interface between the Agent and the network; in the
integrated node, it is included in the original southbound
interface of the controller.

To elaborate in nore detail, when NMAs are deployed in integration
with the controller, as shown in Figure 3, the related interface
st andardi zati on work incl udes:

1.

Ext ended SBI of the controller: The sout hbound interface between
the controll er and devices, including the aforenenti oned A2N
interface function. Theoretically, NMAs will not directly
configure or operate devices; instead, they will call the
original functional nodules of the controller for device-related
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configuration and nanagenent. Therefore, the need for standard
extension of this interface is mnimal, and it is not within the
scope of this draft.

2. Extended NBI: The northbound interface of the controller. As a
key interface for collaboration between upper and | ower |ayer
systens, this interface needs to realize functions such as
capability discovery and invocation between upper and | ower |ayer
NMAs. Hence, there is a strong demand for its standardization,
and it is necessary to consider the extension of the northbound
interface of the controller oriented to the comunicati on needs
between NMAs. In terns of conmunication channels, the
orchestrator and the controller conmuni cate one-to-one through
the northbound interface. Wen there is a need for direct
communi cati on between NMAs in the upper-|ayer orchestrator and
those in the lower-layer controller (A2A Communication), it wll
mani f est as a single conmuni cati on channel physically but
mul ti pl e conmruni cation processes logically (i,e.including
mul tiple A2A conmuni cati on processes).

Besi des, there are several internal interfaces within the controller,
which include the interaction interfaces between NMAs within the
controller and the original functional nodules of the controller, as
well as the interaction interfaces between nmultiple NMAs within the
controller. Since all the above are internal inplenentations of the
controller, there is no need for standardization

The specific inplenentation nethods, related protocols, etc. of each
interface are to be defined subsequently.
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4.

4.
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Figure 4: Diagram of interface standardization requirenments
Depl oynment nodes consi derati ons and requirenents

Wiile the integrated depl oynent node is relatively sinple, due to an

i nternal conmuni cation between the NVA and the controller, the

i ndependent depl oynment node introduces several challenges to be

anal yzed, that can be grouped into “single agent” and “nulti agent”
chal | enges.

1. Single Agent Challenges

Starting fromand architecture with a single NMA, |ike the one shown
in Figure 3 below, the challenges that we need to address are:

* NMA APIs: Agents use descriptions of APlIs and tools in order to
use them A gap anal ysis agai nst existing tools needs to be
carried out to understand if the NVA APl requirenents can be net
and if we can find an optimal or conmon way to describe network
APl's for LLMs.
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NMA triggers: Agents need to be triggered with an input, which can
be “just” a natural |anguage input or sonmething with a nore
structured format. |Is the trigger going to be initiated by a
controller or is it ” just” a human readable string?

NMA interaction with existing controller: A wide variety of
protocol and nodel s exist today to interact with different
components of existing controller. A gap analysis needs to be run
to understand if those protocols and nodels are enough or
extensions are needed in order to interact no | onger with humans/
U's and hi gher order orchestrators/controllers but also by NVAs.

User i nput

N

| Trigger

S SH------- + o e e e e e e e e oo oo +

Fomemm oo > Agent |<-------- > Common Al Service Layer

| Trigger +---Nea R e +

I I

| | Exi sting interfaces: REST, RESTConf, gRPC

| SSH +------- oo o - S S
| Net Conf | | | |

| gRPC/ gNM /gNa | I I I

| | +----- V------ + F------- V------- + 4----- V----- + +--v--+
Fom e +-< Controller | | Qbservability | | Inventory | |

N N N

4. 2.

S AV e A S SR + 4--No 4

| Physi cal Networ k

Figure 5: Network nmanagenment architecture with single agent

Mul ti Agents Chall enges

Things get a bit nore conplex when nultiple NMAs are depl oyed, they
need to interact with other NMAs as shown in Figure 4. In this case
the chal l enges to consider are:

*

Zhao,

I nter NVA comuni cation: The comruni cati on between agents can be
achi eved through a conbi nati on of natural |anaguage and structured
data. Since this may involve the interaction between agents from
different vendors or between operator and vendor, it’s necessary
to support authentication. Also, in nulti-agent collaboration
scenarios, there nay be conpl ex nmany-to-nmany interaction

rel ati onshi ps between multiple Agents at the Controller |ayer and
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multiple Agents at the Orchestrator layer, resulting in intricate

interaction dynamcs. It is necessary to discuss whether to place
all Agents in the Controller, with the Controller interacting with
the Orchestrator in a one-to-one nmanner, or to add a nany-to- nmany

interface for Agents.

* NMA di scovery and capabilities advertisenment: Since hierarchy
managenment and control systens already depl oyed in the existing
network, for a strongly planned network such as the transport
network, the |l ocation of NMA is basically clear. However, even if
di scovery is not nandatory, capabilities advertisenent between
NMAs nmay still be required. How do we describe their
capabilities? YANG based Restful interface may be a possible
appr oach.

User i nput

A S +

| Trigger +---> Agent B <--------------- +

| - + | e + |

R >  Agent | | +----- V-----

e > A <-m-m-- R e R > Agent C

| Trigger R A S | Fommm Moo

I || I I

I | I I

| SSH + +----+ | S

| Net Conf | | | |

| gRPC/gNM/gNa | | | |

| | +----- V------ + +------- V------- + +----- V----- + +--

LR +-< Controller | | Cobservability | | Inventory | |

| +----- A + F--ee- - Neeeee o + - Neeea - + +--
I I I I
I I I I

Fom Ve - TR R Vommmmm oo

| Physi cal Net work

Figure 6: Network nanagement architecture with nulti agents

Conmon processing flow of NVA

The enbedded Al nodel within NVA serves as the interface for user
information input, and NMA instance uses the |arge nodel as the
interface to clarify problems through nultiple rounds, analyze
positioning, generate plans, invoke interfaces/tools to handle
probl ens, and conpl ete cl osed-|oop processing of problens, so as to
buil d end-to-end probl em processi ng assi stance capabilities.
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Figure 7: Common processing flow of NVA

The common processing fl ow of NMA instance are shown in Figure 3
The processing steps include:

1.

Zhao,

User/ Net wor k Management Task Input: Input the user’ s task
i nformati on Through nultiple rounds of natural |anguage
i nteraction.

Intent Analysis: Analysis user task intent through Al node
reasoni ng provided by the Al based basic services wthin NVA

Task Deconposition: Split the task into detail ed operations to be
perfornmed based on the analyzed intent of the task.

Tool / APl Invocation: Call the corresponding tool or function API
to conplete the execution of each operation listed in step 3).
The tool kit refers to the collection of all tools that can be
used directly to manage and operate physical networks, which can
i ncl ude managenment functions from existing controller, EMS, or
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st andal one ot her nanagenment tools. The toolkit can include
service configuration API/Tool, alarm nonitor API/Tool
performance nonitor API/Tool, network optim zation API/Tool,
t opol ogy managenent API/Tool, etc.

5. Process Encapsul ation: Encapsul ate each execution step
According to the order or dependency of all the operations,
package the individual operation results into the execution
result of the entire task

6. Executive result analysis: Analyze the task processing results
and return to the user.

Thr ough above processing flow, NVMA can achi eve cl osed-1 oop aut omated
processing of tasks and constructing end-to-end intelligent network
mai nt enance assi stance capabilities. For exanple, in the intelligent
troubl eshooting scenari o, NVA can identify the cause of the fault and
call the corresponding interfaces to handle it, such as creating a
troubl eshooting order, automatically initiating rerouting/optica
power optinzation, and other troubl eshooting operations, and
automatically verifying the progress of the order execution, with

f eedback on the troubl eshooting results after the job order is
conpl et ed.

The introduction of NVA can effectively inprove the |evel of
intelligent operation and mai ntenance of network, thus pronoting the
conti nuous evol ution of comunication network towards higher-|eve
self-intelligence

6. Typical Application Scenarios after |ntroduci ng NVA

Typi cal applications of NMA in networks can cover network operation
and mai nt enance and operation processes:

hbtmork managenent and nai nt enance scenarios, including:
Intelligent planning and construction: such as broadband
installation, resource/capacity planning, intelligent
acceptance, site selection, etc.

* |Intelligent maintenance: such as intelligent fault diagnosis,
qual ity anal ysis, operation and mai ntenance/cutting assistant,
br oadband mmi nt enance assistant, etc.

* Intelligent optimnization: such as route optim zation, coverage
optim zation, topology optimzation, and intelligent energy
savi ng, etc.

Net wor k operation scenarios: including intelligent question and
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answer, customer service assistant, automatic classification of
user conplaints, custoner retention, product recomrendati on,
automatic flow of work orders, anti-fraud nonitoring and
identification, intelligent marketing and other val ue-added
services. This part is outside the scope of this docunent.

The starting point for the application of NMA in the |live network
shoul d conprehensively consider the scenarios with strong demand,

f easi bl e technol ogy, and good input-output ratio, and at the sane
time nmeet the requirenents of sufficient data for Al pre-training
during the construction of NMA i nstance, perfect data annotations,
and high fault tolerance rate. Based on above considerations, the
broadband installation and mai nt enance assistant, fault diagnosis,
operation and mai nt enance assi stant may becone the first application
scenari 0s.

7. Security Considerations

Since networks are critical infrastructure, nisoperations can have a
significant inmpact on them Therefore, NMAs shall neet the follow ng
security and reliability requirenents:

1. Support multi-factor authentication nmechanismfor sensitive
operations. For operations involving network configuration
changes or those that pose significant risks to network operation
security, a manual confirmation nechani smnmust be introduced, and
mul ti pl e authentication methods such as passwords and dynanmic
tokens shall be used to ensure operation security.

2. Support circuit breaker mechanism Wen abnornal results occur
during the execution of an NMA task, it shall provide error
pronpts and transfer the task directly to manual control for
handl i ng.

3. Support rollback mechanism After the execution of an NVA task
is completed, it shall support operation rollback to restore the
networ k confi guration

4. Support data security and privacy protection mechanism It shal
support the encryption of sensitive data such as network
configurations and user behavior |ogs; support user perm ssion
division, and set differentiated data access perm ssions for
di fferent users.
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5. Support operation pernission control mechanism For different
application scenarios, the m ni mum perni ssions required to
performtasks in the scenario shall be set. For example, a fault
handl i ng NMA nay query data such as topol ogy resources and
performance, but shall not have perm ssion to perform service
configuration operations.

8. | ANA Consi derations
Thi s docunent has no requests for | ANA action.
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