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Abst ract

Thi s docunent specifies best current practices for Resource Public
Key Infrastructure (RPKI) operators regarding Route Oigin

Aut hori zations (ROAs). It RECOMMENDS that a parent Certification
Authority (CA) void issuing ROAs for Internet nunber resources

del egated to a child CA. RPKI certification authorities(CA software)

and relying party software are expected to support these practices by
appr opi at e war ni ng.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Cctober 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Resource Public Key Infrastructure (RPKI) [RFC6480] provides a
framework to secure the Internet routing by associating |IP address
bl ocks with public key certificates. Route Oigin

Aut hori zations(ROAs) [ RFC9582] allow the holder of an IP prefix to
aut hori ze an Aut ononous System (AS) to originate routes for that
prefi x.

In the RPKI hierarchy, IP resources are delegated from a parent
Certification Authority (CA) to a child CA.  Upon del egation, the
child CA typically gains effective operational authority over those
resources. However, sone RPKI inplenentations pernmit parent CAs to
i ssue ROAs for del egated resources, leading to conflicts and
underm ni ng the RPKI trust nodel.

Thi s docunent establishes a Best Current Practice (BCP) that
RECOMMVENDS restrictions on ROA i ssuance by parent CAs for del egated
resources, while providing flexible operational guidance to support
legitimate BGP practices such as announci ng covering prefixes

al ongsi de nore-specific custonmer announcements.
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1.

1.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Pr obl em St at enment

When a parent CA del egates resources to a child CA authority over
those resources is generally expected transferred. However, parent
CAs sonetines issue ROAs for those del egated resources. This can
lead to the followi ng issues:

*  Conpeting ROAs [RFC8211]: Multiple ROAs may exist for the sane IP
prefix, issued by both parent and child CAs.

* Validation anbiguity: Relying party (RP) software cannot
prioritize between competing ROAs, including all valid ROAs in
val i dat ed ROA payl oads(VRPs). This may lead to routing decisions
that conflict with the del egation nodel (e.g., a parent CA's ROA
for 192.0.2.0/24 authorizing AS1, and a child CA's ROA for the
sane prefix authorizing AS2).

* Security risk: A malicious or conprom sed parent CA could issue
ROAs to hijack routes or disrupt legitimate routing. Note that
this BCP primarily mitigates m sconfigurations rather than
provi ding conplete protection against a fully nalicious parent CA
whi ch retains other powers (e.g., certificate revocation or
resource nodification)

These issues directly affect the security and stability of the
Internet routing system as RPKI data is used to validate route
origins and influence routing deci sions.

Best Current Practice

To ensure consi stency and security in the RPKI ecosystem the
foll owi ng practi ces are RECOMVENDED:

*  Parent CAs SHOULD NOT issue ROAs for resources delegated to a
child CA. If legacy ROAs exist, the parent CA SHOULD revoke them
in coordination with the child CAto mnimze disruption

* RPKI CA software SHOULD warn or reject ROAs issued for resources
that have been del egated to a child CA (i.e., resources no |onger
within the issuer’s effective authority due to del egation).
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Relying party (RP) software SHOULD flag ROAs issued by a parent CA
for resources delegated to a child CA issuing warnings during
validation. The detection rule is:verify if a parent CA's ROA
prefix overlaps with resources delegated to a child CA

It is RECOWENDED that only | eaf CAs(CAs that have not del egated
resources further) issue ROAs. Restricting ROA issuance to |eaf
CAs clarifies authority, prevents overlapping or conpeting ROAs
bet ween parent and child CAs, and reduces risks of

m sconfiguration or msuse that could lead to routing incidents.
If a non-leaf CA issues a ROA, RP software triggers an warning
during validation. This recomendation is consistent with the
above restriction on parent CAs and extends the principle by
specifying that only CAs wi thout further del egation (leaf CAs)
shoul d perform ROA i ssuance.

Qper ational Guidance for Covering Prefixes and Custoner
Del egati ons:

VWhen an ISP holds a covering prefix (e.g., a /16) and del egates a
nmore-specific prefix (e.g., a /24) to a custoner:

- |If the delegation occurs within the same adninistrative donmain
or the ISP wishes to retain operational control, the shared CA
model is RECOMVENDED. The | SP and customer operate under a
common CA certificate. This allows the ISP to i ssue ROAs for
both the covering prefix and the nore-specific del egation,
supporting commopn BGP practices such as announci ng an aggregate
al ongsi de customer nore-specifics. |n such cases, creating a
separate child CA is NOT RECOMMENDED and is often discouraged.

- If the customer requires full control (independent ROA
managenent and announcenent froma different origin AS), the
parent/child CA nodel NMAY be used. The child CA issues the ROA
for the nore-specific prefix, while the parent MAY retain a ROA
for the covering prefix if needed for its own announcemnents.

RP software SHOULD fl ag such overl appi ng ROAs for operator
revi ew but MJUST NOT automatically invalidate them

In cases where a parent CA, such as a Regional Internet Registry
(RIR), operates its own network and needs to i ssue ROAs for the
resources it directly holds (i.e., resources not delegated to
child CAs), it is RECOWENDED that the parent CA create a

dedi cat ed subordinate CA for those resources. ROAs should then be
i ssued fromthis subordinate CA, naintaining clear separation

bet ween al | ocation and operational roles.
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* (Qperators of RPKI CAs SHOULD i npl enent nonitoring to detect ROA
m sconfigurations, with automated alerts for unauthorized
i ssuance.

* Regional Internet Registries (RIRs) and other certification
authorities are encouraged to update their RPKI docunentation and
user interfaces to clearly comunicate these restrictions to end
users.

4. | ANA Consi derati ons
This meno i ncludes no request to | ANA
5. Security Considerations

Failure to enforce ROA i ssuance restrictions can |lead to serious
security consequences, including:

* Route hijacking: An conprom sed parent CA could issue ROAs to
redirect traffic.

* Routing blackhole: If a parent CA issues an ROA for a del egated
prefix (e.g., 192.0.2.0/24 authorizing ASl) and the child CA
hol di ng the sanme prefix, does not issue an ROA but announces via
AS2, the route may be marked "lnvalid" per [RFC6811], causing
traffic to be dropped and resulting in a routing bl ackhol e.

* FErosion of trust: Anbibuities in ROA authority reduce confidence

in RPKI.
This BCP primarily addresses m sconfigurations and uni ntended
authority overlaps. It does not prevent all possible actions by a
mal i ci ous or conprom sed parent CA, which could still revoke child

certificates, shrink resource sets, or re-del egate resources

Strict enforcement at both the CA and relying party levels is
essential to maintaining the integrity of the global routing system
Thi s docunent reinforces the principle of |least authority within the
RPKI hi erarchy.

6. Special Considerations
In operational environments, organizations rmay del egate resources

internally to subsidiaries or to external customers while needing to
announce covering prefixes thensel ves.
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7.

7.

7.

When the nore-specific prefix belongs to a different [egal entity
requi ring independent control of its BGP announcenents, the parent/
child CA nodel may be necessary. This docunent does not invalidate
such configurations, nor does it inpact the validity of BGP
announcenent s contai ning both covering prefixes and nore-specifics.
The focus is strictly on ninimzing cryptographic authority conflicts
to prevent validation anbiguity.

Resources MAY appear on multiple CA certificates for legitimte
pur poses such as key rollovers and make-before-break transfers.
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