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Abst ract

RPKI ROAs and other digitally signed objects provide a practical
solution to validate BGP routes for preventing route hijacks. During
ROV operations, validation data may be sourced not only fromissued
ROAs but also fromother |ocal sources. These data sources can vary
interms of credibility, and ROV operations nay therefore require
different response actions for invalid or unknown routes. This
docunent takes ROV as an exanple to describe a flexible RPKI-based
route validation using nulti-priority data, and outlines rel evant use
cases, framework, and requirenents for ROV operations that involve
multi-priority data.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 April 2026.
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1. Introduction

RPKI Route Origin Authorizations (ROAs) and other digitally signed
obj ects provide a practical solution to validate BGP routes for
preventing route hijacks. For example, Route Origin Validation (ROV)
built on ROAs stands as a practical and effective approach to conbat
prefix origin hijacking. |In ROV operations, the validating data
utilized is not limted to ROAs alone; it may al so include various
types of local data fromother sources. These additional data
sources can exhibit varying levels of credibility, with some being
highly reliable due to their authoritative origins and others being

| ess credi ble due to potential inconsistencies or |ack of
verification. Correspondingly, ROV operations need to be flexible
enough to take different actions when dealing with invalid routes and
unknown routes. This docunment takes ROV as an exanple to describe a
flexi ble RPKI-based route validation using nmulti-priority data, and
el aborates the gap anal ysis, framework, and specify the key
requirenents for inplenmenting ROV with nmulti-priority data in current
RPKI i nfrastructure
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. @Gp analysis

RPKI - based Route Origin Validation (ROV) fundanentally relies on
Route Origin Authorization (ROA) data. However, it is recognized
that ROA depl oynent has the foll ow ng depl oyment issues: inconplete
coverage of routes in the global routing table, the existence of ROAs
with erroneous registrations, and the conmon practice where network
operators locally filter certain Validated ROA Payl oad (VRP) data or
supplenent it with external sources (e.g., data inferred through
machi ne | earning). Technologies like SLURM (Sinplified Loca

I nternet Number Resource Managenent) can be used to apply such loca
modi fi cati ons.

Due to such m xed data sources, the credibility of the data varies to
different degrees and is no longer uniform Accordingly, network
operators require the ability to apply different actions to
validation results based on the credibility of the underlying data.
Thi s approach offers benefits such as the follow ng use case: an ISP
(I'nternet Service Provider) might supplenment RPKI ROAs with data
derived fromits own operational experience, but assign a | ower
credibility to this supplenentary data. |In this scenario, when a
route is validated as "invalid" by RPKI ROAs, the router can discard
the route; if aroute is validated as "invalid" by supplenmentary data
with mediumcredibility, the router can be configured to trigger an
alert.

However, current RPKI technol ogy does not support such operations.
Regardl ess of the source of the validation data, the sanme type of
validation result triggers the sane operation. This fails to neet
the need for custom zed processing of different scenarios in network
operations. This docunent describes a RPKI validation franmework and
requirenents with multi-priority data to nake RPKI-based validation
processing nore flexible and operable.

3. Fr amewor k

Thi s docunent proposes a framework shown as the following figure. It
sopports RPKI-based validation with prioritized resource data.
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RP/ Cache server needs to decide how to nerge these data from
di fferent sources.

The data will be syncronized fromthe RP/ Cache server to routers
through tools Iike RTR. Routers will do BGP route validation with
priorities being taken into consideration. Particularly, the
val i daiton output for a route can be Valid, Unknown, or Invalid-
_level . Aroute validated as invalid will be marked with Invalid as
well as a credibility level of the validation result. For exanple,
"Invalid-_1 " neans the validation result of invalid is derived based
on the source data with the priority of _1 and thus has a
credibility level of _1 .

Net wor k operators can do configurations on routers to taken different
policies on the invalid routes with different credibility |evels.

For exanple, suppose there are two ROA records on a router: 1) the
prefix of 192.0.1.0/24 is authorized to AS 65001, which has a high
priority of _1_ and 2) the prefix of 192.0.2/24 is authorized to AS
65002, which has a relatively low priority of _2 . For the route with
the prefix of 192.0.1.0/24 and the origin of AS 65003, the validation
result will be invalid-_1 . Operators can configure the router to
discard the route because the validation result is with a high
credibility level. For the route with the prefix of 192.0.2.0/24 and
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the origin of AS 65003, the validation result will be invalid-_2_.
Operators can choose to set a lower priority for this route to

i nfluence the route selection outcome. This is because the
validation result is with a relatively lowcredibility |evel and
adopting a conservative handling policy to the route may be safer.

The proposed framework brings two main benefits:

* Enhancing BGP route handling after route validation. Wen the
resource data are fromnultiple data sources with different |evels
of credibility, operators can inplenent custom zed priority
settings to the resource data and apply different handling
polici es.

* Inproving early deploynment benefits and promoting the depl oynent
of RPKI-based routing validation techniques. Wen the
registration rate of RPKI data is not high, operators can

suppl enent data with techniques like Al while still being able to
take "di scarding" action on invalid routes with high credibility
| evel s.

4. Requirenents for Multi-Priority RPKI ROV

This section outlines the requirements for extending the RPKI
architecture to support the processing and propagati on of RPKI data
with multiple priority levels. These requirenents are necessary to
enable differentiated handling of routing validation results based on
their perceived credibility, such as those derived fromauthoritative
sources (e.g., RPKI ROAs) versus inferred or supplenental sources
(e.g., Al-inferred data).

1. Priority Setting. |Inplenmentations processing RPKI data on |oca
cache (e.g., Relying Party software) SHOULD support the
assignnent of a priority level to each validated RPKI object.
The priority MAY be configurabl e based on the data source (e.g.,
RPKI si gned, locally inported, or Al-inferred). The priority
val ue SHOULD be represented in a standardi zed format to ensure
interoperability.

2. Milti-Priority Data Merge. |nplenentations SHOULD nerge data
fromnmultiple sources according to a defined algorithm This
al gorithm SHOULD specify how to handl e conflicts, including rules
for merging data of the sane priority and for supersedi ng | ower-
priority data with higher-priority data.
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SLURM Support for Priority Marking. The SLURM nmechani sm SHOULD
be extended to allow | ocal exceptions and additions to include a
priority attribute. This enables network operators to override
or supplenent RPKI data with local policies that reflect
differentiated credibility.

RTR Support for Priority Marking. The RPKI-to-Router (RTR)

prot ocol MJUST be extended to convey the priority of the
validation data it delivers. This enables routers to apply
appropriate local policy based on the credibility of the origin.
To provide flexibility in deploynent, two inplenentation nodels
MAY be supported. Network operators SHOULD choose which

i npl ementation to depl oy based on their specific operationa
preferences and infrastructure:

4.1. One single local cache server transnmits data of nultiple
priority levels. The protocol SHOULD be extended to include a
new field within its Protocol Data Units (PDUs) to explicitly
carry the priority level for each payload data item This nodel
allows a router to maintain a single, sinple transport session
with one cache server while receiving a mxed-priority data set.

4.2. A router establishes transport sessions with nultiple |Ioca
cache servers, where each server is designated to provide data
for a specific priority level (e.g., a primary server provides
hi gh-priority RPKI-validated data, and a secondary server
provides lowpriority supplenental data). The protocol itself
remai ns unchanged, as the priority is derived fromthe
configuration of the router-to-server association

BGP route validation (e.g., ROV, ASPA, etc.) with Priority

Awar eness. BGP route validation processes SHOULD be enhanced to
support a multi-priority data nodel. The validation process
SHOULD annotate the resulting validation state (Valid, Invalid)
with an indication of the priority level, which identifies the
priority tier of the data that was used to reach that concl usion
For exanple, an "lInvalid" result derived froma |ocal override
(high-priority) MJST be distinguishable froman "Invalid" result
derived frominferred data (lowpriority). This annotated

val idation state SHOULD t hen be used to inform subsequent routing
policy actions. |Inplenentations SHOULD provide flexible policy
mechani sms that all ow network operators to define actions (e.g.,
reject, depreference, warn, accept) based on both the validation

state (e.g., Invalid) and its associ ated assurance |level (e.g.,
H gh or Low).
et al. Expires 22 April 2026 [ Page 6]
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6. Router Handling of Priority-Based Invalid Routes. BGP speakers
SHOULD support configurable policies to handle invalid routes
based on the priority of the validation data. For exanple,
routes invalidated by high-priority data MAY be deprioritized or
di scarded, while those invalidated by lowpriority data MAY be
retained with a warning.

7. BMP Support for Priority in Validation Reports. The BGP
Moni toring Protocol (BMP) SHOULD be extended to include priority
information in reports of BGP route validation results. This
enabl es network operators to nonitor and anal yze routing
deci sions based on data credibility.

Security Considerations

Thi s docunent defines a framework for handling RPKI data with
multiple levels of priority (assurance), which introduces new
consi derations beyond those of the base RPKI system [ RFC6480] .

Amplification of RPKI Repository Failures: If a high-priority source
(e.g., a primary RTR cache) becones stal e or unavail able, the system
may fall back to lowpriority data. This could lead to a nass re-
eval uation of routes froma 'Unknown' state to a 'Valid or 'Invalid
state based on less credible information, potentially causing

wi despread routing churn. |nplenentations should include mechani sns
to detect such scenarios and allow operators to define appropriate
fal | back behavi ors.

I ANA Consi derations
Thi s docunent has no | ANA acti on.
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