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Abst ract

Thi s docunment describes AS PATH verification based on Aut ononobus
System Provi der Authorization (ASPA) for egress eBGP speakers. ASPA
is a Resource Public Key Infrastructure (RPKI) object that allows an
AS to register its transit provider ASes. Perform ng ASPA-based

AS PATH verification at egress can prevent the propagation of route

| eaks to external peers, check for local nisconfigurations, and help
detect potential ASPA registration errors. This approach conpl enents
i ngress-side verification; it ensures coverage shoul d ASPA depl oynent
be absent at the ingress eBGP router of the AS.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 July 2026.
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1. I nt roduction

Aut ononbus System Provi der Authorization (ASPA) objects in the
Resource Public Key Infrastructure (RPKI) can be used to verify BGP
AS PATH for detection and mitigation of route |eaks and certain
prefix hijacks involving forged origins or forged path-segnments
[I-D.ietf-sidrops-aspa-verification]. The ASPA object profile is
defined in [I-D.ietf-sidrops-aspa-profile].
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The procedures described in Section 5 of
[I-D.ietf-sidrops-aspa-verification] perform ASPA-based BGP AS_PATH
verification at eBGP ingress. Perform ng BGP AS PATH verification at
eBGP egress (this docunent) can be beneficial as follows: (1) Ensure
coverage shoul d ASPA depl oynent be absent at the ingress eBGP router
of the AS, and (2) Check whether the AS PATH (with the local AS
added) as received by the eBGP nei ghbor at egress router would be
Invalid and, if so, avoid sending the BGP Update. The egress AS PATH
verification inherently detects and alerts the |local AS operator if
there were any eBGP peering misconfiguration or error in the ASPA
regi stration of the eBGP nei ghbor on the ingress side.

Thi s docunent does not change the semantics or procedures of ASPA-
based BGP AS PATH verification defined in
[I-D.ietf-sidrops-aspa-verification]. It explains inportant use
cases and specifics of correct inplenentation of ASPA-based path
verification at eBGP egress, as [ RFC8893] did with RPKI route origin
validation (RPKI-ROV) for BGP export. The verification procedure at
eBGP egress is a little different fromthe procedure at the eBGP

i ngress.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Suggested Reading

It is assuned that the reader understands BGP[ RFC4271],
RPKI [ RFC6480] , ASPA object profile[l-D.ietf-sidrops-aspa-profile],
ASPA- based BGP AS_PATH
verification[I-D.ietf-sidrops-aspa-verification], and RPKI-ROV for
BGP export[ RFC8893].

3. Procedure of ASPA-based AS PATH Verification at eBGP Egress

When a BGP speaker advertises a route to an external peer through
eBGP egress, the BGP speaker prepends its own AS nunber to the

AS PATH of the route, and perforns ASPA-based AS PATH verification
before sending the route to the external peer

Suppose the BGP router is at AS X, and its external peer is at ASY,
and the AS PATH P of the route to be advertised to external peer by
the BGP speaker is represented by {AS X, AS(N), ..., AS(2), AS(1)},
where AS(1) is the origin AS, and AS X is the |ocal AS nunber added
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by the BGP speaker of AS X at eBGP egress (see Figure 1). In this
AS _PATH, the AS nunmber (ASN) used for AS X MJST be the ASN of the
router’s BGP configuration (see [ RFC38481] [RFC8893]).

Fom oo +
| AS X |
I I
Fomm - + eBGP | +----+ iBG +----+ | eBGP +-------- +
| AS(N) |-------- >>| RL |------ >> R2 |-------- >>| ASY |
S R + | [+----+ +---- 4\ S +
|/ \
I \
eBGP i ngress/ \ eBGP egress
Figure 1: Illustration of the eBGP egress.

The net hod of ASPA-based AS _PATH verification at the eBGP egress of
the BGP speaker is described as foll ows:

1. Regard the external neighbor AS Y as the virtual receiving/
val i dating AS point.

2. The BGP roles of AS X and AS Y, including Custoner, Provider,
Route Server (RS), Route Server Client (RS-client) and Peer, are
defined in [ RFC9234], and they can be configured | ocally and used
for the path verification.

3. If AS X is a Custoner or Peer to AS Y, or AS Y is a (transparent
or non-transparent) Route Server (RS) and AS X is an RS-client,
or, ASY is an RS-client and AS X is a (transparent or non-
transparent) RS, use the algorithmfor upstreampaths (Sec. 5.4
of [I-D.ietf-sidrops-aspa-verification]) to verify the AS PATH P

4. 1f AS Xis a Provider to AS Y, use the algorithmfor downstream
paths (Sec. 5.5 of [I-D.ietf-sidrops-aspa-verification]) to
verify the AS PATH P.

3.1. Uility of Only to Custoner (OIC) Attribute

The egress verification procedure described above can produce
incorrect results at R2 in sonme cases (see Figure 1). This is
because at Rl there is direct know edge (based on |oca

configuration) of AS X's peering relation with the nei ghbor AS(N)
while at R2 the procedure nust rely on the ASPA data. But the ASPA
data nmay be absent or insufficient. For exanple, let the AS(N) to AS
X rel ationship be conpl ex consisting of a C2P session and a p2p
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session. AS(N) has an ASPA that attests that AS X is a provider (per
ASPA specification). Let the AS Xto AS Y relationship be CP or
p2p. Then for a route originated by AS(N) and sent to AS X on the
p2p session, the egress verification at R2 produces a Valid outcone.
Only R1 knows that the route nade ingress on a p2p session; R2 does
not. In order that R2 does not forward the route to AS Y, it cannot
rely on the outcone of the egress verification in this exanple. It
is inperative that RL attaches the Only to Custoner (OTC) Attribute

[ RFC9234] to the route on ingress. Even if the ingress router Rl is
not upgraded to perform ASPA verification (partial deploynent of ASPA
within an AS), it nust be upgraded to do OTC (or mininally an intra-
AS BGP Community that enulates the OTC Attribute for route |eak
prevention).

3.2. Consideration of Conplex BGP Sessions

There can be a conpl ex peering relationship on either side of AS X
(with AS(N) or with ASY).

If multiple eBGP sessions can segregate the Conpl ex peering

relati onship into eBGP sessions with normal peering rel ationships the
recei ving/verifying AS SHOULD sel ect the appropriate algorithm (for
upstream or downstream paths per Sec. 5.4 or Sec. 5.5, respectively,
in[l-D.ietf-sidrops-aspa-verification]) for each of the nornal
sessions based on its peering relation type.

If a Conplex peering relation cannot be segregated (i.e., when a
Conpl ex BGP rel ationship occurs within one single BGP session), an
operator nmay want to achi eve an equi val ent outcone by applying an
appropriate algorithm (for upstream or downstream paths) on a per-
prefix basis corresponding to the peering relation for the prefix.
If this option is not feasible, then an operator MAY apply the

al gorithm for downstream paths to avoid fal se positive outcones

4. Optimzations

There woul d be concerns about the extra workl oad or redundancy of
processing due to performing verification at both ingress and egress.
There shoul d be some optinizations inplenented or avail able for use
when appropriate so that redundant processing can be m ni m zed.
Exampl es of optim zations are:

Zhang, et al. Expires 24 July 2026 [ Page 5]



I nternet-Draft ASPA- based AS PATH Verification for BGP January 2026

5

5

1. Consider the full table is received froma provider at an un-
upgraded i ngress border router and the full tables are advertised
to nultiple customer ASes. Process egress ASPA verification
centrally for all custonmer AS facing interfaces if possible and
then push the verified full table to RIBs-out of all such
interfaces. Significant egress ASPA processing savings can
result by doing this.

2. Network operators should have a switch that they can use to turn
of f egress ASPA verification when it is appropriate. For
exanpl e, when the adoption of ingress ASPA verification + OTC (or
an intra-AS BGP community like OTC) is conplete on all their
border routers.

3. For routes that have OIC (or an intra-AS BGP community |ike OIC
attached when received fromiBGP at an egress router, then the
egress ASPA verification nust not be perforned on themif the
egress router is connected only to provider ASes and/or |atera
peer ASes.

Necessity and Beneficial Cases

Per f ormi ng ASPA- based egress AS PATH verification allows an eBGP
router, in some cases, to prevent |ocal route |eaks and to help

di agnose | ocal peering msconfigurations and ASPA registration
errors. The cases where these benefits nmay not nmaterialize are: (1)
eBGP peering relations are conplex, or (2) the eBGP neighbor on the

i ngress side has no ASPA registration, or (3) the local ASis in an
AS migration state. In the first and second cases, the egress ASPA
al gorithm (Section 3) could produce a fal se negative result but never
a false positive and hence the behavi or woul d be conservative (i.e.,
a valid route is not dropped). When there is AS mgration, it is
necessary that the local AS has conveyed to its customer ASes all the
rel evant AS nunbers (tenporary as well as the global AS ID) for
correct ASPA registrations.

1. Prevent Local M sconfigurations

Egress AS PATH verification will prevent msconfigurations of the
egress router. |If the local AS has nultiple AS nunbers, it is
necessary to ensure that the AS nunber added to the AS PATH at the
egress is correct and whether it could | ead to neighbors validating
it as Invalid. Additionally, the | ocal AS needs to check if any

nmodi fications to the AS PATH in export policy are legitimte.
Verification at the egress will prevent the local AS from advertising
routes with invalid AS PATHs, allow ng for quick detection of issues
and correction of |ocal configuration errors.
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5.2. Conpl ementing the ASPA-based Ingress Verification Method

Perform ng AS PATH verification at the ingress can detect route | eaks
in the routes received from eBG nei ghbors, but additional neasures
are needed to prevent local route |leaks. As discussed in

Section 3.1), the OIC Attribute hel ps prevent |ocal routes |eaks
Egress ASPA verification can al so detect some (but not all) loca
route | eaks.

5.3. Detect ASPA Registration Errors

If the local AS or customers have registration errors or om ssions,
they can be detected at the egress, allowing for quick identification
of the issue. This mainly includes the follow ng two scenari os:

(1) Case of local AS: If the local AS has omtted one or nore
providers in the Set of Provider ASes (SPAS) in its ASPA, the loca
AS may end up advertising routes with ASPA-invalid AS PATH to its
cust oners.

(2) Case of Custoner AS: If a Customer of the |ocal AS forgets to
include the local ASin their SPAS, the |local AS nay end up
advertising their routes with ASPA-invalid AS PATH to its nei ghbors.

Perform ng AS PATH verification at the egress could detect such
registration errors i mediately and point to its actual source
clearly and noticeably; otherw se, routes advertised by the |ocal AS
may be filtered by other ASes, leaving the local AS unaware of the

i ssue.

6. Operational Considerations

The peering rel ationships between the local AS and its externa

nei ghbor ASes, includi ng Custoner-Provider/Provider-Custoner, Peer-
Peer, Route Server (RS) and RS-client, nutual-transit, are used in
path verification procedures to deterni ne whether upstream or
downstream procedures should be applied. There are the follow ng
possi bl e ways to know the rel ati ons between the local AS and its
ext ernal nei ghbor AS: (1) The first way is to use the BGP Role
Capabi lities exchanged in the BGP OPEN nessage as specified in

[ RFC9234]; (2) The second way is to use ASPA objects registered by
the local AS and its external neighbor AS; (3) Another way is to use
the |l ocal BGP peering configuration
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7. Security Considerations

The security considerations that apply to ASPA-based AS PATH
verification (see [I-D.ietf-sidrops-aspa-verification]) also apply to
the procedure described in this docunent.

8. | ANA Consi derati ons

Thi s docunent has no | ANA actions
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