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Abst ract

Thi s docunent anal yzes the selection of Attested Transport Layer
Security (aTLS) protocols, anobng pre-handshake, intra-handshake, and
post - handshake aTLS protocols, focusing on the trade-off between
theoretical security strength and practical deployability. The goal
is to enable flexible, context-aware depl oynent of endpoint
attestation while maintaining conpatibility with existing

i nfrastructure.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Attested TLS (aTLS) enables a TLS server to provide cryptographic
proof of its endpoint behavior, including configuration, identity,
and software integrity. This is essential for high-assurance use
cases such as zero-trust architectures, conpliance verification, and
supply chain security.

However, the timng and nmethod of attestation delivery significantly

af fect both security strength and network deployability. This
docunent considers three nodels:
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Pre- handshake: Attestation sent before TLS begins.
I ntra-handshake: Attestation enbedded in TLS handshake messages.
Post - handshake: Attestation sent after handshake conpl etion

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119

Attester: The entity that generates attestation evidence.
Verifier: The entity that validates the attestation

Relying Party: The client or service relying on the attestation
result.

TLS Exporter: A TLS 1.3 mechanismto derive keying material fromthe
handshake.

M ddl ebox: Network devices that inspect or nodify TLS traffic (e.qg.,
firewalls, |oad bal ancers).

3. The Theoretical Upper Bound of Security

In an ideal world, aTLS should achieve the follow ng security
properties:

*Crypt ographi ¢ Bindi ng*: The attestation evi dence MJST be
cryptographically bound to the TLS session. Specifically, the
evi dence should cover the TLS handshake transcript (e.g.,
ClientHello...ServerHello). This prevents a "Man-in-the-M ddl e"
(MTM fromstripping the attestation or replaying a valid
attestation froma different session.

*Freshness*: The attestation nust be fresh, preventing replay
attacks. ldeally, the nonce used in the attestation is derived from
the TLS handshake.

*Zer 0- Knowl edge (Optional Privacy)*: The protocol should allow for
sel ective disclosure, proving properties (e.g., "I amrunning patched
Li nux") without revealing the exact neasurenent hash, if desired.

*Formal Verification*: The protocol conposition (TLS + Attestation)

should be fornmally verified to ensure no security degradation (e.g.,
no downgrade attacks).
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The Upper Bound inplies a tight integration where the attestation is
si gned over the TLS handshake state, effectively making the
attestation a nandatory extension of the Finished nessages.

The Practical Lower Bound of Depl oynent

In the real world, protocols face harsh constraints that define the
"Lower Bound" of what is acceptable:

*M ddl ebox Conpatibility*: Enterprise networks, firewalls, and TLS
term nators often inspect or nodify TLS handshakes. A protocol that
breaks these m ddl eboxes (e.g., by adding |arge custom extensions
that are stripped) will fail to deploy.

*Library Fragnentation*: Not all clients and servers use the | atest
penSSL/ BoringSSL. The solution nust ideally be backward conpati bl e
or inplenentable as a nodul ar extension

*Har dware Asymetry*:

-H gh-End: Servers with TPMs 2.0 or Intel SGX/ TDX can perform conpl ex
si gni ng operations during the handshake.

-Low End: 10T devices or highly | oaded servers nmay experience
significant latency if the handshake is bl ocked waiting for hardware
si gni ng.

*Operational Conmplexity*: Verifying attestation requires a conpl ex
infrastructure (Verifier, Policy Engine). |If the protocol requires
the TLS server to act as the Verifier for the client, it increases
server |oad and state nanagenent conplexity.

*Passi ve Qbservation*: In some depl oynent nodels (e.g., nutual TLS)
the verifier mght be an offline entity analyzing | ogs rather than
the i medi ate peer, requiring the attestation to be accessibl e post-
handshake.

The Lower Bound dictates that the protocol nust be resilient to
ext ensi on stripping, nmust not add unacceptabl e | atency, and nust
all ow for a "pass-through" nbode where the TLS stack is unaware of the
attestation semantics

Sel ection Analysis
1. The "Binding" Gap

The primary tension lies in Binding.

Zhang & Labi od Expires 17 Septenber 2026 [ Page 4]



Internet-Draft SEAT- Sel ecti on March 2026

5.

5

6

2

3.

.1

*Theory*: The attestation signature MJST cover the dientHello.random
and ServerHel |l o.random

*Practice*: Generating this signature inside the TLS state nmachine is
difficult for many libraries.

*Sel ection Decision*: The group should prefer mechani snms that use the
TLS Exporter [RFC5705] to bridge this gap. This allows the
attestation to be generated "outside" the strict handshake code but
still be cryptographically bound to the session, satisfying the upper
bound while respecting the | ower bound of library nodularity.

The "M ddl ebox" Gap
*Theory*: W control the whol e stack.

*Practice*: The path contains F5 | oad bal ancers, |egacy proxies, and
SaaS i nspection tools.

*Sel ection Decision*: Sending attestation evidence as Application
Dat a (post-handshake) is the nobst robust against the m ddl ebox "I ower
bound." However, to mtigate the security risk of M TM stri pping,
the protocol MUST inplenent a "fallback detection" mechanism |[If the
client expects attestati on and does not receive it within the first N
bytes, it MJST abort.
The "Latency" Gap
*Theory*: Attestation is instant.
*Practice*: TPM signing takes 50ns-200nms; SGX quoting is variable.
*Sel ection Decision*: To prevent blocking the TLS handshake (which
hurts performance), Asynchronous Attestation should be supported.
The connection can be established, and data can fl ow (perhaps
restricted), while the attestation is being validated in the
background. This Iowers the performance inpact to the practica
floor.
Eval uati on of Attestation Phases

Pre- Handshake Attestation
* *Description*: Attestation sent before TLS handshake begi ns.
*  *Pros*:

- Alows early rejection of untrusted servers.

Zhang & Labi od Expires 17 Septenber 2026 [ Page 5]



Internet-Draft SEAT- Sel ecti on March 2026

- Can be used in statel ess environnents.

* *Cons*:

No cryptographic binding to TLS session.

Vul nerabl e to downgrade or substitution attacks.
- Requires out-of-band channel or non-standard port.
* *Verdict*: Not recomended due to weak session binding.
6.2. Intra-Handshake Attestation

* *Description*: Attestation enbedded in TLS handshake messages
(e.g., via extensions or Certificate).

*  *Pros*:

Strongest security: fully bound to handshake transcript.

Enabl es nmutual authentication with attestation

- No added | at ency.
*  *Cons*:

- High risk of *middlebox interference* (e.g., stripping unknown
ext ensi ons).

- Difficult to deploy on the open Internet.
- My require protocol -specific integration.

* *Verdict*: H gh security, |low deployability. Suitable only in
control |l ed environnents.

6. 3. Post - Handshake Attestation

* *Description*: Attestation sent after handshake conpletion via
appl i cation data.

*  *Pros*:
- No m ddl ebox issues (uses standard TLS record | ayer).

- Easy to inplenment and depl oy.
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- Conpatible with TLS 1.3 and wi dely depl oyed st acks.

* *Cons*:

Requires explicit binding to handshake (e.g., via exporter).

Slight latency cost (one extra nmessage).
* *Verdict*: Best bal ance of security and deployability.

7. Context-Dependent Sel ection

7.1. Ceneral Internet Depl oynent
For public-facing services (e.g., HITPS, APIs), *post-handshake
attestation* like[draft-fossati-seat-early-attestation] is REQU RED
due to wi despread mi ddl ebox depl oynment and | egacy infrastructure, and
i s reconmended for broad interoperability.

7.2. Controlled Environnments and | ntegrated Protocols
In enterprise networks, data centers, or |oT deploynents, where:
m ddl eboxes are under admi nistrative control, TLS stacks are
upgradabl e, and Security is paranmount, *I|ntra-handshake attestation*
MAY be used when network environnent allows.

7.3. Protocols provide easy attestation integration
Certain protocols, for exanple the LAKE Protocol [LAKE-RA], provide
native support for attestation integration without requiring protoco
nmodi fications. |In such cases, *lntra-handshake attestation is
RECOMVENDED*. Thi s approach enabl es zero-cost attestation, optima
crypt ographi ¢ bi nding, and protocol -1evel trust conposition.

7.4. N che Case: Pre-Handshake for Network Adm ssion Contro

In architectures featuring a validating gateway (e.g., a Zero Trust
Net wor k Access gat eway):

1. The client attests to the gateway via a separate protocol (e.g.,
EST over CoAP, or a custom UDP protocol).

2. The gateway validates the attestation

3. The gateway issues a short-lived Attestation Token (e.g., a
psk _identity for TLS-PSK)
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4. The client initiates the TLS handshake to the internal server,
presenting the Token.

5. The server validates the Token to authorize the session.

Pre- handshake attestation is RECOMMENDED for gateway-based NAC,
provi ded the Token is cryptographically bound to the TLS session.

I ANA Consi derations
TODO
Security Considerations
TODO
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