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Abst r act

Thi s docunent focuses on the use cases and requirenents of
communi cati on protocols for troubl eshooting agents on network
devi ces.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanmpl e. coml LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-zhang-rtgwg-ai -
agent s-troubl eshooti ng/.

Di scussi on of this docunent takes place on the rtgwg Wrking G oup
mailing list (mailto: We@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

3.

I nt roducti on

Thi s docunent focus on communi cati on protocols and associ at ed
requirenents for network troubl eshooting interactions anong agents on
networ k devices. As npbdern networks evolve toward greater conplexity
and dynami sm traditional centralized nanagenent systens face
significant challenges in real-time fault detection and resol ution
Intelligent agents enbedded within network devices represent a
paradi gm shift toward distributed, autononous network operations.
This draft addresses the need for standardi zed comuni cation

met hodol ogi es that enabl e these agents to collaboratively identify,

di agnose, and recover network issues across diverse environnents.

The contents of this docunment are as foll ows:

First, this docunent introduces three use cases to illustrate

communi cati on wor kfl ows between network device agents during

troubl eshooting. Second, this docunent anal yzes existing transport
protocols for these interactions, highlighting the strengths and
limtations for agent scenarios. Finally, this docunent establishes
fundanmental requirenents for inplenenting effective agent-to-agent
troubl eshooting systens. By analyzing those interoperable

conmuni cati on nodes, this draft ainms to facilitate the devel opnent of
sel f-heal i ng networks capabl e of nmintaining service |evels despite

i ncreasing operational conplexity.

The use cases and requirenents outlined herein are designed to be
appl i cabl e across various network domai ns, including data center
net wor ks, canpus networks, and |oT edge networKks.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Troubl eshooti ng Agent: An agent that runs on network devices to
identify, diagnose, and recover fromnetwork fail ures.

Use Cases
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3.1. Use Case 1. Data Center Network

In a |arge-scale data center network, multiple troubl eshooting agents
on network devices, such as switches and routers, need to

col laboratively identify and di agnose a transient |atency issue

af fecting application performance. The troubl eshooting workfl ow
begi ns when an application perfornmance nonitoring agent detects

el evated response tinmes and assign a diagnosis task to

troubl eshooti ng agents on network devices. The application
performance nonitoring agent also can reports this issue to the agent
on the network controller, which then notifies troubl eshooting agents
on network devices to root the cause of this perfornmance issue. The
ways by which troubl eshooting agents on network devices receive tasks
is beyond the scope of this draft.

For this use case, a high-performance, |ow cost commrunication
protocol is required. 1In existing works, gRPC provides significant
advantages for this scenario. This part takes gRPC as an exanpl e.

When a troubl eshooting agent on the network device receives a task to
identify, diagnose, and recover fromnetwork failures, the
conmmuni cation flow may same as this figure

L R + 1. establishes connection +----------------- +
I I > --e--m--- - +
| | | | 2. request for related data | | |
| |Initiating Agent| +----------------------------- > | Agent |
|| || 3. response (. |
[ R O + deeemeeeaaas +
| | 4. share analysis results | Rel evant |
| Network Device — +-----------mmmmmmmia o > Networ k Devices

Fom e e e e oo o + o e e e e oo - +

Fi gure: Data Center Networks

The communi cation flow includes these steps as follows. This
docunent provi des nmessage exanpl es for each step

Step 1, the initiating agent establishes connections with rel evant

networ k device agents. This step may include sone security-rel ated
steps and description about failure.
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{
"Sender": "Agent-I1",
"Failure":
{ .
"Location": "Host 1",
"Type": "Packet |loss rate greater than threshol d",
"Description": "...",
"Sol ution":
{
b, _
" Anal ysi s":
{
}1
}
Step 2, through bidirectional connection, the initiator requests
real-tine telemetry data including interface statistics, queue
dept hs, and | atency neasurenents.
The request nmessage of initiator could be as foll ow ng.
Zhang, et al. Expires 7 May 2026 [ Page 5]



Internet-Draft Use Cases and Requirenents of Communi cat Noverber 2025

{
"Sender": "Agent-I1",
"Failure":
{ .
"Location": "Host 1",
"Type": "Packet |loss rate greater than threshol d",
"Description": "...",
},
"Sol ution":
{
"Rel at edNet Devi cel":
{
"Type": "Request",
"Resource": "Data",
"Description": "Traffic patterns of the device' s ingress and e

gress over a certain period of time.",
"TransMeht ods": ["gRPC', "QUI C']

}1
" Rel at edHost 2":

{
"Type": "Request",
"Resource": "Method",
"Description": "The device needs to send col ored packets to co
Il ect path data."
3
"Anal ysi s":

- Ay

Step 3, network agents respond with telenetry data in real-tine. The
rel ated network device would send this nessage as response.
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"Sender": "Agent-D',
"Response":
{
"Resource": "Data",
"Data":

{
"Description": "Traffic patterns of this device s ingress and
egress over a certain period of tinme.",
"TransMet hods": "gRPC',

}

Step 4, optionally, the initiating agent share analysis results
t hrough the same channels, enabling collaborative root cause
i dentification.

Step 5, once the root casue of the failure is identified, agents
negotiate and inplenent traffic engi neering adjustnents.

3.2. Use Case 2: Canpus Network

A network segnentation issue in an enterprise campus requires
verification of consistent policy application across nultiple
security domains. Agents residing in firewalls, sw tches, and

wirel ess controllers nust collaboratively audit their configurations
agai nst intended policies to identify discrepancies causing the
segnmentation failure

For this use case, a configuration-oriented troubl eshooting scenari o,
HTTP- based RESTCONF of fers several benefits. This part takes
RESTCONF as an exanple. The RESTful architecture provides famliar,
st andardi zed operations (GET, PATCH, DELETE) for configuration
mani pul ati on. YANG data nodel i ng ensures semanti c consi stency across
mul ti -vendor environnents, crucial for accurate policy verification
HTTP/ 2 s header conpression and request nultipl exing inprove
efficiency when interacting with nunerous agents sinultaneously. The
protocol’'s stateless nature sinplifies error recovery, while
standardi zed status codes and error responses enabl e predictable
failure handling. Rich authentication nechanisns integrate

seam essly with existing enterprise security infrastructures.

However, RESTCONF | acks stream ng capabilities for real-tine

tel enmetry exchange
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In this use case, the agent who is informed to conplete this task is
naned coordi nator agent.

o e e e e e e oo +
[ R + |
|| _ ||
| | Coordinator Agent | |4. process data
| | ||
| #---mmeem - - + |
| , |
| Net wor k Devi ce |
S U Fom e e o - +
| | 1. establishes connections
| | 2. queries configuration data
T R S +
| | | 5. pushes configuration adjustments
| 3. response +------- R + |
| SRR + | | |
Fomm e V-------- + - V-------- + - e m - V------- +
| Ao +o | Ao +o | Heeeeoe- +o
| | Agent | | | | Agent | | | | Agent | |
| I N I N +
| ] | ] | ]
| Network Device | | Network Device | | Network Device
o + o + o +

Fi gure: Canpus Networks
The communi cation flow includes these steps:

1. A coordinator agent establishes connections with relevant network
agent s.

2. The coordinator queries configuration data fromnultiple device
agents using standardi zed YANG dat a nodel s.

3. Each agent responds with structured configuration data
representing its current operational state.

4. The coordi nator analyzes the collective configuration data,
identifies inconsistencies in access control lists and routing
policies, and generates renediation instructions.

5. Using RESTCONF PATCH operations or other network managenent

operations, the coordi nator pushes configuration adjustnments to
speci fic agents.

Zhang, et al. Expires 7 May 2026 [ Page 8]



Internet-Draft Use Cases and Requirenents of Communi cat Noverber 2025

3.

2

6. Agents respond with structured error nessages if operations fail
enabling precise fault |ocalization

3. Use Case 3: |oT Edge Network

In an 10T edge network, multiple constrai ned devi ces experience
intermttent connectivity issues. Lightweight agents on these
devices nmust efficiently share fault information and coordinate
recovery actions while conserving bandwi dth and battery resources.

In 10T network, MJIT protocol is used widely. This part takes MJIT
as an exanple. MJIT' s publish-subscribe nodel offers distinct

advant ages for distributed troubl eshooting scenarios. The decoupl ed
communi cation pattern allows agents to exchange information without

di rect connections, reducing coordination overhead. Configurable QS
| evel s enable reliability matching for different nmessage. For
exanple, types— QS 0 for non-critical telenetry, QS 1 for inportant
fault notifications, and QS 2 for critical configuration changes.
The mini mal protocol overhead conserves bandw dth and battery life on
constrai ned devices. Last WIIl and Testament features ensure other
agents are notified when a device becones unreachabl e, enabling rapid
detection of network partitions. The topic-based routing sinplifies
message filtering and delivery to interested parties only.

o e oo +
| e + o
| | Agent | |

++ B + |
|| Network Device |

Identify faiulres 3.publish a failure report R +

e + LR + 1. Subscribe------------ +

| B S, + D < e o - +| B S, + |

| | Agent | | || MJTT Broker || ++ | Agent | |

I Ho--o- - + | #-----mmmome - + [ | Ho--o- - +
| Network Device | | Network Edge +---------- >| Network Device

R No-t R +4. Notification------------- +

| R +

o mm e e e e e e e e e e e e e e e mam- ++ B S, + |

5. Ofer related data and resources || | Agent | |

++ S IR + |

I

Figure: 10T Edge Networks

The communi cation flow includes these steps:
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1. Agents subscribe to relevant fault notification topics on an MJIT
broker depl oyed at the network edge.

2. The agent on the network device which happened a network failure
identifies the network failure.

3. Agent publishes a structured failure report to appropriate
t opi cs.

4. Subscribed agents receive the notification and contribute
additional context fromtheir perspectives.

5. The subscribed agents may offer some data and resources to
di agnose or recover FROMthis failure.

6. The agent on the network device that caused this failure recovers
the failure or reports it.

4. Requirements
According to those use cases, this draft concludes requirenents of
conmuni cati on protocol for network troubl eshooting interactions anong
agents on network devi ces.

4.1. Data Transport Requirenent

4.1.1. Data Format
The interaction between Agents shoul d use human-readabl e | anguage,
e.g., natural |anguage. However, in ternms of communication

performance, messages delivered by agents should be encapsul ated in
structured format. The nmessage sent by agent would be as foll ows.
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{
"Sender": "Agent",
"Fail ure":
{ .
"Location": "..",
"Type": "...",
"Description": " "
"Sol ution":
{
b
" Anal ysi s":
{
b,
}

4.1.2. Streaning Capabilities

Tr oubl eshooti ng agents MJST support bidirectional stream ng for real -
time telemetry exchange and col | aborative analysis. Strean ng

i npl ement ati ons SHOULD i ncl ude flow control mechani sns to prevent
resource exhaustion and MJST nmi ntai n nessage ordering within
streams. Agents SHOULD inplement priority handling for critica
troubl eshooti ng nmessages within streans to ensure tinely delivery of
urgent notifications.

4.1.3. Transaction Integrity

For configuration nodifications during troubl eshooting, agents MJST

i mpl erent transactional semantics to maintain network consistency.

Mul ti-agent transactions SHOULD support two-phase conmit protocols or
equi val ent distributed consensus nmechani sms. All configuration
changes MJST be idenpotent to allow safe retransm ssion in case of
delivery uncertainties.

4.2. Protocol Inplenmentation Requirenments

4.2.1. Mandatory Transport Security
Al'l inter-agent comuni cations MJST enpl oy transport-|ayer security
(TLS 1.2 or higher) with nutual authentication. Certificate-based
aut henti cation is PREFERRED over pre-shared keys for scal abl e

depl oynent. Agents MJST inplenent certificate revocation checking
and SHOULD support forward secrecy cipher suites.
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4.2.2. Standardi zed Error Handling

Agents MJST inpl ement consistent error reporting nmechani snms acr o0ss
al | communi cation protocols. Error responses MJST include nachine-
readabl e error codes, hunan-readabl e descriptions, and suggested
remedi ati on actions. Protocol-specific error nmappi ngs SHOULD be
defined to translate underlying transport errors to application-|eve
troubl eshooti ng semanti cs.

4.2.3. Message Prioritization and Preenption

Troubl eshooti ng systenms MJUST i npl enment nessage prioritization to
ensure critical fault notifications receive appropriate network
resources. Agents SHOULD support preenption of lower-priority
communi cati ons when high-priority troubl eshooting sessions require
i mediate attention. Quality of Service differentiation SHOULD be
i npl emented at both transport and application |ayers.

4.3. (Operational Requirenments
4.3.1. Interoperability and Versioning

Agents MJST i npl enment protocol version negotiation to maintain
backward conpatibility during upgrades. Data schema evol uti on SHOULD
foll ow conpatibility rules that prevent communi cati on breakdowns
Agents SHOULD support graceful degradation of functionality when
communi cating with ol der inpl enentations.

4.3.2. Resource Mnagenent

Agent i npl enmentations MJST include configurable resource linmits to
prevent exhaustion during mass troubl eshooting events. Menory,
bandwi dt h, and processi ng quotas SHOULD be enforced per communication
session. Agents MJST inplenent circuit breaker patterns to isolate

m sbehavi ng peers and maintain overall systemstability.

4.3.3. (Qbservability and Audit
Al'l troubl eshooting comruni cati ons MJUST be | ogged with sufficient
detail to reconstruct decision processes. Log entries SHOULD i ncl ude
nmessage tinestanps, participant identities, and semantic content
summaries. Audit trails MJST be protected agai nst tanpering and
avai |l abl e for post-incident analysis.

5. Security Considerations

TBD
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6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
7. Concl usion

TBD
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