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Abst r act

Thi s docunent focuses on the use cases and requirenents of
communi cati on protocols for measurenent agents on network devices.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. coml LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-zhang-rtgwg-ai-
agent s- measur enent /.

Di scussion of this docunent takes place on the rtgwg Wrking G oup
mailing list (nmailto: Wa@xanpl e.con), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent outlines use cases and requirements for network device
agents engaged in network neasurenent tasks. As networks evol ve
toward increased automation and intelligence, efficient and
standardi zed interactions between agents (located in routers,

swi tches, or other network el enents) become critical. Network
measur enent supports scientific discovery and network operations
through tasks |ike characterizing traffic, understandi ng protoco
performance, billing custonmers and detecting problens. This draft
focuses on defining use cases that illustrate practical conmunication
fl ows between agents, utilizing protocols |ike HTTP, gRPC, and
others, and establishes key requirenents to ensure interoperability,
scalability, and reliability. The nethods of measurenent is out of
scope in this draft. But the neasurenent agents on network devices
shoul d have the ability of choosing and invoki ng suitable network
measur enent t ool

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Use Cases
This section describes three use cases for comunication between
network device agents for network measurement. Each case follows the
foll ow
1. Intent analysis
2. Measurenent configuration generation
3. Configuration depl oynent

3.1. Use Case 1: Latency Measurenent

R R + 1. request R R +
| - + . > - + |
| | Agent | | 2. response | | Agent | |
| B S, + Commm e e e e - + B S, + |
| Network Device | | Network Device

oo - - + oo - - +

Fi gure: Latency Measurenent
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In this scenario, an agent anal yzes network performance intent and
generates a | atency measurenent configuration. The intent may
generate by other agent or human. The configuration specifies |ICwW-
based nmeasurenment with a 5-second duration. The agent sends an HTTP
CGET request to related agent’s endpoint with the configuration
paraneters. The agent which receives this request applies the
configuration, executes the nmeasurement, and returns results in JSON
format contai ning average latency, jitter, and timestanps.

Overall, this approach pronpbtes interoperability and ease of
i ntegration in heterogeneous networKks.

3. 2. Use Case 2: Active Measurenment

Thi s use case involves an agent perceived or received a risk of link
congestion initiates an active probing neasurenent. The agent shoul d
anal yzes the level of risk to determ ne probe type and frequency.
After analyzing the agent generates a configuration specifying active
probing. There nmay be nultiple related agent to cooperate to handl e
this issue. When probe arriving destinations, related agents should
send reports to the agent on the source node.

4. Requirenents

To enabl e effective network nmeasurement between network device
agents, several key requirenents nust be addressed to ensure robust,
scal abl e, and interoperabl e conmuni cati ons. These requirenents stem
fromthe use cases described and broader industry needs, focusing on
protocol capabilities, data handling, and systemintegration

4.1. Transm ssion

Support for streamoriented transmssion is essential. As
denonstrated in above use cases, neasurenents often involve
continuous data flows, such as real-time netrics or |arge datasets.
Protocols nust facilitate bidirectional streamng to allow agents to
send and receive data concurrently w thout interruption, mnimzing
| at ency and enabling dynam c adjustnments during measurenments. This
requirenent aligns with protocols |ike gRPC and WebSocket, which
natively support stream ng, and should be extended to other

i npl ementations through standards |ike HTTP/2 for broader adoption
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4. 2. Data Fornats

Structured and extensible data formats are critical for
interoperability. Agents nust exchange neasurenent results in a
consi stent manner, using formats such as JSON, XM., or Protoco

Buf fers. These formats enabl e easy parsing, validation, and
integration with analytics tools. Additionally, the data schema
shoul d be extensible to accommpdat e new neasurenment types and
paraneters, allow ng for future enhancements w thout breaking
backward conpatibility. For instance, defining common fields for
ti mestanps, error codes, and netadata in responses can standardize
i nteractions across diverse agent inplenentations.

4.3. Security

Security nechanisns nust be integrated to protect neasurenent data
and prevent unauthorized access. This includes nmandatory use of
transport-layer security (e.g., TLS for HITP and gRPC, WSS for
WebSocket) to encrypt data in transit, as well as authentication and
aut hori zation frameworks such as QAuth or client certificates. @Gven
the sensitive nature of network netrics, agents should al so i npl enent
rate limting and audit |logging to detect and nitigate potential
threats, ensuring conpliance with organizational policies.

4.4. Reliability

Reliability and error handling are paranount for maintaining

measur enent accuracy. Protocols should incorporate features like
retransm ssion policies, timeouts, and graceful degradation to handle
network failures or agent unavailability. For exanple, in the

| at ency measurenent use case, HITP retries can be enpl oyed for
transient errors, while gRPC s built-in error codes provide detailed
di agnostics. Agents nust al so support idenpotent operations to avoid
dupl i cate neasurenents and ensure data consi stency.

4.5. Scalability

Scal ability and performance optim zations are necessary to support

| arge-scal e depl oynments. This involves efficient resource
managenent, such as connection pooling and | oad bal anci ng, to handl e
hi gh vol unes of concurrent neasurenents. Protocols should mnimze
over head t hrough conpression techniques and efficient serialization,
as seen with Protocol Buffers in gRPC. Mreover, agents ought to
support asynchronous operations to non-bl ockingly process multiple
requests, enhancing overall systemthroughput.
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4.6. Interoperability

Interoperability and standardi zation across vendor inplenentations
are crucial. This requires adherence to comon APlIs, protoco
specifications, and data nodels, possibly defined in | ETF RFCs. By
pronoting a unified approach, agents fromdifferent manufacturers can
seam essly comuni cate, reducing integration costs and fostering

i nnovation in network automation. Additional considerations include
support for multicast or publish-subscribe nodels for group

measur enent s and nechani sns for data aggregation to reduce network

| oad.

5. Security Considerations
TBD
6. | ANA Consi derations
Thi s document has no | ANA acti ons.
7. Conclusion
This draft presents use cases and requirenents for the neasurenent
agents on the network device. The defined requirenents for
transm ssion, data formats, security, reliability, scalability, and
interoperability forma foundation for standardi zed agent
interactions. These inprovenents will enable nore automated and
intelligent network nanagenent, enhancing performance and resilience
i n nodern networks
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